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Issue:

NDcPP V1.0: Regarding Eliptic curve cryptography (ECC) and TLS, was secp521r1 intentionally left out of
FCS_TLSS EXT.1.3 and FCS_TLSS_EXT.2.3 or can an ST author add secp521r1 to these elements?

Resolution:

The NIT acknowledges the problem specified in the Issue section. FCS_TLSS_EXT.1.3 and
FCS_TLSS _EXT.2.3 shall therefore be modified as follows:

"The TSF shall generate key establishment parameters using RSA with key size 2048 bits and [selection:
3072 bits, 4096 bits, no other size] and [selection: over NIST curves [selection: secp256r1, secp384r1,
secp521r1] and no other curves; Diffie-Hellman parameters of size 2048 bits and [selection: 3072 bits, no
other size]; no other]."

Rationale:

N/A

Further Action:

None.
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