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Issue:

The SD for collaborative network device protection profile version 2.0 states "For testing of the time-
based threshold the evaluator shall use an SSH client to connect to the TOE and keep the session open
until the threshold is reached. The evaluator shall verify that the SSH session has been active longer than
the threshold value and a corresponding audit event has been generated by the TOE" for both
SSHS_EXT.1.8 and SSHC_EXT.1.8. NIAP TD0150 removes the SSH rekey audit from FAU_GEN.1 in
CPP_ND_V1.0 which appears to have remained persistent with CPP_ND_V2.0.

The lab believes the audit should also be removed from the SD for NDcPP, version 2.0.

Resolution:

The NIT acknowledges the issue described in the 'Issue’ section. Therefore the following changes shall be
applied.

The second paragraph of the test section for FCS_SSHC_EXT.1.8 shall be modified as follows:

<old>"For testing of the time-based threshold the evaluator shall use the TOE to connect to an

SSH server and keep the session open until the threshold is reached. The evaluator shall verify

that the SSH session has been active longer than the threshold value and a corresponding audit
event has been generated by the TOE."</old>

shall be replaced by



<new>"For testing of the time-based threshold the evaluator shall use the TOE to connect to an
SSH server and keep the session open until the threshold is reached. The evaluator shall verify
that the SSH session has been active longer than the threshold value and shall verify that the
TOE initiated a rekey (the method of verification shall be reported by the evaluator )."</new>

The fifth paragraph of the test section for FCS_SSHC_EXT.1.8 shall be modified as follows:

<old>"The evaluator shall verify that more data has been transmitted within the SSH session
than the threshold allows and a corresponding audit event has been generated by the
TOE."</old>

shall be replaced by

<new>" The evaluator shall verify that more data has been transmitted within the SSH session
than the threshold allows and shall verify that the TOE initiated a rekey (the method of
verification shall be reported by the evaluator)."</new>

The second paragraph of the test section for FCS_SSHS_EXT.1.8 shall be modified as follows:

<old>"For testing of the time-based threshold the evaluator shall use an SSH client to connect to
the TOE and keep the session open until the threshold is reached. The evaluator shall verify that
the SSH session has been active longer than the threshold value and a corresponding audit
event has been generated by the TOE."</old>

shall be replaced by

<new>"For testing of the time-based threshold the evaluator shall use an SSH client to connect
to the TOE and keep the session open until the threshold is reached. The evaluator shall verify
that the SSH session has been active longer than the threshold value and shall verify that the
TOE initiated a rekey (the method of verification shall be reported by the evaluator)."</new>

The fifth paragraph of the test section for FCS_SSHS_EXT.1.8 shall be modified as follows:

<old>"The evaluator shall verify that more data has been transmitted within the SSH session
than the threshold allows and a corresponding audit event has been generated by the
TOE."</old>

shall be replaced by

<new>"The evaluator shall verify that more data has been transmitted within the SSH session
than the threshold allows and shall verify that the TOE initiated a rekey (the method of
verification shall be reported by the evaluator)."</new>

Rationale:

see 'Issue' section



Further Action:

None

Action by Network iTC:

None



