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Configuring LoadMaster for Common Criteria Conformance kemp

Table of Contents

Common Criteria Configuration INStrUCTIONS. .....ecveiiieeeieceeeeee ettt et e ese e e s reesaesneenees 3
1. TArBEE RELEASE ..ttt ettt ettt e at et s bt et et eat et e s at et e be e st et e e at et e s bt et e besatens 3
2. INSEAIlATION PrOCESS ...veeiiieiieieteietete ettt ettt ettt b s b sttt s s bt b e s b s b e s et et e st esesseebessessensen 3
3. OperationNal ENVIFONMENT c...iciuiiiiiieictecie ettt st e st et e e veesbe e s e e sraesaaesssesstasssessaesssesssesssesssesssesnses 3
I 0T oo Yo T g €=Te I =] = o1 3 TS TRSRSRRP 3
5. CC CONfIGUIAtION PrOCESS...couiiiieieiieiieiteiesteste sttt ettt ettt ettt ettt s s b s b e st et et et et esessesbessessansanes 4

5.1 o= 38 1 DO P TP P T PPOTOPRRTI 4
5.2 Set Minimum PassWord LENGEN .....ccviruiiieieeieieseeeesee ettt ettt ae e et a e nes 4
Lo TRC BI V Sy {10 0l 2] o To Yo RSP 4
5.4 SYStEM SHULAOWN ..ooviieiciieeieeee ettt ettt e sttt et e et e e et e te s s e e st e s seessessesseessesasneensansennes 5
5.5 RESEE MACKHINE ..ttt et h et ea et e s bt et e s b e e st e nbesbeenbesaesntantesatens 5
5.6 Start-Up and SEU-TEST c..iiiiieieececeree ettt et ettt ere e e re e e aeereenes 5
5.7 LOGEING QUL ettt ettt b e st e st e st e st e st e e bt e bt e satesateeate e st e seenseesaeesabesasens 5
5.8 AQMINWUIACCESS eveviviieieieieiieieeteetestestestestetesteste e sessessestestestestestestesessessessessensensenteneesessessensensens 6
5.9 USEI CrEATION ettt ettt et ettt e sb e st s a e st e st e st e e b e e e bt e e st e saeeeate e bt eseenseesneesatenasenn 6
5,10 ZEIOIZATION ittt ettt sttt ettt et ettt et e e bt e bt e bt e s ate st e e be e be s st e naeenas 7
511 SettiNg Date/TiME coueueiiieieieietei ettt ettt ettt et et st ettt et e e b s b e sbesb e b et et e st eneesessessensensens 7
5.12  CONFIGUINNE NTP SEIVET w.cviiiieieieiieieetteiestestestent et ee e stestestestestesae e e e esassessessassensensensensesessessessensens 7
5.13 St The GUIBANNET ..cviiiiiieieieiieieei ettt sttt ettt st et st et ettt e st b s e sbesbebens et eneentesessessessensens 8
5.14  Intermediate CertifiCate ...ttt ettt sa e e sesseesesaesaens 8
5.15 Set Admin Ul for Login, TLS and Custom ECC Cipher SuUite Set .......ccecevererererienenieireneneeeniennene 9
5.16 Set ECC Ciphers for Self-Signed Certificates and Outbound Connections.........cccceevecvrererenrennene 10
5.17 Hash Cryptographic Operation (Hash AlOrithm) .......cccceeeererieiieiinireeeeee e 11
5.18 Keyed Hash Cryptographic Operation (Keyed Hash Algorithm).........cccevevevenenenieniecinieencnenanes 11
5.19  RANdOM Bit GENEIAtION.....iiuiiieiieieteeieeterteete ettt ettt st et e sae et et e saeesbasbe st enseessensesaeenean 11
5.20 Generate CSR (Certificate Signing REQUESL) .....ccuevruiririrerieieieietetr ettt 11
521 AUAIING eetieiteieeeetee ettt ettt ettt st et e et et e b e a e et s ae et e ae e st et e eae et e be e st e seeatenbenaeenean 13
5.22  SeCUre REMOTE LOGEING c..veeieriieiieiiteeteeteet ettt et st st s e st e bt b e st e st e st e be e st e smeesaeesmaesanens 14
5.23  Failed LOZIN ATLEMPLS c..oooiirieieieeeeieeeeterteet ettt ettt sttt e et e sae et esbe st ensaessensensnenean 15
5.24  1dle SESSION TIMEOUL .....iiiiiiiieieeiteteeteet ettt ettt ettt ettt et et et s bt eat et e sae et e be et enbeentebesaeeaeen 15
5.25  DiSADIE SSH ACCESS ..uvieieiieiieieieetetete ettt et ste et st e ettt este et et e s e esbesse e st essesaeensansesssensesseensensesnean 15
5.26  ENADLE OCSP ChECKING ..cctiitiiieieeiteteteet ettt ettt ettt et st et b e st e b eat et e sae e s 16
5.27  SAN EXEENSIONS cntiiiieiiteeieeieeteette sttt ettt ettt e sat e st st e et e e be e bt e s bt e satesabeenseenseebeesseesaaesanesasens 16
kemp.ax Page 1 Copyright 2020 Kemp Technologies

All Rights Reserved.



Configuring LoadMaster for Common Criteria Conformance kemp

~”
5.28  Refer@nCe IAENTIfIEIS c..oouiiiieieieieee ettt ettt sttt et et b b e 16
5.29  USING CLI ettt ettt et b e st st e st e st e bt e bt e e bt e saeeeub e e et e st e be e st e saeesateenrean 17
5.30  SELLTNE CLIBANNEN ..ttt be s b s b e b et et et e st eseebessessensenee 17
5.31 Disable CLIVirtual Service AdminiSTration .......cccoceiererienienenienieeteie ettt 17
5.32  Setup AdmMin Ul ACCESS VIa LDAP.........icieieeieeeetesteetesteetete e etesae s e ese s e esaessesssessassesssensasseessansesnes 18
5.33  Lockdown Admin Ul logon to Certificate Only with OCSP validation .........ccceceveeerviereneenieneenenn 20
5.34  Logging for AdMIN UL LOZON..c..cuiiiiriiriiriirierieieieteteee sttt ettt ettt sba s bbb nee 20
5.35  Elliptical CUIVE CIPNEr SEt...uiiiiiecieieceeeeeeesee ettt ettt et be e saeseesasaeenean 20
5.36  Installing an Update IMage ......ooueeuiiiiriiiieiete ettt ettt sttt ettt e s 20
5.37  SAMPLE AUAIT LOZS cueetieuieierieeierteeeeiesee et ette e seeeteste e e essassesssessesseessesseessessesssensansesssensensesssensensen 21
6. RETEIENCES ..ottt ettt sttt ettt et be e b et e b et et et e e e e e s e eaeebesbentens 31

Revision History

Version Date Changes
Version 0.1 12/16/2022 Initial Version
Version 0.2 01/19/2023 Updated after addressing ECR comments
kemp.ax Page 2 Copyright 2020 Kemp Technologies

All Rights Reserved.



Configuring LoadMaster for Common Criteria Conformance kemp

Common Criteria Configuration Instructions

Follow the instructions in this document to install and license LoadMaster, and to make the configuration changes
required after installation to bring the system into “Common Criteria mode”.

This document is a guide to the Kemp LoadMaster implementation of the Common Criteria Network Device
Protection Profile v2.2e (CC-NDPP).

1. Target Release

These instructions have been prepared for LoadMaster OS Version 7.2.48.8, which is the Common Criteria tested,
evaluated, and certified release. This release can be downloaded directly from Kemp website at:
https://support.kemptechnologies.com/hc/en-us/sections/4405063394061-Latest-Firmware. If this firmware version
is not available, please reach out to Kemp Support at https://support.kemptechnologies.com/hc/en-
us/articles/201870787.

2. Installation Process

The only prerequisite is the deployment, licensing, and initial configuration of LoadMaster. An additional VMware
platform installation document is available from the Kemp website to guide you through this process for Virtual
LoadMaster. Please note the following:
e You need a console connected during the initial boot process
e After boot, you will use the console to set the IP address data for the LoadMaster
o You’ll need to create a Kemp ID to license the unit online; it’s a simple process that is confirmed via email.
e When you reach the point in the VMware platform installation document where LoadMaster is licensed, be
sure to choose the Online Licensing option, specify the Kemp ID and password you created, and accept the
license provided by the licensing server.

3. Operational Environment

The TOE supports the following hardware, software, and firmware components in its operational environment.
Component Usage/Purpose Description

Management Workst| Workstation providing local console access to the TOE.
Workstation providing a browser to connected to the Web User Interface (W
TLSv1.2 or TLSv1.1.

Audit Server Syslog server that receives audit logs from the TOE over TLSv1.2 or TLSv1.1.
ESXi Server ESXi v6.7 acting as the hypervisor for Virtual LoadMaster.

LDAP Server Optional authentication server supporting LDAP over TLSv1.2 or TLSv1.1.
NTP Server Optional NTP server supporting SHA-1 integrity verification.

4. Supported Platforms

Category Identifier
Hardware Versions Physical appliances: LoadMaster X15, LoadMaster X25, LoadMaster X40
Software Versions Virtual appliance: Virtual LoadMaster

Physical and virtual appliance software:
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5. CC Configuration Process

Once you complete the steps in the above document, follow the steps in these sub-sections.

When administrators log in with role-based credentials, their access is limited to commands they have privileges and
permissions to use based on the Common Criteria standards. No management functionality is available prior to
successful identification and authentication of the users.

In an evaluated configuration, TOE supports only a trusted channel to an external audit server (a syslog server). That
trusted channel must be configured to be protected by TLS.

Network management communication paths are protected against modification and disclosure by TLS.

5.1 Login

5.2

3.

5.3

1.

ov kW

Log in to the Ul via HTTPS using the IP address assigned during installation, the ‘bal’ administrative login,
and the password you specified during installation.

a. Download the LoadMaster issuing CA RSA certificate and install it in the management workstation

certificate store and/or the browser certificate store.

After initially logging in to the LoadMaster, if Session Management is enabled - some login information is
displayed:

a. Thelastlogin time and IP address of the current user

b. The number of successful logins by the current user in the last 30 days

c. Thetotal number of failed logins attempts by any user (including unknown usernames) since the last

successful login

d. AuditLogs are generated for each action which is performed by a user; either using the APl or the WUI.
The primary user (bal) always has full permissions. Secondary users may be restricted to certain functions.
Only the bal user is permitted to set the Basic Authentication password.
Users must be authenticated before logging on to the LoadMaster.
Users with the 'All Permissions' permission set can view the Enable Session Management, Require Basic
Authentication, and the Basic Authentication Password fields. However, users with the 'All Permissions'
permission set can configure the Failed Login Attempts and Idle Session Timeout values.
Users with the 'User Administration' permissions set can view the screen but all buttons and input fields
are greyed out.
All other users cannot view the WUI Session Management, Currently Active Users or Currently Blocked
Users sections of the WUI Configuration screen.

Set Minimum Password Length

In the left frame menu, click System Configuration > System Administration > User Management to set the
desired Minimum Password Length (default is 8).

All characters which include combination of lowercase, uppercase letters, numbers, and special characters are

allowed while setting the password.
The Minimum Password Length should be configured between 8 and 16 characters.

System Reboot

The Kemp LoadMaster network load balancer appliance can be restarted from the Web Management interface. To
restart the LoadMaster:

1.

In the left frame menu, click System Configuration > System Administration > Reboot

The LoadMaster takes approximately 60 seconds to restart. During the restart time, all interfaces are down.

kemp.ax
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5.4 System Shutdown

To shut down the system:

a. Inthe left frame menu, click System Configuration > System Administration > Shutdown
Clicking this button attempts to power down the LoadMaster. If, for some reason, the power down fails, it will at a
minimum halt the CPU.

5.5 Reset Machine

To reset the system to factory defaults:

a. Inthe left frame menu, click System Configuration > System Administration > Reset Machine
Reset the configuration of the appliance with exception of the license and username and password information. This
only applies to the active appliance in a HA pair.

5.6 Start-up and Self-Test

The TSF shall run a suite of the following self-tests [during initial start-up (on power on)] to demonstrate the correct
operation of the TSF:
e File systems checks
During boot up the TSF checks file system by verifying the metadata and that it is mounted correctly
e SHA-256 Software integrity checks
The TSF generates a SHA-256 has of the firmware image and compares it with the stored value
e Cryptographic algorithm known answer tests
For each cryptographic algorithm, the TSF performs a sample cryptographic operation using know
values and compares the output with the expected value
e Cryptographic algorithm pairwise constancy test
For each cryptographic algorithm with a key-pair, the TSF performs a sample operation using know
value and compares the output with the corresponding key-pair
e Health test of the noise source
This is a continuous health-test that checks the number of occurrences of 6 different bit patternsin
each 256-bit output from the noise source. It checks if any of the pattern counts are outside of
predetermined thresholds. If more than 128 of the most recent 256 256-bit samples fails, the
Entropy Source cease to output data

If any of these tests fail, the product halts or enters an error state. An administrator should contact Kemp Supportin
case of the TOE does not complete the boot sequence.

5.7 Logging Out

1. Afterauser has logged in, they may log out by clicking the Logout button, ,in the top righthand corner of
the screen if they have GUI (remote) access.
2. The console main menu appears whenever the console is accessed.

Copyright 2020 Kemp Technologies
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3.
5.8

Kemp 368 Central Configuration

Network setup

Ping Host

Change Web UI Administrator Password
Change Configuration Console User Password
Reboot

Quit

O Lo Wl

< UK > {Cancel>

Press g to Quit the console session.

Admin WUI Access

Kemp LoadMaster supports versions 1.0, 1.1, 1.2 and 1.3 of the Transport Layer Security (TLS) protocol.
In the evaluated configuration, the TLS1.1 and TLS1.2 should be used.

5.9

kemp.ax

Admin WUI Configuration

WUI Access Options

Supported TLS Protocols [ 5503 [JTis1.0 @@Tisee Prisie CIrisis
WUI Cipher set | WUI v

WUI Session Management

Enable Session Management
In the left frame menu, click Certificates & Security > Admin WUI Access > Select TLS1.1 and TLS1.2

User Creation

For Local Users creation navigate to System Configuration (in the left frame menu) > System
Administration > User Management > Add User

Add User

User| |F‘assword| |U5E RADIUS Server L At RUET:S

Usernames can be a maximum of 64 characters long. Usernames can start with a digit and can contain
alphanumeric characters, in addition to the following special characters: =~A._+#@/-

The minimum password length is defined by what is set in the Minimum password length field. All characters
are allowed.

To modify or delete a Local User navigate to System Configuration (in the left frame menu) > System
Administration > User Management > Local User

Copyright 2020 Kemp Technologies
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Local Users

User Permissions Operation

ExampleUser Read Only

5. The Local Users section lists any existing local users. Two options are available for existing users:
e Modify: Change details for an existing local user, such as their permissions and password. For further
information, refer to the Modify User section.
o Delete: Delete the relevant user.

5.10 Zeroization

The keys stored in RAM are overwritten with zeros when session closes.
The keys stored in Restricted Filesystem access are zeroized by a Zeroize command.

5.11 Setting Date/Time

You can manually configure the date and time of LoadMaster.
1. Inthe left frame menu, click System Configuration > System Administration > Date/Time:
a. Set Date: Set the date on the LoadMaster.
b. SetTime: Set the time on the LoadMaster.
c. Settime zone: Set the time zone where the LoadMaster is located.

NTP host(s) |10.1.3.78 [l set NTP host

Show NTP Authentication Parameters D
setDate |20 v|[Sep v|[2021 v]
setTime [08 v |{25 v]{50 v]
Set time zone (UTCO) |LITC V|

5.12 Configuring NTP Server

You can manually configure the date and time of LoadMaster or leverage an NTP server. It supports time updates
using NTPv4. The LoadMaster authentications updates using an administrator configured symmetric key and SHA-1.
The TOE rejects broadcast and multicast time updates. The TOE allows up to 10 NTP time sources to be configured.

NTP host(s) [128.192.150.11 [ Set NTP host

Show NTP Authentication Parameters [«

NTP Key Type
NTP Shared Secret | |
NTP Key 1D [Select Key ID ¥ |
setDate [31 v|[May v|[2018 v |
Set Time |1}9 v |:|28 v |:|39 '|
Set time zone (UTC) |L.|TC ¥ |

Copyright 2020 Kemp Technologies
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9.

a.
b.

f.

g.
h.

In the left frame menu, click System Configuration > System Administration > Date/Time:

NTP host(s): Specify the host which is to be used as the NTP server.

Show NTP Authentication Parameters: Enable the Show NTP Authentication Parameters check box to
display the parameters that are needed to support NTP authenticated requests. Disable the Show NTP
Authentication Parameters checkbox to hide.

NTP Key Type: Select either the MD5, SHA-1, or legacy SHA NTP key type. MD5 is the default value.

NTP Shared Secret: The NTP shared secret string. The NTP secret can be a maximum of 20 ASCII
characters long or 40 hexadecimal characters long.

NTP Key ID: Select the NTP key ID. The values range from 1 to 99. Different key IDs can be used for different
servers.

Set Date: Set the date on the LoadMaster.

Set Time: Set the time on the LoadMaster.

Set time zone: Set the time zone where the LoadMaster is located.

5.13 Set the GUI Banner

1.

In the left frame menu, click Certificates & Security > Admin WUI Access

2. Typein aPre-Auth Click Through Banner and click Set Pre-Auth Message

5.14 Intermediate Certificate

Intermediate Certificates

Currently installed Intermediate Certificates

Name Operation
RootCA.pem
ROGtICA.pem

Add a new Intermediate Certificate

Intermediate Certificate | Browse... | No fie selected.

Certificate Name | W Add Certificate

This screen shows a list of the installed certificates and the name assigned to them. The Intermediate
Certificates field allows you to assign intermediate and root certificates.

Add a new Intermediate Certificate

Intermediate Certificate | Choose File | Mo file chosen

Certificate Name [ExamplelntermediateCertific| [ RS aliies

If you already have a certificate, or you have received one from a CSR, you can install the certificate by
clicking the Choose File button. Navigate to and select the certificate and then enter the desired Certificate
Name. The name can only contain alpha characters with a maximum of 32 characters.

Uploading several consecutive intermediate certificates within a single piece of text, as practiced by some
certificate vendors such as GoDaddy, is allowed. The uploaded file is split into the individual certificates.

kemp.ax
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You can also delete the certificates by clicking the ‘Delete’ button shown in the first screenshot of this
section.

If a connection is not possible because the validity of a certificate cannot be determined, there is no override
option. Avalid certificate must be presented. This may include installing required certificates in the trust
store i.e. uploading the certificates in Intermediate Certificate field.

5.15 Set Admin Ul for Login, TLS and Custom ECC Cipher Suite Set

1. Inthe left frame menu, click Certificates & Security > Intermediate Certificates and use the controls there
to upload the issuing CA and associated Root CA certificate needed to validate admin client connections to
the Ul.

2. Inthe left frame menu, click Certificates & Security > Admin WUI Access:

a. In the WUI Cipher Set drop-down, select an appropriate Custom ECC Cipher Suite Set that has been
generated. The Custom Cipher Suite Set can be generated from Security & Certificates > Cipher Sets
Enable/Disable TLS Protocols as required.

Set a Pre-Auth Click Through Banner (this is required for Certificate based authentication to the Ul).

WUI Access Options

Supported TLS Protocols E@TLs1.1 E@TLs12

WUI Cipher set

WUI Session Management

Enable Session Management
Require Basic Authentication D

Basic Authentication Password l:l
Failed Login Attempts EEEN N (valid values:1-939)

Idle Session Timeout |86400 EERGIERNINENTY (valid values: 60-86400)

Limit Concurrent Legins | 0 (No limit) ~

- This is the LOGIN Banner. Authorized users only.
Pre-Auth Click Through Banner p Set Pre-Auth Message
Z4

Currently Active Users

User From Logged in since Operation
pal 192.168.254.24 Wed OCt 6 12:45:52 UTC 2021 ‘ Force logout ‘

3. Inthe left frame menu, click System Configuration > System Administration >User Management
a. Create a user account that exactly matches the Principal Name on the certificate you will use for
administrative access (select the option to create the account without a password)
b. Assign privileges to the account just created. Use “All Rights” for the first account added.

Add User

User I:I Password |:| Mo Local Password D Add User

4. Inthe left frame menu, click Certificates & Security > Remote Access:
a. Setthe Admin Login field to Password or Client Certificate
b. Test login using the associated certificate. If this fails, clear cookies, close browser, reopen browser and
try again. If this still fails, clear cookies, close browser, reopen browser, bypass certificate request and
sign in using the “bal” account.

Copyright 2020 Kemp Technologies
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Administrator Access

Allow Remote 55H Access [
Allow Web Administrative Access [ Using: [eth0: 10.1.3.55 ~| Port: [443

Admin Default Gateway I:I

Allow Multi Interface Access D
Enable API Interface [

Self-Signed Certificate Handling | EC certs with an EC signature |

Outbound Connection Cipher Set | ECDSA-CC ~ |

Admin Login Method | Password Only Access (default) v |

Enable Kemp Analytics

5.16 Set ECC Ciphers for Self-Signed Certificates and Outbound Connections

1. Inthe left frame menu, click Certificates & Security > Remote Access:
a. Inthe Self-Signed Certificate Handling drop-down, select EC Certs with an RSA signature. This will
autogenerate a new self-signed LoadMaster certificate and assign it to the WUl interface.
b. Download the LoadMaster ECC Issuing CA Certificate and install in the management workstation
certificate store and/or browser certificate store.

& kemp

Home
» Virtual Services
» Global Balancing
» Statistics
Real Servers
» Rules & Checking
» Certificates & Security
» System Configuration

Help

Download Root Cert
Download ECC Root Cert

c. In the Self-Signed Certificate Handling drop-down, select EC Certs with an EC signature. This will
autogenerate a new self-signed LoadMaster certificate and assign it to the WUI interface. If you did not
download and install the LoadMaster ECC issuing CA certificate, you will no longer be able to use the WUI.
Use the console and perform a factory reset and start over. Factory reset does not change the “bal”
password. [Note: When set to this value, all Certificate Signing Requests generated on the Certificates &
Security > Generate CSR page will also use EC signatures.]

Copyright 2020 Kemp Technologies
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d. Inthe Outbound Connection Cipher Set drop-down, select an appropriate Custom ECC Cipher Suite Set.
(Please see Appendix A for a list of the specific ciphers included in this cipher set and notes in relation to
this item.)

Administrator Access

Allow Remote S5H Access D
Allow Web Administrative Access Using: |eth|j: 10.1.3.55 v| Port: |443

Admin Default Gateway I:I

Allow Multi Interface Access D
Enable API Interface D

Self-Signed Certificate Handling | EC certs with an EC signature |

Outbound Connection Cipher Set | ECDSA-CC e |

Admin Login Method |Password Only Access (default) V|

Enable Kemp Analytics

5.17 Hash Cryptographic Operation (Hash Algorithm)

e The TOE supports cryptographic hashing services in accordance with a specified cryptographic algorithm
SHA-1, SHA-256, SHA-384, SHA-512 and message digest sizes 160, 256, 384, 512 bits that meet the following:
ISO/IEC 10118-3:2004.

e The TOE comes preconfigured for these sizes and no additional configuration is required.

5.18 Keyed Hash Cryptographic Operation (Keyed Hash Algorithm)

e The TOE supports keyed-hash message authentication in accordance with a specified cryptographic
algorithm HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384 and cryptographic key sizes 160-bits, 256-bits, 384-
bits, and message digest sizes 160, 256, 384 bits that meet the following: ISO/IEC 9797-2:2011, Section 7 “MAC
Algorithm 2”.

e The TOE comes preconfigured for these sizes and no additional configuration is required.

5.19 Random Bit Generation

e The TOE supports random bit generation services in accordance with ISO/IEC 18031:2011 using CTR_DRBG
(AES).

5.20 Generate CSR (Certificate Signing Request)

e If you do not have a certificate, you may complete the Certificate Signing Request (CSR) form and click the
Create CSR button. CSRs generated by the LoadMaster use SHA256.

o |f Self-Signed Certificate Handling is set to EC certs with an EC signature (in Certificates & Security >
Remote Access), CSR generation is restricted to the administrative (bal) user only. If Self-Signed Certificate
Handling is set to a different value, all users (regardless of their permissions) can generate CSRs.

1. Inthe main menu, go to Certificates & Security > Generate CSR.

Copyright 2020 Kemp Technologies
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All Fields are opticonal except "Common Name”

2 Letter Country Code (ex. US) I:l

State/Province (Full Name - Mew York, not NY)

City

Company

Commaon Name {The FQDN of yvour web server)

Email Address

|

|

|

Organizaticn (e.g., Marketing,Finance Sales) |
|

|

SAN/UCC Names |

Generate Elliptic Curve Request

| Cancel | Reset | Create CSR |

The following are the instructions for establishing the above fields in the CSR:
e 2 Letter Country Code (ex. US)
The 2-letter country code that should be included in the certificate, for example US should be entered for the United
States.
e State/Province (Entire Name - New York, not NY)
The state which should be included in the certificate. Enter the full name here, for example New York, not NY.
e City
The name of the city that should be included in the certificate.
e Company (Organization)
The name of the organization or company which should be included in the certificate.
e Organization Unit (e.g., Marketing, Finance, Sales)
The department or organizational unit that should be included in the certificate.
e Common Name
The Fully Qualified Domain Name (FQDN) for your web server.
e Email Address
The email address of the responsible person or organization that should be contacted regarding this certificate.
e SAN/UCC Names
A space-separated list of alternate names.
e Generate Elliptical Curve Request
Select this check box to generate an Elliptical Curve (EC) request instead of an RSA request.
2. Fillin the details in the resulting screen. The Common Name field is mandatory, all other fields are optional.
3. Click Create CSR.
4. Alter clicking the Create CSR button, the following screen appears:

Copyright 2020 Kemp Technologies
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The following is your 2048 bit unsigned certificate request. Copy the following, in its entirety, and send it to
your trusted certificate authority

-----BEGIN CERTIFICATE REQUEST-----
MIIC9zCCADSCAQAWEDEXCZAIBENVBAYTALVTMREWDWYDVOQIEWhOZ X CgWS yazER
MASGAIUEBXMITMWIIFlvoms xGJAYBENVBADTEUTFTVAEVEY ] aG5vbEInakY ZMREW
GuYDVOQLEXRLbM33baVkZ2UgTWFuYWd LbiWudDEUMEIGAIUEAXMLRXhhbXESZS5]
bZexKzApBgkghkiGoweBCQEWHGPibGaNZINAGIVECHRLY 2hub2xvZ211cyS jh2eu
EgE iMABGCS0ES IbIDYERAQUAAL T BDwWANE EEKADIEAQC+ohZ JEWKEQT3jdeyagh7k
SNUBEETEbhALLUGCDEMN++uUC+3VmdrSmegspVa1a6RF4Qargkulaekz SQFHgHMVash
yvxveeIhoglHPVphPOEHEHd1 1ot C45LoRI6/ ABVINIRIJ1IVITeTkatSeanaVgAog
&1VohMoDtC2RHIOWFvawBhEZh2YzzpucP SmDoZRNUXEqDEDINICSSKN3Y omYS0
2K Ry IMFEIIZENESMMIPATVEYZZCr TULfUZnfpRIOZXKTEVYKTML/ 73P41Z0 1dNAT
1GMaFMxYehgebNxL27wkUsk 29941z L pyrvanhscoQCbfd1BXz e LdxuFbpMI BMaY
AZMBAAGEADANEEkghk1GIWaBAQS FAADCAQEANRWET0aX J+B6,/ T+ TMHTVWZ ZXFDF
79HH0I TROFtqku+F FiiKEATBhFHAFOPMRQECEEWYSD7@K1aCBN2FCI21rastsUlC
bg+waX 1/ crsvs+mc+ve+pIRIZHINFUINZEsofOQULILESNDCRUTZ+eixxLZLBaN
Y7aNaIpnsgy2sT/yFYHaodr JWuzLXukaphgyclINWvPKF L/ 4t0brdDsrgPZ fCdDyY
PDOXUN2 g6 244HT Fkn9ZCqTkateyTIZqynPsidgapKUAVZEZK1 j+W7 Z NFGMW2CXKS
FF97UREPLWEI+VQrv1balgh3/ eMzLrvDB,/ OFD2LCY+3xk+KhAPS1DwWYXIQ==
-----END CERTIFICATE REQUEST-----

The following is your private key. Copy the following, in its entirety, and save as a key file. Do this using a
text editor such as Motepad or VI (Do not use Microsoft Word - extra characters will be added making the key
unusable). Key will later be used during the certificate upload process. DO NOT lose or distribute this file!

-----BEGIN R5A PRIVATE KEY-----
MIIEpAIBAAKCAQEAVQIWYXMChEE943esvYDeSEPTVENE /GAQNSThEg+Zjfurgutl
Zuk+ZucOavUtekReEackapLomnpr+UD1gjFdomasb3niTaktRz1a¥TzhEwR3dYgLY
UEIGESevWNLINZUSISSVSXIusGukutMwly AKIOpVaITaa7QtkRy TsBb2sAYRGYdm
ME6bgDepgaGUZTL/KE/Q2TdXPbEIp92I6IMOTEikciZNRCCPFDFLDIOIWET 12GIQ
gel1In7ipeHeUfalMeyloiuz Iv+9z+Nowy X TEEIR JNETMRHOYPHZVYyIus IFHpoPfe
IsyGCq7+MIUNPUAMI3dQVE+iHCbhWa TOWZHVCQTDAQARACTBAQC T/ FLAGRD ZdVE Y
UohvUzgelepakyMuUhBWlBBDUVxSATSPOmMF LkRCWkSABULELzGjeMransawsShily
1RU+19FLkMAWSSKILFSIESp1483gHONTRO/ LWlV]YxCexnad3rt+nae3di7eEkyrrd
afkg8PpNelPmI4CazjjkvmaltrEPLHBRI0Z]/ 0TS0 tpDud+I5ysZrillolI0PL
1VzkE11Te8cqZRTISqIbx12akk3C9QCUA/ F+B1GFETNTEepHRIPYGUY ykoBATCJAV
HaryTkANHtZ3B/sRzaS1fRmgzTmokeox 3 sayhf35x6rUa8xGSWNSqCr7alRIRRTU
4bjoPxehACGBAPT+BS1IVOyuQaG1hEfysbgX2 sUDX2SEMAMSSTs+xuk rog7k c36xY
XTivObfZFUEBERQhxmMEjUDEZSVhHNEEILSFMSDNYFMIL3vg4jad@zAxHEgoR 2kpph
TuafTaust/3+Z5TUj fLr /OEZD9uivVRBPpHEHSEINTZ ] 2 YgmgJ z MW@ 193 A0GEAM T v
XFKLIRZGTMMVAQLIFYrk+CSASVEE@VVAYhBK+XNvEThSHK1XqorrIkc Xxzhylquldo
TuasqoS+BAsbmIgxILTICES xqHgHT1934WFFAGLENCERPIURSAPNAT QWiNHA+EKE
Ti/kACkRAYABZENCTAEF /UdM3B1lhold7QSW2ETXXAOGEATIZS 7CaaBu]Shuxy TOa
ib1/sNEBUVNDE4osThXngrsgFojqae+kEgkZ tewX fp5x/bSq5dCHgoRE330WI ZEY
CMEELilxsYczCulkz,/wHIibzOVW16BYFOGUNT FTSEEITkrbg2+RGUIbzxUNENS O
qeWE21F2kEcAILSovDrZNTRSACGAYDI T X@+346nhLEFF IWb+uPdhc TFr/ L1/ 0D2E
bFkSSCHGIhE1lal]/ SjoBIRasdkCuLladIQZaxedqy  QTOvkeQSkrouQungsIEWD
hEs2ClegatUeZ4gEbskZ1TFOZ2PILNGE j 38WLjiBex3MEUay CNHE IYpTDXE0Yr AN
RLAUTHECEYBXd4o2+EGpNLLyTuoKNCyIZdHgapMi+MAaiFmgScCggXbnby3 FiuxH
LOpMasgkzZ/vz1lex2Uu] 1egxvuh2wL1H1GCE+wI8GgEI8SFtIzaFht7@ndRIHZhE Y2
ml/R1ShgtsEBALLDEIDENZ7PreLNTLF+7RFRFFVDUDOeDVIm+5qigQ==
-----END RSA PRIVATE KEY-----

5. The top part of the screen should be copied and pasted into a plain text file and sent to the
Certificate Authority of your choice. They will validate the information and return a validated
certificate.
6. The lower part of the screen is your private key and should be kept in a safe place. This key should
not be disseminated as you will need it to use the certificate. Copy and paste the private key into a
plain text file (do not use an application such as Microsoft Word) and keep the file safe.
7. The TSF shall validate the chain of certificates from the Root CA upon receiving the CA Certificate Response.

5.21 Auditing

Kemp LoadMaster sends audit records to the external server as the audit records are generated. It transmits
generated audit data to an external server using the TLS trusted channel. It does not retransmit audit logs that were
generated while the connection to the audit server was down.

When local audit storage is exhausted, the TSF will not record new events locally until additional space is available.
Records are still transmitted to the external server, and so the audit trail is preserved. Local audit records will be
temporarily stored in a buffer until they can be stored. The TSF allows all available space to be used to store audit
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records. For the Virtual Load Master that is up to 7GB. The HW Load Master models have up to 25GB of space available
to store audit records.

The Kemp LoadMaster generates a warning log when audit storage reaches 85% of capacity to inform the
administrator that audit storage is nearing capacity.
The Disk Usage under System Configuration > System Administration > System Log Files provides a visual
indication of the percentage used/free of the log partition. Color-coding is used to highlight different usage levels:
e 0% to 50%: green
e 50% to 90%: orange
e 90% to 100%: red

The TSF prevents unauthorized users from modifying or deleting audit records.

5.22 Secure Remote Logging

The LoadMaster can produce various warning and error messages using the syslog protocol. Syslog messages comply
with RFC5424. These messages are normally stored locally. Syslog messages are transmitted securely using TLS to
remote servers. The LoadMaster uses OCSP to check the validity of the server certificates supplied by configured
syslog servers. If these checks fail, connections to the server are not permitted.
1. Inthe left frame menu, click System Configuration > System Log Files > Syslog Options
2. By entering the relevant IP address in the Syslog host text box and select the severity and click Add Syslog
Host
3. Also enter the Syslog Port enter any port other than 601 and click on Set Port.
Select the Syslog Protocol either TCP,UDP or TLS.
5. Enable the Server Certificate Validation
a. Note: secure syslog channelis restricted to TLSv1.1 and TLSv1.2

>

Syslog Hosts

Host Syslog Level
10.1.3.78 Informational v~

Add Syslog Host

Syslog hnst‘ | |Se|ect Severity V|

Syslog Port

Remote Syslog Port

Syslog Protocol

Remote Syslog Protocol

Server Certificate Validation
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5.23 Failed Login Attempts

< kemp

WUI Session Management

fratie Sesson Managemen
Requir atic Authen N
Basic Authentication Password :
Falled Login Attermpts f}_____] Vald vatues 1-999)
S :0;71 PR R (Vaud values: 60-86400)

ut
b

0 (No bmit)

Set Pro-Auth Messoge

1. In the left frame menu, click System Configuration > Certificate & Security > Admin WUI Access > Failed

Login Attempts: Set the Failed Login Attempts number.

2. The number of times that a user can fail to login correctly before they are blocked can be specified within this
text box. The valid values that may be entered are numbers between 1 and 999.

3. Ifauserisblocked, only the bal user or other users with All Permissions set can unblock a blocked user.

4. Ifthe baluseris blocked, there is a 'cool-down' period of ten minutes before the bal user can login again.

5.24 |dle Session Timeout

1. In the left frame menu, click System Configuration > Certificate & Security > Admin WUI Access > Idle
Session Timeout: The length of time (in seconds) a user can be idle (no activity recorded) before they are

logged out of the session.

2. The valid values that may be entered are numbers between 60 and 86400 (between one minute and 24

hours).

5.25 Disable SSH Access

1. Inthe left frame menu, click Certificates & Security > Remote Access, and disable the Allow Remote SSH

Access check box.

kemp.ax Page 15
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5.26 Enable OCSP Checking

1. Inthe left frame menu, click Certificates & Security > OCSP Configuration:
Enter the OCSP Server IP address and click Set Address.

Enter the OCSP Server Port and click Set Port.

Enter the OCSP URL and click Set URL.

Enable the Enable OCSP Checking check box.

oo oo

OCSP Server Settings

ocsp server [10.11.0.35 |
OCSP Server Port m
/ |

OCSP URL |

Use 55L
Allow Access on Server Failure
e. Ifthe certificate cannot be validated because the serveris unavailable, there is an option called Allow
Access on Server Failure where you can decide if you want to pass the authentication or not.
Enabling this check box treats an OCSP server connection failure or timeout as if the OCSP server has
returned a valid response. That is, the client certificate is treated as valid.

Note: The AlA is given precedence and will be used based on its presence. If the AlA is not present or appears invalid,
the OCSP Server configuration details will be used.

Please note the following:

- LDAPS: AIA information from the server certificate is honoured if Certificates & Security > OCSP Configuration >
OCSP Checking is enabled.

- Syslog-NG: AlA information from the server certificate is honoured if Certificates & Security > OCSP Configuration
> OCSP Checking is enabled.

- WUI Authentication: AlA information from the client certificate is honoured if the "Client certificate required (verify
via OCSP)" is configured under Certificates & Security > Remote Access > Administrator Access > Admin Login
Method.

5.27 SAN Extensions

e The TOE supports the reference identifier per RFC 6125 section 6, IPv4 address in CN or SAN, IPv4 address in
SAN.

o TheTOE only checks the identifier in the CN if the SAN extension is not present. The TSF does not support SRV
or URl identifiers.

e The TLS client will transmit the Supported Elliptic Curves extension in the Client Hello message by default
with support for the following NIST curves: secp256rl, secp384rl, and secp521rl..

e The TSFthen parses the SAN (when present) or Common Name from the certificate. The TSF the matches the
identifier against a list of defined users or by sending the identifier to an LDAP server.

5.28 Reference Identifiers

e The reference identifier for external IT entities is configured by the administrator using the available
administrative commands in the CLI. The reference identifiers must be an IPv4 address, or a hostname.
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When the reference identifier is a hostname, the TOE compares the hostname against all the DNS Name
entries in the Subject Alternative Name (SAN) extension. If the hostname does not match any of the DNS Name
entries, then the verification fails. If the certificate does not contain any DNS Name entries in SAN, the TOE
will compare the hostname against the Common Name (CN). If the hostname does not match the CN, then
the verification fails. For both DNS Name and CN matching, the hostname must be an exact match or wildcard
match. In the case of a wildcard match, the wildcard must be the left-most component, wildcard matches a
single component, and there are at least two non-wildcard components.

When the reference identifier is an IP address, the TOE converts the IP address to a binary representation in
network byte order. IPv4 addresses are converted directly from decimal to binary with period “.” serving as
the delineator. The TOE compares the binary IP address against all the IP Address entries in the Subject
Alternative Name extension. If there is not an exact binary match, then the verification fails. If the SAN entry
is missing, the TOE will compare the IPv4 address against the Common Name (CN). If the IPv4 address in CN
is not an exact binary match, then the verification fails. For IPv4 address in SAN or CN matching, the IPv4
address must be an exact binary match.

Note: SAN is prioritized over CN.

Warning: The above-mentioned reference identifier matching rules should be taken into
consideration while connecting to peers or IT entities using certificates that have DNS or IP Address.

The TLS channel is terminated if verification fails.

The TOE does not enforce canonical format.

5.29 Using CLI

The Command Line Interface allows users to interface with the LoadMaster viaa command line shell or a menu-based
series of options.

1.

You will need a PC to connect via COM+ (Console) port with a terminal emulation application, or a standard
VGA and keyboard. Use a null modem cable (reversal) to connect the COM+ port to the LoadMaster COM port
on the rear of the unit.

The COM+ settings should be 115200, 8, N, 1.

After initially deploying and powering on a LoadMaster, ideally the IP address of the LoadMaster will be
obtained via DHCP.

If the IP address has not been obtained via DHCP, or if the address details of the LoadMaster need to be
changed, the console can be used to configure the IP address of the LoadMaster, the default gateway address
and the name server addresses.

To go through this menu, simply log in to the console using the default username and password
(bal and 1fourall).

5.30 Set the CLI Banner

1.
2.

In the left frame menu, click Certificates & Security > Remote Access.
Check the Allow Remote SSH Access box, type in an SSH Pre-Auth Banner and click Set Pre-Auth Message.
This banner is also used for the CLI (even if SSH is disabled).

5.31 Disable CLI Virtual Service Administration

1.

kemp.ax

To disable CLI VS administration (to meet logging requirements):
c. Inthe left frame menu, click System Configuration > Logging Options > System Logs and then do
the following:
d. Inthe page atright, click the Debug Options button.
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e. Click Disable CLI VS Management. [Note that the button and label now read: Enable CLI VS
Management.]

5.32 Setup Admin Ul Access via LDAP

1. Tosetup an LDAP domain, click Certificates & Security > LDAP Configuration.

LDAP Endpoints

Name Operation
LDAP_EXAMPLE

Add new LDAP Endpoint

This screen provides a management interface for LDAP endpoints. These LDAP endpoints may be used in three
different areas:

e Health checks

e SSOdomains

e WUI authentication
Any existing LDAP Endpoints are listed here, with an option to Modify and Delete. If an LDAP endpoint is in use, it
cannot be deleted.
There is also an option to add a new LDAP endpoint. Type a name for the endpoint and click Add. Spaces and special
characters are not permitted in the LDAP endpoint name.

LDAP Endpoint EXAMPLE

LDAP Server(s) (10.154.11.103 10.154| |EEINEEENGIO)

LDAP Protocol [ Unencrypted v|

Set Interval

Set Referral Count

Validation Interval
Referral Count

Set Timeout

Admin User |ExampleUser [l Set Admin User
W Set Admin User Password

Server Timeout

1l

Admin User Password |ooooo

e LDAP Server(s)
Specify a space-separated list of LDAP servers to be used. Port numbers can also be specified if required. If you
have multiple domains and are using Permitted Groups, sometimes it is necessary to include the Global Catalog
port number, otherwise the Permitted Groups will fail. The default port is 3628. For example,
10.110.20.23:3268.

The LoadMaster uses OCSP to check the validity of the server certificates supplied by configured LDAPS servers.
If these checks fail, connections to the server are not permitted.

e LDAP Protocol

Select the transport protocol to use when communicating with the LDAP server.

If you create an SSO domain with the Authentication Protocol set to Certificates, ensure to set the LDAP
Protocol to LDAPS in the LDAP endpoint.
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e Validation Interval

Specify how often you should revalidate the user with the LDAP server.

e Referral Count

The LoadMaster offers beta functionality to support LDAP referral replies from Active Directory Domain
Controllers. If this is set to 0, referral support is not enabled. Set this field to a value between 1 and 10 to enable
referral chasing. The number specified will limit the number of hops (referrals chased).

e Server Timeout

Specify the LDAP server timeout in seconds. The default value is 5. Valid values range from 5 to 60.

e Admin User

Type the username of an administrator user.

e Admin User Password

Type the password for the specified administrator user.

2. Tosetupadmin Ul (bal account) access via LDAP/AD:
a. Inthe left frame menu, click Certificates & Security > Remote Access.
b. Inthe page atright, click the WUI Authorizations button.

WUI AAA Service Authentication Authorization Options

RADIUS Server | | port | |
shared secret [ ]
Backup RADIUS Server | | Port | |
RADIUS Backup Shared Secret l:l
Revalidation Interval I:I
Send NAS Identifier
RADIUS NAS Identifier [Kemp_2 |

Send Vendor Specific

LDAP Endpoint |LDAP_TEST.COM | JLELEGEYNREN RSNl TEL]]

ldaptestgroup;ldaptes
Remote User Groups Select groups Mested groups
LDAP tgroup?; 4 -

domain

Server Certificate Validation [

Local Users Use ONLY if other AAA services fail

Test AAA for User

Username
Test User

Password

c. Selectthe LDAP option.

d. Select the LDAP Endpoint that is created.

e. Add Remote User Groups if created.

f. Addthe Domain and enable Server Certificate Validation option.
Note: LDAPS channel is restricted to TLSv1.1 and TLSv1.2
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5.33 Lockdown Admin Ul logon to Certificate Only with OCSP validation

1.

In the left frame menu, click Certificates & Security > Remote Access

a. Setthe Admin Login field to Client Certificate Required (Verify via OCSP)

b. Sign out, clear cookies in management workstation browser, close browser, reopen browser and
verify certificate logon works

c. If login fails, you will need to use the Console interface to reset the web administrative settings to
allow you to sign in using a password.

5.34 Logging for Admin Ul logon

1.

In the left frame menu, click System Configuration -> Network Options

a. Setthe Log SSL errors to “All errors”

5.35 Elliptical Curve Cipher Set

A Custom ECC Cipher Suite set can be configured with the claimed cipher suites. Currently the ST claims:

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

The Custom ECC Cipher Suite set can be configured under Certificates & Security > Cipher Sets.

5.36 Installing an Update Image

To install an update image on LoadMaster:

1.

Unzip the archive received from Kemp on a laptop or other device with a browser.
e Initarethe update image and an XML file.
Open the LoadMaster Ul and navigate to System Configuration > System Administration > Update
Software.
Click on the Browse button next to Software Update File and select the update image from Step 1.
Click on the Browse button next to Verification File and select the XML file from Step 1.
Click Update Machine. After the system validates the image, you’ll be asked to confirm the installation to
continue.
Once the update is completed, the system asks you to confirm rebooting the system.
On the Home page of the TOE the current version is seen.

Once the system reboots and the Ul become active again, you can log in. Software image files are digitally signed so
theirintegrity can be automatically verified during the upgrade process. An image that fails an integrity check will not
be loaded.
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< kemp

The TOE gives error i.e., rejects software updates when one tries to update software with invalid software or
without a signature xml file or with a different signature xml file. Audit log is generated when we try to

update with invalid software or with a different signature xml file. The TOE does not support published hash
used to protect the trusted update mechanism.

5.37 Sample Audit Logs
The following events generate audit logs:
Requirement Auditable Events Additional Audit Sample Logs
Record Contents
FAU_GEN.1 e Start-up and shut- | None. e Start-up and shut-down of the
down of the audit audit functions.
functions. Start-up of the audit functions:

e Administrative 2022-12-16T14:38:11+00:00 Ib100-X15 syslog-
login and logout ng: syslog-ng starting up; version='3.25.1"
(name of user 2022-12-16T14:38:12+00:00 Ib100-X15 syslog-
account shall be ng: System log started
logged if individual
user accounts are Shut-down of the audit functions:
required for 2022-12-16T14:38:11+00:00 Ib100-X15 syslog-
Administrators). ng: syslog-ng shutting down; version='3.25.1'

e Changes to TSF e Administrative login and logout
data related to (name of user account shall be
configuration logged if individual user accounts
changes (in are required for Administrators).
addition to the Administrative login:
g?;;“j;'g:?j; ?t 2021-02-22709:11:31+00:00 1100-X15 logger:
shall be logged User bal (10.1.1.66) Logged in (Session:
what has been vMOjXIta2kselrllhORBOxwz)
changed). Administrative logout:

« Generating/import 2021-02-22T09:19:34+00:00 1b100-X15 logger:
of, changing, or User bal (10.1.1.66) Logged out (Session:
deleting of vMOjXIta2kselrlhORBOxw2)
cryptographic keys
(in addition to the e Changes to TSF data related to
action itself a configuration changes (in addition
unique key name or to the information that a change
key reference shall occurred it shall be logged what
be logged). has been changed).

e Resetting Configuration of new time server:
passwords (name
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Requirement

Auditable Events

Additional Audit
Record Contents

Sample Logs

of related user
account shall be
logged).

2021-04-07T07:51:12+00:00 Ib100-X15 logger:
User acumensec (192.168.254.143) set
'NTP_HOST' to '10.1.3.78'

Addition of the certificate to the TOE’s Trust
store:

2021-04-07T08:04:51+00:00 Ib100-X15 logger:
User acumensec (192.168.254.143) Installed
an Intermediate Certificate PD-
IntermediateCA

Deleting of the certificate from the TOE’s
Trust store:

2021-01-27T12:03:41+00:00 Ib100-X15 logger:
User acumensec (192.168.254.143) Deleted
Intermedidate Certificate PD-IntermediateCA

e Generating/import of, changing, or
deleting of cryptographic keys (in
addition to the action itself a
unique key name or key reference
shall be logged).

2021-02-23T05:35:46+00:00 1b100-X15 logger:
User acumensec (10.1.1.66) Logged in (Session:
vnfG6vvRYXUisocsmnuH6VUz)
2021-02-23T05:38:00+00:00 Ib100-X15 logger:
User acumensec (10.1.1.66) Generated a new
Self Signed Admin Cert
2021-02-23T05:38:00+00:00 1b100-X15 logger:
User acumensec (10.1.1.66) Generated self
signed certificate key for 10.1.3.55

e Resetting passwords (name of
related user account shall be
logged).

2023-01-04T11:40:29+00:00 Ib100-X15 logger:
User bal (192.168.228.155) Set password for
user acumensec

FAU_GEN.2 None. None. NA
FAU_STG_EXT.1 None. None. NA
FAU_STG_EXT.3/LocSpace |Low storage space None. 2021-03-17T13:47:01+00:00 |b100-X15 logger:
for audit events. /var/log partition usage exceeded 93%
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Requirement Auditable Events Additional Audit Sample Logs
Record Contents
FCS_CKM.1 None. None. NA
FCS_CKM.2 None. None. NA
FCS_CKM.4 None. None. NA
FCS_COP.1/DataEncryption | None. None. NA
FCS_COP.1/SigGen None. None. NA
FCS_COP.1/Hash None. None. NA
FCS_COP.1/KeyedHash None. None. NA
FCS_RBG_EXT.1 None. None. NA

FCS_HTTPS_EXT.1

Failure to establish a
HTTPS Session.

Reason for failure

Failure to establish connection through GUI:
2021-02-19T09:41:33+00:00 1b100-X15 logger:
User acumensec (10.1.1.66) Login failed -
Invalid user/password

FCS_NTP_EXT.1

e Configuration
of a new
time server

e Removal of
configured
time server

Identity if
new/removed time
server

Configuration of new time server:
2021-04-07T07:51:12+00:00 Ib100-X15 logger:
User acumensec (192.168.254.143) set
'NTP_HOST' to '10.1.3.78'

Removal of Time server:
2021-04-07T07:52:51+00:00 Ib100-X15 logger:
User acumensec (192.168.254.143) set
'NTP_HOST' to "

FCS_TLSC_EXT.1

Failure to establish a
TLS Session

Reason for failure

2021-01-11T06:50:24+00:00 Ib100-X15
validuser: do_ldap_check: Idap_sasl_bind_s():
rc=-1, bind failed for user [acumensec], error:
error:14090086:SSL

routines:ssl3_get server_certificate:certificate
verify failed (unsupported certificate purpose)

FCS_TLSS_EXT.1

Failure to establish a
TLS Session

Reason for failure

2021-02-01T13:22:02+00:00 Ib100-X15
sslproxy: Client 10.1.1.66 failed SSL
negotiation (ssl/statem/statem_srvr.c/2253):
error:1417A0C1:SSL
routines:tls_post_process_client_hello:no
shared cipher)

FIA_AFL.1 Unsuccessful login Origin of the attempt | 2021-02-19T09:44:12+00:00 I1b100-X15 logger:
attempts limit is met | (e.g., IP address). User acumensec (10.1.1.66) Denied access -
or exceeded. too many failed attempts

FIA_PMG_EXT.1 None. None. NA

FIA_UIA_EXT.1 All use of Origin of the attempt | Local connection with incorrect credentials:
identification and (e_g_’ IP address). 2021-02-22T06:38:34+00:00 1b100-X15 login:

pam_unix(login:auth): authentication failure;
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authentication logname=LOGIN uid=0 euid=0 tty=/dev/ttySO
mechanism. ruser= rhost= user=bal
2021-02-22T06:38:37+00:00 1b100-X15 login:
FAILED LOGIN (1) on '/dev/ttySO' FOR 'bal',
Authentication failure
Local connection with correct credentials:
2021-02-22T06:47:34+00:00 1b100-X15 login:
pam_unix(login:session): session opened for
user bal by LOGIN(uid=0)
Remote connection with incorrect
credentials:
2021-02-22T06:51:47+00:00 1b100-X15 logger:
User bal (10.1.1.66) Login failed - Invalid
user/password
Remote connection with correct credentials:
2021-02-22T06:53:49+00:00 1b100-X15 logger:
User bal (10.1.1.66) Logged in (Session:
DWAcx7GmQvhDAtXDUdClcvcz)
FIA_UAU_EXT.2 All use of Origin of the attempt | 2021-02-22T06:47:34+00:00 |b100-X15 login:
identification and (e.g., IP address). pam_unix(login:session): session opened for
authentication user acumensec by LOGIN(uid=0)
mechanism. 2021-02-22T06:53:49+00:00 Ib100-X15 Iogger:
User acumensec (10.1.1.66) Logged in
(Session: DWAcx7GmQvhDAtXDUdClcvcz)
FIA_UAU.7 None. None. NA

FIA_X509_EXT.1/Rev

e Unsuccessful
attempt to
validate a
certificate

e Any addition,
replacement
or removal of
trust anchors
in the TOE's
trust store

e Reason for
failure of
certificate
validation

e Identification
of
certificates
added,
replaced or
removed as
trust anchor
in the TOE's
trust store

Unsuccessful attempt to Validate Certificate:
2021-01-27T12:06:39+00:00 Ib100-X15 syslog-
ng: Certificate validation failed; subject='C=US,
OU=CC, O=Acumen, CN=10.1.3.78',
issuer='CN=PD-
IntermediateCA.acumensec.local, OU=CC,
O=Acumen, C=US', error="'unable to get local
issuer certificate', depth="'0'
2021-01-27T12:06:39+00:00 Ib100-X15 syslog-
ng: SSL error while writing stream;
tls_error='SSL
routines:ssl3_get_server_certificate:certificate
verify failed'

Addition of the certificate to the TOE’s Trust
store:
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2021-04-07T08:04:51+00:00 Ib100-X15 logger:
User acumensec (192.168.254.143) Installed
an Intermediate Certificate PD-
IntermediateCA

Deleting of the certificate from the TOE's
Trust store:

2021-01-27T12:03:41+00:00 Ib100-X15 logger:
User acumensec (192.168.254.143) Deleted
Intermedidate Certificate PD-IntermediateCA

FIA_X509_EXT.2

None

None

NA

FIA_X509_EXT.3

None.

None.

NA

FMT_MOF.1/ManualUpdate

Any attempt to
initiate a manual
update

None.

2021-10-12T08:58:22+00:00 Ib100-X15 logger:
User bal (192.168.254.24) Software update
started

2021-10-12T09:00:46+00:00 Ib100-X15 logger:
User bal (192.168.254.24) Installed new
software version:
7.2.48.5.21166.RELEASE.20211008-1217
2021-10-12T09:02:01+00:00 Ib100-X15 logger:
User bal (192.168.254.24) Performed a
Reboot

2021-10-12T09:02:01+00:00 Ib100-X15 logger:
Nosession: Rebooting machine
2021-10-12T09:02:57+00:00 Ib100-X15 logger:
Nosession: Generated self signed certificate
key for 10.1.3.55

2021-10-12T09:02:58+00:00 Ib100-X15 logger:
Crypto Self-Tests passed
2021-10-12T09:03:01+00:00 Ib100-X15 logger:
System Booted

FMT_MTD.1/CoreData

None.

None.

NA

FMT_MTD.1/CryptoKeys

None.

None.

NA

FMT_SMF.1

All management
activities of TSF data.

None.

e Ability to configure the list of TOE-
provided services available before an
entity is identified and authenticated,
as specified in FIA_UIA_EXT.1

Session establishment through WEBUI:
2021-02-22T06:53:49+00:00 Ib100-X15 logger:
User acumensec (10.1.1.66) Logged in (Session:
DWAcx7GmQvhDAtXDUdClcvcz)
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Session establishment through Console:
2021-02-22T06:47:34+00:00 1b100-X15 login:

pam_unix(login:session): session opened for
user bal by LOGIN(uid=0)

e Ability to manage the cryptographic
keys:

2021-02-23T05:35:46+00:00 1b100-X15 logger:
User acumensec (10.1.1.66) Logged in (Session:
vnfG6vVRYXUisocsmnuH6VUz)
2021-02-23T05:38:00+00:00 1b100-X15 logger:
User acumensec (10.1.1.66) Generated a new
Self Signed Admin Cert
2021-02-23T05:38:00+00:00 Ib100-X15 logger:
User acumensec (10.1.1.66) Generated self
signed certificate key for 10.1.3.55

e Ability to configure the cryptographic
functionality
2021-10-12T09:02:01+00:00 Ib100-X15 logger:
Nosession: Rebooting machine

2021-10-12T09:02:57+00:00 1b100-X15 logger:
Nosession: Generated self signed certificate
key for 10.1.3.55

e Ability to administer the TOE locally
and remotely

Session establishment through remotely:
2022-01-31T13:00:56+00:00 Ib100-X15 logger:
User acumensec (192.168.254.24) Logged in
(Session: Jmzd5IsJGzj4Fz1QdoOkqgNkz)

2021-04-07T07:51:12+00:00 1b100-X15 logger:
User acumensec (192.168.254.143) set
'NTP_HOST' to '10.1.3.78"

2021-02-23T08:54:05+00:00 Ib100-X15 logger:
User acumensec (10.1.1.66) set
'INITIAL_AUTH' to 'This is the LOGIN Banner.
Authorized users only.'
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Additional Audit
Record Contents

Sample Logs

Session establishment through locally:
2022-01-31T13:12:21+00:00 |Ib100-X15 bal:
Isetup: User bal logged in to session
18C4DB7BBO9F from /dev/ttySO

2022-01-31T13:13:51+00:00 Ib100-X15 bal:
Isetup: set 'CONSOLE_IDLE' to '600'

2022-01-31T13:15:08+00:00 1b100-X15 bal:
Isetup: set "'TRANSFER_MODE' to 'ftp'

e Ability to configure the access banner
Through WEBUI:
2021-02-23T08:54:05+00:00 Ib100-X15 logger:
User acumensec (10.1.1.66) set
'INITIAL_AUTH' to 'This is the LOGIN Banner.
Authorized users only.'

Through Console:
2021-02-23T13:12:41+00:00 Ib100-X15 logger:
User bal (10.1.1.66) set 'INITIAL_SSH' to 'This
is the Console LOGIN banner. WARNING:
Authorized users only.'

e Ability to configure the session
inactivity time before session
termination or locking

Through WEBUI:

2021-02-23T05:57:22+00:00 Ib100-X15 logger:
User acumensec (10.1.1.66) set
'SESSION_IDLE' to '60"

Through Console:

2021-02-23T13:28:00+00:00 1b100-X15 bal:
Isetup: set 'CONSOLE_IDLE' to '60"

e Ability to update the TOE, and to
verify the updates using [digital
signature] capability prior to
installing those updates
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2021-10-12T08:58:22+00:00 Ib100-X15 logger:
User bal (192.168.254.24) Software update
started

2021-10-12T09:00:46+00:00 Ib100-X15 logger:
User bal (192.168.254.24) Installed new
software version:
7.2.48.5.21166.RELEASE.20211008-1217

2021-10-12T09:02:01+00:00 Ib100-X15 logger:
User bal (192.168.254.24) Performed a
Reboot

2021-10-12T09:02:01+00:00 1b100-X15 logger:
Nosession: Rebooting machine

2021-10-12T09:02:57+00:00 Ib100-X15 logger:
Nosession: Generated self signed certificate
key for 10.1.3.55

2021-10-12T09:02:58+00:00 Ib100-X15 logger:
Crypto Self-Tests passed

e Ability to configure the
authentication failure parameters for
FIA_AFL.1

2021-02-19T09:33:51+00:00 Ib100-X15 logger:
User bal (10.1.1.66) set 'SESSION_MAXBLOCK'
to'3'

e Ability to re-enable an Administrator
account

2021-02-19T09:56:56+00:00 Ib100-X15 logger:
User bal (10.1.1.66) User acumensec
unblocked

e Ability to set the time which is used
for timestamps
2021-04-12T12:12:12+00:00 Ib100-X15 logger:
User bal (10.1.1.66) Changed time from Mon
Apr 12 10:13:45 GMT 2021 to Mon Apr 12
12:12:12 GMT 2021

e Ability to configure NTP
2021-04-07T07:51:12+00:00 Ib100-X15 logger:
User acumensec (192.168.254.143) set
'NTP_HOST' to '10.1.3.78"
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e Ability to manage the TOE's trust
store and designate X509.v3
certificates as trust anchors

2021-04-07T08:04:51+00:00 Ib100-X15 logger:
User bal (192.168.254.143) Installed an
Intermediate Certificate PD-IntermediateCA

e Ability to configure the reference
identifier for the peer
2021-04-07T09:12:09+00:00 Ib100-X15 logger:
User bal (192.168.254.143) Set Server(s)
10.1.2.241 for LDAP LDAP

2021-04-07T09:16:47+00:00 1b100-X15 logger:
User bal (192.168.254.143) Added user test
(no password)

e Ability to import X.509v3 certificates
to the TOE's trust store
2021-04-22T05:31:28+00:00 Ib100-X15 logger:
User bal (192.168.254.143) Installed an
Intermediate Certificate PD-IntermediateCA

2021-04-22T06:15:23+00:00 Ib100-X15 logger:
User bal (192.168.254.143) Added certificate

10.1.3.55_384

FMT_SMR.2 None. None. NA

FPT_SKP_EXT.1 None. None. NA

FPT_APW_EXT.1 None. None. NA

FPT_TST_EXT.1 None. None. NA

FPT_TUD_EXT.1 Initiation of update; | None. 2021-10-12T08:58:22+00:00 Ib100-X15 logger:
result of the update User bal (192.168.254.24) Software update
attempt (success or started
failure) 2021-10-12T09:00:46+00:00 1b100-X15 logger:

User bal (192.168.254.24) Installed new
software version:
7.2.48.5.21166.RELEASE.20211008-1217
2021-10-12T09:02:01+00:00 1b100-X15 logger:
User bal (192.168.254.24) Performed a
Reboot
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2021-10-12T09:02:01+00:00 Ib100-X15 logger:
Nosession: Rebooting machine

2021-10-12T09:02:57+00:00 1b100-X15 logger:
Nosession: Generated self signed certificate
key for 10.1.3.55

2021-10-12T09:02:58+00:00 1b100-X15 logger:
Crypto Self-Tests passed

FPT_STM_EXT.1

Discontinuous
changes to time -
either Administrator
actuated or changed
via an automated
process. (Note that
no continuous
changes to time need
to be logged. See
also application note
on FPT_STM_EXT.1)

For discontinuous
changes to time: The
old and new values
for the time. Origin
of the attempt to
change time for
success and failure
(e.g., IP address).

Manual Setting of Time:

2021-04-12T12:12:12+00:00 Ib100-X15 logger:
User bal (10.1.1.66) Changed time from Mon
Apr 12 10:13:45 GMT 2021 to Mon Apr 12
12:12:12 GMT 2021

Setting of time using NTP:
2021-03-01T06:03:59+00:00 Ib100-X15 logger:
User bal (10.1.1.66) Set Time from NTP server
"10.1.3.78" to Mon Mar 1 06:03:59 UTC 2021
from Mon Mar 1 06:03:51 UTC 2021
2021-03-01T06:04:00+00:00 Ib100-X15 logger:

User bal (10.1.1.66) set 'NTP_HOST' to
'10.1.3.78'

FTA_SSL_EXT.1 (if The termination of a | None. 2021-02-23T13:31:59+00:00 Ib100-X15 login:
“terminate the session” is | local session by the pam_unix(login:session): session closed for
selected) session locking user bal
mechanism.
FTA SSL.3 The termination of a | None. 2021-02-23T06:08:05+00:00 Ib100-X15 logger:
remote session by User acumensec Timed out (Session :
the session locking 0fSP61aY028Yx4MzMdbllmcz)
mechanism.
FTA_SSL.4 The termination of None. Console:
an interactive 2021-02-23T06:47:56+00:00 1b100-X15 login:
session. pam_unix(login:session): session closed for
user bal
WEBUI:
2021-02-23T07:02:34+00:00 1b100-X15 logger:
User acumensec (10.1.1.66) Logged out
(Session: M2XLgpABnoDrb1vENbI9qT1kz)
FTA_TAB.1 None. None. NA
FTP_ITC.1 e |nitiation of the | Identification of the | Initiation of the trusted channel:
trusted channel. |initiator and target | 2021-04-07T07:05:59+00:00 Ib100-X15 syslog-
of failed trusted ng: Syslog connection established;
channels server='10.1.3.78'
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e Termination of

establishment

trusted path.
e Termination of
the trusted path.
e Failure of the

trusted path
functions.

the trusted attempt. Termination of the trusted channel:
channel. 2021-04-07T07:28:22+00:00 Ib100-X15 syslog-
e Failure of the ng: Syslog connection broken;
trusted channel server='10.1.3.78', time_reopen='60'
functions.
Failure of the trusted channel:
2021-01-11T07:00:43+00:00 1b100-X15
validuser: do_ldap_check: Idap_sasl_bind_s():
rc=-1, bind failed for user [acumensec], error:
error:1409017F:SSL
routines:ssl3_get server_certificate:wrong
certificate type
FTP_TRP.1/Admin e Initiation of the | None. Initiation of the trusted path:

2021-02-23T07:04:07+00:00 Ib100-X15 logger:
User acumensec (10.1.1.66) Logged in
(Session: V427NI3msSNtFQ29k4glj3Mz)

Termination of the trusted path:
2021-02-23T07:02:34+00:00 Ib100-X15 logger:
User acumensec (10.1.1.66) Logged out
(Session: M2XLgpABnoDrb1vENbI9qT1kz)

Failure of the trusted path functions:

2021-02-10T08:16:39+00:00 I1b100-X15
sslproxy: Failing client cert (err certificate
signature failure) (Serial Number
7633981780902228442)
/C=US/O=Acumen/OU=CC/CN=PD-
IntermediateCA.acumensec.local
2021-02-10T08:16:39+00:00 I1b100-X15
sslproxy: Client 10.1.1.66 failed SSL
negotiation (crypto/asnl/a_verify.c/162):
error:0D0C5006:asn1 encoding
routines:ASN1_item_verify:EVP lib)

6. References

Link to Ul Guide:

https://support.kemptechnologies.com/hc/en-us/articles/213906303-Web-User-Interface-WUI-

Link to CLI guide:
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https://support.kemptechnologies.com/hc/en-us/articles/203128129-Command-Line-Interface-CLI-

Link to Procuring the TOE:
Latest Firmware - Kemp Support (kemptechnologies.com)
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