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1  Acronyms 

Term Definition 

CCTL Common Criteria Testing Laboratory 

CLI Command Line Interface (Local console and SSH access) 

CRL Certificate revocation list 

CSR Certificate signing request 

ECC Elliptic curve cryptography 

NDCPP Network devices collaborative protection profile 

RSA Rivest-Shamir-Adleman cryptosystem 

RTP Real-time transport protocol 

SCA Secure client authentication 

SGLVN SecuGATE LVN 

SSH Secure shell 

TOE Target of evaluation 

TSF Target of evaluation security function  
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2 References 

Ref. Document 

[A] SecuGATE Common Criteria User Guide version 0.7 

[B] Protection Profile for Application Software Version 1.4 

[C] Extended Package for Voice and Video over IP (VVoIP) Version 1.0 

[D] SecuSUITE Client v5.0 and SteelBox v5.0 Security Target Version 0.6 

https://www.niap-ccevs.org/MMO/Product/st_vid11281-agd.pdf
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3 Document history 
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4 Variants of the TOE 

The TOE is represented either by an instance of the BlackBerry SecuSUITE 5.0 application or the rebranded 
CACI SteelBox 5.0 client. Both representations are identical from functional perspective and only differ in the 
look and feel and from App Store publishing perspective (separate product and publisher). 

Compared to the SecuSUITE client, the SteelBox variant has: 

• Updated Product Name shown in headlines and notifications (where applicable) 

•  Application package names used for App Store publishing 

• Own start-up splash screen and EULA text 

• Own Status icon (used in status bar and notification center) 

All configuration guidance provide in this CC documentation refers to the SecuSUITE and SteelBox clients 
even if only “SecuSUITE” is mentioned in one of the following chapters.   

Examples of the graphical deltas between the two representations of the TOE: 

UI Screen SecuSUITE Client SteelBox Client Comment 

Splash Screen 

  

Different splash screens 
shown during start-up 
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UI Screen SecuSUITE Client SteelBox Client Comment 

Call Log 

  

Call Log screen is identical 

Home Screen 

  

Different product name in 
header 
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UI Screen SecuSUITE Client SteelBox Client Comment 

Call Screen 

  

Call Screen is identical for 
SecuSUITE and SteelBox 

except for the icons shown in 
the status bar: 

SteelBox: 

 

SecuVOICE: 

 

 

 

For the reminder of the document the screen shots shown are taken from the SecuSUITE variant of the TOE. 
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5 General Common Criteria Configuration 

 

The TOE is configured during the client enrollment process performed between the TOE and the BlackBerry 
SecuGATE 5.0 backend automatically.  

Key generation schemes (FCS_CKM.1(1)) 

Cryptographic keys used for the generation of client TLS certificates are created based on the client 
configuration submitted by the BlackBerry SecuGATE server (ESC) during initial client enrollment. The 
configuration is defaulted in SecuGATE Server to the usage of NIST p-384 curve and cannot be changed.  

The key generation scheme used during TLS related key establishment is selected by the SecuGATE and 
defaulted to NIST p-384 and cannot be changed. Please see paragraph 7.7.2 and 7.7.3 of [A]. 

Key establishment scheme (FCS_CKM.2) 

The TOE supports only ECDHE as key establishment scheme. 

TLS configuration (FCS_TLSC_EXT.1.1) 

By default, the TOE supports only TLS 1.2 and offers two cipher suites 
(TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 and 
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) for the trusted connections to the ESC. The cipher suite is 
selected by the SecuGATE server during TLS handshake and currently defaulted to 
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 and can be configured in the SecuGATE. 

TLS Signature Algorithms Extension (FCS_TLSC_EXT.3) 

By default, the TOE supports two signature hash algorithms (SHA384, SHA512) in the signature_algorithms 
extension of the Client HELLO message.  

Hashing 

The TOE uses SHA-1 for the SRTP cipher suite, SHA-256 for SIP Digest Authentication via TLS and SHA-384 
and SHA512 for the TLS cipher suites. The applied hashing functions cannot be configured by the security 
administrator. 

X.509 Certificates for mutual authentication (FCS_TLSC_EXT.2 and FIA_X509_EXT.2.1) 

The TOE is provisioned with X.509 certificates to be used for mutual TLS authentication during the initial 
client registration process executed between the TOE and the SecuGATE server. The initial registration 
process is described in chapter Activating the SecuSUITE app. 

SRTP Cipher Suite configuration (FCS_SRTP_EXT.1.2) 

The Ciphersuite used by the SecuSUITE client cannot be configured by the user or the admin. By default, the 
client uses AEAD_AES_256_GCM when communicating with other SecuSUITE v5.0 clients. For backwards 
compatibility with SecuSUITE v4.0 clients also AES_256_CM_HMAC_SHA1_80 is supported and used.  

The ports used for exchanging RTP packets are defined by the SecuGATE during call establishment. 

The SRTP NULL algorithm is disabled in the TOE and no configuration is necessary to disable the NULL cipher. 

Used cryptographic engine 

The TOE uses a built-in SafeLogic CryptoComply engine and utilizes NIST approved algorithms. The version 
and type of the cryptographic engine cannot be changed by the security administrator or SecuSUITE user. 
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6 Security Functionality covered by the Common Criteria 
Evaluation 

 

The security functionality that has been covered by the common criteria evaluation relates to the claims 
outlined in the SecuSUITE Security Target document [D]. These claims cover, for instance, TLS trusted 
channels, including x.509 authentication, certificate validation and signature checking. 

Additionally, to those claims, the SecuSUITE client implements end-to-end protection of the SRTP session key 
exchanged between the caller parties. This scheme is on top of the standard SDES/SRTP scheme demanded 
by the VVoIP Extended Profile [C] and, as a result, not covered by the common criteria evaluation of the 
SecuSUITE client. 

The related key generation and certificate validation schemes applied for the end-to-end protection utilize the 
same implementation as the related schemes used for the TLS protected trusted channels. However, the end-
to-end protection of the SRTP session key has not been explicitly tested by the CCTL during the evaluation. 

Breakout and Secure Landing Calls 

Besides the peer to peer calls between SecuSUITE clients registered to the same infrastructure, the TOE 
together with the SecuGATE server allows forwarding of secure calls to a PBX within a secure network.  

For that the SecuGATE administrator can configure call forwarding to endpoints reached through a PBX 
(another SIP server connected to local/internal landline phones and potentially connected to outside phone 
lines).  If so configured, a SecuSUITE client can then place calls to additional endpoints beyond the SecuGATE 
through the configured PBX; however, because the call signaling and call data travels beyond the SecuGATE 
itself, its security ultimately lies beyond the SecuSUITE client and SecuGATE SIP server’s control.   

The SecuSUITE client differentiates between calls deemed secure (called “Secure Landing”) and calls that are 
considered unprotected as they’re routed potentially unencrypted to external numbers over untrusted 
networks (called “Breakout”). 

The ability of the SecuGATE SIP server to route calls to additional endpoints through a PBX lies beyond the 
scope of this ASPP14/PKGTLS11/VVoIPASEP10 evaluation and is not covered by the common criteria 
evaluation of the SecuSUITE client.  
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7 Setting up secure voice communication with SecuSUITE 

With SecuSUITE®, you can make high-level security calls on your Android™ or iOS® device, no matter what 
network you are connected to. Your calls are encrypted end-to-end and protected against eavesdropping.  

Important: SecuSUITE is based on a voice infrastructure that your organization must provide. All users of the 
app must be registered in this infrastructure to activate SecuSUITE. This must be set up by your administrator.  

If you download SecuSUITE yourself, you can easily perform the activation (8 Installing and activating the 
SecuSUITE app). After successful activation, you can use the app for end-to-end encrypted voice 
communication.  

To use SecuSUITE, you will need an Internet connection (Wi-Fi or mobile data). 

7.1 Supported devices and firmware 

The evaluated configuration covers the following devices and firmware: 

Brand App Version Device Firmware 

Apple® 5.0 iPhone 12, 12Pro, 12Pro Max, 
12 Mini, iPad Air 

iOS® 14 

Android™ 5.0 Samsung®: S20, S20+, S21, 
S22, XCover Pro, Samsung 
A51, Note20 

Android™ 11 
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8 Installing and activating the SecuSUITE app 

Before you can use the SecuSUITE app, your administrator must create an account for you. When your 
account is created, your administrator will provide you with the activation code and the URL of the server 
(Authentication Server), which you will need in order to register the app on your smartphone. Additionally, 
your administrator can also provide you with a QR code to activate SecuSUITE. Follow the steps in the next 
chapters to installation and activation.  

Note: The app must be secured by a mandatory device screen lock. The activation process will be simpler if 
you set the screen lock before starting (8.3 Setting a device screen lock). 

8.1 Installing the SecuSUITE app 

 Open the app store on your device and search for SecuSUITE. 

 Download the app. 

 Tap Install.  

 After installation is completed, select Open. 

 You will be prompted to give SecuSUITE several permissions: contacts, microphone, manage phone 
calls, manage storage, notifications, appear on top, do not disturb, etc. Allow all permissions. The 
phone’s contacts is the only sensitive information repository that SecuSUITE accesses. 

Note: In iOS and in the more recent Android versions, you may not see all requests immediately, as they will 
only ask for permissions when necessary (e.g., for camera only when you use it for the first time). 

The TOE uses following full list of hardware resources from the underlying platform: 

• Network connectivity – SecuSUITE requires access to a network to communicate with the SecuGATE 
server. 

• Camera – SecuSUITE allows scanning of a QR code using the phone’s camera. 

• Microphone – SecuSUITE uses the microphone to record voice data. 

• Bluetooth – SecuSUITE can use Bluetooth devices, such as Bluetooth headsets. 

• Biometrics – The platform OS might use biometrics as the authentication factor. SecuSUITE requests 
access to use the platform keystore via biometrics if the phone is set up with a biometric 
authentication factor. 

• Notifications – SecuSUITE sends notifications to the user of incoming calls, texts and alerts. 

• External Storage – SecuSUITE’s text messaging system allows attachments, which are possibly stored 
in the phone’s external storage. 

8.2 Activating the SecuSUITE app 

After installing the SecuSUITE app, you must activate it. You will need the activation code and the address of 
the Secure Client Authentication (SCA) server that is part of your organization’s infrastructure. Both will be 
provided to you by your SecuSUITE administrator. To simplify this process, a QR code can be found in the 
activation email that you will receive from your administrator. Step 3 in the activation email will have a QR 
code that will look similar to the one below:  



Common Criteria Configuration Guide 
SecuSUITE v5.0 / SteelBox v5.0 
 

Public  © BlackBerry 
SecuSUITE 5.0 App CC Guide 1.1.docx  Page 15 of 60 

  
 

 

 Open the SecuSUITE app. You will see the activation screen.  

 Accept requests from the app when prompted.  

 On the activation screen, you can activate your user account by using a QR code or by manually typing 
the activation code and the server URL provided in the activation email.  
Note: If you select the QR code option, you must accept a permission prompt for your camera, tap 
ALLOW. 

To use the QR code, tap the QR code icon and aim your smartphone camera within the provided area 
to capture the QR code image (Above is a sample QR code, please make sure that you scan the one 
provided on your activation email only). Without the QR code, simply type in the activation code and 
SCA server URL provided in the email. 
 
Note: The TOE uses the URL entered by the user or derived from the QR code information as a 
reference identifier for the TLS certificate validation. For the reference identifier the CN field and SAN 
fields are supported (SAN fields takes preference).  

 You will see the activation being processed. 

 The SecuSUITE Client Addendum will eventually be displayed. Please read it carefully. At the 
bottom, tap the box next to I agree to the terms …  I Agree. 

 If your device has not been secured with a screen lock prior to this step, you will be prompted to set 
this up before proceeding (8.3 Setting a device screen lock). 

 After the completed activation, SecuSUITE will open. If your administrator has configured the need for 
an additional layer of security, you will be prompted to define a PIN for the app. Additionally, you will 
be asked to allow the use of any device biometric authentication methods that you have set up, such 
as fingerprint or Face ID.  

 Your phone contacts are loaded as Contacts in the app. They will not be marked with a shield or 
padlock yet. 

 All active SecuSUITE contacts from the tenant which the SecuSUITE administrator has organized you 
into are displayed as SecuContacts. These contacts are marked with a green shield. 
Note: This step depends on a server setting made by your admin called Secure Contacts Push. 

After successful activation, you can make end-to-end encrypted phone calls and send secure text messages to 
other SecuSUITE users. 

8.3 Setting a device screen lock 

8.3.1 Android 

 Open system Settings  Lock Screen  Screen Lock Type. 
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 Select one or more types of locks: pattern, PIN, password, or Biometrics such as face, iris, and 
fingerprint. 

 Define the screen lock. 

8.3.2 iOS 

 Open system Settings  Touch ID and Passcode/Face ID and Passcode. 

 Select one or more types of locks: Passcode, Touch ID (if supported), or Face ID (if supported). 

 Define the screen lock. 

8.4 SecuSUITE app can ask for an additional layer of security 

If more restriction is desired to protect the SecuSUITE app, a separate PIN request can be activated by your 
administrator.  

If this has occurred, you will need to define an additional PIN during the activation process, exclusive to the 
SecuSUITE app. After doing so, you can also link your fingerprint or other biometric authentications to unlock 
SecuSUITE. This will mostly be used as an alternative to the PIN. When access to the app is requested, use 
either the PIN or the substitute. 

8.5 Additional notifications about battery optimization (optional) 

If your organization uses specific settings in the background, you will encounter two additional notifications 
during the activation process.  

The first notification informs you of a conflict 
between battery usage optimization and 
SecuSUITE being continuously reachable. 

Tap on  Next. 

  The second notification originates from 
Android and warns you that SecuSUITE 
will always be allowed to run on battery.  

Tap on  Allow. 
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 

 

Even when you are not using SecuSUITE, the app will never go into deep sleep mode but will always run in the 
background to receive calls and messages.  

Note: If you do not see any of these notifications, SecuSUITE will still be reachable in the background. If these 
notifications appear, you will need to click ‘allow’ for these settings.   
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8.6 Onboarding and empty home page  

You will be shown a short onboarding tutorial explaining some of the features of SecuSUITE. If this is your first 
time using SecuSUITE, we highly recommend viewing this tutorial. It can also be skipped. 

First sight of the homepage:  

on Android on iOS 
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9 SecuSUITE app 

9.1 SecuSUITE home page 

When you first open the SecuSUITE app, you will see the home page. It is empty until you have made a call or 
have sent a message for the first time. The screenshot below shows some of the sample content (this example 
is on iOS). 

 

 

 

 

 

Note: The picture above shows the home page in iOS. Some details may look different on Android systems, 
which are explained in this manual. 

 One-to-one 
chats display the 
user's initials, full 
name and the latest 
communication with 
that contact.  

Both, calls and 
messages, will be 
displayed here. 

 Group chats 
display the group 
icon, group name 
and the latest 
communication 
within the group.  

 Tap to compose 
a new one-to-one 
chat. 

 Click to create a 
new group chat. 

  The unread 
number will display 
the number of new 
items in a 
conversation.  

 Tap settings to 
access Bluetooth 
controls, media-
download options 
and account details. 

 The current page you are on is 
highlighted in orange. In this case 
it is the home page showing all 
your communications.  

 Tap the call icon 
to see your entire call 
history. 

 Tap here to view 
all your contacts. 

Note: On the home-
page, only the latest 
interaction with a 
contact is shown, 
whether it is a call or 
a message. 

Tap on a group chat 
to access the 
conversation.  
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9.1.1 Further actions on the home page 

In addition to the actions above, more actions are available on the SecuSUITE home page, such as deleting 
single entries or in bulk. To Perform these additional actions on IOS or Android, proceed below: 

9.1.1.1 Android 

To gain access to further actions on the home screen, press and hold one or more chats until it is marked with 
an orange frame. 

 

 
In the top right corner, you will find additional actions. This list will 
display only what is possible from your selection.  

 

One to one interaction: 

 

 View contact details  

 Call contact 

 Compose message 

 Delete chat 

 

Group Chat: 

 

 View group details 

 Compose message 

 Leave group 

 Delete and leave chat 

 

9.1.1.2 iOS 

To gain access to further actions on the home screen, you can either press and hold on one entry or swipe it to 
the left to see the options.  

 

 
 

 

One-to-one interaction: 

 

Group chat: 

 

Press here to view more 
options. 

Press here to delete 
this entry. 

Note: You will be asked 
to approve this action 
once selected. 
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9.2 Your contacts in the app 

Go to the Contacts screen to view the contacts in your app. The contacts listed here are split into two tabs 
(shown on iOS): 

• SecuContacts: This will display all active SecuSUITE users of your tenant (except VIP contacts) and 
those you confirmed as secure after the first secure call. With these contacts, you can establish end-to-
end encrypted calls and chats.  
Note: The display of the SecuSUITE contacts from your tenant depends on the activation of Secure 
Contacts Push (SCP) in your organization.  

• Contacts: This will display your original phone contacts from your phone. Some of them may also be 
SecuSUITE users. After a successful SecuSUITE call or chat, you will be asked to confirm if the contact 
is secure, and upon confirmation will be added to your SecuContacts.  

  

 

 

Important!       A red shield shows that something is amiss, or a manipulation or violation has occurred with a 
user's phone. Do not share restricted content with this person until you have found out what has caused the 
red shield icon to appear.  

The contacts are refreshed automatically upon the first launch of the day. However, you can refresh it 
manually by dragging down the screen (9.2.3 Updating, editing, or deleting SecuSUITE contacts).  

The Contacts tab shows 
your native phone contacts. 

Use these icons to… 

start a one-to-one 
chat  

to start a call 

with the contact. 

The SecuContacts tab 
displays SecuSUITE contacts 
and those you confirmed as 
secure after a successful call. 

Company and department (if 
they were entered by the 
admin) are visible details of a 
contact. To see more details, 
tap on a contact. 

All secure contacts are 
marked with a         green 
shield. 

Refresh the contact list by 
dragging down the screen. 

Enter the name of a contact 
into the search field to find a 
contact in SecuContacts and 
Contacts. 

Use these icons to… 

create a group chat.  

Start a Group Call or 
rearrange the sorting 
of contacts by first or 
last name. with this 
icon. 
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9.2.1 VIP contacts  

Some SecuSUITE users have VIP status. Their number-name combination is not distributed or shared with 
SecuContacts and SecuSUITE users. However, VIPs can see all other active SecuSUITE users from their tenant 
as well as other VIP users. 

After a VIP user calls another SecuSUITE user securely, the other user will be prompted to save them as a 
secure contact. Only then will the VIP user appear in the SecuContacts list.  

Note: Since a VIP user's contact is manually entered on your phone, it will not be updated automatically. 

9.2.2 Display of contact card 

Within your SecuSUITE contacts in the SecuSUITE app, you can see additional information about your 
contacts. Aside from the name, the contact details also show company and department information if the 
tenant admin has entered them. Finally, you can also see your recent activities with this contact. 

iOS Android 

  

 

Additionally, on iOS when moving down in a 
contact's card, e.g., to look through the call history, 
a message icon and a call icon will appear at the 
bottom right corner. Use these shortcuts to open 
the chat with this contact or to call the contact. 
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Each SecuContact is saved with a unique certificate that you can view after your first call with that contact. To 
view a contact's certificate details, tap on the grey certificate symbol.  

 

 

 

9.2.3 Updating, editing, or deleting SecuSUITE contacts 

Generally, it is not possible to change the data of contacts in the app. 

• SecuSUITE contacts are managed in the backend, so changes will be updated in your app 
automatically.  

• Phone contacts must be edited or deleted in the native phone app, and these 
changes will be reflected in the SecuSUITE app. 

Contacts are refreshed automatically upon the first launch of the day. You can also 
manually update the contacts by dragging the screen down. 

After a few seconds, you will see the updated contact list. 

9.2.3.1 Exception: Manually updating, editing, or deleting manually added 
SecuContacts or VIP contacts  

Other SecuSUITE users who are assigned to a different tenant or that are created as VIP contacts in your own 
tenant will not automatically appear in your SecuContacts list. However, they can be called securely via 
SecuSUITE from the Contacts tab if you have them saved in your phone's native contacts app. Alternatively, 
you can simply enter their number in the call log. 

After a call with one of these SecuSUITE users you will be asked to confirm their identity and manually add 
them to your SecuContacts list. Since these entries are manually added, you can edit or delete the details 
associated with the phone number by going to the contact details for that person and tapping Edit at the top 
right corner. 
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10 Secure calls 
SecuSUITE does not interact with the native phone app of your device. You can continue to make regular 
phone calls.  

Your phone number for SecuSUITE is set by your administrator. This is not necessarily the number from the 
SIM card, but in most cases, it makes sense to also use this for SecuSUITE so other SecuSUITE participants can 
reach you with your known number.  

Note: To check the phone number assigned to your SecuSUITE account, look in  (Settings)  Account  
Account Number. 

If your organization has activated Secure Landing, your administrator will define a second number for your 
SecuSUITE account. This is needed if a landline device inside your organization’s protected phone 
infrastructure wants to call you securely. Your administrator will provide this number and any additional steps 
to you. 

Secure calls require a stable data connection. Either Wi-Fi or mobile data will work. If SecuSUITE is not 
connected, Android phones show a red bar with “There is a problem with your connection. Check your 
network.” A disconnect icon can be seen in the notification tray. When SecuSUITE is connected, the logo will 
display clearly in the notification tray. You can try to reconnect by switching between Wi-Fi and mobile data. 

With Android 12, you are signaled directly on the display during a call that the device's microphone is active. 
When the microphone is activated, a green microphone icon appears briefly in the upper right corner. The icon 
then turns into a small green dot. 

If the microphone is active, the small green dot at the top will remain visible. 

Microphone is activated 

 

If the microphone is active 

  

10.1 Making a one-to-one SecuSUITE call   

Secure calls can be made to other SecuSUITE users within your organization. There are additional types of 
secure calls, e.g., group calls (10.4 Starting a secure group call) or calling landline numbers inside the protected 
network of your organization. 

As soon as the recipient accepts your call, a secure connection is established. You can verify the status of the 
encryption by watching the circle around the lock icon on the screen (10.1.2 Icons for call status). 
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You can start a secure call from every main screen of the app.  

• Contacts Screen: 

           

 

 

 

• Home Screen:  

Tap on a single contact entry 
 

Tap on the phone icon to start the call 

 

 

 

• Call Log: If you have had a previous call with a contact or a group, you can find it in the call log. Tap on 

the entry to start a call. If you want to dial a number, tap on the symbol for the dial pad  in the top 

right corner. To start a secure group call, tap on the group call icon:  in the top right corner 

 

                 

 

 

Note: SecuSUITE uses a data connection for secure calls instead of your mobile network’s audio connection, 
which is what your phone typically uses for voice communication. 

Tap on one of the call log 
entries to start a secure call. 

In the SecuContacts 
tab you will see the 
contacts that you can 
call securely. 

The Contacts tab shows 
the contacts from your 
native phone. They may 
also be SecuSUITE users, 
so you can try to call them. 
If a secure call is not 
possible, your attempt will 
be terminated.  

To make a secure call, tap on 
the green phone icon next 
to the contact. 

       icon opens the dial 
pad.  

 

Tap on    icon to start 
a secure group call.  

Tap on    icon to open 
the call details between 
you and that contact. 

 

Note: On 
Android, these 
icons are 
reversed. 
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10.1.1 Call integration on iPhones for one-to-one calls  

For iOS devices only, SecuSUITE uses CallKit Support. SecuSUITE calls will appear on the screen like an 
ordinary iOS call and can be handled as native phone calls are. 

Incoming call from SecuSUITE Ongoing call with 
SecuSUITE: 

An incoming SecuSUITE call will be displayed like a usual incoming call and 
can be accepted in the following ways below:  

An active SecuSUITE 
call when started or 
accepted with the iOS 
call app is displayed like 
a usual call screen. On locked screen: On unlocked screen: On open app: 

    

Note: The SecuSUITE symbol and "SecuSUITE Audio" are always displayed to identify the secure call.  
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10.1.2 Icons for call status 

 Incoming/Outgoing 
call ringing 

Key-agreement Secure call Breakout into 
unsecure network  

Call is ringing. Call accepted. A secure 
connection is about to 
be established. 

A secure connection 
(mobile to mobile or 
secure work line) is now 
established. You can 
start talking. 

The call is decrypted 
and forwarded into an 
unsecure network. Your 
call is not secure. 

Android 

& 

iOS 

 
 

  

Note: You will see the same symbols whether you are making or receiving a call. You can start speaking as 
soon as the lock icon is closed. 

10.1.3 Information about call participants 

Important information about the other participant is transmitted even in a call attempt. It is displayed on the 
call screen and later in the general call log, as well as in the call log of each contact.  

In the call log, you will see all the available details when you tap on the  icon next to a name. 

iOS 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

If the call was not 
established, there has 
been no key agreement 
that has taken place. 

The green lock shows that 
the key agreement was 
successful. 

Android 
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10.1.4 Authentication 

During a call, you can see if your contact is a confirmed secure contact by looking at the icon next to the name. 
After a call is completed, you may be asked to add the contact as a secure contact if they are another 
SecuSUITE user (10.3 Saving a secure contact). 

SecuSUITE shows the status of authentication through different icons. 

 

10.2 Accepting secure calls with SecuSUITE 

10.2.1 SecuSUITE background operation 

To ensure your device receives secure calls via SecuSUITE, the app runs in the background even when locked. 
To do this, SecuSUITE needs an active Internet connection.  

On Android, a notification indicates that SecuSUITE is connected:  

 SecuSUITE is disconnected  SecuSUITE is connected 

  

Note: After rebooting your device, SecuSUITE will prompt you to enter your device password to verify your 
identity, and any additional authentication that has been enabled. 

Next to the name you will see the 
authentication status of the contact.  

 

The contact has not yet been 
saved as secure. 

 

This contact is saved as a secure 
contact.  

 

This contact is a secure work 
line contact. 
(G = Gateway) 
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10.2.2 Receiving SecuSUITE calls 

Swipe the middle icon to the 
right to accept the call or to 
the left to decline the call. 

 

If accepted, wait while the 
key agreement is performed. 

 

The call is active. You can 
now start talking (and 
listening, of course). 

   

After the first secure call with a SecuSUITE number, you will be asked to save this contact as a secure contact 
or to confirm their identity (10.3 Saving a secure contact).  

Note: On iPhone, a secure call that you receive looks like an ordinary iPhone call except for the banner 
SecuSUITE Audio.  

10.2.3 Receiving concurrent calls 

SecuSUITE and the phone app of your device are not connected. Concurrent call attempts lead to the 
following scenarios: 

• While you are in a call using the native phone app, and someone calls you with SecuSUITE: 

Android: The SecuSUITE caller hears the sound for an occupied line, and their call attempt is aborted. 
In the status bar of your device, you will see the icon for a missed call from SecuSUITE. 

Note: If you do not want to see missed calls from SecuSUITE in the status bar, turn it off in the 
SecuSUITE Settings (13.2.1 Notifications). 

iOS: When the SecuSuite call rings, the iOS device has a callkit screen with the option to decline, end 
and accept, or hold and accept. If you hold and accept, your native call will resume when your 
SecuSUITE call has ended. 

• You are in a secure call with SecuSUITE while someone calls you with SecuSUITE: The caller hears 
the sound for an occupied line, and their call attempt is aborted. In the status bar of your device, you 
will see the icon for a missed call from SecuSUITE. 

• You are in a secure call with SecuSUITE while somebody calls you with the native phone app: The 
native call will show on the display of your device. Accepting it will end the SecuSUITE call. Decline the 
native call if you want to continue your SecuSUITE call. 
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10.2.4 Placing SecuSUITE calls in the background 

You can put an active SecuSUITE call in the background if you tap on home or recent apps. In this way, you can 
continue to use your smartphone while the call is active.  

To bring the call back to the foreground, tap on the app again, or... 

iOS 

 

 

Android 

 

… on iOS devices that support Touch ID, tap on the 
green bar above (first bar). On devices that support 
Face ID, there is a green bubble instead on which you 
can tap to re-access the call.  

 

… on Android, a green dot on the right side shows that 
the call is active by indicating you are using the 
microphone, while on the phone icon you can see if the 
call is incoming or outcoming. 

Use the notification to get back to the call screen: 

 

During an ongoing call, you can also use other functionalities of the SecuSUITE app, e.g., messaging. 
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10.3 Saving a secure contact 

After you have made a successful SecuSUITE call with a member in the SecuContacts tab, no further action is 
required from you. However, secure calls are also possible with other contacts. After a successful call with a 
number not on your SecuContacts list, you can save them as a secure contact. You can either create a new 
contact or add a number to an existing contact. You can also choose not to save a secure contact. After 
another secure call with this number, you will see the same prompt. 

iOS 

  

 

    

 Android 

  

 

     

Note: You can save several numbers in one contact entry. Select a contact name to assign the new number. 
The old number will remain associated with this contact.  

 

If you do not have 
an entry with this 
number yet, create 
a new contact. 

If you do not have 
an entry with this 
number yet, 
create a new 
contact. 

Tap on a 
contact to 
add another 
secure 
number to it. 
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If you already had this contact saved (e.g., in your personal contacts) but this was your first secure call, you will 
be asked to verify their identity (shown on iOS):  

 

Note: Once you have done that, you can change contact information of manually confirmed SecuContacts 
within SecuSUITE (9.2.3.1 Exception: Manually updating, editing, or deleting manually added SecuContacts or 
VIP contacts ). 
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10.4 Starting a secure group call 

Secure calls can be made to multiple users of SecuSUITE in your organization.  

As soon as the recipient(s) accepts your call, a secure connection is established. 
You can verify the status of encryption by watching the circle around the lock 
icon on the screen (10.1.2 Icons for call status).  

SecuSUITE allows you to have group calls with other SecuSUITE users via your 
phone data connection. You can begin a secure group call from the SecuSUITE 

contacts screen, call log, or from an existing group chat.  

Group calls are a quick way to get up to 12 people in a call.  

Note: Some graphics may show unique illustrations of iOS or Android.  

 

 

10.4.1 Start or join a secure group call from an existing group chat 

Start                        Join 

 

OR 

  

Note: If multiple group members try to start a new group call at the same time, this may cause an error and 
the call will not be established. 

Tap here to start a 
new group call.  

 

Tap here to join an ongoing 
group call.  

 

The green dot next to the 
group call icon indicates that a 
group call is ongoing.  

Tap  to join it.  

You will be able to see 
previously ended group calls.  
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10.4.2 Beginning a new group call 

If you wish to begin a new group call (instead of connecting through an existing group chat), you must choose 
one of two ways to start the call. The process will be identical following the initial start from either the 
contacts screen or the call log.  

Starting a group call from the Contacts screen: Starting a group call from the Call Log: 

   

Note: If you try to select a previously concluded group call through the call log, you will receive a pop-up 
notification that says the group call has ended.  

Tip: When creating or participating in a group call, designate one person to start the call and inform the other 
participants. 

  

1.Tap here 
to open the 
menu. 

 

In the SecuContacts 
tab, you can see the 
contacts you are able 
to call securely.  

 

2. On iOS, tap Start 
Group Call from 
bottom menu.  

 

Tap here to set up a 
new group call. See 
in 4.4.3 Setting up a 
new group call for 
how to proceed.  

 

2. On Android, 
tap Start Group 
Call from top 
menu.  
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10.4.3 Setting up a new group call 

After setting up a group call from either the contacts screen or call log, you will be prompted to select any 
SecuContacts you wish to participate in the group call. You will also be asked to name the group before the 
call can start.  

iOS 

   

Android 

   

 

4. After naming the 
group, tap on Start 
Group Call to begin the 
call.  

 

3.You will be 
prompted to name 
the group call.  

 

Start Group Call and Go 
(on the keyboard) cannot 
be tapped until you input 
a name.  

 

2.Tap Done to 
continue.  

 

1.Tap beside 
SecuContacts to 
select them as a 
participant in the 
group call.  

 

2.Tap on 
the green 
button to 
continue. 

 

1.Tap on a 
SecuContact to 
select them as 
participants in the 
group call.  

 

3.You will be 
prompted to name 
the group call. 

Pas 

Start Group Call or OK 
cannot be pressed until 
you input a name.  

 

4.Tap OK to 
begin the call.  
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10.4.4 Invite additional participants during an ongoing group call  

You may also invite additional participants to a call once it has started. 

iOS 

  

 

Android 

  

 

 

1.Tap on Invite 
to request 
additional 
participants to 
join call.  

3. Tap on Done to 
invite to secure 
group call.   

2. Tap beside the names of 
desired SecuContacts to select 
and invite them to the call. 

3. Tap on Invite to 
Call to invite to 
secure group call.   

2. Tap on the names of desired 
SecuContacts to select invite 
them to the call. 

1.Tap on Invite 
to request 
additional 
participants to 
join call.  
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10.4.5 Information about group call participants  

During the call, important information about other participants is displayed on the call screen, and later in the 
general call log after the call ends. 

During a group call  

               

Following a group call  

               

  

Green lock 
indicates key 
agreement was 
successful.  

 

See list of 
participants 
that joined or 
did not answer 
(only on iOS).  

 

Tap on the 
information icon 
to reveal the 
participants that 
joined each call.  

 

Tap on the 
information icon to 
reveal the list of 
call participants. 

 

Active call 
participants 
appear in solid 
white text, 
while inactive 
group members 
are greyed out.  
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10.4.6 Call integration on iPhones for group calls 

For iOS devices only, SecuSUITE uses CallKit Support. SecuSUITE group calls will appear on the screen like an 
ordinary iOS call and can be handled as such.  

Incoming group call from SecuSUITE Ongoing group call with 
SecuSUITE: 

An incoming SecuSUITE group call will be displayed like a normal incoming call 
and can be accepted as followed. 

An active SecuSUITE 
group call, when started 
or accepted with the iOS 
call app, is displayed like 
the usual call screen. on locked screen: on unlocked screen: on open app 

    

Note: The SecuSUITE symbol and SecuSUITE Audio are always displayed to identify a secure call.  
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10.5 Bluetooth audio options during a call  

During a secure one-to-one or a group call via SecuSUITE, if your phone is connected to an external Bluetooth 
device for audio such as headphones, you will be able to use the source for audio (shown on iOS): 

Tap on the audio icon to display 
your options. 

 

Select the Bluetooth device as 
the source for audio. 

 

You are now talking/listening 
through the selected audio source 
e.g., headphones, as you can see 
on the audio icon. 

   

Important: Once allowing the use of Bluetooth, the data transfer is not protected via SecuSUITE. Since the 
connection is not suitable for RESTRICTED content you must inform your contact at the beginning of the call!  
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10.6 Types of secure calls 

Secure calls with SecuSUITE are generally made with end-to-end encryption of voice communication and 
participant authentication. As a result, you can be sure that: 

• Nobody can intercept your call. 

• Your contact is the person they claim to be.  

In addition to the direct connection between two SecuSUITE devices, other combinations of devices are also 
able to make secure calls. These are listed and explained in the following chapter.  

These combinations depend on the Secure Landing feature: Via SecuSUITE, you can also reach participants 
inside the secure telephone network of your organization (PBX). If this is implemented in your organization, 
the PBX is connected to SecuSUITE infrastructure. End-to-end encryption is terminated in the SecuSUITE 
system, which then transfers unencrypted calls to landline devices in your secure PBX, hence the name, 
Secure Landing.  

In every call with SecuSUITE, you can clearly see the type of call you are in to decide if it is secure enough to 
share confidential content. 

10.6.1 Indications for different types of calls 

The type of call is indicated directly under the name or number of the caller. 

 

Name Call Type Safe for 
confidential 
content 

Icon in 
call 
screen 

Secure 
Line 

End-to-end 
encrypted voice 
communication 

✓ 
 

Secure 
Work Line 

Secure Landing to 
safe landline 
inside your 
organization's 
PBX 

✓ 
 

Breakout 
into 
unsecure 
network 

Decryption by 
Crypto Gateway 
and forwarding of 
the unencrypted 
call into unsecure 
public phone 
network 

 
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10.6.2 Complete list of call scenarios 

Safe for sharing 
confidential info? 

Call type, 
devices 

Display call screen Description 

Yes end-to-end-
encrypted:  

SecuSUITE 
device to 
SecuSUITE 
device 

Secure Call 

<Contact Name> 

Secure Line (Android) 

<Phone Number> 

Two mobile devices with SecuSUITE have 
established a call. The connection is 
encrypted end-to-end from one device to 
the other.  

Yes SecuSUITE 
device via 
SecuSUITE 
system to 
landline device in 
protected PBX 

Secure Call 

<Contact Name> 

Secure Work Line 
<Phone Number> 

Gateway@<Domain> 

SecuSUITE system terminates the 
encrypted call from a mobile device with 
SecuSUITE and forwards it unencrypted 
into a protected PBX. In this scenario, the 
unencrypted call is forwarded via the 
protected PBX to the landline device, so it 
is still considered secure.  

No SecuSUITE 
device via 
SecuSUITE 
system in 
unsecure 
Network (e.g., 
public telephone 
network or 
insufficiently 
protected PBX) 

Secure Call 

<Contact Name> 

<type of number> 
<Phone Number> 

Breakout into 
unsecure network 

SecuSUITE system terminates the 
encrypted call and forwards it unencrypted 
into an unsecure network (e.g., PSTN). The 
call is not considered secure even though 
the range between the SecuSUITE device 
and SecuSUITE system is end-to-end 
encrypted. This type of protection is 
suitable for calls abroad or calls made from 
a hostile environment.  

10.6.3 The risks of call forwarding 

SecuSUITE secures the call between two devices, but if you create an unsecure connection beyond that, the 
additional range is not protected.  

This is the case when forwarding a call from a secure PBX into an unsecured public telephone network. The 
data transfer there is unprotected, e.g., when you are working from home.  

Important: Since this connection is not suitable for RESTRICTED content you must inform your contact at the 
beginning of the call!  
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11 Secure messaging 
SecuSUITE users can exchange secure text messages in one-to-one chats or in group chats from the 
homepage and from the contacts screen (shown on iOS):  

From Homepage From Contacts 

 

 

Important: The keyboard for secure messaging might offer voice dictation through the microphone icon. The 
voice to text feature uses third party services to receive the audio and send the unencrypted text. DO NOT use 
this feature for restricted content. You can disable this feature in settings as described in chapter 13.2.2 
Disable voice dictation. 

11.1 One-to-one chat  

You have three ways to start a one-to-one chat (shown on Android):  

 

 
 

 
 

 

  

Only difference on iOS (1): Choose the compose icon at the top of the home screen: 

1 

2 

3 

Tap here to start a 
new group chat. 

Tap here to start a 
new one-to-one chat. 

Tap here to start a new 
group chat. 

Tap here to start a 
new one-to-one chat. 
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11.1.1 Inside a one-to-one chat  

           

11.1.2 Message actions 

 

 Long tap on a message to view more options.  

 

Android: 

 

 

 

 

iOS: 

 

 

2. Write your 
message. 

3. Send. 

1. Tap on this 
field to bring up 
the keyboard.  

Add another 
contact (or 
more) to start a 
group chat. 

Tap here to 
select content 
to share. 

Delete message 

Forward 
message 

Copy message 
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11.1.3 Delivery and Read Receipts 

Regarding messages sent in a chat, users can now verify their status by checking the receipts below them: 

           

Note: To check the state of any message, you can tap on the message to show or hide the status. 

Icon 

   

Meaning Sent Delivered Read 

Explanation Your message was 
correctly uploaded 
onto the server, 
waiting to deliver to 
the recipient. 

If the recipient has no 
Internet connection 
or has deactivated 
SecuSUITE, the 
message cannot be 
delivered. 

Once you see this icon, the 
message was delivered to the 
recipient and can be read. 

Your message was read by 
the recipient.  

1.  The 
message 
was sent. 

2.  The 
message 
was sent and 
delivered. 

3.  The 
message was 
sent, delivered 
and read by the 
recipient. 

Note: In a group chat, the read 
receipts show that at least one 
recipient has read the message 
(5.2.3 Delivery and Read 
Receipts in Group chats). 
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11.2 Group chat 

After tapping on the create group icon, select all the contacts you want to add to the new group. Give the 
group a name and after it is successfully created, tap into the empty field to type a first message. Once a group 
is created all added group members will be notified. 

Select members 
 

Name the group 
 

Write first message or share 
content 

 

 

 

 

 

11.2.1 Adding people to an existing group 

After a group has been created, you can still add more members to the group. 

Note: Recently added members will not be able to see the group's chat history. 

Tap on the  icon in the top 
right corner. 

 

Select contacts (1.) and tap on 
Invite to group (2.). 

 

A note will state that the 
contacts were added. 

   

Note: If you add contacts to a group while not having an active Internet connection, the note will state 
<Contact name> will be added by you. The contact is added once SecuSUITE is online again. 
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11.2.2 Group settings 

You can view group details and adjust some group settings as a creator or as a member. Tap on the name of 
the group to open the details (shown on iOS). 

 

 

You can also add new group members from the details view: 

On iOS, tap on Add member in the list of group actions. On Android, tap on the symbol in the top right corner. 

 

 

11.2.3 Delivery and Read Receipts in Group chats 

Delivery and read receipts are also available in group chats. Once one member has read your message, the 

icon will change to the following: . 

Note: It is not possible to view who has or has not read a message. 

Tap here to 
change the 
group name. 

To leave a 
group, tap 
here. 

You can see a 
list of all group 
members 
here. 

Tap on the group 
name to open 
the details. 

On Android, you will see a lock 
next to the contacts instead of 
the message and phone symbol. 
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11.3 Receiving secure messages 

Secure messages will trigger notifications on your phone by default. However, you can deactivate this feature 
in your phone settings (13.2.1 Notifications). If notifications remain enabled, SecuSUITE will send alert 
notifications on the lock screen of your phone if you receive a message or miss a call. The notification will not 
include the content of the message you have received. 

A tap on the notification will either direct you to the 
conversation screen or the home screen if you have 
received multiple notifications from different 
conversations. 

 

The home screen shows the 
latest activities, including 
new messages and missed 
calls. 

iOS 

 

 

Android 

 

 

 

Home Screen (iOS) 

 

Note: Depending on which Android device you have and the version that it is running on, the notification 
display on the lock screen might differ slightly from the one illustrated above (Android 12 on Samsung S10). 

Note: If another person has added you to a group chat, you will receive this information like an ordinary 
message. 
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11.4 Replying to messages 

If there is already an existing conversation with a user, you will see the conversation on the home screen. 
Unread messages in a chat are marked with an orange circle showing the number of unread messages.  

 

 

 

 

 

 

 

 

    

The latest message 
is shown with the 
time when it was 
received or when it 
was sent (if you are 
the one who sent 
the last message). 

The chat screen also 
shows calls with the 
respective contact. 

Successful calls are 
shown with the duration 
of the call. 

Tapping on a chat will 
open the chat screen. 
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12 Share content 
You can share content in one-to-one chats and group chats. To share content, simply tap on the + icon left of 
the text field. 

Note: You can only share one attachment at a time. 

With Android 12, a new feature allows you to see if you are using the device's microphone (as described in 
chapter 4 Secure calls) or the camera. When sharing content on SecuSUITE e.g., you can directly take the 
picture with your device's camera and share it with your contact. In this case, first a green camera icon will 
briefly appear on the screen in the upper right side; then this icon turns into a small green dot, which will stay if 
the camera is in use: 

Camera is activated 

 

If the camera is active 

  

 

12.1 Share content in chats on Android 

Tap on the + icon and 
select a source for the 
content you intend to 
share.  

Once selected, enter the 
SecuSUITE PIN to access 
the app again.  

To add text, tap into the 
text field to open the 
keypad. 

Tap on the send icon to 
share the content. 

    

Tip: Tap on the 
attachment to 
check if it is the 
right one. 
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A grey frame and progress 
bar will show that the 
content is pending, and the 
red frame means the 
content has failed to send. 
When the frame is orange, 
it has successfully sent 
(with timestamp). 

Incoming content will 
need to decrypt and load. 
You will see a progress bar 
while the file is being 
processed. 

Pictures and Videos will 
display a preview. Tap on a 
file to open it. 

Pressing and holding on 
shared content (one or 
several items) will show the 
option to delete. 
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12.2 Share content through share extension on Android  

You can now share content from other apps to SecuSUITE. Here’s how: 

For instance, select a 
picture from the Photo 
Gallery and tap on the 
share icon. 

Select SecuSUITE to 
instantly share the picture 
with your SecuContacts. 

Enter the SecuSUITE PIN 
to access the app again. 

Your recent chats will 
appear to those you can 
send this attachment to. 

    

After selecting a contact or 
group, find the attachment 
inline. To add text, tap on 
the text field beneath the 
file. 

Finally, tap on the Send 
icon to send the 
attachment. 

  

Tip: Tap on  to 
search for a specific 

contact or tap on  
to create a new group 
chat.  
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12.3 Share content on iOS 

Tap on the + icon next to 
text input field.  

Select a source for the 
content you intend to 
share.  

To add text, tap into the 
text field to open the 
keypad. 

Hit the send icon to share 
the content.  

    

Incoming content will need 
to decrypt and load. You 
will see a progress bar 
while the file is being 
processed.  

Tap on the content to 
enlarge it.  

Tap on the frame of the 
content to show or hide 
when the attachment was 
sent. 

   

Note: Pictures, videos, and data to be shared cannot be larger than 100 MB. 

Tip: Tap on the 
attachment to 
check if it is the 
right one. 
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13 Settings 

13.1 SecuSUITE settings 

13.1.1 Account information 

In Account you will find all the details of your current account in SecuSUITE, including the phone number you 
are registered with.  

Under certain conditions, your administrator will ask you to re-activate your account. First, you will have to 

delete your account by tapping on Remove and confirm with  iOS: Remove/Android: . 

Note: When you activate the account anew on the same server, you will only find your contacts. However, 
your call log, shared content, and membership in groups will be lost. You must be added to these groups again 
to receive future messages, but you cannot view the group's message history. 

13.2 General phone settings   

13.2.1 Notifications  

Android™ iOS® 

You can decide which SecuSUITE notifications you 
want to get. By default, you will be notified about 
missed calls and messages. 

 In SecuSUITE, tap  Settings. 

 Tap General. 

 To see notifications about missed calls 
switch Missed calls to active. 

 To see notifications about secure 
messages, switch Secure messages to 
active. 

To enable or disable notifications, navigate to your 

phone’s  Settings  SecuSUITE. From there, 
you can control whether you want SecuSUITE to 
notify you with sounds, and whether message 
alerts will appear on your lock screen. 

Important: If you disable notification on iOS, the 
user will not be informed of any incoming calls. 
This setting will disable all notifications. 

13.2.2 Disable voice dictation 

Android™ iOS® 

Although Android does not come with a native 
voice dictation feature, there are apps that extend 
the keyboard by voice dictation. 

Do not use this feature in SecuSUITE. 

If your phone is managed by an MDM, such apps 
could be already disabled by your administrator. 

The keyboard for secure messaging offers the 
usual voice dictation over the microphone icon. 
The transfer from spoken to written language 
involves Apple services to receive audio and send 
the resulting text unencrypted.  

Do not use this feature in SecuSUITE.  
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To prevent yourself from using a voice dictation 
feature in SecuSUITE, you should not operate such 
apps on the device that you operate SecuSUITE 
on. 

If your phone is managed by an MDM, this feature 
could already be disabled by your administrator.  

To prevent yourself from using it, you can disable 
it by following these steps:  

 iPhone Settings 

 General 

 Keyboard 

 Disable Dictation. 

Note: This will disable voice dictation in all apps 
on your iPhone. 

13.2.3  Bluetooth settings 

Android™ iOS® 

There are two ways for enabling/disabling 
Bluetooth on your Android based device. 

You can either go to the Android Quick Settings 
menu by simply dragging your finger from the top 
of your screen downward and then tap on the 

Bluetooth icon … 

…or you can also do the same from the General 
Phone Settings: 

 Go to       Settings 

 Tap on Connections 

 Enable/disable Bluetooth by moving the 
bar to the right or to the left. 

On iOS, there are two ways for enabling/disabling 
Bluetooth. 

On iOS, you can either access the Control Center 
by dragging your finger from the top of your 
screen downward (iPhones with Face ID) or from 
the bottom of your screen upward (iPhones with 

Touch ID) and then tap on the Bluetooth icon 
… 

…or you can also do the same from the General 
Phone Settings: 

 iPhone Settings 

 Tap on Bluetooth 

 Enable/disable Bluetooth by moving the 
bar to the right or to the left. 

Important: Once allowing the use of Bluetooth, for instance, in order to use your Bluetooth device for secure 
calling, the data transfer is not protected via SecuSUITE. Since the connection is not suitable for RESTRICTED 
content, you must inform your contact at the beginning of the call!  

13.3 Download options for shared content 

To define the way shared content is downloaded in your app, in SecuSUITE go to Settings  General  Auto-
download media.  

• For automatic download of received content you can either enable: 

o When connected to Wi-Fi or 

o When using mobile data or 



Common Criteria Configuration Guide 
SecuSUITE v5.0 / SteelBox v5.0 
 

Public  © BlackBerry 
SecuSUITE 5.0 App CC Guide 1.1.docx  Page 55 of 60 

  
 

o Both 

• Or you can disable everything. Then the content is only downloaded when you tap on it in a chat. 
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14 SecuSUITE Client Updates 

BlackBerry provides timely security updates for the TOE in case vulnerabilities have been discovered. 
Reported vulnerabilities and defects are investigated and rated based on the potential thread and then 
scheduled for an upcoming bug fix or roadmap release. The time between disclosure of a vulnerability and the 
availability of a security update is minimum 10 days (due to the app store publishing process) and BlackBerry 
aims for a maximum of 50 days. In case of low-risk security issues updates may be provided later as part of a 
regular release. 

BlackBerry is accepting reports about potential vulnerabilities of the SecuSUITE client via the HTTPS 
protected BlackBerry contact form: https://www.blackberry.com/us/en/forms/enterprise/contact-us. 

Update of 3rd party libraries 

For all included 3rd party libraries, BlackBerry checks regularly for release updates that would address 
vulnerabilities that have been discovered and published for that component (e.g. via https://nvd.nist.gov). 

Depending on the classification of the vulnerabilities and impact to the SecuSUITE product, BlackBerry 
provides updated client releases that include those fixes in a timely manner. 

As soon as the fix release is available for the 3rd party component, BlackBerry plans the integration of the 
updated component release for one of the upcoming SecuSUITE client releases. The time between the public 
availability of a 3rd party component vulnerability fix and the availability of the SecuSUITE client update is 
minimum 10 days (due to the app store publishing process) and BlackBerry aims for a maximum of 50 days. In 
case of low-risk security issues updates may be provided later as part of a regular release. 

 

14.1 Client Software Version 

To validate the current version of the SecuSUITE application, please go to Settings > About SecuSUITE. 
Alternatively, the version number can be validated also in the platform application manager 

Android™: 

Settings > Apps > SecuSUITE (version information at the bottom of the page) 

iOS®: 

Settings > General > iPhone Storage > SecuSUITE (version information is shown next to the app icon) 

14.2 Client update via App Stores 

Once available, the client updates are offered via the public application stores. To validate the current version 
of the SecuSUITE application, please go to Settings > About SecuSUITE. 

Update of the Android™ client: 

1. Open Google Play Store Application 
2. At the top right, tap the profile icon 
3. Tap Manage apps & device. Apps with an update available are labeled "Update available." 
4. Tap Update. 
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5. The Play Store application shows the progress of the download and installation 
6. Once the installation is complete, the user should validate the release number within the SecuSUITE 

client in Settings > About SecuSUITE 

Note: The OS platform automatically validates the application signature that is included in the installation 
package. In case the signature does not match the certificate of the installed application, the client update 
process is terminated by the OS, and the user is notified.  

Update of the iOS® client 

1. Open App Store Application 
2. Tap on the user profile icon (on top right of the screen)  
3. In case an update is available, the SecuSUITE application is listed under “Available Updates” section 
4. Tap on “Update” to initiate the download and installation of the new release. 
5. The App Store application shows the progress of the download and installation 
6. Once the installation is complete, the user can validate the release number within the SecuSUITE 

client in Settings > About SecuSUITE 

Note: The iOS platform automatically validates the application signature before the update is installed. In case 
the signature does not match the certificate of the installed application, the client update process is 
terminated by the OS, and the user is notified.   
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15 SecuSUITE FAQ 

15.1 What if I can't hear call audio? 

You may not be able to hear call audio if your Wi-Fi network has not opened the required ports. You can end 
your call and try again, or if it’s a group call simply leave and try rejoining. You can also attempt your call over 
mobile data instead by disconnecting from your Wi-Fi. Please contact your network administrator if the issue 
persists.  

Sometimes it helps to toggle the "mute" switch to off and on again. 

15.2 What's my phone number? 

The telephone number assigned to your account is not necessarily the same as the phone number of your SIM 
card, as the administrator is free to define another phone number. Usually, both phone numbers are the same. 

To find out which phone number is assigned to your SecuSUITE account, tap on  (Settings) in the top bar  
Account  Account Number.  

For you to receive secure calls from the inside of your organization’s protected call environment (PBX), your 
administrator defines a callback number for you. This is not visible in SecuSUITE Settings, but your 
administrator will share this number with you when it is set up.  

15.3 What prefixes do I need to dial? 

An international prefix is only necessary for international numbers. Numbers dialed without a prefix are 
automatically completed with your national prefix.  

To make secure calls into the protected PBX of your organization, you can use specially defined short 
numbers. Your administrator will provide you with these numbers. 

15.4 How can I reach someone who is not registered in my tenant? 

If this person has a SecuSUITE account inside your organization, you just need the phone number connected 

to the app (they can find it in  Settings  Account  Account Number). Call this number and after the 
first secure call you both will be able to save each other as secure contacts and add one another to group 
chats.  

15.5 Why can't I see the contact of an important person in my tenant? 

Maybe this person was marked as a VIP by the administrator. In this case, their contact data is not shared 
automatically. If you have their number (or they call you first), you can save it as a SecuContact after your first 
communication and find it in your contacts from then on.  
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15.6 What does each sound notification mean? 

Action/Situation Sound Notification 

Call establishment Deep triple tone  

Call ringing  Single long, ringing tone 

Key agreement Repeated, short double tone 

Connection established Single high tone  

Call end Descending double tone 

Your recipient is already in a phone call busy tone 

Phone or app of the recipient is either not active or 
outside of network 

"The person you have called is temporarily 
unavailable." 

PIN entry needed "Please unlock" 

15.7 Why can't I share a selected file? 

SecuSUITE allows you to share pictures, videos, and other files in one-to-one chats and in group chats. 
However, please note that you can only share one file at a time, and content cannot be larger than 100MB. 
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