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1. INTRODUCTION

This document presents evaluations results of the Extreme Networks Virtual Services Platform (VSP) Series
Switches v8.3.100NDcPP22e evaluation. The VSP Series switches run the VSP Operating System Software (VOSS).
This document contains a description of the assurance activities and associated results as performed by the
evaluators.

I 1.1 EQUIVALENCE

This section explains why the test subset was adequate to address all productinstallations.

B1.1.1 EVALUATED PLATFORM EQUIVALENCE

The evaluation includes nine models that implement all security features within software and do not rely upon
hardware specific features. The evaluation team performed full NDcPP22e testing on four of these nine models,
with theremainingfive beingincluded as equivalentto a model that wastested. Thefour models which were fully
tested each used a unique softwareimage. Thefive models nottested each usedone of the four software images
thatweretested.

Eight of the nine models included in the evaluation utilize the Intel Atom processor with a Denverton
microarchitecture. Theremaining model (VSP8400) uses the Freescale P2020e500v2 processor andthis was one of
the four models fully tested.

The "CAVP Analysis" section within the evaluation's ETR provides a justification for the testing of cryptographic
operations through CAVP testing. Refer to the ETR for thatjustification.

Each model includes an out of band management port that is Intel-based and a set of in band network interfaces
thatareall Broadcom-based. Therefore, all models have equivalent network interfaces.

The following table summarizes the equivalence argument.

Model
VSP4900-48P

Processor

C3338
Intel Atom Denverton

Rationale for inclusionin Set of Evaluated Models
Equivalent to VSP4900-12MXU-12XE because of: S, P, N

VSP4900-24S

C3338
Intel Atom Denverton

Equivalent to VSP4900-12MXU-12XE because of: S, P, N

VSP4900-24XE

C3538
Intel Atom Denverton

Equivalent to VSP4900-12MXU-12XE because of: S, P, N

VSP4900-12MXU-12XE

C3538
Intel Atom Denverton

Fully tested

VSP7400 -32C

C3758
Intel Atom Denverton

Equivalent to VSP7400-48Y-8Cbecause of: S, P,N

VSP7400-48Y-8C

C3758
Intel Atom Denverton

Fully tested

VSP8404C

Freescale P2020 e500v2

Fully tested

XA1440

C3558
Intel Atom Denverton

Equivalent to XA1480 because of: S, P, N
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Processor Rationale for inclusion in Set of Evaluated Models
XA1480 C3758
7 Intel Atom Denverton
S —Samesoftwareimage
P —Same processor architecture & instruction set
N — Same network interfaces

Fully tested

J1.1.2 CAVP EQUIVALENCE

Thereare 6 unique Processor / Operating Environment pairs, each of whichhas been CAVP tested.

Extreme VOSS 8, 32-bitShared Library on Intel C3338 without PAA

Extreme VOSS 8,32-bitShared Library on Intel C3538 without PAA

Extreme VOSS 8,32-bitShared Library on Intel C3758 without PAA

ExtremeVOSS 8, 32-bitSharedLibraryon Freescale P2020

Extreme VOSS 8 on Yocto Linux 4.14 KVM, 32-bit Shared Library on Intel C3558 without PAA
Extreme VOSS 8 on Yocto Linux 4.14 KVM, 32-bit Shared Library on Intel C3758 without PAA

While some equivalence arguments were possible, the vendor performed CAVP testing on all models to provide
flexibility intesting.

The following table maps ACVP testing and CAVP results to relevant SFRs.

‘ Functions Requirement Standard

Encryption/Decryption

AES CBC (128 and 256 bits) NDcPP22e:FCS_COP.1/DataEncryption FIPS Pub 197
1ISO 10116

AES CTR (128 and 256 bits) NDcPP22e:FCS_COP.1/DataEncryption FIPS Pub 197
1ISO 10116

AES GCM (128 and 256 bits) NDcPP22e:FCS_COP.1/DataEncryption NIST SP 800-38A
I1SO 19772

Cryptographic hashing

SHA-1, SHA-256, SHA-384, SHA-512 NDcPP22e:FCS_COP.1/Hash FIPS Pub 180-4
(digest sizes 160, 256, 384,512) ISO/IEC 10118-3:2004

Keyed-hash message authentication

HMAC-SHA-1, HMAC-SHA-256 NDcPP22e:FCS_COP.1/KeyedHash FIPS Pub 198-1
(digest sizes 160, and 256)

EE———————
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RSA Digital Signature Algorithm
(rDSA) (modulus 2048)

CTR_DRBG with SW based noise
sources with a minimum of 256

bits of non-determinism

RSA Key Generation (2048 bit)

ECDSA Key Generation

with Curves P-256, P-384 and P-
521

FFC Scheme DSA (2048-bit)

FFC Scheme using Diffie-Hellman
Group 14

RSA Key Establishment (2048-bit)

ECC Key Establishment
with Curves P-256, P-384 and P-
521

FFC Key Establishment (2048-bit)

FFC Schemes using safe-prime
groups Diffie-Hellman Group 14

NDcPP22e:FCS_COP.1/SigGen

NDcPP22e:FCS_RBG_EXT.1

NDcPP22e:FCS_CKM.1

NDcPP22e:FCS_CKM.2

FIPS Pub 180-4
ISO/IEC 9797-2:2011

FIPS Pub 186-4
ISO/IEC 9796-2

FIPS SP 800-90A
ISO/IEC 18031:2011

FIPS Pub 186-4

FIPS Pub 186-4

FIPS Pub 186-4

A661

Per Policy 5: No NIST CAVP, CCTL must

perform all assurance/evaluation activities

RSAES-PKCS1-v1_5

Vendor
Affirmed

NIST SP 800-56ARev 3

NIST SP 800-56ARev 3

A2791

NIST SP 800-56ARev 3

Verification
by known
good impl.

I 1.2 REFERENCES

The following evidence was used to complete the Assurance Activities:
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[ST] Extreme Networks Virtual Services Platform (VSP) Series Switches v8.3.100 Security Target,
Version 0.7, December 16,2022

[CC-Guide] Extreme VOSS Common Criteria Configuration Guide 8.3.100, December 2022
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GSS CCT Assurance Activity Report Page 9 of 102 2022 Gossamer Security Solutions, Inc.

Document: AAR-VID11312 All rights reserved.




Version 0.3, December 16,2022

2. PROTECTION PROFILE SFR ASSURANCE ACTIVITIES

This section of the AAR identifies each of the assurance activities included in the claimed Protection Profiles and
describes thefindingsin each case.

I 2.1 SEcCURITY AUDIT (FAU)

I 2.1.1 AubpiTDATA GENERATION (NDcPP22E:FAU_GEN.1)

| 2.1.1.1 NDcPP22e:FAU_GEN.1.1

TSS Assurance Activities: None Defined

Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

| 2.1.1.2 NDcPP22e:FAU_GEN.1.2

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: For the administrative task of generating/import of, changing, or deleting of
cryptographickeys as defined in FAU_GEN.1.1c, the TSS should identifywhatinformation is loggedto identify the
relevantkey.

For distributed TOEs the evaluator shall examine the TSS to ensure thatit describes which of the overall required
auditable events defined in FAU_GEN.1.1 are generated and recorded by which TOE components. The evaluator
shall ensure that this mapping of audit events to TOE components accounts for, and is consistent with, information
providedinTable1,aswellaseventsinTables2,4,and5 (whereapplicable to the overall TOE). This includes that
the evaluatorshall confirm thatall components defined as generating audit i nformation for a particular SFR should
alsocontribute to thatSFR as definedin the mapping of SFRs to TOE components, andthattheauditrecords
generated by each component coverall the SFRs thatitimplements.

Section 6.1 of [ST] explains thatfor cryptographic keys, theact of importing, exporting or deleting a key is audited
the key is identified by name andthe associated administratoraccountis identified.

The TOEis notdistributed.

Component Guidance Assurance Activities: The evaluator shall checkthe guidance documentation and ensure
thatitprovides an example of each auditable eventrequired by FAU_GEN.1 (i.e. atleastoneinstance of each
auditable event, comprising the mandatory, optional and selection-based SFR sections as applicable, shallbe

providedfromtheactualauditrecord).

EE———————
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The evaluatorshall alsomake a determination of the administrative actions related to TSF data related to
configurationchanges. The evaluatorshallexamine the guidance documentationand make a determination of
which administrative commands, including subcommands, scripts, and configuration files, are related to the
configuration (including enabling or disabling) of the mechanisms implemented in the TOE thatare necessaryto
enforcetherequirements specified inthe cPP. The evaluator shall document the methodology or approach taken
while determining which actionsinthe administrative guide are related to TSF data related to configuration
changes. The evaluator may perform this activity as part of the activities associated with ensuringthatthe
corresponding guidance documentationsatisfies the requirements related to it.

The sectionentitled "Audit RecordSamples" in [CC-Guide] contains a table of sample audit records associated with
each auditable eventidentified by the Security Target.

This information includes details about the audit records which the TOE generates including details encompassing
the required content. During testing, the evaluator mapped the entries in the tables in this section to the TOE
generated events, showing that the section provides examples /descriptions of all required audit events.

The evaluator verified the administrative commands when performingall other guidance AA. Specific references to
commands can befoundthroughout this AAR.

Component Testing Assurance Activities: The evaluatorshall test the TOE's ability to correctlygenerate audit
records by having the TOE generate audit records for the events listed in the table of audit events and
administrative actions listed above. This should include all instances of anevent: for instance, if there are several
different|&A mechanisms for a system, the FIA_UIA_EXT.1 events must be generated for each mechanism. The
evaluatorshalltestthatauditrecords are generated for the establishment and termination of a channel for each
of the cryptographic protocols contained in the ST. If HTTPS is implemented, the test demonstrating the
establishmentand terminationof a TLS session can be combined with the testfor an HTTPS session. When
verifying the testresults, the evaluatorshall ensure the audit records generated during testing match the format
specifiedin the guidance documentation, andthatthefieldsineach auditrecord have the proper entries.

For distributed TOEs the evaluator shall perform tests on all TOE components according to the mapping of
auditable events to TOE components in the Security Target. For all events involving morethanone TOE component

when an auditeventis triggered, the evaluator has to checkthatthe event has been audited on both sides (e.g.
failure of building upa secure communication channel between the two components). This is not limited to error
cases butincludes alsoevents about successful actions like successful build up/tear down of a secure

communicationchannel between TOE components.

Note thatthetesting here can be accomplished inconjunctionwith the testing of the security mechanisms
directly.

The evaluator created a list of therequired audit events. The evaluatorthen collected the audit event when running
the other security functional tests described by the protection profiles. For example, the required event for
FPT_STM_EXT.1 is Changes to Time. The evaluator collected these audit records when modifying the clock using
administrative commands and NTP. The evaluator then recorded these audit eventsin the proprietary Detailed Test

E———
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Report (DTR). The security management events are handled in a similar manner. When the administrator was
required to set a value for testing, the audit record associated with the administrator action was collected and
recorded inthe DTR.

| 2.1.2 UsER IDENTITY AssocCIATION (NDcPP22e:FAU_GEN.2)

| 2.1.2.1 NDcPP22e:FAU_GEN.2.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The TSS and Guidance Documentation requirements for FAU_GEN.2 are
already covered by the TSS and Guidance Documentation requirements for FAU_GEN.1.

See NDcPP22e:FAU_GEN.1 wheretheactivities for FAU_GEN.2 arealready covered.

Component Guidance Assurance Activities: The TSS and Guidance Documentation requirements for FAU_GEN.2
arealready covered by the TSS and Guidance Documentation requirements for FAU_GEN.1.

The TSS and Guidance Documentation requirements for FAU_GEN.2 are already covered by the Guidance
Documentationrequirements for FAU_GEN.1.

Component Testing Assurance Activities: This activity should be accomplished inconjunction with the testing of
FAU_GEN.1.1.

For distributed TOEs the evaluator shall verify that where auditable events are instigated by another component,
the componentthatrecords the eventassociates the event with the identity of the instigator. The eval uator shall
performatleastoneteston one component where another componentinstigates an auditable event. The
evaluatorshallverify thatthe eventis recorded by the component as expected and the eventis associated with
the instigating component. Itis assumed that an eventinstigated by another componentcan atleast be generated
for building up a secure channel between two TOE components. If for some reason (couldbe e.g. TSS or Guidance
Documentation) the evaluator would come to the conclusion that the overall TOE does not generate any events
instigated by other components, then this requirementshall be omitted.

See FAU_GEN.1.

| 2.1.3 ProTECTED AUDIT EVENT STORAGE (NDCPP22E:FAU_STG_EXT.1)

| 2.1.3.1 NDcPP22e:FAU_STG_EXT.1.1

TSS Assurance Activities: None Defined

Guidance Assurance Activities: None Defined

EE———————
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| Testing Assurance Activities: None Defined

|2.1.3.2 NDcPP22e:FAU_STG_EXT.1.2

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

| 2.1.3.3 NDcPP22e:FAU_STG_EXT.1.3

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

ComponentTSS Assurance Activities: The evaluator shall examine the TSS to ensureit describes the means by
which the audit data are transferredto the external audit server, and how the trustedchannel is provided.

The evaluatorshall examine the TSS to ensure it describes the amount of audit data thatare storedlocally; what
happens when thelocal audit datastoreisfull;andhowthese records are protected against unauthorizedaccess.

The evaluatorshall examinethe TSS to ensureit describes whether the TOE is a standalone TOE that stores audit
data locally ora distributed TOE that stores audit data locallyon each TOE component or a distributed TOE that
contains TOE components that cannot store audit datal ocally on themselves but need to transfer audit data to
other TOE components that can store audit data locally. The evaluator shall examine the TSS to ensure that for
distributed TOEs it contains a list of TOE components that store audit datalocally. The evaluatorshallexamine the
TSS to ensurethatfor distributed TOEs that contain components which do not store audit data locally but transmit
their generated audit data to other components it contains a mapping between the transmitting and storing TOE
components.

The evaluatorshall examinethe TSS to ensure thatitdetails the behavior of the TOE when the storage space for
auditdatais full. When the option 'overwrite previous audit record' is sel ected this descriptionshould includean
outline of therule foroverwriting audit data. If 'other actions' are chosen suchas sending the newauditdatatoan
external IT entity, then the related behaviour of the TOE shallalso be detailed in the TSS.

The evaluatorshall examine the TSS to ensure thatit details whether the transmission of auditinformationto an
external ITentitycanbedonein real-time or periodically. In case the TOE does not perform transmission inreal-
time the evaluator needs to verify that the TSS provides detailsabout what event stimulates the transmissionto be
madeas wellas the possible acceptable frequency for the transfer of audit data.

For distributed TOEs the evaluator shall examine the TSS to ensureit describes to which TOE components this SFR
appliesand howaudit data transfer to the external audit serverisimplemented among the different TOE

E———
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components (e.g. every TOE components does its own transfer or the datais sentto another TOE component for

central transfer of allaudit events to the external audit server).

For distributed TOEs the evaluator shall examine the TSS to ensureit describes which TOE components are storing
auditinformationlocallyand whichcomponents are buffering audit information and forwardingthe information to
another TOE componentfor local storage. For every componentthe TSS shall describe the behaviour when local
storagespaceor buffer spaceis exhausted.

Section 6.1 of [ST] explains that the TOE protects communications with this external syslog server using an encrypted
via TLS over TCP (RFC 5425) session. Oncea syslogserver has accepted the TLS connectionfromthe TOE, the TOE
pushes new audit logs to the syslog server over the TLS protected channel in real time. The audit records are
transferred as they are generated.

The TOE is a standalone device that saves its local internal audit log files in non-volatile memory within log files,
whereitdoes notoverwrite older records. The TOE stops generating new audit records when non-volatile memory
becomes 75% full. Authorized Administrators in EXEC mode are allowed access to view audit records on the TOE.
Since EXEC mode is available to all authorized administrators all administrators can view audit records. Only
Authorized Administrators areableto clearthelocal logs using CLI commands.

Component Guidance Assurance Activities: The evaluator shall also examine the guidance documentationto
ensureitdescribes how to establish the trusted channel to the auditserver, as well as describe anyrequirements
on the auditserver (particularauditserver protocol, version of the protocol required, etc.), as well as configuration
of the TOE needed to communicate with theauditserver.

The evaluatorshall also examine the guidance documentation to determine thatit describes the relationship
between the local audit dataand theauditdatathataresentto theauditlogserver. For example, when an audit
event is generated, isitsimultaneously sent to the external server and thelocal store, or is thelocal store used as a
buffer and 'cleared' periodically by sending the data to theauditserver.

The evaluatorshall alsoensure that the guidance documentationdescribes all possible configuration options for
FAU_STG_EXT.1.3 and theresulting behaviour of the TOE for each possible configuration. The description of
possible configurationoptions andresulting behaviour shall correspond to those described inthe TSS.

The section entitled "Enable a TLS Connection to the Syslog Server" in [CC-Guide] provides the steps necessary to
configurea TLS protected channel for usein transferring audit data to an external audit server (syslog server). This
section provides the commandto configure the IPaddress and TLS port where the TOE will attempt to find the syslog
server. Thesectionentitled "Certificate Management" and its subsections describe the commands to i mport, display
and remove the trust anchor for the syslog server. The section entitled "Audit Logs and Syslog" explains that the
transmission of audit|ogs to the external auditserveroccursin real time, with each auditrecordtransferred as it is
generated.

The section entitled "Enable a TLS Connection to the Syslog Server" states the VOSS switch communicate with an
external syslog (audit) server by establishing a trusted channel between itself and theauditserver. This statement
defines a requirement on the audit server as beingable to support 'syslog' communication. The next paragraph

E———
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indicates thatthe trusted channel employs TLSv1.2, whichis interpreted as another requirement on the audit server.
These statements indicate that a VOSS Switch can communicate with an audit server supporting the syslog and
TLSv1.2 protocols.

The sectionentitled "Log Files" includes a discussion of how the audit files can fill up available flash storage until the
total capacity level reaches 75%. At75%the TOE stops saving auditdatainlocalfiles. Ifa TLS syslog connectionis
open, audits continue to be sent to the syslog server. However, if the 75% limit has been reached and the TLS
connections is offline, no auditing occurs.

The section entitled "Clear Log Messages and Files" contains a command to clear the log memory associated with
logging. Individual | og files must be removed using commands to del ete the actual log file(s).

Component Testing Assurance Activities: Testing of the trusted channel mechanism foraudit will be performed as
specifiedin theassociated assurance activities for the particulartrusted channel mechanism. The evaluator shall
performthe following additionaltest for this requirement:

a) Test1:The evaluatorshallestablisha session between the TOE and theauditserver according to the
configurationguidance provided. The evaluator shall then examine the traffic that passes between the audit server
andthe TOE during several activities of the evaluator's choice designed to generate audit data to be transferred to
the auditserver. The evaluator shall observe that these dataare notable to be viewed in the clear during this
transfer,andthatthey are successfully received by the audit server. The evaluatorshall record the particular
software (name, version) used on the audit server during testing. The evaluatorshall verifythat the TOE is capable
of transferring audit data to an externalaudit server automatically without administrator intervention.

b) Test2: The evaluatorshall perform operations that generate audit data andverify that this datais storedlocally.
The evaluatorshall perform operations that generate audit data until the localstorage spaceis exceeded and
verifiesthatthe TOE complies with the behaviour defined in FAU_STG_EXT.1.3. Depending on the configuration
this meansthatthe evaluator has to check the content of the audit data when theaudit datais just filled to the
maximum and then verifies that

1) The audit data remains unchanged with everynew auditable eventthat should be tracked but that the audit
data isrecordedagainafter thelocal storage for audit datais cleared (forthe option'dropnew auditdata'in
FAU_STG_EXT.1.3).

2) The existing audit datais overwritten with every new auditable eventthatshould be tracked accordingto the

specifiedrule (for the option 'overwrite previous audit records' in FAU_STG_EXT.1.3)
3) The TOE behaves as specified (forthe option'other action'in FAU_STG_EXT.1.3).

c) Test 3: If the TOE complies with FAU_STG_EXT.2/LocSpace the evaluator shall verify that the numbers provided
by the TOE accordingto theselectionfor FAU_STG_EXT.2/LocSpace are correct when performing the tests for
FAU_STG_EXT.1.3.
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d) Test4: For distributed TOEs, Test 1 defined above should be applicable to all TOE components that forward
auditdatato an external auditserver. For the local storage according to FAU_STG_EXT.1.2 andFAU_STG_EXT.1.3
the Test 2 specifiedaboveshallbeappliedto all TOE components that store audit data locally. For all TOE
components thatstore auditdatalocally and comply with FAU_STG_EXT.2/LocSpace Test 3 specified above shall

be applied. The evaluatorshall verify that the transfer of audit data to an external audit serverisimplemented.

Test 1: The evaluator configured the system (per guidance) to securely transfer audit data. The evaluator then
generated audit data and captured network traffic between the TOE and the external audit server. The evaluator
verified that the packet capture showed the audit data was not cleartext on the network. The evaluatoralso verified
that the data was successfully transferred to the audit server and recorded the software (name and version) used
on the auditserverduring testing. Once configuredno furtheradministrative actionwas required to cause the TOE
to transfer auditdata.

Test 2: The evaluator generated audit data until 75% of the total storage on the device was filled. The evaluator
verified that when thelocal storage exceeded 75%, newly generated audits are notstored inlocal storage until the
spaceiscleared.

Test3: Notapplicable. The TOE does not claim FAU_STG_EXT.2/LocSpace.

Test4: Notapplicable. The TOEis notdistributed.

I 2.2 CRYPTOGRAPHIC SUPPORT (FCS)

I 2.2.1 CRYPTOGRAPHIC KEY GENERATION (NDCPP22E:FCS_CKM.1)

| 2.2.1.1 NDcPP22e:FCS_CKM.1.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall ensure thatthe TSS identifies the key sizes supported by
the TOE. If the ST specifies more thanone scheme, the evaluator shall examine the TSS to verify thatitidentifies

the usage for each scheme.

Section 6.2 of [ST] identifies the key sizes supported by the TOE for RSAand FFCschemes. Italso describes the key
usage for each scheme. Table 6-1, "VOSS 8.3.100 Platform s Cryptography" in Section 6.2 lists the cryptographic
functions andthe associated algorithms and key size. This includes the following:

e Cryptographic Signature Services -- using RSA Digital Signature Algorithm with key size 2048 bit.

e KeyGeneration -the TOE performs RSA, DSAand ECDSA Key generation as well as supports DH14.
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e Key Establishment - Elliptic curve-based key establishment (P-256, P-384, and P-521), RSA key
establishment (2048 bit) and FFC key establishment (2048 bit) as well as supports DH14.

The TOE supports asymmetric key generation using RSA (key size 2048) and ECC key establishment as part of TLS.
TheTOEacts asaTLS client (ECC, FFC)and aserver for SSH (RSA, DH-14 key generation). The TOE supports DH group
14 key establishment scheme that meets standard RFC 3526, section 3 forinteroperability.

Thesekeys areused in cryptographicfunctions whichsupport the SSHv2 and TLS secure communication protocols.

Component Guidance Assurance Activities: The evaluator shall verify that the AGD guidance instructs the
administrator how to configure the TOE to use the selected key generation scheme(s)andkey size(s) forall
cryptographic protocols defined in the Security Target.

The TOE supports RSAkey generation to create SSH Host keys and a key-pair for an x509 certificate.

The TOEsupports RSAkey generationas described by the sectionentitled "Enable RSA Authenticationand Generate
the HostKey". This sectionincludes commandsthatcreatean RSAkey to beused as the TOE hostkey. Thesection
entitled "Generatethe Key Pair" includes instructions to create a key-pairfor an x509v3 Certificate that can be used
as theTOE ssh Certificate.

The TOE supports ECCandFFCkey generationonly inthe context of TLS key exchanges. The generation of keys for
TLS key exchangeis not configurableandisindirectly defined by the set of ciphersuites supported by the TOE. This
setof ciphersuites and key exchangesis shown inthe sectionentitled "Supported Cryptographic Methods."

Component Testing Assurance Activities: Note: The following tests require the devel operto provideaccessto a
test platformthat provides the evaluator withtools that are typicallynot found on factory products.

Generationoflong-term cryptographickeys (i.e. keys thatare not ephemeral keys/session keys) might be
performed automatically (e.g. duringinitial start-up). Testing of key generation must cover not only administrator
invoked key generation butalsoautomated key generation (if supported).

Key Generation for FIPS PUB 186-4 RSA Schemes

The evaluatorshall verify theimplementation of RSA Key Generation by the TOE using the Key Generationtest.
This test verifies the ability of the TSF to correctly produce values forthe key components including the public

verificationexponente, the private prime factors p andq, the publicmodulus n andthe calculation of the private
signature exponentd.

Key Pair generationspecifies 5 ways (or methods) to generate the primes p andq. Theseinclude:
a) Random Primes:
- Provable primes

- Probable primes
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b) Primes with Conditions:

- Primespl,p2,91,92,pandqshallall be provable primes

- Primes p1, p2,q1,and g2 shall be provable primes and p and g shall be probable primes
- Primes pl,p2,ql,92, pandqgshallall be probable primes

To testthe key generation method for the Random Provable primes method andfor allthe Primes with Conditions
methods, the evaluator must seed the TSF key generationroutine with sufficient data to deterministically generate
the RSAkey pair. Thisincludes the random seed(s), the publicexponent of the RSAkey, and the desired key length.
For each key length supported, the evaluator shall have the TSF generate 25 key pairs. The evaluator shall verify
the correctness of the TSF's implementation by comparing values generated by the TSF with those generated from
a known good implementation.

Key Generation for Elliptic Curve Cryptography (ECC)
FIPS 186-4 ECC Key Generation Test

For each supported NIST curve, i.e., P-256, P-384 and P-521, the evaluator shall require the implementation under
test (IUT) to generate 10 private/publickey pairs. The private key shall be generated using anapproved random bit
generator (RBG). To determine correctness, the evaluator shall submit the generated key pairs to the publickey
verification (PKV) function of a knowngood implementation.

FIPS 186-4 Public Key Verification (PKV) Test

For each supported NIST curve, i.e., P-256, P-384 and P-521, the evaluator shall generate 10 private/publickey

pairs using the key generation function of a knowngood implementationand modifyfive of the publickey values
sothattheyareincorrect, leaving five values unchanged (i.e., correct). The evaluatorshall obtain in response a set
of 10 PASS/FAlLvalues.

Key Generation for Finite-Field Cryptography (FFC)

The evaluatorshall verify theimplementation of the Parameters Generation and the Key Generation for FFC by the
TOE using the Parameter Generation and Key Generationtest. This test verifies the ability of the TSF to correctly
producevalues for thefield prime p, the cryptographic prime q (dividing p-1), the cryptographic group generator g,
and the calculation of the private key x and public key y.

The Parameter generation specifies 2 ways (or methods) to generate the cryptographic prime g and thefield prime
p:

- Primes g and p shall both be provable primes
- Primes g and field prime p shall both be probable primes

and two ways to generate the cryptographicgroup generator g:
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- Generator g constructed through a verifiable process

- Generator g constructed through anunverifiable process.

The Key generationspecifies 2 ways to generate the private key x:

- len(qg) bitoutput of RBG where 1 <=x <= g-1

- len(q) + 64 bit output of RBG, followed by a mod g-1 operation and a +1 operation, where 1<=x<=g-1.
The security strength of the RBG mustbe atleastthat of the security offered by the FFC parameter set.

To testthe cryptographic and field prime generation method for the provable primes method and/orthe group
generator gfor a verifiable process, the evaluator must seed the TSF parameter generation routine with sufficient
data to deterministically generate the parameter set.

For each key length supported, the evaluator shall have the TSF generate 25 parameter sets and key pairs. The
evaluatorshallverify the correctness of the TSF's implementation by comparing values generated by the TSF with
those generated from a known good implementation. Verification mustalsoconfirm

-gl=0,1

- gdivides p-1

-ghgmodp =1

-gMXxmodp=y

for each FFC parameter setandkey pair.
FFC Schemes using'safe-prime' groups

Testing for FFC Schemes using safe-prime groups is done as part of testingin CKM.2.1.

(TD0580 applied)

The TOE has been CAVP tested. Refer to the sectionentitled, "CAVP Equivalence" earlier in this document.

[ 2.2.2 CRYPTOGRAPHIC KEY ESTABLISHMENT (NDCPP22E:FCS_CKM.2)

| 2.2.2.1 NDcPP22E:FCS_CKM.2.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined
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Component TSS Assurance Activities: The evaluator shall ensure that the supported key establishment schemes
correspond to the key generation schemes identified in FCS_CKM.1.1. If the ST specifies more than one scheme,
the evaluatorshall examine the TSS to verify thatitidentifies the usage for each scheme. Itis sufficient to provide
the scheme, SFR, and servicein theTSS.

The intent of this activityis to be ableto identify the scheme being used by each service. This would mean, for
example, one way to document scheme usage could be:

Scheme | SFR | Service

| FCS_TLSS_EXT.1 | Administration

| FCS_SSHC_EXT.1 | AuditServer

| FCS_IPSEC_EXT.1 | Authentication Server

The information providedin the example above does not necessarilyhaveto beincluded as a table butcan be
presented in other ways aslong as the necessary datais available.

(TDO580 applied)

The evaluator verified that the supported key establishment schemes identified by FCS_CKM.2 correspond to the
key generation schemes identified in FCS_CKM.1.1. Table6-2,"VOSS Key Establishment Schemes", insection 6.2 of
[ST]indicatesthatthe TOE supports RSA, ECC and FFC key establishment, including FFC using safe-prime group DH-
14. Table6-2 indicates that SSH server uses RSAand FFC DH-14 key establishment. Italsostatesthatthe TOETLS
clientimplements FFC and ECC key establishment.

Component Guidance Assurance Activities: The evaluator shall verify thatthe AGD guidance instructs the
administrator how to configure the TOE to use the sel ected key establishmentscheme(s).

Key establishment schemes are configured through the definition of SSH key exchanges and TLS ciphersuites.

The section entitled "Supported Cryptographic Methods" in [CC-Guide] identifies the ciphersuites and key exchanges
supported by the TOE. This section also indicates that the TOE does not offer a management operation to allow
administrators to change this supported set of ciphersuites and key exchange methods.

The section entitled "Secure Shell Configuration" explains that only Diffie-Hellman-Group14-SHA1 method is
approved anditis enabled by default. No extra configurationis needed or allowed.
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Component Testing Assurance Activities: Key Establishment Schemes

The evaluatorshall verify theimplementation of the key establishment schemes of the supported by the TOE using
the applicable tests below.

SP800-56A Key Establishment Schemes

The evaluatorshall verify a TOE's implementation of SP800-56A key agreement schemes using the following
FunctionandValidity tests. These validationtests for each key agreement scheme verifythata TOE has
implemented the components of the key agreement scheme accordingto the specifications in the
Recommendation. These components include the calculation of the DLC primitives (the shared secretvalueZ) and
the calculation of the derived keying material (DKM)via the Key Derivation Function (KDF). If key confirmation is
supported, the evaluator shall also verifythat the components of key confirmation have been implemented
correctly, using the test procedures described below. This includes the parsing of the DKM, the generation of
MACdata andthe calculation of MACtag.

FunctionTest

The Functiontest verifies the ability of the TOE to i mplement the key agreement schemes correctly. To conduct
this testthe evaluatorshall generate or obtain test vectors from a known good i mplementation of the TOE
supported schemes. For each supported key agreement scheme-key agreement role combination, KDF type, and, if
supported, key confirmation role- key confirmationtype combination, the tester shall generate 10 sets of test
vectors. The data set consists of one set of domain parameter values (FFC) or the NIST approved curve (ECC) per 10
sets of publickeys. These keys are static, ephemeral or both dependingon the scheme being tested.

The evaluatorshall obtain the DKM, the corresponding TOE's public keys (staticand/or ephemeral), the MAC
tag(s),and any inputs used inthe KDF, suchas the Other Information field Oland TOE id fields.

If the TOE does not use a KDF defined inSP 800-56A, the evaluatorshall obtain onlythe public keys and the hashed
value of the shared secret.

The evaluatorshall verify the correctness of the TSF's i mplementation of a given scheme by using a knowngood
implementation to calculate the shared secret value, derive the keying material DKM, and compare hashes or MAC
tags generated fromthese values.

If key confirmation is supported, the TSF shall perform the above for each i mplemented approved MAC algorithm.
Validity Test

The Validity test verifies the ability of the TOE to recognize another party's validandinvalid key agreement res ults
with or without key confirmation. To conduct this test, the evaluator shall obtain a list of the supporting
cryptographicfunctionsincluded in the SP800-56A key agreement i mplementation to determine which errors the
TOEshouldbeableto recognize. The evaluatorgenerates a set of 24 (FFC) or 30 (ECC) test vectors consisting of
data sets including domain parameter values or NIST approved curves, the evaluator's publickeys, the TOE's
public/private key pairs, MACTag, and any inputs usedin the KDF, suchas the other infoand TOE id fiel ds.
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The evaluatorshallinjectanerrorinsome of the test vectors to test thatthe TOE recognizes invalid key agreement
results caused by the following fiel ds being incorrect: the shared secret value Z, the DKM, the other information
field Ol, the data to be MACed, or the generated MACTag. If the TOE contains the full or partial (only ECC) public
key validation, the evaluator will alsoindividually inject errorsin both parties' static publickeys, both parties'
ephemeral public keys and the TOE's static private key to assure the TOE detects errorsinthe publickey validation
functionand/orthe partial key validation function (in ECC only). At least two of the test vectors shall remain
unmodified and therefore should resultin valid key agreement res ults (they should pass).

The TOE shall use these modified test vectors to emulate the key agreement scheme using the corresponding
parameters. The evaluator shall compare the TOE's results with the results using a known goodimplementation
verifying that the TOE detects theseerrors.

RSA-based key establishment

The evaluatorshall verify the correctness of the TSF's i mplementation of RSAES-PKCS1-vl_5 by using a known

good implementationfor each protocol selected in FTP_TRP.1/Admin, FTP_TRP.1/Join, FTP_ITC.1and FPT_ITT.1
thatuses RSAES-PKCS1-v1 5.

FFC Schemes using'safe-prime' groups

The evaluatorshall verify the correctness of the TSF's i mplementation of safe-prime groups by using a known good
implementation foreach protocol selected in FTP_TRP.1/Admin, FTP_TRP.1/Join, FTP_ITC.1 and FPT_ITT.1 that
uses safe-prime groups. This test must be performed for each safe-prime group thateach protocol uses.

(TDO580 applied)

The TOE has been CAVP tested. Refer to the sectionentitled, "CAVP EQUIVALENCE" earlier inthis document.

The FFC Schemes using safe-primes was tested against the public implementation of these schemes refer to
FTP_TRP.1/Adminand FTP_ITC.1for this testing.

2.2.3 CrYPTOGRAPHIC KEY DESTRUCTION (NDCPP22E:FCS CKM.4)

|2.2.3.1 NDcPP22e:FCS_CKM.A1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator examines the TSS to ensureitlists all relevant keys (describing
the origin and storage location of each), all relevant key destruction situations (e.g. factory reset or device wipe
function, disconnection of trusted channels, key change as part of a secure channel protocol), and the destruction
method used in eachcase. For the purpose of this Evaluation Activity the relevant keys are those keys thatare
relied uponto supportanyof the SFRs in the Security Target. The evaluator confirms that the description of keys
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and storagelocations is consistent with the functions carried out by the TOE (e.g. that all keys for the TOE-s pecific
secure channels and protocols, or that support FPT_APW.EXT.1 and FPT_SKP_EXT.1, areaccounted for2).In
particular, if a TOE claims not to store plaintext keys in non-volatile memory then the evaluator checks that thisis
consistent with the operation of the TOE.

The evaluatorshall check to ensure the TSS identifies how the TOE destroys keys stored as plaintextinnon-volatile
memory, and thatthe descriptionincludes identificationanddescription of theinterfaces thatthe TOE uses to
destroy keys (e.g., file system APls, key store APIs).

Note that where selections involve 'destruction of reference' (forvolatile memory)or 'invocation of an interface'
(for non-volatile memory) then the relevant interface definition is examined by the evaluatorto ensure thatthe
interface supports the selection(s) and descriptionin the TSS. In the case of non-volatile memory the evaluator
includesintheirexaminationtherelevantinterface description for eachmediatype on whichplaintextkeysare
stored. The presence of OS-level andstorage device-level swap and cachefiles is notexamined inthe current
versionof the Evaluation Activity.

WheretheTSS identifies keys thatare stored in a non-plaintext form, the evaluator shall check that the TSS
identifies the encryption method andthe key-encrypting-key used, andthat the key-encrypting-keyis eitheritself
stored inanencrypted formor thatitis destroyed by a method included under FCS_CKM.4.

The evaluatorshall check thatthe TSS identifies any configurations or circumstances that may not conformto the
key destruction requirement (see further discussionin the Guidance Documentation section below). Note that
reference may be made to the Guidance Documentationfor description of the detail of such cases where
destructionmay be prevented or delayed.

Wherethe ST specifies the use of 'a valuethat does not contain any CSP' to overwrite keys, the eval uator examines
the TSS to ensurethatitdescribes how that patternis obtainedandused, and that this justifies the claim that the
pattern does notcontainanyCSPs.

Section 6.2 of [ST] provides a list of the Critical Security Parameters andtheir storage location. Itidentifies SSH keys,
TLS keys, and account passwords. This sectionincludes Table 6-3 which outlines the storage location and clearing
method for each key.

Each plaintext key stored in volatile memory is associated witha protocol session (SSH or TLS). In each instance of
a key, after the sessioncloses, the key is overwritten with the value “00” After the overwrite operation is complete,
the TOE performs a specific "read-verify" operation to confirm that the storage space no longer contains the key.
For non-volatilestorage (i.e., flash), the TOE does not store any keys in plaintext form within user-accessible, non-
volatilestorage. When deleted from FLASH, the previous valueis overwritten with random data fromthe TSF RBG
followed by a one pass of zeros.

' Component Guidance Assurance Activities: ATOE may be subject to situations that could prevent or delay key

destructionin some cases. The evaluatorshall check that the guidance documentationidentifies configurations or
circumstances that may not strictly conform to the key destruction requirement, and that this description is
consistent with the relevant parts of the TSS (and anyother supporting information used). The evaluator s hall
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check thatthe guidance documentation provides guidance on situations where key destruction maybe delayed at
the physicallayer.

For example, when the TOE does not have full access to the physical memory;, itis possible thatthe storage maybe
implementing wear-levelling and garbage collection. This may resultin additional copies of the key thatare
logically inaccessible but persist physically. Where available, the TOE might then describe use of the TRIM
command [Where TRIM is usedthen the TSS and/or guidance documentationis also expected to describe how the
keys are storedsuch thatthey are notinaccessibleto TRIM, (e.g. they would need notto be containedin afileless
than 982 bytes which would be completely containedin the master file table)] and garbage collection to destroy
these persistent copies upontheirdeletion (this would be explainedin TSS and Operational Guidance).

The [CC-Guide] does notindicatethatthe TOE hasanyconditions thatinvolve delayed key destruction.

Component Testing Assurance Activities: None Defined

2.2.4 CRYPTOGRAPHIC OPERATION (AES DATA ENCRYPTION/DECRYPTION)
(NDcPP22E:FCS_COP.1/DATAENCRYPTION)

| 2.2.4.1 NDcPP22e:FCS_COP.1.1 /DATAENCRYPTION

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall examine the TSS to ensureitidentifies the key size(s)and
mode(s) supported by the TOE for data encryption/decryption.

Section 6.2 of [ST] indicates that the TOE provides symmetric encryption and decryption capabilities using AES in CBC
mode (128 and 256 bit key sizes), AES in CTR mode (128 and 256 bit key sizes) as well as using AES in GCM mode
(128 and 256 bitkey sizes). AESisimplemented in supportof TLS and SSH protocols.

Component Guidance Assurance Activities: The evaluator shall verify thatthe AGD guidance instructs the
administratorhow to configure the TOE to use the selected mode(s) and key size(s) defined inthe Security Target
supported by the TOE for data encryption/decryption.

The sections entitled "Enable a TLS Connection to the Syslog Server" and"Secure Shell Configuration" in [CC-Guide]
includes theinstructions for administrators to placethe TOEinto a CC compliant configuration.

Component Testing Assurance Activities: AES-CBC Known Answer Tests

Therearefour Known Answer Tests (KATs), described below. Inall KATs, the plaintext, ciphertext, and IV values
shallbe 128-bit blocks. The results from each test may either be obtained by the evaluator directly or by supplying
the inputs to theimplementer and receivingthe results inresponse. To determine correctness, the evaluator shall
comparetheresulting values to those obtained by submitting the sameinputs to a known good i mplementation.
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KAT-1.To test the encrypt functionality of AES-CBC, the evaluator shall supplya set of 10 plaintext values and
obtain theciphertextvaluethatresults from AES-CBCencryption of the given plaintext usinga key value of all
zeros and anlVof all zeros. Five plaintext values shall be encrypted with a 128-bit all-zeros key, and the other five
shall be encrypted with a 256-bit all-zeros key.

To testthe decrypt functionality of AES-CBC, the evaluator shall perform the sametestas for encrypt, using 10
ciphertextvalues asinputand AES-CBC decryption.

KAT-2.To test the encrypt functionality of AES-CBC, the evaluator shall supplya set of 10 key values and obtainthe
ciphertextvaluethatresults from AES-CBC encryption of anall-zeros plaintext using the given key valueandan IV
of all zeros. Five of the keys shall be 128-bit keys, and the other five shall be 256-bit keys.

To testthe decrypt functionality of AES-CBC, the evaluator shall perform the sametest as for encrypt, usinganall-
zero ciphertextvalueasinputand AES-CBC decryption.

KAT-3.To test the encrypt functionality of AES-CBC, the evaluator shall supplythe two sets of key values described
below and obtain the ciphertext value thatresults from AES encryption of an all-zeros plaintext using the given key
valueandan |V ofallzeros. Thefirstset of keys shall have 128 128-bit keys, andthe secondsetshall have 256 256-
bitkeys.Keyiineachsetshall havetheleftmosti bits be ones and the rightmost N-i bits be zeros, foriin [1,N].

To testthe decrypt functionality of AES-CBC, the evaluator shall supply the two sets of keys and ciphertext value
pairs described below and obtain the plaintext value that results from AES-CBC decryption of the given ciphertext
usingthegiven key and anlV of all zeros. Thefirst set of key/ciphertext pairs shall have 128 128-bit key/ciphertext

pairs,and the secondset of key/ciphertext pairs shallhave 256 256-bit key/ciphertext pairs. Key i in each setshall
havetheleftmosti bits be ones andthe rightmost N-i bits be zeros, foriin [1,N]. The ciphertextvaluein each pair
shallbethevaluethatresultsin an all-zeros plaintext when decrypted with its corresponding key.

KAT-4.To test the encrypt functionality of AES-CBC, the evaluator shall supplythe set of 128 plaintext values
described below andobtainthe two ciphertext values that result from AES-CBC encryption of the given plaintext
usinga 128-bit key value of all zeros withan IV of all zeros and using a 256-bit key value of all zeros with an IV of all
zeros, respectively. Plaintext valueiin each setshall have the leftmosti bits be ones and the rightmost 128-i bits
be zeros, foriin[1,128].

To testthe decrypt functionality of AES-CBC, the evaluator shall performthe sametestas for encrypt, using
ciphertextvalues of the same form as the plaintextin the encrypttestasinputand AES-CBC decryption.

AES-CBC Multi-Block Message Test

The evaluatorshall test the encrypt functionality by encrypting ani-block message where 1 <i <=10. The evaluator
shall choose a key, an IV and plaintext message of length i blocks and encrypt the message, using the mode to be
tested, with the chosen key and IV. The ciphertext shallbe comparedto the result of encrypting the same plaintext
message withthesamekey and|V usinga knowngood implementation.
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The evaluatorshall alsotest the decrypt functionality for each mode by decrypting an i-block message where 1 <i
<=10.The evaluatorshall choose a key,an IVand a ciphertext message of length i blocks and decryptthe message,
using the modeto betested, with the chosen key and IV. The plaintext shall be comparedto the result of
decrypting the same ciphertext message with the same key and IV using a known good i mplementation.

AES-CBC Monte CarloTests

The evaluatorshall test the encrypt functionality using a set of 200 plaintext, IV, and key 3-tuples. 100 of these
shalluse 128 bitkeys,and100shall use 256 bit keys. The plaintext and IV values shall be 128-bit bl ocks. For each 3-
tuple, 1000 iterations shall be run as follows:

# Input: PT, IV, Key

fori=1to 1000:

ifi==1:

CT[1] = AES-CBC-Encrypt(Key, IV, PT)
PT=1IV

else:

CT[i] = AES-CBC-Encrypt(Key, PT)
PT=CTl[i-1]

The ciphertext computed in the 1000thiteration (i.e., CT[1000]) is the result forthat trial. This result shall be
compared to theresult of running 1000iterations withthe same values using a known goodimplementation.

The evaluatorshall test the decrypt functionality using the sametestas for encrypt, exchanging CTand PTand
replacing AES-CBC-Encrypt with AES-CBC-Decrypt.

AES-GCM Test

The evaluatorshall test the authenticated encrypt functionality of AES-GCM for each combination of the following
input parameter lengths:

128 bitand 256 bit keys

a) Two plaintext Iengths. One of the plaintext lengths shall be a non-zero integer multiple of 128 bits, if supported.
The other plaintextlengthshallnot be an integer multiple of 128 bits, if supported.

a) Three AAD lengths. One AAD length shall be 0, if supported. One AAD length shall be a non-zero integer multiple
of 128 bits, if supported. One AAD length shall not be an integer multiple of 128 bits, if supported.

b) Two IVlengths. f96 bit|Vissupported, 96 bits shall be one of the two IV |engths tested.
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The evaluatorshall test the encrypt functionality using a set of 10 key, plaintext, AAD, and IV tuples foreach
combination of parameter | engths above and obtainthe ciphertext value and tag that res ults from AES-GCM
authenticated encrypt. Each supported taglengthshall be tested atleast once per set of 10. The IV value may be
supplied by the evaluator or theimplementation being tested, aslong asitis known.

The evaluatorshall test the decrypt functionality using a set of 10 key, ciphertext, tag, AAD, and IV 5-tuples for
each combination of parameter lengths above and obtaina Pass/Fail result on authentication and the decrypted
plaintextifPass. Theset shallinclude five tuples that Passandfive that Fail.

The results from eachtest may either be obtained by the evaluator directly or by supplying theinputs to the
implementer and receiving the results in response. To determine correctness, the evaluatorshall compare the
resultingvalues to those obtained by submitting the sameinputs to a known goodimplementation.

AES-CTR Known Answer Tests

The Counter (CTR) modeis a confidentiality mode thatfeatures the application of the forward cipherto a set of
inputblocks, called counters, to produce a sequence of output bl ocks that are exclusive-ORed with the plaintext to
producethe ciphertext, and vice versa. Dueto the factthat Counter Mode does not s pecify the counter thatis
used, itis not possible toimplementan automated test for this mode. The generationand management of the
counter istested through FCS_SSH* EXT.1.4.1f CBCand/or GCM areselected in FCS_COP.1/DataEncryption, the
testactivities for those modes sufficiently demonstrate the correctness of the AES algorithm. If CTR is the only
selectionin FCS_COP.1/DataEncryption, the AES-CBC Known Answer Test, AES-GCM Known Answer Test, or the
following testshall be performed (all of these tests demonstrate the correctness of the AES algorithm):

Therearefour Known Answer Tests (KATs) des cribed below to testa basic AES encryptionoperation (AES-ECB
mode). For all KATs, the plaintext, IV, and ciphertext values shallbe 128-bit blocks. The results from eachtest may
either be obtained by the validator directly or by supplying the inputs to the implementer and receiving the results

inresponse. To determine correctness, the evaluatorshall compare the resulting values to those obtained by
submitting the sameinputs to a knowngood implementation.

KAT-1 To test the encrypt functionality, the evaluator shall supplya set of 5 plaintext values for each sel ected
keysize andobtain the ciphertext value that results from encryption of the given plaintext using a key value of all
zeros.

KAT-2 To test the encrypt functionality, the evaluatorshall supplya set of 5 key values for eachselected keysize
and obtain the ciphertext value that results from encryptionof an all zeros plaintext usingthe given key value.

KAT-3 To test the encrypt functionality, the evaluatorshall supplya set of key values foreachselected keysize as
described below andobtainthe ciphertext values that result from AES encryptionof an all zeros plaintext using the
given key values. Asetof 128 128-bit keys, a set of 192 192-bit keys, and/ora set of 256 256-bit keys. Key_iineach
setshall havetheleftmosti bits be ones and the rightmost N-i bits be zeros, foriin [1, N].

KAT-4 To test the encrypt functionality, the evaluatorshall supplythe set of 128 plaintext values described below
and obtain the ciphertext values that result from encryption of the given plaintext using eachselected keysize with
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a keyvalueofall zeros (e.g. 256 ciphertext values will be generated if 128 bitsand 256 bits are selected and 384
ciphertextvalues will be generated ifall keysizes are selected). Plaintextvaluei ineachsetshallhave the leftmost
bits be ones andthe rightmost 128-i bits be zeros, foriin[1,128].

AES-CTR Multi-Block Message Test

The evaluatorshall test the encrypt functionality by encrypting ani-block message where 1 | ess-than i l ess-than-or-
equal to 10 (testshallbe performed using AES-ECB mode). For each i the evaluator shall choose a key and plaintext
message of lengthi blocks and encrypt the message, using the mode to be tested, with the chosen key. The
ciphertextshall be compared to the result of encryptingthe same plaintext message with the same key using a
known good implementation. The evaluator shallperform this test using each selected keysize.

AES-CTR Monte-Carlo Test

The evaluatorshall test the encrypt functionality using 100 plaintext/key pairs. The plaintext values shall be 128-bit
blocks. For each pair, 1000iterations shall be run as follows:

# Input: PT, Key
fori=1to 1000:
CT[i] = AES-ECB-Encrypt(Key, PT) PT=CT][i]

The ciphertext computed in the 1000thiterationis theresultfor thattrial. This result shall be compared to the
result of running 1000 iterations with the same values using a known goodimplementation. The evaluatorshall
performthistest using each selected keysize.

Thereis no need to test the decryption engine.

The TOE has been CAVP tested. Refer to the sectionentitled, "CAVP EQUIVALENCE" earlier inthis document.

2.2.5 CRYPTOGRAPHIC OPERATION (HASH ALGORITHM)
(NDcPP22E:FCS_COP.1/HAsH)

| 2.2.5.1 NDcPP22e:FCS_COP.1.1/HaAsH

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall check that the association of the hash function with
other TSF cryptographicfunctions (for example, the digital signature verification function)is documented in the
TSS.
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Table6-1in Section 6.2 of [ST] indicates thatthe TOE supports hashing using SHA-1, SHA-256, SHA-384 and SHA512
conformingto FIPS 180-4, Secure Hash Standard (SHS). SHS hashingis used within several services including, NTP
hashing and SSH. SHA-256 is used in conjunction with RSA signatures for verification of software image integrity.
The TOE also uses SHA-1, SHA-256, SHA-384 and SHA-512 hashing as part of RSA signature generation and

verificationservices.

Component Guidance Assurance Activities: The evaluator checks the AGD documents to determine thatany
configurationthatis required to configure the required hash sizesis present.

The TOE does not offer administrative commands to modifythe hash sizes used by TLS and SSH protocols. The hash
sizes usedarea result of the TLS ciphersuites, and SSH keyed hash negotiated with the network peer by the protocol.

Component Testing Assurance Activities: The TSF hashing functions canbeimplemented inone of two modes.
The firstmodeis the byte-oriented mode. In this mode the TSF only hashes messages thatarean integralnumber
of bytes in length;i.e., thelength (in bits) of the message to be hashed is divisible by 8. The second modeis the bit-
oriented mode. In this mode the TSF hashes messages of arbitrarylength. As there are different tests for each
mode, anindication is given in the following sections for the bit-oriented vs. the byte-oriented testmacs.

The evaluatorshall perform all of the fol lowing tests for each hash algorithm i mplemented by the TSF and used to
satisfythe requirements of this PP.

Short Messages Test - Bit-oriented Mode

The evaluators devise an input set consisting of m+1 messages, where mis the blocklength of the hashalgorithm.
The length of the messages range sequentially from 0 to m bits. The message text shall be pseudorandomly
generated. The evaluators compute the message digest for each of the messages and ensure thatthe correct
resultis produced when the messages are provided to the TSF.

Short Messages Test - Byte-oriented Mode

The evaluators devise an input set consisting of m/8+1 messages, where mis the block length of the hash
algorithm. The length of the messages range sequentiallyfrom 0 to m/8 bytes, witheachmessage beingan

integral number of bytes. The message text shall be pseudorandomly generated. The evaluators compute the
message digest for each of the messages and ensure thatthe correctresultis produced when the messages are
providedto the TSF.

Selected Long Messages Test - Bit-oriented Mode

The evaluators devisean inputset consisting of m messages, where mis the block length of the hash algorithm
(e.g. 512 bits for SHA-256). The length of theith messageis m +99*i, where 1 <=i <= m. The message textshall be
pseudorandomly generated. The evaluators compute the message digest for each of the messages and ensure that
the correctresultis produced when the messages are providedto the TSF.

Selected Long Messages Test - Byte-oriented Mode
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The evaluators devise an input set consisting of m/8 messages, where mis the block length of the hash algorithm
(e.g. 512 bits for SHA-256). The length of the ith messageis m+8*99*i, where 1 <=i <= m/8. The message text
shall be pseudorandomly generated. The evaluators compute the message digest for each of the messages and
ensurethatthecorrectresultis produced when the messages are provided to the TSF.

Pseudorandomly Generated Messages Test

This testis for byte-oriented implementations only. The evaluators randomly generate a seed thatis n bits long,
wheren is thelength of the message digest produced by the hash functionto be tested. The evaluators then
formulate a set of 100 messages andassociated digests by following the algorithm provided inFigure 1 of [SHAVS].
The evaluators then ensure thatthe correctresultis produced when the messages are provided to the TSF.

The TOE has been CAVP tested. Refer to the sectionentitled, "CAVP Equivalence" earlier in this document.

2.2.6 CRYPTOGRAPHIC OPERATION (KEYED HASH ALGORITHM)
(NDcPP22E:FCS_COP.1 /KEYEDHASH)

|2.2.6.1 NDcPP22E:FCS_COP.1.1/KEVEDHASH

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall examine the TSS to ensure thatit s pecifies the fol lowing
values used by the HMAC function: key | ength, hashfunction used, block size, and output MAC length used.

Section 6.2 of [ST] indicate that the TOE supports keyed hash of HMAC-SHA1 and HMAC-SHA-256 conforming to
ISO/IEC9797-2:2011. Supported cryptographic key sizes: 160and 256 bits and message digest (output MAC | ength)
sizes:160and 256 bits.

Component Guidance Assurance Activities: The evaluator shall verify that the AGD guidance instructs the
administratorhow to configure the TOE to use the values used by the HMAC function: key length, hashfunction
used, blocksize, and output MAC length used defined in the Security Target supported by the TOE for keyed hash
function.

The sectionentitled "Secure Shell Configuration" in [CC-Guide] indicates that the TOE supports MAC ciphers HMAC-
SHA1 and HMAC-SHA2-256. Itexplains thatother algorithms must be disabledin an evaluated configuration.

Component Testing Assurance Activities: For each of the supported parameter sets, the evaluatorshall compose
15 sets of testdata. Each setshall consist of a key and message data. The evaluatorshall have the TSF generate
HMAC tags for these sets of testdata. Theresulting MAC tags shall be compared to the result of generating HMAC
tags with the same key and message data usinga known good i mplementation.
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The TOE has been CAVP tested. Refer to the sectionentitled, "CAVP Equivalence" earlier in this document.

2.2.7 CRYPTOGRAPHIC OPERATION (SIGNATURE GENERATION AND VERIFICATION)
(NDcPP22E:FCS_COP.1/SIiGGEN)

| 2.2.7.1 NDcPP22e:FCS_COP.1.1/SIicGEN

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall examine the TSS to determinethatitspecifies the
cryptographicalgorithm andkey size supported by the TOE for signature services.

Table6-1inSection 6.2 of [ST] indicates thatthe TOE supports generation and verification of RSA Digital Signature
Algorithm with modulus of 2048 for cryptographic signature services.

Component Guidance Assurance Activities: The evaluator shall verify that the AGD guidance instructs the
administratorhow to configure the TOE to use the sel ected cryptographicalgorithm andkey size defined inthe
Security Target supported by the TOE for signature services.

The section entitled "Enable RSA Authentication and Generate the Host Key" in [CC-Guide] indicates that the SSH
host key is generated using a 2048-bit RSA key. The section entitled "Generate the Key Pair" indicates that the
generationof key-pairs forusein anx509 certificate mustalsouse a 2048-bit RSA key-pair.

Component Testing Assurance Activities: ECDSA Algorithm Tests
ECDSAFIPS 186-4 Signature Generation Test

For each supported NIST curve (i.e., P-256, P-384 and P-521) and SHA function pair, the evaluator shall generate 10
1024-bitlong messages and obtain foreach message a public key and the resulting signaturevaluesRand S. To
determine correctness, the evaluatorshall use the signature verification function of a known good
implementation.

ECDSAFIPS 186-4 Signature Verification Test

For each supported NIST curve (i.e., P-256, P-384 and P-521) and SHA function pair, the evaluator shall generate a
setof 10 1024-bit message, publickey and signature tuples and modifyone of the values (message, publickey or
signature) in five of the 10 tuples. The evaluator shall obtainin response a set of 10 PASS/FAILvalues.

RSA Signature Algorithm Tests

Signature Generation Test
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The evaluator generates or obtains 10 messages for eachmodulus size/SHA combination supported by the TOE.
The TOE generates andreturns the correspondingsignatures.

The evaluatorshall verify the correctness of the TOE's signature using a trusted reference implementation of the
signature verification algorithm and the associated publickeys to verify the signatures.

Signature Verification Test

For each modulus size/hash algorithm selected, the evaluator generates a modulus and three associated key pairs,
(d, e). Each privatekey d is usedto sign six pseudorandom messages each of 1024 bits using a trusted reference
implementation of the signature generationalgorithm. Some of the public keys, e, messages, or signatures are
altered so that signature verification should fail. For both the set of original messages andthe set of altered
messages: the modulus, hash algorithm, public key e values, messages, andsignatures are forwarded to the TOE,
which then attempts to verify the signatures and returns the verificationres ults.

The evaluator verifies that the TOE confirms correct signatures on the original messages and detects the errors
introduced in the altered messages.

The TOE has been ACVP tested. Refer to the ACVP certificates identified in Section1.1.2, “CAVP Equivalence.”

| 2.2.8 NTP ProTocoL (NDcPP22E:FCS_NTP_EXT.1)

| 2.2.8.1 NDcPP22e:FCS_NTP_EXT.1.1

TSS Assurance Activities: The evaluator shall examine the TSS to ensureitidentifies the version of NTP supported,
howitis implemented and whatapproach the TOE uses to ensure the timestampitreceives fromanNTP
timeserver (or NTP peer) is from anauthenticated source andtheintegrity of the time has been maintained. The
TOEmustsupportatleast one of the methods or may use multiple methods, as specified inthe SFR element 1.2.
The evaluatorshall ensure thateachmethod selected in the STis describedin theTSS, including the version of NTP
supported in element 1.1, the message digest algorithms used to verify the authenticity of the timestampand/or
the protocols used to ensureintegrity of the timestamp.

Section 6.2 of [ST] indicates thatthe TOE implements NTPv4 protocol to synchronize with anexternal time servers.
The TOE authenticates updates using an administrator-configured SHA1 -based message authentication. The TOE
does notsynchronize based on broadcastand multicast time updates. The TOE supports configuration of multiple
simultaneous time servers and follows RFC 5905 algorithm to prioritize them.

Guidance Assurance Activities: The evaluator shall examine the guidance documentationto ensureit provides the
Security Administratorinstructions as how to configure the version of NTP supported, how to configure multiple
NTP servers for the TOE's time source and how to configure the TOE to use the method(s) thatare selectedin the
ST.

The sectionentitled "SpecifyandEnable the NTP Server" in [CC-Guide] states thatan administrator can configure a
maximum of 10 IPv4 NTP servers and 10 IPv6 NTP servers. The section entitled "Manage NTP Authentication" in
[CC-Guide] provides instructions to specify a SHA1 authentication key for each configuredserver.
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Testing Assurance Activities: Theversionof NTP selected inelement 1.1 and specified inthe STshall be verified by
observing establishment of a connection to an external NTP server known to be using the s pecified version(s) of
NTP. This maybe combined with tests of other aspects of FCS_NTP_EXT.1as described below.

The evaluator configured the TOE to get NTP time updates from the evaluator's NTP Server and confirmed via packet
capturethatthe TOE establishes a connectionto the external NTP server using NTPv4 as claimed in the ST.

|2.2.8.2 NDcPP22e:FCS_NTP_EXT.1.2

TSS Assurance Activities: None Defined

Guidance Assurance Activities: For each of the secondaryselections madeinthe ST, the evaluatorshall examine
the guidance document to ensureitinstructs the Security Administrator how to configurethe TOE to use the
algorithms that support the authenticity of the timestamp and/or how to configure the TOE to use the protocols
thatensuretheintegrity of thetimestamp.

Assurance Activity Note:

Each primary selectioninthe SFR contains selections that s pecifya cryptographicalgorithm or cryptographic
protocol. For each of these secondary selections madein the ST, the evaluator shall examine the guidance
documentationto ensure thatthe documentation instructs the administrator how to configurethe TOE to use the
chosen option(s).

The section entitled "Manage NTP Authentication" in [CC-Guide] provides instructions to specify a SHAlL
authentication key for each configured server.

Testing Assurance Activities: The cryptographicalgorithms selected in element 1.2 andspecified in the ST will have
been specified inanFCS_COP SFR and tested inthe accompanying Evaluation Activity for that SFR. Likewise, the
cryptographicprotocol selected in in element 1.2 and specified in the ST will have been specified inan FCS SFR and
tested in theaccompanyingEvaluation Activity for that SFR.

[Conditional] If the message digestalgorithmis claimed in element 1.2, the evaluator will change the message
digestalgorithm used by the NTP server in such a waythatthe new value does not match the configurationon the
TOE and confirms that the TOE does not synchronize to this timesource.

The evaluatorshall use a packet sniffer to capture the network traffic between the TOE and the NTP server. The
evaluatoruses the captured network traffic, to verify the NTP version, to observe time change of the TOEand uses
the TOE's auditlog to determinethatthe TOE accepted the NTP server's timestamp update.

The capturedtrafficis alsousedto verifythatthe appropriate message digest algorithm was used to authenticate
the timesourceand/or the appropriate protocol was used to ensure i ntegrity of the timestamp that was
transmitted inthe NTP packets.

The evaluator configured the TOE to get NTP time updates from the evaluator's NTP Server in
NDcPP22e:FCS_NTP_EXT.1.1-t1 using the correct authentication algorithm. Forthis test, the evaluator changedthe
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NTP server configurationto demonstrate that the TOE would not synchronize if the wrong message digest algorithm
was used. The evaluator observed that the TOE rejected the connection and there was no time synchronization
between the TOEand the NTP server.

| 2.2.8.3 NDcPP22e:FCS_NTP_EXT.1.3

TSS Assurance Activities: None Defined

Guidance Assurance Activities: The evaluator shall examine the guidance documentationto ensureit provides the
Security Administratorinstructions as how to configure the TOE to not accept broadcast and multicast NTP packets
thatwould resultinthe timestamp being updated.

The section entitled "Limitations and requirements" in [CC-Guide] states that NTP multicast and broadcast packets
arenotsupported.

Testing Assurance Activities: The evaluatorshallconfigure NTP server(s) to support periodic time updates to
broadcastandmulticast addresses. The evaluator shall confirmthe TOE is configured to notacceptbroadcastand
multicast NTP packets that would resultinthe timestamp being updated. The eval uatorshall check thatthe time
stamp is not updated after receipt of the broadcast and multicast packets.

The evaluator configured the TOE to get NTP time updates from the evaluator's NTP Server. The evaluator also
configured the NTP server to send broadcast and multi-cast time updates such that they would be visible to the TOE.
The evaluator observed thatthe TOE did not accept the time updates fromthe NTP Server.

| 2.2.8.4 NDcPP22E:FCS_NTP_EXT.1.4

TSS Assurance Activities: None Defined

Guidance Assurance Activities: None Defined

Testing Assurance Activities: Test 1: The evaluatorshall confirm the TOE supports configuration of atleast three
(3) NTP timesources. The evaluatorshall configure atleast three NTP servers to support periodic time updates to
the TOE. The evaluatorshallconfirmthe TOEis configured to accept NTP packets that wouldresultinthe
timestamp being updated from each of the NTP servers. The evaluator shall check that the time stamp is updated
after receipt of the NTP packets. The purpose of this test to verify that the TOE can be configured to synchronize
with multiple NTP servers. Itis up to the eval uator to determine that the multi- source update of the time
informationisappropriate and consistent withthe behaviour prescribed by the RFC 1305 for NTPv3 and RFC 5905
for NTPv4.

Test2: (Theintentof this testisto ensurethatthe TOE would onlyaccept NTP updates from configured NTP
Servers).

The evaluatorshall confirm thatthe TOE would not synchronize to other, not explicitly configured time sources by
sending an otherwise validbut unsolicited NTP Server responses indicating different time from the TOE's current
systemtime. This rogue time source needs to be configured in a way (e.g. degrade or disable validand configured

EE———————
GSS CCT Assurance Activity Report Page 34 0of 102 2022 Gossamer Security Solutions, Inc.

Document: AAR-VID11312 All rights reserved.




Version 0.3, December 16,2022

NTP servers) that could plausibly resultinunsolicited updates becoming a preferredtime sourceif they are not
discarded by the TOE. The TOEis not mandated to respondin a detectable way or auditthe occurrence of such
unsolicited updates. Theintent of thistestisto ensurethatthe TOE would only accept NTP updates from
configured NTP Servers. Itis up to the evaluatorto craftand transmit unsolicited updatesina waythat would be
consistent with the behaviour of a correctly-functioning NTP server.

(TD0528 applied)

Test1: The evaluator configured the TOE with 3 valid NTP connections. The evaluator changed the time on the NTP
servers and observedthatthe TOE updated its time and synced with the three valid NTP servers.

Test 2: The evaluator kept the TOE configured with the same 3 NTP servers as intest 1. The evaluator collected
network traffic while monitoring the time on the TOE while an untrusted NTP server was configured to broadcast to
the TOE. The evaluatorconfirmed via packet capturethatthe TOE ignored the NTP packets and could not update
time using traditional authenticated updates with theinvalid NTP server.

Component TSS Assurance Activities: None Defined

Component Guidance Assurance Activities: None Defined

Component Testing Assurance Activities: None Defined

] 2.2.9 RANDOM BiT GENERATION (NDCPP22E:FCS_RBG_EXT.1)

| 2.2.9.1 NDcPP22e:FCS_RBG_EXT.1.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

| 2.2.9.2 NDcPP22e:FCS_RBG_EXT.1.2

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: Documentation shall be produced - and the evaluator shall perform the
activities -in accordance with Appendix D of [NDcPP].

The evaluatorshall examine the TSS to determinethatitspecifies the DRBG type, identifies the entropy source(s)
seeding the DRBG, and state the assumed or calculated min-entropy supplied either separately by each source or
the min-entropycontained inthe combinedseed value.
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Section 6.2 of [ST] identifies the TOE’s DRBG as an AES-256 CTR DRBG, with software based noise source with a
minimum of 256 bits of non-determinism. The Entropy description is provided ina separate (non-ST) document that
has been delivered to NIAP for approval. Note that the entropy analysis has been accepted by NIAP/NSA.

Component Guidance Assurance Activities: Documentation shall be produced - and the evaluator shall perform
the activities - in accordance with Appendix D of [NDcPP].

The evaluatorshall confirm that the guidance documentation contains appropriate instructions for configuring the
RNG functionality.

The TOE does not offer any configurationfor the RNG functionality.

Component Testing Assurance Activities: The evaluator shall perform 15 trialsfor the RNG implementation. If the
RNG is configurable, the evaluatorshall perform 15 trials for each configuration.

If the RNG has prediction resistance enabled, each trial consists of (1) instantiate DRBG, (2) generate the first block
of random bits (3) generate a second blockof random bits (4) uninstantiate. The evaluator verifies that the second
block of random bits is the expected value. The evaluator shall generate eightinput values for each trial. The firstis
acount(0-14).Thenextthreeareentropy input, nonce, and personalizationstring for the instantiate operation.
The nexttwo areadditional input andentropyinput for the first call to generate. The final two are additional input
and entropy input for the second call to generate. These values are randomly generated. 'generate one bl ock of
random bits' means to generate random bits with number of returned bits equal to the Output Block Length (as
defined in NIST SP800-90A).

If the RNG does not have prediction resistance, each trial consists of (1) instantiate DRBG, (2) generate the first
block of random bits (3) reseed, (4) generate a second block of random bits (5) uninstantiate. The evaluator verifies
thatthe second blockof random bits is the expected value. The evaluator shall generate eightinput values for
eachtrial. Thefirstisacount(0-14). Thenextthreeareentropy input, nonce, and personalization string for the
instantiate operation. The fifth value is additional input to the first call to generate. The sixthandseventhare
additional inputand entropy inputto the call to reseed. The final valueis additional input to the second generate
call.

The following paragraphs contain more information on some of the input values to be generated/selected by the

evaluator.
Entropy input: the length of the entropy input value must equal the seed length.

Nonce:Ifa nonceissupported (CTR_DRBG with no Derivation Function does not use a nonce), the nonce bitlength
is one-half the seed length.

Personalization string: The length of the personalization string must be <=seed length. If the implementation only
supports one personalization string length, then the same length canbe used for bothvalues. If morethanone
stringlength is support, the evaluatorshall use personalization strings of two different |engths. If the
implementation does not use a personalizationstring, no value needs to be supplied.
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Additional input: the additional input bitlengths have the same defaults and restrictions as the personalization
stringlengths.

The TOE has been ACVP tested. Refer to the sectionentitled, "CAVP Equivalence" earlier in this document.

2.2.10 SSH SERVER PrRoTOCOL-PERTD0631 (NDcPP22E:FCS_SSHS_EXT.1)

I 2.2.10.1 NDcPP22e:FCS_SSHS_EXT.1.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

| 2.2.10.2 NDcPP22e:FCS_SSHS_EXT.1.2

TSS Assurance Activities: The evaluator shall check to ensure thatthe TSS contains a list of supported public key
algorithms thatareacceptedfor clientauthenticationandthat this listis consistent with signature verification
algorithms selected in FCS_COP.1/SigGen (e.g., accepting EC keys requires corresponding Elliptic Curve Digital
Signaturealgorithm claims).

The evaluatorshall confirm thatthe TSS includes the description of how the TOE establishes a user identity when
an SSH client presents a public key or X.509v3 certificate. For example, the TOE could verifythatthe SSH client's
presented publickey matches onethatis stored within the SSH server's authorized_keys file.

If password-based authenticationmethod has been selected inthe FCS_SSHS_EXT.1.2, then the evaluator shall
confirmitsroleintheauthentication processis described inthe TSS.

Section 6.2 of [ST] explains that the TOE uses 2048-bit RSA keys in support of ssh_rsa, x509v3-ssh-rsa or x509v3-
rsa2048-sha256 for public key-based authentication. These algorithms are consistent with the Signature Services
specified by FCS_COP.1/SigGen in this ST. For x509v3-ssh-rsa or x509v3-rsa2048-sha256 for public key-based
authentication the identity oftheuser mustbe specified in the certificate’s SubjectAltName: PrincipalName field. For
ssh-rsa public key authentication, the user must pre-load their public key into the TOE, before attempting to use
their private key during anSSH authentication. The TOE also supports SSH password based authentication.

Guidance Assurance Activities: None Defined

Testing Assurance Activities: Test objective: The purpose of thesetests is to verify server supports each claimed
clientauthenticationmethod.

Test 1: For each supported client public-keyauthentication algorithm, the evaluator shall configure a remoteclient
to presenta publickey corresponding to that authentication method (e.g., 2048-bit RSA key when using ssh-rsa
public key). The evaluatorshall establish s ufficient separate SSH connections with anappropriately configured
remote non-TOE SSH client to demonstrate the use of all applicable public key algorithms. Itis sufficient to observe
the successful completion of the SSH Authentication Protocol to satisfy theintent of this test.
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Test2: The evaluator shall choose one client publickey authenticationalgorithm supported by the TOE. The
evaluatorshallgeneratea new client key pairfor that supported algorithm without configuring the TOE to
recognizetheassociated public key for authentication. The evaluatorshall use an SSH client to attemptto connect
to the TOE with the new key pair and demonstrate that authenticationfails.

Test 3: [Conditional] If password-based authentication method has been selected in the FCS_SSHS_EXT.1.2, the
evaluatorshallconfigure the TOE to accept password-based authentication and demonstrate that user
authentication succeeds when the correct password is provided by the connecting SSH client.

Test4: [Conditional] If password-based authentication method has been selected in the FCS_SSHS_EXT.1.2, the
evaluatorshallconfigure the TOE to accept password-based authentication and demonstrate that user
authentication fails when the incorrect password is provided by the connecting SSH client.

Test 1: The evaluator configured a user to be able to login using the SSH interface with public-key based
authentication, and observed the userlogin was successful.

Test2: The evaluator attempted to login usingthe SSH interface with public-key authentication without configuring
a public key for that userand observed that theloginattempt was not successful.

Test3: Theevaluatorconfigured the TOE for password authenticationon the SSH interface. The evaluatorlogged in
usinganSSH clientand the correct password. Thelogin was successful.

Test4: The evaluatorattempted anSSH connection using an invalid password. The evaluatorwas notableto login.

| 2.2.10.3 NDcPP22e:FCS_SSHS_EXT.1.3

TSS Assurance Activities: The evaluator shall check that the TSS describes how 'large packets' in terms of RFC 4253

aredetected and handled.

Section 6.2 of the ST explains that the TOE drops SSH packets greater than 32768 bytes. This is accomplished by
buffering all data for a particular SSH packet transmission until the buffer limit is reached and then dropping the
packet.

Guidance Assurance Activities: None Defined

Testing Assurance Activities: The evaluatorshalldemonstrate thatif the TOE receives a packet larger thanthat
specifiedin this component, that packetis dropped.

The evaluator created and sent a packetto the TOE thatwas larger thanthe maximum packet size of 32768 bytes.
The TOErejected the packet and the connection was closed.

| 2.2.10.4 NDcPP22e:FCS_SSHS_EXT.1.4

TSS Assurance Activities: The evaluatorshall check the description of the implementation of this protocol in the
TSS to ensurethatoptional characteristics are s pecified, and the encryption algorithms supported are s pecified as
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well.The evaluatorshall check the TSS to ensure thatthe encryption algorithms specified areidentical to those
listed forthis component.

Section 6.2 of the ST states thatthe TOE supports SSHv2 encryption algorithms aes128-ctr, aes256-ctr, aes128-chc,
aes256-cbc, aes128-gcm@openssh.com, andaes256-gcm@openssh.com to ensure confidentiality of sessions. The
TOE supports HMAC-SHA-1 and HMAC-SHA2-256 to ensure theintegrity of thesession. The TOE also supports DH
Group 14 astheonlyallowed key exchange methods. These are consistent with the requirements claimedin [ST].

No optional characteristics are s pecified.

Guidance Assurance Activities: The evaluator shall also check the guidance documentationto ensure thatit
containsinstructions on configuring the TOE so that SSH conforms to the description inthe TSS (for instance, the
setof algorithms advertised by the TOE may haveto berestricted to meet the requirements).

The section entitled "Secure Shell Configuration" in [CC-Guide] lists the encryption algorithms, MAC ciphers, key
exchange methods, authentication methods, and other limitations forthe TOE SSH server. This section explains that
many of these values are configurable, and subsequent sub-sections provide instructions to change these values.
This section also explains the values shownareallowed and arerequired to be the only values used in an evaluated
configuration.

Testing Assurance Activities: The evaluator must ensure that only claimed ciphers and cryptographic primitives are
used to establish anSSH connection. To verify this, the evaluator shall start session establishment for anSSH
connection froma remoteclient (referred to as 'remote endpoint' below). The evaluatorshall capture the traffic
exchanged between the TOE and the remote endpoint during protocol negotiation (e.g. using a packet capture tool
or information provided by the endpoint, res pectively). The evaluator shall verifyfrom the capturedtrafficthat the
TOE offers all the ciphers defined in the TSS for the TOE for SSH sessions, but no additional ones compared to the
definitioninthe TSS. The evaluator shall perform one successful negotiation of an SSH session to verify that the
TOE behaves as expected. Itis sufficient to observe the successful negotiation of the sessionto satisfy the intent of
the test. If the evaluator detects that notall ciphers definedin the TSS for SSH are supported by the TOE and/or
the TOE supports one or more additional ciphers not defined inthe TSS for SSH, the test shall be regarded as failed.

The evaluator attempted to establish an SSH connection with each of the following SSH algorithms in the SFR to
encryptthesession. The evaluator captured packets associated with each of the connectionattempts and observed
through testing thatthe TOE supports the following:

aes128-chc

aes256-chc

aes128-ctr

aes256-ctr
aes128-gcm@openssh.com
aes256-gcm@openssh.com

| 2.2.10.5 NDcPP22e:FCS_SSHS_EXT.1.5
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TSS Assurance Activities: The evaluatorshall check the description of the implementation of this protocol in the
TSSto ensurethatthe SSH server's host public key algorithms supported are specified andthatthey areidentical
to thoselistedfor this component.

Section 6.2 of [ST] indicates that the TOE uses a 2048-bit RSAkey asits host key for ssh-rsa, or a 2048-bit RSA certificate
for x509v3-ssh-rsa and x509v3-rsa2048-sha256 authentication.

Guidance Assurance Activities: The evaluator shall also check the guidance documentationto ensurethatit
containsinstructions on configuring the TOE so that SSH conforms to the description inthe TSS (for instance, the
setof algorithms advertised by the TOE may haveto berestricted to meet the requirements).

The sectionentitled "Secure Shell Configuration" in [CC-Guide] explains thatthe TOE canuse either anRSA host key
or an X.509digital certificate as a Host Authentication method. The sub-section entitled "Enable RSA Authentication
and Generatethe Host Key" provides instructions for such configuration changes.

Testing Assurance Activities: Test objective: This test caseis meant to validate thatthe TOE server will support
host publickeys of the claimed algorithm types.

Test 1: The evaluator shall configure (only if required by the TOE) the TOE to use each of the claimed host public
key algorithms. The evaluator will then useanSSH client to confirm that the client canauthenticate the TOE server
public key using the claimed algorithm. Itis sufficient to observe (on the wire) the successful negotiation of the
algorithmto satisfy theintent of the test.

Has effectivelybeen moved to FCS_SSHS_EXT.1.2.

Testobjective: This negativetest caseis meantto validatethatthe TOE server does not support host publickey
algorithms thatare notclaimed.

Test2: The evaluator shall configure a non-TOE SSH client to only allow it to authenticate an SSH server host public
key algorithmthatis notincluded in the ST selection. The evaluatorshall attempt to establish an SSH connection
fromthe non-TOE SSH client to the TOE SSH server and observe that the connection is rejected.

Test 1: The evaluatorattempted to establish an SSH connection with each of the following SSH public keyalgorithms.

The evaluator captured packets associated with each of the connection attempts. The evaluator observed through
testing thatthe TOE supports the following:

e ssh-rsa
e x509v3-ssh-rsa
e x509v3-ssh2048-rsa256

Test2: Theevaluatorgenerated a new RSAkey pairon a clientand did not configure the TOE to recognize that key
pair.The subsequent connectionattemptfailed.
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Test3: The evaluatorattempted to establish anSSH connection using ssh-dsa. The evaluator captured packets and
was ableto determinethe connectionattempt failed as expected.

| 2.2.10.6 NDcPP22e:FCS_SSHS_EXT.1.6

TSS Assurance Activities: The evaluatorshall check the TSS to ensure thatit lists the supported data i ntegrity
algorithms, andthatthatlist corresponds to thelistinthis component.

Section 6.2 of the ST states thatthe TOE supports SSHv2 encryption algorithms aes128-ctr, aes256-ctr, aes128-chc,
aes256-cbc, aes128-gcm@openssh.com, andaes256-gcm@openssh.com to ensure confidentiality of sessions. The
TOE supports HMAC-SHA-1 and HMAC-SHA2-256 to ensure theintegrity of thesession. The TOE also supports DH
Group 14 astheonlyallowed key exchange methods. These are consistent with the requirements claimedin [ST].

No optional characteristics are s pecified.

Guidance Assurance Activities: The evaluator shall also check the guidance documentationto ensurethatit
containsinstructions to the Security Administrator on how to ensurethatonly the allowed dataintegrity
algorithms are used in SSH connections with the TOE (specifically, thatthe 'none' MAC algorithmis not allowed).

The sectionentitled "Secure Shell Configuration" in[CC-Guide] indicates that the TOE supports MAC ciphers HMAC-
SHA1 and HMAC-SHA2-256. It explains thatother algorithms must be disabledin an evaluated configuration.

Testing Assurance Activities: Test 1 [conditional,ifanHMAC or AEAD_AES_* GCM algorithmisselected in the ST]:
The evaluatorshall establish an SSH connection using each of the algorithms, except 'implicit', s pecified by the
requirement. Itis sufficientto observe (on the wire) the successful negotiation of the algorithm to satisfy the
intentof thetest.

Note: To ensurethe observed algorithmis used, the evaluatorshall ensure a non-aes*- gcm@openssh.com
encryption algorithmis negotiated while performing this test.

Test 2 [conditional,ifanHMAC or AEAD_AES_* GCM algorithmis selected in the ST]: The evaluatorshall configure
anSSHclientto onlyallowa MAC algorithmthatis notincluded the ST selection. The evaluator shall attempt to
connectfromtheSSH clientto the TOE and observe thatthe attemptfails.

Note: To ensurethe proposed MAC algorithmis used, the evaluator shall ensure a non-aes*- gcm@openssh.com
encryption algorithmis negotiated while performing this test.

Test 1: The evaluator attempted to establish an SSH connection with each of the following SSH transport MAC
algorithms. The evaluator captured packets associated with each of these connection attempts. The evaluator
observed through testing thatthe TOE supports the following:

e hmac-shal,

e hmac-sha2-256.
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Test2: Theevaluator attempted to connect to the TOE using HMAC-MD5. The TOE rejects the attempt as expected.

| 2.2.10.7 NDcPP22e:FCS_SSHS_EXT.1.7

TSS Assurance Activities: The evaluatorshall check the TSS to ensure thatitlists the supported key exchange
algorithms, andthatthatlist corresponds to thelistinthis component.

Section 6.2 of the ST states thatthe TOE supports SSHv2 encryption algorithms aes128-ctr, aes256-ctr, aes128-chc,
aes256-chc, aes128-gcm@openssh.com, andaes256-gcm@openssh.com to ensure confidentiality of sessions. The
TOE supports HMAC-SHA-1 and HMAC-SHA2-256 to ensure theintegrity of thesession. The TOE also supports DH
Group 14 astheonlyallowed key exchange methods. These are consistent with the requirements claimedin [ST].

No optional characteristics are s pecified.

Guidance Assurance Activities: The evaluator shall also check the guidance documentationto ensurethatit
contains instructions to the Security Administrator on how to ensure that only the allowed key exchange
algorithms are used in SSH connections with the TOE.

The sectionentitled "Secure Shell Configuration" in [CC-Guide] indicates thatthe TOE SSH i mplementation supports
only the Diffie-Hellman-Group14-SHA1 method and that this is enabled by default and no extra configuration is
needed or allowed.

Testing Assurance Activities: Test 1: The evaluator shall configure an SSH client to only allow the diffie-hellman-
groupl-shalkey exchange. The evaluatorshallattemptto connect fromthe SSH client to the TOE and observe that
the attemptfails.

Test2: For each allowed key exchange method, the evaluator shall configurean SSH clientto only allow that
method for key exchange, attempt to connect fromthe client to the TOE, and observe that the attempt succeeds.

Test 1- The evaluator attempted to connect to the TOE using Diffie-Hellman-Group1l. The TOE rejects the attempt
as expected.

Test 2 - The evaluator attempted to establishan SSH connection with each of the following key exchange methods:
diffie-hellman-group14-sha. The evaluator captured packets associated with each of these connectionattempts. The
evaluatorobservedthrough testingthatthe TOE supports the following:

o diffie-hellman-group14-sha key exchange

| 2.2.10.8 NDcPP22e:FCS_SSHS_EXT.1.8

TSS Assurance Activities: The evaluator shall check that the TSS specifies the fol lowing:
a) Both thresholds are checked by the TOE.

b) Rekeyingis performed uponreaching thethresholdthatis hitfirst.
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Section 6.2 of [ST] indicates thatthereis a TOEinitiated rekey before 1 hour or before 1GB whichever comes first.
Thesearethedefaultrekey values that cannot be modified by the administrator.

Guidance Assurance Activities: If one or morethresholds thatare checked by the TOE to fulfil the SFR are
configurable, then the evaluatorshall check that the guidance documentationdescribes how to configure those
thresholds. Either the allowed values are s pecified inthe guidance documentation and must not exceed the limits
specifiedin the SFR (one hour of sessiontime, one gigabyte of transmitted traffic) or the TOE must notaccept
values beyondthe limits specified in the SFR. The eval uator shall check that the guidance documentation describes
thatthe TOE reacts to thefirstthreshold reached.

The sectionentitled "Configure SSH Rekeying" in [CC-Guide] indicates that the TOE SSH server can be configuredto
rekey based on a time or data limit. This section includes the commands to setthese limits.

Testing Assurance Activities: The evaluator needs to perform testing that rekeying is performed according to the
description inthe TSS. The evaluator shall test both, the time-based threshold and the traffic-based threshold.

For testing of the time-based thresholdthe evaluatorshall use an SSH client to connect to the TOE and keep the
session open until thethreshold is reached. The evaluator shall verify that the SSH session has been active longer
than thethreshold valueand shall verifythatthe TOE initiated a rekey (the method of verification shall be
reported by the evaluator).

Testing does not necessarily have to be performed with the threshold configured at the maximum allowed value of
onehour of sessiontime butthe value usedfor testing shall not exceed one hour. The evaluator needs to ensure
thatthe rekeying has been initiated by the TOE and not by the SSH client thatis connected to the TOE.

For testing of the traffic-based threshold the evaluatorshall use the TOE to connectto an SSH clientand shall
transmit data to and/orreceive datafrom the TOE within the active SSH sessionuntil the threshold fordata
protected by either encryptionkey isreached. Itisacceptableif therekey occurs beforethethresholdis reached
(e.g. becausethetraffic is counted according to one of the alternatives given inthe Application Note for
FCS_SSHS_EXT.1.8).

The evaluator shall verify that more data has been transmitted withinthe SSH session than the threshold allows
and shall verify that the TOE initiated a rekey (the method of verificationshall be reported by the evaluator).

Testing does not necessarily have to be performed with the threshold configured at the maximum allowed value of
onegigabyte of transferred traffic, but the value usedfor testing shall not exceed one gigabyte. The evaluator
needs to ensurethattherekeying has been initiated by the TOE and not by the SSH client thatis connected to the
TOE.

If one or morethresholds thatare checked by the TOE to fulfil the SFR are configurable, the evaluator needs to
verify thatthethreshold(s) can be configured as described inthe guidance documentation and the evaluator needs

to test that modification of thethresholdsis restricted to Security Administrators (as required by
FMT_MOF.1(3)/Functions).
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In cases where data transfer threshold could not be reached due to hardware limitationsitis acceptable to omit
testing of this (SSH rekeying based on data transferthreshold) thresholdif both the following conditions are met:

a)Anargumentis presentinthe TSS sectiondescribing this hardware-based limitationand

b) All hardware components that are the basis of such argument are definitively identifiedin the ST. For example,
if specific Ethernet Controller or WiFiradio chipis theroot cause of suchlimitation, these chips must be identified.

The evaluatorattempted to connect to the TOE using anSSH client. The evaluator configured the rekey time limit to
1 hour. The evaluator performed the rekey Time Limit test and found that the TOE initiated a rekey event at less
than 1 hour. The evaluatorconfigured the rekey data limitto 1GB. The evaluator performedthe DATA LIMIT rekey
testfound thatthe TOE rekeyed at below the required 1GB.

Component TSS Assurance Activities: None Defined
Component Guidance Assurance Activities: None Defined

Component Testing Assurance Activities: None Defined

2.2.11 TLS CLIENT PrROoTOCOL WITHOUT MUTUAL AUTHENTICATION~PER TD0O634 &
TD0670 (NDcPP22E:FCS_TLSC_EXT.1)

|2.2.'l 1.1 NDcPP22e:FCS_TLSC_EXT.1.1

TSS Assurance Activities: The evaluatorshall check the description of the implementation of this protocol in the
TSSto ensurethattheciphersuites supported are specified. The evaluator shall check the TSS to ensure thatthe
ciphersuites specified include those listed for this component.

Section 6.2 of the ST states that the TOE supports TLS v1.2 with the ciphersuites for its syslog connections the
following ciphersuites are supported for communications with syslog servers:

TLS_DHE_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ ECDHE_RSA_WITH_AES_256_CBC_SHA384

Section 6.2 of the ST also states that the TOE supports TLS v1.2 with the ciphersuites listed above for its syslog
connections.

The listof ciphersuitesinthe TSSis consistent with those listed in the requirement.
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Guidance Assurance Activities: The evaluator shall check the guidance documentationto ensurethatit contains
instructions on configuringthe TOE so that TLS conforms to the descriptioninthe TSS.

As stated in the section entitled "Supported Cryptographic Methods", the TOE does notallow TLS ciphersuites to be
configured. The only configuration necessary is described in the section entitled "Enable a TLS Connection to the
Syslog Server" which explains how to identifythe syslog serverand network port used by the TOE.

Testing Assurance Activities: Test 1: The evaluatorshall establish a TLS connection using each of the ciphersuites
specified by the requirement. This connection may be established as part of the establishment of a higher-evel
protocol, e.g.,as partofan HTTPS session. Itis sufficient to observe the successful negotiation of a ciphersuite to
satisfytheintentofthetest;itis not necessary to examinethe characteristics of the encrypted trafficto discern
the ciphersuite being used (for example, that the cryptographic algorithmis 128-bit AES and not 256-bit AES).

Test2: The evaluator shall attempt to establishthe connection usinga server with a server certificate that contains
the Server Authentication purposein the extendedKeyUsage extensionandverify thata connection is established.
The evaluatorwillthen verifythatthe client rejects an otherwise validserver certificate thatlacks the Server
Authentication purposein the extendedKeyUsage field, and a connectionis not established. Ideally, the two
certificates should beidentical except for the extendedKeyUsage field.

Test 3: Theevaluator shall send a server certificatein the TLS connection that does not match the server-selected
ciphersuite (for example, sendan ECDSA certificate while usingthe TLS_RSA WITH_AES_ 128 CBC_SHA
ciphersuite). The evaluatorshallverify that the TOE disconnects after receiving the server's Certificate handshake
message.

Test4: The evaluator shall perform the following 'negative tests":

a) Theevaluator shall configure the server to selectthe TLS_NULL WITH_NULL_NULL ciphersuite and verifythat
the client denies the connection.

b) Modify theserver's selected ciphersuite inthe Server Hello handshake message to be a ciphersuite not
presented in the Client Hellohandshake message. The evaluator shall verifythat the client rejects the connection
after receiving the Server Hello.

c) [conditional]: If the TOE presents the Supported Elliptic Curves/Supported Groups Extensionthe evaluatorshall
configuretheserverto performanECDHE or DHE key exchangeinthe TLS connectionusing a non-supported
curve/group (forexample P-192) andshall verify that the TOE disconnects after receiving the server's Key
Exchange handshake message.

Test5: The evaluator shall perform the following modifications to the traffic:

a) ChangetheTLS versionselected by the server inthe Server Helloto a non-supported TLS version and verify that

the clientrejects the connection.

b) [conditional]: If using DHE or ECDH, modifythe signature blockinthe Server's Key Exchange handshake
message, andverify that the handshake does not finished successfully, and no application data flows. This test

EE———————
GSS CCT Assurance Activity Report Page 45 of 102 2022 Gossamer Security Solutions, Inc.

Document: AAR-VID11312 All rights reserved.




Version 0.3, December 16,2022

does notapply to ciphersuites using RSA key exchange. If a TOE only supports RSA key exchangeinconjunction
with TLS, then this test shall be omitted.

Test6: The evaluator performs the following 'scrambled message tests':

a) Modify a byteinthe Server Finished handshake message andverify that the handshake does not finish
successfully and no application data flows.

b) Send a garbled message from the server after the server hasissued the ChangeCipherSpec message andverify
thatthe handshake does not finish successfully and no application data flows.

c) Modify atleastone bytein theserver'snonceinthe Server Hello handshake message andverify that theclient
rejects the Server Key Exchange handshake message (ifusinga DHE or ECDHE ciphersuite) or that the server denies
the client's Finished handshake message.

For the following tests the evaluator configured the test server to not require mutual authentication and configured
the TOE to establish a TLS sessionwith this testserver.

Test 1: The evaluatorestablished a TLS sessionfromthe TOE to a test server with the test server configured to accept
connections with only one of the claimed cipher suites. The evaluator used a network sniffer to capture the TLS
session negotiation. The evaluator examined each traffic capture and observed that the expected TLS cipher was
negotiated.

Test2: The evaluator configuredthe test server to send a certificate with the Server Authentication purposein the
extendedKeyUsagefield. Using a network sniffer the evaluator captured the TLS session negotiation and observed
thattheTLS session is accepted by the TOE. The evaluatorreconfigured the test server to retry the TLS session using
a certthatis missingthe Server Authentication purposeinthe extendedKeyUsage field. Using a network sniffer the
evaluator captured the TLS session negotiation and observed thatthe TLS session is rejected by the TOE.

Test 3: The evaluator established a TLS session from the TOE. A modified test server negotiates
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256, but returns an RSA Certificate. Using a network sniffer to
capturetheTLS session negotiation and observed that the TLS session is not negotiated successfully.

Test 4a: The evaluator configured a test server to offer only the TLS_NULL WITH_NUL_NULL ciphersuite. The
evaluator then attempted to establish a TLS session fromthe TOE to thattest server. Using a network sniffer, the
evaluator captured the TLS session negotiation and observed thatthe TLS session is rejected by the TOE.

Test4b:The evaluator configured the TOE to connect to a testserver using TLS. During the connection the evaluator
caused theserver to choose a ciphersuite thatthe TOE did not offer inits Client Hello handshake message.

Test 4c: The evaluator configured the TOE to connect to a test server using TLS with a TOE supported ECDHE key

exchange method. The evaluator also configured the test server to accept that same ECHDE key exchange method,
butto requirea curvethatwasnotsupported by the TOE (i.e., P-192). The evaluatorthen observed the TOE reject
negotiation.
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Test5a: Theevaluator configuredthe TOE to connect to a test server using TLS. During the connection the evaluator
caused theserverto useaTLS version inthe Server Hello that is a non-supported TLS version (version 1.4 represented
by two bytes 0x0305). Please note the distinction between the TLS record layer version (which remained unchanged
as version1.2) and the TLS version withinthe Server Hello message (which indicates the Server's selected TLS version
to govern the remaining handshake messages). Thetestrequires alternation of the TLS version in the Server Hello
message, notthe TLS version inthe TLS record layer. The evaluator verified that the client rejected the negotiation.

Test5b: The evaluator configured the TOE to connectto a test server usingTLS. During the connection the evaluator
caused the server to modify the signature blockin the Server's Key Exchange handshake message. The evaluator
verified thatthe client rejected the negotiation.

Test6a & 6b: The evaluatorobtained a packet capture of the TLS sessionnegotiation between the TOE (client) and
atestserver. Theserver implementation of the TLS protocol was modified as stated in the assurance activity 'a'and
'b'. The evaluatorverifiedthattheclientdid notfinishthe negotiationandno applicationdata was transferred.

Test6¢: The evaluatorobtained a packet capture of the TLS session negotiation between the TOE (client) and a test
server. The server implementation of the TLS protocol was modified as stated in the assurance activity. The
evaluatorverified that the client rejected the Server Key Exchange handshake message.

|2.2.11.2 NDcPP22e:FCS_TLSC_EXT.1.2

TSS Assurance Activities: The evaluator shall ensure that the TSS describes the client's method of establishing all
referenceidentifiers from the administrator/application-configured reference identifier, including which types of
referenceidentifiers are supported (e.g. application-specific Subject Alternative Names ) and whether |P addresses
and wildcards are supported.

Note thatwherea TLS channel is being used between components of a distributed TOE for FPT_ITT.1, the
requirements to havethe referenceidentifier established by the userarerelaxedandtheidentifiermay also be
established througha 'Gatekeeper' discovery process. The TSS should describe the discovery process and highlight
how the referenceidentifieris supplied to the 'joining' component. Where the secure channel is beingused
between components of a distributed TOE for FPT_ITT.1 and the STauthorselected attributes from RFC 5280, the
evaluatorshallensurethe TSS describes which attribute type, or combination of attributes types, are used by the
clientto matchthe presented identifier with the configured i dentifier. The evaluatorshallensure the TSS presents
anargumenthow theattribute type, or combination of attribute types, uniquelyidentify the remote TOE
component; and the evaluatorshall verify the attribute type, or combination of attribute types, is sufficient to
supportunigueidentification of the maximum supported number of TOE components.

If IP addresses are supported in the CN as reference identifiers, the evaluator shallensure that the TSS describes
the TOE's conversion of the text representation of the IP address in the CN to a binaryrepresentation of the IP
addressin network byte order. The evaluator shall also ensure thatthe TSS describes whether canonical format
(RFC5952for IPv6, RFC 3986 for IPv4)is enforced.

Section 6.2 of [ST] indicates thatthe TOE supports X509v3 certificates following format defined by RFC 5280 during
TLS negotiations. The reference identifier configured on the TOE must be either a hostname/FQDN or an IPv4
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address. The following identifiers are supported in CN: IPv4 address or a hostname. The following identifiers are
supported in SAN: FQDN, IPv4 address. Wildcards are supported in the CN with a hostname or in the SAN with a
FQDN identifier.

Section 6.2 of [ST] indicates that the TOE does support |P addresses in the CN, and does describe conversion of IP
addresses, it further indicates that canonical format is enforced per RFC 3986. This section states that when the
presented identifierintheCNis an IPv4address, the TOE converts thestring to a binary representation of an IPv4
address in network byte order. If thereis not an exact binary match, then the verification fails. The TOE expects
IPv4 identifier to follow the RFC 3986 defined canonical format, if any unexpected special characters or extra
numbers are encountered, the verification fails.

Guidance Assurance Activities: The evaluator shall ensure that the operational guidance describes all supported
identifiers, explicitly states whether the TOE supports the SAN extension or not, and includes detailed instructions
on howto configure the referenceidentifier(s)usedto check theidentity of peer(s). If the identifier scheme
implemented by the TOE includes support for IP addresses, the evaluator shall ensure that the operational
guidance provides a set of warnings and/or CA policy recommendations that wouldresultin secure TOE use.

Wherethe secure channel is being used between components of a distributed TOE for FPT_ITT.1, the SFR sel ects
attributes from RFC 5280, and FCO_CPC_EXT.1.2selects 'nochannel’; the evaluatorshallverify the guidance
provides instructions for establishing unique referenceidentifiers based on RFC5280 attributes.

The sectionentitled "Enable a TLS Connection to the Syslog Server" in [CC-Guide] provides instructions to configure
a syslogserverto acceptauditdatafromthe TOE. Theseinstructions include commands to identify the syslog server
by IPv4 address. Thissectionalsostates that VOSS will accept certificates from the syslog server whichidentify the
server either bylPv4addressinthe SAN or CN. It will also accept certificates from a syslogserver wherea DNS name
intheSAN or CN can beresolved to the IPv4 address thatis configured.

The TOEis notdistributed.

Testing Assurance Activities: Note that the following tests are marked conditional and are applicable under the

following conditions:

a) For TLS-based trusted channel communications according to FTP_ITC.1 where RFC6125is selected, tests 1-6are
applicable.

or

b) For TLS-based trusted path communications according to FTP_TRP where RFC 6125 is selected, tests 1-6 are
applicable

or

c) For TLS-based trusted path communications according to FPT_ITT.1 where RFC6125is selected, tests 1-6are
applicable. Where RFC5280is selected, only test 7 is applicable.
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Note thatfor sometests additional conditions apply.

IP addresses arebinaryvaluesthat must be converted to a textual representation when presented in the CN of a
certificate. When testing IP addressesinthe CN, the evaluatorshall followthe following formatting rules:

- IPv4:TheCN contains asingle address thatis represented a 32-bit numericaddress (1Pv4) is written indecimal as
four numbers thatrange from 0-255 separated by periods as specified inRFC 3986.

- IPv6:The CN contains asingle IPv6address thatis represented as eight colon separated groups of four lowercase
hexadecimal digits, each group representing 16 bits as specified in RFC4291. Note: Shortened addresses,
suppressed zeros, and embedded |Pv4 addresses are not tested.

The evaluatorshall configure the referenceidentifieraccording to the AGD guidance and perform the following
tests duringa TLS connection:

a) Test 1 [conditional]: The evaluatorshall present a server certificate that contains a CN that does not match the
referenceidentifier and does not contain the SAN extension. The evaluator shall verifythatthe connectionfails.
The evaluatorshall repeat this test for each identifier type (e.g. |Pv4, IPv6, FQDN) supported in the CN. When
testing IPv4 or IPv6 addresses, the evaluator shall modifya single decimal or hexadecimaldigitin the CN.

Remark: Some systems might require the presence of the SAN extension. Inthis case the connection would still fail
but for the reason of the missing SAN extensioninstead of the mismatch of CN and reference identifier. Both
reasonsareacceptableto passTest1.

b) Test2 [conditional]: The evaluatorshallpresenta server certificate that contains a CN that matches the

referenceidentifier, contains the SAN extension, but does not contain anidentifier in the SAN that matches the
referenceidentifier. The evaluator shall verify that the connectionfails. The evaluator shall repeat this test for
each supported SAN type (e.g. IPv4, IPv6, FQDN, URI). When testing |Pv4 or | Pv6 addresses, the eval uator shall
modify a single decimal or hexadecimal digitin the SAN.

c) Test 3 [conditional]: If the TOE does not mandate the presence of the SAN extension, the evaluatorshall present
a server certificate that contains a CN that matches the reference identifierand does not contain the SAN
extension. The evaluator shall verify that the connectionsucceeds. The evaluator shall repeat this testfor each
identifier type (e.g. IPv4, IPv6, FQDN) supported inthe CN. If the TOE does mandate the presence of the SAN
extension, this Test shall be omitted.

d) Test4 [conditional]: The evaluatorshallpresent a server certificate that contains a CN that does not matchthe
referenceidentifier but does contain anidentifierin the SAN that matches. The evaluator shall verify that the
connection succeeds. The evaluator shall repeat this test for eachsupported SAN type (e.g. IPv4, IPv6, FQDN, SRV).

e) Test5 [conditional]: The evaluator shall perform the fol lowingwildcard tests with each supported type of
referenceidentifier thatincludes a DNS name (i.e. CN-ID with DNS, DNS-ID, SRV-ID, URI-ID):

1) [conditional]: The evaluator shall present a server certificate containing a wildcardthatis notintheleft- most
label of the presented identifier (e.g. foo.*.example.com) and verifythat the connectionfails.
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2) [conditional]: The evaluator shall present a server certificate containing a wildcardin the left-most | abel (e.g.

* example.com). The evaluator shall configure the referenceidentifier with a single left-most label (e.g.
foo.example.com) andverify that the connection succeeds if wildcards are supported or fails ifwildcards are not
supported. The evaluator shall configure the referenceidentifier without a left-most label asinthe certificate (e.g.
example.com) and verifythatthe connection fails. The evaluator shall configure the reference identifier with two
left-mostlabels (e.g. bar.foo.example.com) and verifythat the connectionfails. (Remark: Support for wildcards
was alwaysintended to be optional. Itis sufficient to state that the TOE does not support wildcards and observe
rejected connection attempts to satisfy corresponding assurance activities.)

f) Objective: The objective of thistestis to ensurethe TOEis able to differentiate between |P address identifiers
thatarenotallowedto contain wildcards and other types of identifiers that may contain wildcards.

Test 6 [conditional]: If IP address identifiers supported in the SAN or CN, the evaluatorshall present a server
certificate that contains a CN that matches thereferenceidentifier, except one of the groups has been replaced
with a wildcard asterisk (*) (e.g. CN=*.168.0.1 when connecting to 192.168.1.20,
CN=2001:0DB8:0000:0000:0008:0800:200C:*when connecting to 2001:0DB8:0000:0000:0008:0800:200C:4 17A).
The certificate shall not contain the SAN extension. The evaluator shall verify that the connection fails. The
evaluatorshallrepeatthis test for each supported |P address version (e.g. |Pv4, IPv6).

This negative test corresponds to the following section of the Application Note 64: 'The exception being, the use of
wildcardsis notsupported when using IP address as the referenceidentifier.'

Remark: Some systems might require the presence of the SAN extension. Inthis case the connection would still fail
but for the reason of the missing SAN extensioninstead of the mismatch of CN and reference identifier. Both
reasonsareacceptableto pass Test6.

Test 7 [conditional]: If the secure channel is used for FPT_ITT,andRFC 5280is selected, the evaluator shallperform

the following tests. Note, when multiple attribute types are selected inthe SFR (e.g. when multiple attribute types
arecombined to formthe uniqueidentifier), the evaluator modifies each attribute typein accordance with the
matching criteria described in the TSS (e.g. creating a mismatch of one attributetype ata timewhile other
attribute types containvalues that willmatcha portion of the referenceidentifier):

1) The evaluatorshall present a server certificate that does not containan identifier inthe Subject (DN) attribute
type(s) that matches thereferenceidentifier. The evaluatorshall verify that the connection fails.

2) The evaluatorshall present a server certificate that contains a valididentifier as an attribute type other than the
expected attribute type (e.g.ifthe TOE is configured to expectid-atserialNumber=correct_identifier, the certificate
couldinstead includeid-at-name=correct_identifier), and does not contain the SAN extension. The evaluatorshall
verify thatthe connection fails. Remark: Some systems might require the presence of the SAN extension. Inthis
casetheconnection wouldstill fail but for the reason of the missing SAN extension instead of the mismatch of CN
and referenceidentifier. Both reasons are acceptable to pass this test.

3) The evaluatorshall present a server certificate that contains a Subject attribute type that matches the reference
identifier and does not contain the SAN extension. The evaluator shall verify that the connectionsucceeds.
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4) The evaluatorshall confirmthatall use of wildcards results in connectionfailure regardless of whether the
wildcards are used in theleft or right side of the presented identifier. (Remark: Use of wildcards is not addressed
within RFC5280.)

The TOE utilizes TLS for FTP_ITC.1 and FTP_TRP communications, therefore tests 1 through 6 are applicable.
However, the TOE does notsupportIPaddresses and thustest6 is notapplicable.

Test1: The evaluatorconfigured the TOE to expecta CN-ID or DN-ID. The evaluatorthen established a TLS session
from the TOE targeting a server using a valid certificate with a CN matching the domain name used by the client.
Using a network sniffer to capture the TLS session negotiation the evaluator examined the traffic capture and
observed a successful connection. The evaluator then established a TLS session from the TOE targeting a server
usingaserver certificate that does not contain an identifier in either the Subject Al ternative Name (SAN) or Common
Name (CN) that matches thereferenceidentifier. Using a networksniffer to capture the TLS session negotiation the
evaluatorexamined thetrafficcaptureand observed that the TLS session was not negotiated successfully.

Test2: The evaluatorestablished a TLS sessionfrom the TOE targetinga server using a server certificate that contains
a CNthat matches the referenceidentifier, contains the SAN extension, but does not contain anidentifierin the SAN
that matches thereferenceidentifier. Using a network sniffer to capture the TLS session negotiationthe eval uator
examined thetraffic captureand observed that the TLS session was not negotiated successfully.

Test 3: The evaluatorestablished a TLS sessionfrom the TOE targetinga server using a server certificate that contains
a CN that matches the reference identifier and does not contain the SAN extension. Using a network sniffer to
capture the TLS session negotiation the evaluator examined the traffic capture and observed that the TLS session
was negotiated successfully.

Test4:The evaluator established a TLS sessionfrom the TOE targeting a server using a server certificate that contains

a CN that does not match thereferenceidentifier but does contain anidentifier in the SAN that matches. Usinga

network sniffer to capture the TLS session negotiation the evaluator examined the trafficcapture and observed that
the TLS session was negotiated successfully.

Test5: The evaluatortested hostname wildcards by configuring anexpected DNS on the TOE with thetest server’s
certificates configured with wildcard DNS names. The TOE successfully checked the hostname wildcards and
behaved as expected. The evaluator used a network sniffer to capture the TLS session negotiation and observed that
the TLS session was negotiated as shownin column 3 of the followingtable.

Certificate Contents HostID Expected Result
CN=bar.*.example.com bar.foo.example.com No Connection
SAN=bar.*.example.com bar.foo.example.com No Connection
CN=*.example.com foo.example.com Successful Connection

SAN=*.example.com foo.example.com Successful Connection
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CN=*.com example.com No Connection
SAN=*.com example.com No Connection
CN=*.example.com bar.foo.example.com No Connection
SAN=*.example.com bar.foo.example.com No Connection

Test 6: The evaluator configured the TOE to connect with the GSS test server using TLS with the test server alternately
configured with a certificate identifier as indicated in each test case below. The evaluator observed that the TOE
connected when the identifier fulfilled the required rules, and the connection was rejected when the rules were not
followed.

Test7: The TOE does not utilize TLS for FTP_ITT communication and therefore this testis notapplicable.

| 2.2.11.3 NDcPP22E:FCS_TLSC_EXT.1.3

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: The evaluatorshalldemonstrate that using an invalid certificateresultsinthe
functionfailing as follows:

Test 1: Using the administrative guidance, the evaluator shall load a CA certificate or certificates needed to validate
the presented certificate used to authenticate an external entity and demonstrate that the function succeeds and
a trusted channel canbe established.

Test2: Theevaluator shall then change the presented certificate(s) so that validation fails and show that the
certificateis not automatically accepted. The evaluatorshall repeat this test to cover the selected types of failure
definedin theSFR (i.e. the selected ones from failed matching of the referenceidentifier, failed validation of the
certificate path, failed validation of the expirationdate, failed determination of the revocationstatus). The
evaluatorperforms theactionindicated inthe SFR selection observing the TSF resulting in the expected state for
the trusted channel (e.g. trusted channel was established) covering the types of failure for whichan override
mechanismis defined.

Test 3 : The purpose of this test to verify that only selected certificate validation failures could be administratively
overridden. If any override mechanism s defined for failed certificate validation, the evaluatorshall configure a
new presented certificate that does not containa valid entry in one of the mandatory fields or parameters (e.g.
inappropriate valueinextendedKeyUsagefield) butis otherwise validandsigned by a trusted CA. The evaluator
shall confirmthatthe certificate validationfails (i.e. certificateis rejected), and thereis no administrative override
availableto acceptsuchcertificate.

Test 1: As partoftesting FTP_ITC.1 Test 1, the evaluator loaded certificates needed to validate the certificate that
was presented by an external entity and demonstrated that the function succeeds and a trusted channel was
established.
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Test2: This testhas been performed as part of several other test activities namely:
match thereferenceidentifier-- Corresponds to FCS_TLSC_EXT.2.2Tests 1 through 6.
validate certificate path-- Corresponds to FIA X509 EXT.1/REV.1Test1
validate expiration date-- Corresponds to FIA_ X509 EXT.1/REV.1 Test2
determinetherevocation status -- Correspondsto FIA_X509_EXT.2 Test 1.

Test3: The TOE does not offer the abilityto override certificate validation failures.

| 2.2.11.4 NDcPP22e:FCS_TLSC_EXT.1.4

TSS Assurance Activities: The evaluatorshall verifythat TSS describes the Supported Elliptic Curves/Supported
Groups Extensionand whether the required behavioris performed by default or maybe configured.

Section 6.2 of [ST] states that the TOE offers secp256r1, secp384rl, secp521rl as supported groups for ECDHE
ciphersuites when actingasa TLS client.

Guidance Assurance Activities: If the TSS indicates that the Supported Elliptic Curves/Supported Groups Extension
must be configured to meet the requirement, the evaluator shall verify that AGD guidanceincludes configuration
of the Supported Elliptic Curves/Supported Groups Extension.

The Supported Elliptic Curves/Supported Groups Extension cannot be configured and thus the [CC-Guide] does not
contain any instructions for configuration of these values.

Testing Assurance Activities: Test 1 [conditional]: If the TOE presents the Supported Elliptic Curves/Supported
Groups Extension, the evaluatorshall configure the server to perform ECDHE or DHE (as applicable) key exchange
using each of the TOE's supported curves and/or groups. The evaluatorshall verify that the TOE successfully
connects to theserver.

Test 1: For ECDHE key exchanges, the evaluator attempted to establish a TLS session between the TOE and a test
server configured to allow only one key exchange method. The evaluator observed that the TOE was able to connect
with thetestserver using the followingkey exchange methods.

ECDHE w/ P-256 curve
ECDHE w/ P-384 curve

ECDHEw/ P-521 curve

Component TSS Assurance Activities: None Defined
Component Guidance Assurance Activities: None Defined

Component Testing Assurance Activities: None Defined
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I 2.3 IDENTIFICATION AND AUTHENTICATION (FIA)

I 2.3.1 AUTHENTICATION FAILURE MANAGEMENT (NDCcPP22E:FIA_AFL.1)

| 2.3.1.1 NDcPP22e:FIA_AFL.1.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

|2.3.1.2 NDcPP22e:FIA_AFL.1.2

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall examine the TSS to determinethatitcontainsa
description, for each supported method for remote administrative actions, of how successive unsuccessful
authentication attempts are detected andtracked. The TSS shall also describe the method by whichthe remote
administratoris prevented from successfully logging on to the TOE, and the actions necessary to restore this
ability.

The evaluatorshall examine the TSS to confirm that the TOE ensures that authentication failures by remote
administrators cannotlead to a situation where no administratoraccess is available, either permanently or
temporarily (e.g. by providinglocal logonwhichis not subject to blocking).

Section 6.3 of [ST] explains that the administrator can configure the maximum number of failed attempts using the
ClU interface. The configurablerangeis between 1 and 256 attempts. When a user account has exceeded maximum
number of unsuccessful authentication attempts it will be locked. The host that the user was connecting from, is
alsolocked out, but that host is automatically unlocked base on a timer. The user account remains locked out till
the admin unlocks the user’s account using a CLI command.

Section 6.3 of [ST] also explains that the account lockout feature is not enforced on logins occurring at the local
console for the “Privilege” account. This accountis allowed to login only at the console, and can unlock other
accounts, thus ensuring thata system cannot getinto a situation where no administratoraccess is available.

Component Guidance Assurance Activities: The evaluator shall examine the guidance documentationto ensure
thatinstructions for configuring the number of successive unsuccessful authentication attempts and time period (if
implemented) are provided, and that the process of allowing the remote administratorto once againsuccessfully
logonis described for each 'action’ specified (if that option is chosen). If different actions or mechanisms are
implemented depending on the secure protocol employed (e.g., TLS vs. SSH), all must be described.
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The evaluatorshall examine the guidance documentation to confirm thatit describes, andidentifies the
importance of, any actions thatarerequired inorderto ensure thatadministratoraccess will always be
maintained, even if remote administration is made permanently or temporarily unavailable due to blocking of
accountsasa resultof FIA_AFL.1.

The sectionentitled "Configure Global Password Settings" in [CC-Guide] describes the TOE mechanism that locks an
account, identifies the commands to configure this mechanism. The section entitled "Enable a Locked-Out User
Account" describes how a userin the"Privilege Role" can unlockan account, andindicates that the user in this role
can login ONLY from the local console. This prevents the account from becoming locked as a result of remote
authentication failures, thus ensuring that administrators will always have access to the TOE atthe console.

Component Testing Assurance Activities: The evaluator shall perform the following tests for each method by
which remote administrators access the TOE (e.g. any passwords entered as part of establishing the connection
protocol or the remote administratorapplication):

a) Test1:The evaluatorshallusethe operational guidance to configure the number of successive unsuccessful
authentication attempts allowed by the TOE (and, if the time period selectionin FIA_AFL.1.2 isincluded inthe ST,
then the evaluator shall also use the operational guidance to configure the time period after whichaccess is re-
enabled). The evaluatorshall test that once the authentication attempts limitis reached, authentication attempts
with valid credentials are no longer successful.

b) Test 2: After reaching the limit for unsuccessful authentication attempts asin Test 1 above, the evaluatorshall
proceed as follows.

If the administratoractionselectioninFIA_AFL.1.2isincludedin the ST then the evaluator shall confirm by testing
thatfollowing the operational guidance and performing each actionspecified in the ST to re-enable the remote
administrator's access res ults insuccessful access (when usingvalid credentials for that administrator).

If the time period selectionin FIA_AFL.1.2 isincluded inthe ST then the evaluatorshall wait forjust less than the
time period configuredinTest 1 andshow thatanauthorisationattempt using valid credentials does not resultin
successful access. The evaluator shall then wait until just after the time period configured inTest 1 and show that
an authorisation attempt using valid credentials results in successful access.

Test1 & 2: The evaluator configured a limiton failed authentication attempts (i.e., 3 failures). The evaluatorthen
performed morelogin attempts using incorrect credentials than the configured limit. The evaluator observed that
the use of valid credentials immediatel yafter exceeding the limit does not resultina successful login. The evaluator
then unlocked theaccount (using procedures from guidance), observed thatthe user could login successfully with
the correct password and that the count of failed loginattempts was reset to zero.

| 2.3.2 Passworb MANAGEMENT (NDcPP22E:FIA_PMG_EXT.1)

I 2.3.2.1 NDcPP22e:FIA_PMG_EXT.1.1

| TSS Assurance Activities: None Defined
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Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall examine the TSS to determine thatit contains thelists of
the supported special character(s)and minimum and maximum number of characters supported for administrator
passwords.

Section 6.3 of [ST] explains thatthe TOE supports the character set defined in the requirement for password-based
authentication. Minimum passwordlength is configurable by the TOE administrator; however, this minimum value
mustbe between 8 and 32 charactersin length (defaultis 15).

Component Guidance Assurance Activities: The evaluator shall examine the guidance documentationto
determinethatit:

a) identifies the characters thatmay be usedin passwords and provides guidance to security administrators on the
composition of strong passwords, and

b) provides instructions on setting the minimum password|engthand describes the valid minimum password
lengths supported.

The section entitled "Configure User Passwords" in [CC-Guide] identifies the characters that can be used in a
password. Thesection entitled "Configure Global Password Settings" explains that minimum password length can
besetto a value between 8 and32 characters. The sectionentitled "Configure User Passwords" provides instructions
to setand changea user's password.

Component Testing Assurance Activities: The evaluator shall perform the following tests.

Test 1: The evaluator shall compose passwords that meet the requirements insome way. For each password, the
evaluatorshallverify thatthe TOE supports the password. While the evaluatoris not required (nor is it feasible) to
testall possible compositions of passwords, the evaluatorshall ensure thatall characters, and a minimum length
listed in the requirement are supported andjustify the subset of those characters chosenfor testing.

Test 2: The evaluator shall compose passwords that do not meet the requirementsin some way. For each
password, the evaluatorshall verifythatthe TOE does notsupportthe password. While the evaluatoris not
required (norisitfeasible) to testall possible compositions of passwords, the evaluator shall ensure thatthe TOE
enforces the allowed characters and the minimum Iength listed in the requirement andjustifythe subset of those
characters chosen for testing.

The evaluatorattempted to set/change a passwordfor a user'saccount using several attempts. Throughout those

attempts, every upper case | etter, lower case | etter, digit, and special character (as s pecified by the SFR in [ST]) were
used in a password. The evaluator also confirmed that a minimum length of 8 was required by attempting to set
passwords with 7 characters (and observing the TOE reject the password) and of 8 characters (and observing that
the TOE accepted the password change).
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] 2.3.3 ProTECTED AUTHENTICATION FEEDBACK (NDCPP22E:FIA_UAU.7)

|2.3.3.1 NDcPP22£:FIA_UAU.7.1

TSS Assurance Activities: None Defined

Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined
Component TSS Assurance Activities: None Defined

Component Guidance Assurance Activities: The evaluator shall examine the guidance documentationto
determine thatany necessary preparatory steps to ensure authentication datais not revealed while entering for
eachlocalloginallowed.

There are no preparatory steps to ensure authentication data is not revealed while entering for each local login
allowed.

Component Testing Assurance Activities: The evaluator shall perform the following test for each method of local
login allowed:

a) Test 1: The evaluatorshalllocallyauthenticate to the TOE. While making this attempt, the evaluator shall verify

thatat mostobscured feedbackis provided while entering the authenticationinformation.

Test 1- The evaluator observed during testingthat passwords are obscured on the console login.

2.3.4 PASSWORD-BASED AUTHENTICATION MECHANISM
(NDcPP22E:FIA_UAU_EXT.2)

| 2.3.4.1 NDcPP22e:FIA_UAU_EXT.2.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

ComponentTSS Assurance Activities: Evaluation Activities for this requirement are covered under those for
FIA_UIA_EXT.1.If other authentication mechanisms are specified, the evaluatorshallinclude those methods inthe
activities for FIA_UIA_EXT.1.

Evaluation Activities for this requirementare coveredunder those for NDcPP22e:FIA_UIA_EXT.1.
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Component Guidance Assurance Activities: Evaluation Activities for this requirement are covered under those for
FIA_UIA_EXT.1.If other authentication mechanisms are specified, the evaluatorshall include those methods inthe
activities for FIA_UIA_EXT.1.

Evaluation Activities for this requirement are covered under those for NDcPP22e:FIA_UIA_EXT.1.

Component Testing Assurance Activities: Evaluation Activities for this requirementare covered under those for
FIA_UIA_EXT.1.If other authentication mechanisms are specified, the evaluatorshall include those methods inthe
activities for FIA_UIA_EXT.1.

See FIA_UIA_EXT.1

] 2.3.5 UsEkR IDENTIFICATION AND AUTHENTICATION (NDcPP22€E:FIA_UIA_EXT.1)

I 2.3.5.1 NDcPP22€e:FIA_UIA_EXT.1.1

TSS Assurance Activities: None Defined

Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

2.3.5.2 NDcPP22e:FIA_UIA_EXT.1.2

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

ComponentTSS Assurance Activities: The evaluator shall examine the TSS to determine thatitdescribes thelogon
processforeachlogon method (local, remote (HTTPS, SSH, etc.)) supported for the product. This description shall
contain information pertaining to the credentialsallowed/used, any protocol transactions that take place, and
what constitutes a 'successful logon'.

The evaluatorshall examine the TSS to determinethatit describes whichactions are allowed before user
identificationandauthentication. The description shall coverauthentication and i dentificationfor local and remote
TOE administration.

For distributed TOEs the evaluator shall examine that the TSS details how Security Administrators are
authenticated andidentified by all TOE components. If not all TOE components support authentication of Security
Administrators accordingto FIA_UIA_EXT.1andFIA_UAU_EXT.2,the TSS shalldescribe how the overall TOE
functionality is split between TOE components including how itis ensured that no unauthorized access to any TOE
componentcanoccur.

For distributed TOEs, the evaluator shall examine the TSS to determine thatit describes for eachTOE component

which actions are allowed before useridentificationandauthentication. The descriptionshallcoverauthentication
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and identificationfor localand remote TOE administration. For each TOE component that does notsupport
authentication of Security Administrators according to FIA_UIA_EXT.1 and FIA_UAU_EXT.2 the TSS shall describe
any unauthenticated services/services thatare supported by the component.

Section 6.3 of [ST] indicates the TOE requires all users to be successfully identified and authenticated before allowing
any TSF mediated actions to be performed through the following administrative i nterfaces:

e Directly connecting to the TOE, and
¢ Remotely connecting via SSHv2.

This section explains that regardless of the interface at which the administrator interacts, the TOE will enforce
username and authentication credentialsto be presented. Authentication credentials may be a password or public-
key ateither the local console or viaan SSHv2 protected session. The TOEalso accepts anX.509v3 certificateas a
valid authentication credential over an SSHv2 protected session. Only after the administrative user presents the
correctauthentication credentials will access to the TOE administrative functionality be granted.

Section 6.3 also states that no access is allowed to the administrative functionality of the TOE until an administrator
is successfullyidentified and authenticated.

The TOEis notdistributed.

Component Guidance Assurance Activities: The evaluator shall examine the guidance documentationto
determinethatany necessary preparatory steps (e.g., establishingcredential material such as pre-shared keys,
tunnels, certificates, etc.) to logging in are described. Foreachsupported the login method, the evaluatorshall
ensurethe guidance documentation provides clearinstructions for successfullylogging on. If configuration is
necessary to ensure the services provided before login are limited, the evaluator shall determine that the guidance
documentation provides sufficientinstructionon limiting the allowed services.

The TOE supports login to a commandlineinterface (CLI) via the local serial console or a remote SSHv2 session. The
section entitled "Access to the Switch" in [CC-Guide] explains that the system can be accessed for management
purposesthrougha serial connection and an SSHv2 session.

The section entitled "Establish a Serial Connection" provides instructions for the configurationand use of the l ocal
console.

The "Secure Shell Configuration" section describes setup instructions for configuration of SSH.

The section entitled "Enhanced Secure Mode" in [CC-Guide] explains that Enhanced secure mode enables role-based
access control (RBAC) and requires strong password complexity. Enhanced secure mode is required in a Common
Criteria configuration. Sub-sections describe the setup of the system's admin accounts, how those accounts are
defined and created, and how these accounts canbe authenticated atthe various admininterfaces.

The section entitled "Create User Accounts", instructs administrators to use the "password create-user" command
to create administrative user accounts using local authentication.
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The section entitled "Enable Public Key Authentication" explains how to configure the TOE use SSH public key
authentication fora user account.

The section entitled "Enable X.509 Authentication" describes the steps necessary to configurethe TOE to use x509
certificates with SSH for userauthentication.

The section entitled "Disable Unsupported Services" provides instruction to disable HTTP, HTTPS, and igagent in
order to operatein an evaluated configuration. No services are offered on the TOE management network interface
prior to userauthentication.

Component Testing Assurance Activities: The evaluator shall perform the following tests for each method by
which administrators access the TOE (local and remote), as well as for each type of credential supported by the
login method:

a) Test 1:The evaluatorshalluse the guidance documentation to configure the appropriate credential supported
for the login method. For that credential/login method, the evaluatorshall show that providing correct I&A
informationresultsinthe ability to access the system, while providing incorrect informationresults in denial of
access.

b) Test2: The evaluatorshall configure the services allowed (if any) according to the guidance documentation, and
then determinethe services available to an external remote entity. The evaluator shall determine that thelist of
services availableis limited to those specified inthe requirement.

c) Test 3: For local access, the evaluator shall determine whatservices are available to a local administrator prior to
loggingin, and makesurethis listis consistent withthe requirement.

d) Test4: For distributed TOEs where not all TOE components support the authentication of Security
Administrators accordingto FIA_UIA_EXT.1andFIA_UAU_EXT.2, the evaluatorshall testthatthe components
authenticate Security Administrators as described inthe TSS.

The TOE offers the several user interfaces where authentication is provided and the evaluator tested each interface
(localandremote) as specified by the Security Target.

Test 1- Usingeach interfacethe evaluator performed anunsuccessful andsuccessful logon of each type using bad
and good credentialsrespectively.

Test2 - Using each interface the evaluator was able to observe the TOE displayed a banner to the user before | ogin.

Test 3 - Using each interface the evaluator foundthat nofunctions were available to the administratoraccessingthe
consolewiththe exception of acknowledging the banner.

Test4 - The TOEis not distributed, thus tests 1 through 3 above testthe only TOE component.

| 2.3.6 X.509 CERTIFICATE VALIDATION (NDcPP22E:FIA_X509_EXT.1/REV)

| 2.3.6.1 NDcPP22e:FIA_X509_EXT.1.1/Rev
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TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: The evaluator shalldemonstrate that checking the validity of a certificateis
performed when a certificateis usedin an authenticationstep or when performing trusted updates (if
FPT_TUD_EXT.2 is selected). Itis notsufficient to verifythe status of a X.509 certificate only when itis loaded onto
the TOE. Itis notnecessaryto verifytherevocationstatus of X.509 certificates during power-up self-tests (if the
option for using X.509 certificates for self-testing is selected). The evaluator shall perform the following tests for
FIA X509 EXT.1.1/Rev.Thesetests mustberepeated foreachdistinctsecurity functionthat utilizes X.509v3
certificates. For example, if the TOE implements certificate-based authentication with IPSEC and TLS, then it shall
be tested with each of these protocols:

a)Test1a:Theevaluatorshallpresentthe TOE with a validchain of certificates (terminatingina trusted CA
certificate) as needed to validate the leaf certificate to be used in the function, and shall use this chain to
demonstrate thatthe function succeeds. Test 1a shall be designed ina way that the chaincan be'broken'inTest
1b by either being able to remove the trustanchorfromthe TOEs truststore, or by setting up thetruststoreina
way thatatleastoneintermediate CAcertificate needs to be provided, together with the | eaf certificate from
outsidetheTOE, to completethechain(e.g. by storing only the root CAcertificatein the trust store).

Test 1b:The evaluatorshallthen 'break' the chain used inTest 1a by either removing the trustanchor in the TOE's
truststore usedto terminatethe chain, or by removing one of the intermediate CA certificates (provided together
with theleaf certificateinTest 1a) to complete the chain. The evaluatorshall show thatan attempt to validate this
broken chainfails.

b) Test2: The evaluatorshall demonstrate thatvalidating an expired certificate results inthe functionfailing.

c) Test 3: Theevaluator shall testthatthe TOE can properly handle revoked certificates - conditional on whether
CRL or OCSP isselected;if both areselected, then a test shall be performedfor each method. The evaluator shall
testrevocation of the peer certificate and revocation of the peer intermediate CA certificatei.e. theintermediate
CA certificate should be revoked by theroot CA. The evaluator shall ensure that a valid certificateis used, and that
the validation functionsucceeds. The evaluator then attempts the test with a certificate that has been revoked (for
each method chosenintheselection)to ensure when the certificateis no longervalidthat the validation function

fails. Revocationcheckingis onlyapplied to certificates that are not designated as trust anchors. Therefore the
revoked certificate(s) used for testing shall not be a trustanchor.

d) Test4: If OCSP is selected, the evaluator shall configure the OCSP server or use a man-in-the-middle tool to
presenta certificate that does not have the OCSP signing purpose and verifythat validation of the OCSP response
fails. If CRLis selected, the evaluatorshall configure the CAto sign a CRLwith a certificatethat does not havethe
cRLsign key usage bit set, and verifythat validation of the CRLfails.

e) Test5: The evaluator shall modify any bytein thefirst eight bytes of the certificate and demonstrate that the
certificate fails to validate. (The certificate willfail to parse correctly.)
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f) Test 6: The evaluatorshall modify any byte inthelast byte of the certificate and demonstrate that the certificate
failsto validate. (The signature on the certificate willnot validate.)

g) Test 7: The evaluatorshall modify any byteinthe public key of the certificate and demonstrate that the
certificatefails to validate. (The hash of the certificate will not validate.)

h) The following tests are run when a minimum certificate path length of three certificates is implemented.

Test 8: (Conditional on support for EC certificates as indicated in FCS_COP.1/SigGen). The evaluatorshallconduct
the following tests:

Test8a:(Conditional on TOE ability to process CA certificates presented in certificate message) Thetestshall be
designedina waysuchthatonly the ECrootcertificateis designated as a trustanchor, and by setting up the trust
storein a way thatthe EC Intermediate CAcertificate needs to be provided, together withtheleaf certificate, from
outsidethe TOE to completethe chain(e.g. by storingonly the ECroot CAcertificatein thetruststore). The
evaluatorshallpresent the TOE with a validchainof EC certificates (terminatingin a trusted CAcertificate), where
the elliptic curve parameters are specified as a named curve. The evaluator shall confirm that the TOE validates the
certificate chain.

Test8b: (Conditionalon TOE ability to process CA certificates presented in certificate message) The test shall be
designedina waysuchthatonly the ECrootcertificateis designated as a trustanchor, and by setting up the trust
storein a way thatthe EC Intermediate CAcertificate needs to be provided, together withthe leaf certificate, from
outsidethe TOE to completethe chain(e.g. by storingonly the ECroot CAcertificatein thetruststore). The
evaluatorshallpresent the TOE with a chain of EC certificates (terminating in a trusted CA certificate), where the
intermediate certificatein the certificate chain uses anexplicit format version of the El liptic Curve parametersin
the public key informationfield, andis signed by the trusted EC root CA, but having no other changes. The
evaluatorshallconfirmthe TOE treats the certificate asinvalid.

Test8c:The evaluatorshall establish a subordinate CA certificate, where the el liptic curve parameters are s pecified
as a named curve, thatis signed by a trusted EC root CA. The evaluator shall attempt to loadthe certificateinto the
truststoreandobservethatitisaccepted into the TOE's trust store. The evaluatorshall then establisha
subordinate CAcertificate that uses an explicit format version of the el liptic curve parameters, and thatis signed
by a trusted ECroot CA. The evaluator shall attempt to load the certificate intothe trust store and observe that it is
rejected, and notadded to the TOE's trust store.

(TD0527 12/2020 update applied)

The TOE validates certificates as part of the TLS Session establishment with a syslog server andas part of SSH user

authentication. The evaluator performed each of the following tests on both of these interfaces.

Test1-- Theevaluator configured the TOE and a peer with valid certificates. The evaluator then attempted to make
a connection between the peer devices using TLS protected syslog and using a remote SSH client. A successful
connection was madeineachcase.
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The evaluatorthen configured a syslog serverthat presented a certificate chain with an invalid certification path by
deleting anintermediate CAsothat the certificate chainwas invalid because of a missing certificate. The connection
between the TOE and the syslog server was refused by the TOE.

The evaluator then attempted to connectthe SSH Test clientto the TOE. The expectation wasthatthe TOE would
accept the first SSH connection (where the test SSH client presents a complete chain) and reject the second SSH
connection (wherethe SSH client presents a chain missing a CAcertificate).

Test 2 -- The evaluator used the TOE’s TLS client (syslog) to attempt connections to a test server. The test server
then presented a certificate during the TLS negotiation where the certificate was expired. The TOE rejected the
connection. For this test, the evaluator configured a PKIXSSH client on a test server to send an authentication
certificatethatis expired and observedthatthe TOE SSH server rejected the connection.

Test 3 -- The evaluator used a testserver to accept connection attempts fromthe TOE TLS client (syslog). Thetest
server then presented a certificate during the TLS negotiation where the certificate was valid. A packet capture was
obtained of this TLS negotiation which shows that the connectionwas successful. The evaluator revoked certificates
in the chain (individually) and attempted the same connection from the syslog client. The attempt after revoking
the certificate was not successful.

The evaluator performed this sametest presenting a revoked certificate to the TOE from a remote PKIX SSH client
and observed thatthe TOE rejected the connection.

Test 4 -- The evaluator configured an OCSP responder to present a certificate that does not have the OCSP signing
purpose. Theevaluatorestablished a TLS session fromthe TOE TLS client suchthatthe TOE receives OCSP response
signed by the invalid certificate and ensured that the TLS session was not negotiated successfully. The TOE also
rejected the connection attempt from a PKIX client that caused the TOE to receive an OCSP response signed by a
certificate without the OCSP signing purpose.

Test5 -- The evaluator configured a test server and SSH PKIX client to present a certificate thathad a bytein the first
eight bytes modified to the TOE. The evaluator then attempted to make a connection between the peer devices.
When the TOE attempted to connect to the test server using syslog, the TOE rejected the connection. When the PKIX
SSH clientattempted to connectitalsowas rejected by the TOE.

Test 6 -- The evaluator configured atest server and SSH PKIX client to presenta certificate that had a bytein the last

eight bytes modified to the TOE. The evaluator then attempted to make a connection between the peer devices.
When the TOE attempted to connect to the test server using syslog, the TOE rejected the connection. When the PKIX
SSH clientattempted to connectitalsowas rejected by the TOE.

Test 7 -- The evaluator configured a test server and SSH PKIX client to present a certificate that had a byte in the
public key of the certificate modified to the TOE. The evaluator then attempted to make a connectionbetween the
peer devices. When the TOE attempted to connect to the test server using syslog, the TOE rejected the connection.
When the PKIX SSH client attempted to connectitalso was rejected by the TOE.

Test8 -- The TOE does not support ECDSA certificates, thereforetest 8 is notapplicable.
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| 2.3.6.2 NDcPP22e:FIA_X509_EXT.1.2/Rev

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: The evaluatorshall perform the following tests for FIA_ X509 EXT.1.2/Rev. Thetests
described must be performed inconjunctionwith the other certificate services assurance activities, including the
functionsin FIA_ X509 EXT.2.1/Rev.Thetests forthe extendedKeyUsagerules are performed inconjunction with
the uses thatrequirethoserules. Wherethe TSS identifies any of the rules for extendedKeyUsage fields (in
FIA_X509_EXT.1.1) thatare notsupported by the TOE (i.e. where the ST is therefore claiming that they are trivially
satisfied) then the associated extendedKeyUsage rule testing may be omitted.

The goal of the following tests is to verify that the TOE accepts a certificateas a CAcertificateonly if it has been
marked as a CAcertificate by using basicConstraints withthe CAflag setto True (and implicitly tests that the TOE
correctly parses the basicConstraints extension as part of X509v3 certificate chainvalidation). For each of the
following tests the evaluatorshall createa chainof atleast three certificates: a self-signedroot CA certificate, an
intermediate CAcertificateand a |eaf (node) certificate. The properties of the certificates in the chain areadjusted
as described in eachindividual test below (and this modification shall be the only invalid aspect of the relevant
certificate chain).

a) Test1:The evaluatorshallensurethatatleast one of the CAs in the chain does not contain the basicConstraints
extension. The evaluator confirms that the TOE rejects such a certificateatone (or both) of the following points: (i)
as partofthevalidation of theleaf certificate bel onging to this chain; (ii) when attempting to add a CAcertificate
without the basicConstraints extensionto the TOE's trust store (i.e. when attempting to install the CAcertificate as
onewhich will beretrieved fromthe TOE itself when validating future certificate chains).

b) Test 2: The evaluatorshall ensure that atleast one of the CAcertificatesin the chain has a basicConstraints
extension in which the CAflagis setto FALSE. The evaluator confirms thatthe TOE rejects sucha certificateatone
(or both) of the following points: (i) as part of the validation of the | eaf certificate bel onging to this chain; (ii) when
attemptingto add a CAcertificate with the CAflag setto FALSE to the TOE's truststore (i.e. when attempting to
install the CAcertificateas one which will be retrieved from the TOE itself when validating future certificate
chains).

The evaluatorshall repeat thesetests for eachdistinct use of certificates. Thus, for example, use of certificates for
TLS connection is distinct from use of certificates fortrusted updates soboth of these uses would be tested. But
thereis no need to repeatthetests for each separate TLS channel inFTP_ITC.1and FTP_TRP.1/Admin(unless the
channels use separateimplementations of TLS).

Test 1: The evaluator configured a test syslog serverand a PKIXSSH client to present a certificate chain containing a
CAcertificatelackingthe basicConstraints extension. The evaluatorthen used the TOE TLS client (syslog) to attempt
to connect to the test server and the PKIX SSH client to connect to the TOE. In each case the evaluator observed
thatthe TOErejected the connections.
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Test 2: The evaluator configured a test server and PKIX SSH client to present a certificate chain containing a CA
certificate having the basicConstraints section but with thecAflag notset (i.e., FALSE). Theevaluatorthen usedthe
TOETLS client (syslog) to attempt to connect to the test server and the PKIX SSH client to connect to the TOE. In
each casetheevaluatorobserved thatthe TOE rejected the connection.

Component TSS Assurance Activities: The evaluator shall ensure the TSS describes where the check of validity of
the certificates takes place, and that the TSS identifies any of the rules for extendedKeyUsage fiel ds (in

FIA X509 EXT.1.1) thatare notsupported by the TOE (i.e. where the ST is therefore claiming that they are trivially
satisfied). Itis expectedthatrevocationchecking is performed when a certificateis usedin an authenticationstep
and when performing trusted updates (if selected). Itis not necessaryto verifythe revocationstatus of X.509
certificates during power-upself-tests (ifthe optionfor using X.509 certificates for self-testing is selected).

The TSSshall describe when revocationchecking is performed and on what certificates. If the revocation checking
during authenticationis handled differently depending on whether a fullcertificate chain oronly a leaf certificate
is being presented, anydifferences must be summarizedin the TSS sectionand explainedin the Guidance.

Section 6.3 of [ST] indicates thatthereare 3 places where x509v3 certificate verification occurs. The TOE performs
X.509v3 certificate validation according to RFC 5280 forthe following purposes:

e AsaTLSclientthe TOE validates the certificate presented during the TLS negotiation with the syslog server.

e As an SSH server, the TOE validates the certificate presented by an administrative user during the
establishment of an SSH protected session offeringthe admin CLI.

e Whencertificatesareloadedinto the TOE, theimported certificates are validated.

This sectionalsostates thatthe TOE requires the certificate presented by the syslogserver to include the ServerAuth
EKU, and CA certificates to include the BasicConstraints flag as true. Certificates presented by an administrator to
the TOE SSH server must include the user identity (i.e., username@domain.com) as a PrincipalName in the
SubjectAltName extension.

Section 6.3 explainsthatinall of theabove scenarios, X.509 certificates validation process includes:
e Certificate expiry datecheck
Certificate path (continuity of the certificate chain) validation up to the trusted CA
Certificate revocation check
Public key, key algorithm, and parameters check
Check of certificateissuer

Process certificate extensions
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Section 6.3 also states that in a TLS exchange, revocation checking is completed before any encrypted application
data is transferred. In an SSH authentication, revocation checking is completed before the SSH session s fully
established andbeforethe CLl is offered. The only exception beingwhen the revocation server cannot be contacted,
the revocationcheck is skipped and the validity of the certificateis based on all other checks.

Component Guidance Assurance Activities: The evaluator shall also ensure that the guidance documentation
describes where the check of validity of the certificates takes place, describes any of therules for
extendedKeyUsagefields (in FIA_X509_EXT.1.1) thatare notsupported by the TOE (i.e. where the ST is therefore
claiming thatthey are trivially satisfied) and describes how certificate revocation checkingis performed and on
which certificate.

The section entitled "Certificate Management" in [CC-Guide] explains that VOSS can authenticate SSH users with
X.509 certificates and can authenticate a network service that uses TLS. This section also states that when
certificates areloaded into the system, theimported certificates are validated

This section also identifies a set of checks that occur as part of certificate validation, which includes the fol lowing:
Certificate expirationdate check;
Certificate path (continuity of the certificate chain) validation up to the trusted CA;
Certificate revocation check;
Public key, key algorithm, and parameters check;
Check of certificateissuer;
Process certificate extensions.

The systemrequires the certificate presented by the syslog serverto include the ServerAuth EKU, and requires CA
certificates to include the BasicConstraints flag as true. Certificates presented by an administrator to the system's
SSH server mustinclude the user identity (username@domain.com) as a PrincipalName inthe SubjectAltName (SAN)
extension. The VOSS Switchignores all other EKU within certificates.

| Component Testing Assurance Activities: None Defined

] 2.3.7 X.509 CErRTIFICATE AUTHENTICATION (NDcPP22E:FIA_X509_EXT.2)

| 2.3.7.1 NDcPP22EFIA_X509_EXT 2.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

| 2.3.7.2 NDcPP22e:FIA_XS09_EXT.2.2
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TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall check the TSS to ensure thatit describes how the TOE
chooses which certificates to use, andanynecessaryinstructions inthe administrative guidance for configuring the
operating environmentsothatthe TOE can use the certificates.

The evaluatorshall examine the TSS to confirm thatit describes the behaviour of the TOE when a connection
cannotbeestablished during the validity check of a certificate usedin establishing a trusted channel. The evaluator
shall verify that anydistinctions between trusted channels are described. If the requirement that the administrator
is able to specify the default action, then the evaluator shall ensure that the guidance documentation contains
instructions on how this configuration actionis performed.

Section 6.3 of [ST] indicates that administrators configure a certificate for each service (i.e., syslog, ssh x509v3
authentication)andthose certificates are used by the TOE service for authentication.

The administrator is expected to configure the operating environment such that devices in the operating
environment and the TOE use accurate time (to support validity check and OCSP response validity periods). The
administrator must also ensure that the certificates loaded into the TOE as trusted roots are those that are also
accepted by network peers.

Section 6.3 also states that when the TOE determines a certificate to be valid and the necessary OCSP server cannot
be contacted fora revocation check, then that certificateis not accepted as part of an SSH session negotiation, but
thatcertificateis accepted as part of a TLS session negotiation.

Component Guidance Assurance Activities: The evaluator shall also ensure that the guidance documentation
describes the configuration required inthe operating environment sothe TOE can use the certificates. The
guidance documentation shall alsoinclude any required configurationon the TOE to use the certificates. The
guidance document shall also describe the steps for the Security Administrator to follow if the connection cannot
be established during the validitycheckof a certificate usedin establishing a trusted channel.

The sectionentitled "Certificate ProvisioningMethods" describe the two methods of certificate provisioning (offline

and online management), but only the offline method is supported foran evaluated configuration.

The section entitled "Certificate Validation with OCSP" indicates that Online Certificate Status Protocol (OCSP) is
used to check therevocation status of X.509v3 certificates.

This section alsoexplains the TOE behavior when an OCSP server cannot be contacted by the SSH Serverand the TLS
client. ltstatesthatthe SSH Server rejects a certificateand the TLS client accepts a certificate ifthe OCSP server for
the certificate cannot be contacted.

Component Testing Assurance Activities: The evaluator shall perform the following test for eachtrusted channel:
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The evaluatorshall demonstrate that using a valid certificate that requires certificate validation checking to be
performed in atleast some part by communicating with a non-TOE IT entity. The evaluator shall then manipulate
the environment so thatthe TOE is unable to verify the validity of the certificate, and observe that theaction
selected in FIA_X509_EXT.2.2is performed. If the selected action is administrator-configurable, then the evaluator
shall follow the guidance documentationto determine that all supported administrator-configurable options
behavein theirdocumented manner.

The evaluator established a trusted channel to a syslog server. For this channel, the TOE was an initiator of the
connection from the TOE to the syslog server protected by TLS. The evaluator demonstrated that when the
revocation server for the certificate presented by the remote test server was available, the TOE was successful in
establishing the TLS session.

The evaluator then made the revocation server inaccessible and observed that the TOE was able to successfully
establish connections with the syslog server. Since this was the behavior claimed in the SFR selection for a TLS
connection, this test passed.

Because the TOE also uses x509 certificates for authentication of users for SSH sessions, the evaluator also tested
the TOE behavior for SSH connections. The evaluator demonstrated that when the revocation server for the
certificate presented by the SSH user was available, the TOE was successful in establishing the SSH session. The
evaluator then made the revocation server inaccessible and observed that the TOE was not able to successfully
establish connections with the syslog server. Since this was the behavior claimed in the SFR selection for an SSH
connection, this test passed.

J 2.3.8 X.509 CERTIFICATE REQUESTS (NDcPP22E:FIA_X509_EXT.3)

I 2.3.8.1 NDcPP22e:FIA_X509_EXT.3.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

| 2.3.8.2 NDcPP22e:FIA_XS509_EXT.3.2

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: If the STauthor selects 'device-specific information', the eval uator shall
verify thatthe TSS contains a description of the device-specificfields usedin certificate requests.

The NDcPP22e:FIA_X509_EXT.3requirementin[ST] does notinclude the selection for 'device-specific information'.
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Component Guidance Assurance Activities: The evaluator shall checkto ensure that the guidance documentation
contains instructions on requesting certificates froma CA, including generation of a Certification Request. If the ST
author selects 'Common Name', 'Organization’, 'Organizational Unit', or 'Country', the evaluatorshall ensure that

this guidanceincludesinstructions for establishing these fields before creating the Certification Request.

The section entitled "Generate the Certificate Signing Request" in [CC-Guide] provides a description of the process
for the TOE to issuea CSR. Thesection entitled"Configure Subject Parameters" includes the commands to s pecify
subject parameters. Subject parameters are the detailsneeded for the certificatesigning request (CSR).

Component Testing Assurance Activities: The evaluator shall perform the following tests:

a) Test 1: The evaluatorshalluse the guidance documentation to cause the TOE to generate a Certification
Request. The evaluator shall capture the generated requestandensure thatit conforms to the format s pecified.
The evaluator shall confirm that the Certification Request provides the publickey and other required information,
including any necessary user-input information.

b) Test2: The evaluatorshall demonstrate thatvalidating a response message to a Certification Request without a
valid certification path results in the functionfailing. The evaluatorshall then load a certificate or certificates as
trusted CAs needed to validate the response message, and demonstrate that the function succeeds.

Test 1- The evaluator generated a certificate signing request by following the instructions in the guidance
documentationfor generatingtherequest. Therequestwas then exported to an external CAwhere the evaluator
verified the CSR could bereadas a well-formed CSR bya non-TOE test server. Whilethe CSR was within the CA, the
evaluatorexamined the CSR and found thatitincluded thefields identified inthe Security Target.

Test2 — Theevaluator signed the CSR fromtest 1 using a CAcertificatethatdid notchainto a trusted rootinstalled
onthe TOE. The attemptto importthis certificateintothe TOE failed. Sincethe TOE was already configured with a
valid root certificate, the evaluator signed the CSR fromtest 1 using the CAcertificate that did chain to the trusted
rootthatwas already installed on the TOE. This importattemptwas successful.

I 2.4 SECURITY MANAGEMENT (FMT)

I 2.4.1 MANAGEMENT OF SECURITY FUNCTIONS BEHAVIOUR
(NDcPP22E:FMT_MOF.1 /MANUALUPDATE)

| 2.4.1.1 NDcPP22e:FMT_MOF.1.1/MANUALUPDATE

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: For distributed TOEs itis required to verifythe TSS to ensurethatit
describes how every function related to security managementis realized for every TOE component and shared
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between different TOE components. The evaluatorshall confirm thatall relevant aspects of eachTOE component
arecovered by the FMT SFRs.

Thereare no specificrequirements for non-distributed TOEs.

This TOE is not distributed and the assurance activity states that there are no specific requirements for non-
distributed TOEs.

Component Guidance Assurance Activities: The evaluator shall examine the guidance documentationto
determine thatany necessary steps to perform manual update are described. The guidance documentation s hall
alsoprovide warnings regardingfunctions that may cease to operate duringthe update (ifapplicable).

For distributed TOEs the guidance documentationshall describe allsteps how to update all TOE components. This
shall contain description of the order inwhichcomponents need to be updated if the order is relevant to the
update process. The guidance documentationshall also provide warnings regarding functions of TOE components

and theoverall TOE that may cease to operate duringthe update (ifapplicable).

Thesection entitled "Upgrade the Software" of [CC-Guide] provides instructions onhowanadministrator can initiate
a product update. The sub-heading "Upgrade the Software" indicates that the TOE verifies the digital signatures
thatareembedded inthe upgradefiles.

The TOEis notdistributed, and thus the guidance only discusses updates to the onecomponent thatisthe TOE.

Component Testing Assurance Activities: The evaluatorshall try to perform the update using a legitimate update
image without priorauthentication as Security Administrator (either by authenticationas a user with no
administrator privileges or without user authenticationatall - depending onthe configuration of the TOE). The
attemptto updatethe TOE should fail.

The evaluatorshall try to perform the update with priorauthentication as Security Administrator using a legitimate
updateimage. This attemptshould be successful. This test case should be covered by the tests for FPT_TUD_EXT.1
already.

The evaluator tested to determinethat no functions are offered to users prior to a successful login. Any user that
canlogin,isconsidered anadministrator and canperform TOE updates.

The TOEis notdistributed.

§2.4.2 MANAGEMENT OF TSF DATA (NDCPP22E:FMT_MTD.1/CoOREDATA)

| 2.4.2.1 NDcPP22e:FMT_MTD.1.1/CoreDATA

TSS Assurance Activities: None Defined

Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined
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Component TSS Assurance Activities: The evaluator shall examine the TSS to determine that, for each
administrative functionidentified inthe guidance documentation; those thatare accessible throughaninterface
prior to administrator log-in areidentified. For each of these functions, the evaluatorshall alsoconfirmthatthe
TSS details how the ability to manipulate the TSF data throughtheseinterfaces is disallowed for non-
administrative users.

If the TOE supports handling of X.509v3 certificates and implements a trust store, the evaluator shall examine the
TSS to determinethatit contains sufficientinformation to describe how the ability to manage the TOE's trust store
is restricted.

Section 6.4 of [ST] explains that only after the administrative user presents the correct authentication credentials
will access to the TOE administrative functionality be granted. No access is allowed to the administrative
functionality of the TOE until an administrator is successfully identified and authenticated.

Sincethe TOE supports the use of X.509v3 certificates, section 6.4 also explains that the trust store is accessed when
administrators import/remove certificates as described inthe Admin Guide. Thetruststoreis protected by default
andis restricted such that only administrators have access.

Component Guidance Assurance Activities: The evaluator shall review the guidance documentationto determine
that each of the TSF-data-manipulating functions implemented in response to the requirements of the cPP is
identified, and that configuration information is provided to ensure that only administrators have access to the
functions.

If the TOE supports handling of X.509v3 certificates and provides a trust store, the evaluatorshallreview the
guidance documentation to determinethatit provides sufficientinformation for the administratorto configure
and maintain thetruststoreina secure way. If the TOE supports loading of CA certificates, the evaluatorshall
review the guidance documentation to determine thatit provides sufficientinformation for the administratorto
securely load CA certificates into the trust store. The eval uator shall also review the guidance documentation to
determinethatitexplains howto designate a CA certificate a trustanchor.

Specific sections of the [CC-guide] and commands are identified or referenced throughout this AAR with the
requirement to which they apply. The section entitled "Overview" explains that when administrators login with
role-based credentials, their access is limited to commands they have privileges and permissions to use based on
the Common Criteria standards. Network management communication paths are protected against modification
and disclosure by SSHv2. This section also explains thatthe TOE supports only a trusted channel to an external audit

server and that this trusted channel mustbe configured to be protected by TLS.

The set of subsections within the section entitled "Certificate Management" describe the various administrative
actions that administrators can perform to generate key-pairs, generate Certificate-signing requests, and manage
certificates.
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Thesection entitled "Specify and Enable the NTP Server" and "Manage NTP Authentication" explain how to configure
the NTP clientwithin the TOE to ensurethe TOE timeis accurate. Italsoindicatesthatan authentication key must
be provided for eachconfigure NTP server.

Component Testing Assurance Activities: No separate testing for FMT_MTD.1/CoreData is required unless one of
the management functions has not alreadybeen exercised under any other SFR.

No separatetesting for FMT_MTD.1/CoreDatais required.

| 2.4.3 MANAGEMENT OF TSF DATA (NDcPP22E:FMT_MTD. 1 /CRYPTOKEYS)

| 2.4.3.1 NDcPP22e:FMT_MTD.1.1/CRYPTOKEYS

TSS Assurance Activities: None Defined

Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

Component TSS Assurance Activities: For distributed TOEs see chapter2.4.1.1.

For non-distributed TOEs, the evaluatorshall ensure the TSS lists the keys the Security Administrator is able to
managetoincludethe options available (e.g. generating keys, importingkeys, modifyingkeys or deleting keys) and
howthathowthose operations are performed.

Section 6.4 of [ST] contains Table 6-4, "Administrator Manageable Security Keys", which lists the keys the Security
Administrator is able to manage and includes the operations that are available to the Security Administrator that
canbeperformed onthosekeys. These operations are available to the Security Administratorthrough commands
on the CLI.

Only administrators can perform management operations including the command to generate and delete
cryptographickeys. Administrators can also importand delete CAcertificates and their keysintothetruststore. Al
of these administrative actions on keys are described by the Admin Guide.

Component Guidance Assurance Activities: For distributed TOEs see chapter 2.4.1.2.

For non-distributed TOEs, the evaluatorshall alsoensure the Guidance Documentation lists the keys the Security
Administrator is able to manageto include the options available (e.g. generatingkeys, importing keys, modifying
keys or deletingkeys)andhow thathow those operations are performed.

Thesection entitled "Secure Shell Configuration" lists the keys whichanadministratoris able to manage as SSH host
keys and SSH x509 Server Certificate keys. Thesection entitled "Enable RSA Authentication and Generate the Host
Key" describes how to configure and generatean SSH Host Key to be used by the TOE to authenticateitself to the
SSH client. The section entitled "Enable Public Key Authentication" explains how to configure user accounts w/ a
public key, so thatthey can login w/o a password andw/o an x509 certificate. Finally, the section entitled "Enable
RSA Authentication and Generate the Host Key" explains how to configurethe TOE to usean X509 certificate as its
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host key, while the section entitled "Enable X.509 Authentication" explains how to configure per-user x509
certificate.

These include the public and private SSH host key generated using instructions in section entitled "Enable RSA
Authentication and Generate the Host Key".

The section entitled "Enable RSA Authentication and Generatethe Host Key" explains how to generateand del ete
an RSAhostkey. Italso explains thatthe generation of a new host key will overwrite the previous key.

The section entitled "Remove a Key" provides instructions to delete a key associated with a CSR and its certificate
fromthe certificatestore.

Component Testing Assurance Activities: The evaluatorshall try to perform atleast one of the related actions
(modify, delete, generate/import) without prior authentication as security administrator (either by authentication
as a non-administrative user, if supported, or without authenticationatall). Attempts to performrelated actions
without priorauthentication should fail. According to the implementation no other users thanthe Security
Administrator might be defined and without any user authenticationthe user might notbe ableto getto the point
wherethe attemptto manage cryptographickeys canbe executed. In that caseitshall be demonstrated that
access control mechanisms prevent executionup to the step thatcan be reached without authentication as
Security Administrator. The evaluatorshalltry to perform atleast one of the related actions with prior
authentication as security administrator. This attempt should be successful.

The evaluator attempted to modify, delete, generate or importa cryptographic key before being authenticated as
an administrator. The attempt was observed to fail. The evaluatorthen completed a loginand attempted the same
command. Theattemptafter a successful login was observed to be successful.

2.4.4 SPECIFICATION OF MANAGEMENT FUNCTIONS - PER TDOG31
(NDcPP22E:FMT_SMF.1)

| 2.4.4.1 NDcPP22e:FMT_SMF.1.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The security management functions for FMT_SMF.1 are distributed
throughoutthecPP and areincluded as part of therequirementsin FTA_SSL EXT.1, FTA SSL.3, FTA TAB.1,
FMT_MOF.1(1)/ManualUpdate, FMT_MOF.1(4)/AutoUpdate (ifincludedin the ST), FIA_AFL.1, FIA X509 EXT.2.2 (if
included in the ST), FPT_TUD_EXT.1.2 & FPT_TUD_EXT.2.2 (ifincluded intheSTand if they includean
administrator-configurable action), FMT_MOF.1(2)/Services, and FMT_MOF.1(3)/Functions (forall of these SFRs
thatareincluded in the ST), FMT_MTD, FPT_TST_EXT, and any cryptographic management functions specifiedin
the reference standards. Compliance to these requirements satisfies compliance with FMT_SMF.1.

(containing alsorequirements on Guidance Documentation and Tests)
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The evaluatorshall examine the TSS, Guidance Documentationandthe TOE as observed during all other testing
and shall confirm that the management functions specified in FMT_SMF.1are provided by the TOE. The evaluator
shall confirmthatthe TSS details which security management functions are available through whichinterface(s)
(local administration interface, remote administration interface).

The evaluatorshall examine the TSS and Guidance Documentationto verifythey both describe thelocal
administrative interface. The evaluator shall ensure the Guidance Documentation includes appropriate warnings
for theadministrator to ensuretheinterfaceis local.

For distributed TOEs with the option 'ability to configure theinteractionbetween TOE components' the evaluator
shall examine thatthe ways to configure theinteraction between TOE componentsis detailed inthe TSSand
Guidance Documentation. The evaluatorshall check thatthe TOE behaviour observed during testing of the
configured SFRsis as describedin the TSS and Guidance Documentation.

Section 6.4 of [ST] indicates thatthe TOEis securely managed viathe CLI whichis available througha local console
or over an SSHv2 protected session. The CLI offers command line functions which allow administrators to configure
the TOE. These command line functions can be used to effectively manage every security feature (supporting all
requirements), as well as the non-security relevant aspects of the TOE.

Section 6.4 of [ST] also lists the management functions offered by the TOE. These functions correspond to those
required by FMT_SMF.1 and were observed by the evaluatorduring testing. The specific management capabilities
definedintheSTinclude:

Ability to administer the TOE locallyandremotely;

Ability to configure the access banner;

Ability to configure the sessioninactivity time before session termination or locking;

Ability to update the TOE, andto verifythe updates using digital signatures prior to installing those updates;
Ability to configure the authenticationfailure parameters for FIA_AFL.1;

[Ability to modify the behavior of the transmission of audit data to an external IT entity,

Ability to managethe cryptographickeys,

Ability to configure the cryptographic functionality,

Ability to re-enable an Administratoraccount,

Ability to configure thresholds for SSH rekeying,

Ability to setthetime which is used for time-stamps,

Ability to configure NTP,
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e Ability to managetheTOE's trust store and designate X509.v3 certificates as trustanchors,
e Ability toimport X509v3 certificates to the TOE's trust store, and
e Ability to managethetrusted publickeys database.

The TOEis notdistributed.

Component Guidance Assurance Activities: See TSS Assurance Activities

The TOEis compliantwith allrequirementsin the ST as identified in this report.

Component Testing Assurance Activities: The eval uator tests management functions as part of testingthe SFRs
identified in section2.4.4. No separate testing for FMT_SMF.1 is required unless one of the management functions
in FMT_SMF.1.1 has not already been exercised underanyother SFR.

All TOE security functions are identified in the guidance documentation and have been tested as documented
throughout this AAR.

|2.4.5 RESTRICTIONS ON SECURITY ROLES (NDcPP22E:FMT_SMR.2)

| 2.4.5.1 NDcPP22e:FMT_SMR.2.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

| 2.4.5.2 NDcPP22e:FMT_SMR.2.2

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

| 2.4.5.3 NDcPP22e:FMT_SMR.2.3

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall examine the TSS to determinethatit details the TOE
supported rolesandanyrestrictions of the roles involvingadministration of the TOE.
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Section 6.4 of [ST] indicates that management functions are exclusively restricted to Security Administrators with
corresponding privileges. The term “Security Administrator” used in the ST refers to any user that has a role that
has been assigned any of the privileges allowing the user to perform any of the management functions. Notevery
administrator would necessarily have sufficient privileges to access each administrative function.

The TOE supports multiple administrative roles when accessing the administrative interface through the local or
remote CLI. These roles define the access that is allowed per role. The following list identifies the configuration
capabilities assigned to eachrole.

User EXEC Mode: Initialmode of access.
Privileged EXEC Mode: Usermode and password combination determines access level.
Global Configuration Mode: Use this mode to make changes to therunning configuration.

Interface Configuration Mode: Use this mode to modify or configure logical interface, VLAN ora physical
interface.

Router Configuration Mode: Use this mode to modify a protocol.

Application Configuration Mode: Use this mode to access the applications.

Component Guidance Assurance Activities: The evaluator shall review the guidance documentationto ensure that
itcontainsinstructions for administering the TOE both locally and remotely, including any configurationthat needs
to be performed on the client for remote administration.

Thesection entitled " Access to the Switch " in [CC-Guide] indicates administrators can access a VOSS device by Serial
Connection or by SSH. The "SSHv2" heading explains that an administrator can access the device from a remote
client by using the ssh command. The admin must provide the appropriate user credentials to gain access to the
device. You can close the session by running the exit command. The material under the SSH heading references the
section entitled "Secure Shell Configuration" with instructions on how to enable SSH, configure algorithms, rekey
limits, etc. on a VOSS switch.

Component Testing Assurance Activities: In the course of performing the testing activities for the eval uation, the
evaluatorshalluseallsupported interfaces, althoughitis not necessary to repeat each testinvolvingan
administrative action with each interface. The evaluatorshall ensure, however, that each supported method of
administering the TOE that conforms to the requirements of this cPP be tested; for instance, if the TOE can be
administered through a local hardware interface; SSH; and TLS/HTTPS; then all three methods of administration
must be exercised during the evaluation team's test activities.

Testing of TOE security protocols (e.g., SSH and TLS) alongwith the manipulation of X509 certificates was conducted
using primarily the TOE CLI thatis available via SSHv2. Refer to protocol testing results.

Testing of timeout values, authentication, TOE updates, self-tests, and changes to time were tested using Cl over
SSH.
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The TOEis notdistributed.

I 2.5 PROTECTION OF THE TSF (FPT)

I 2.5.1 PROTECTION OF ADMINISTRATOR PAsswoRDs (NDcPP22E:FPT_APW _EXT.1)

| 2.5.1.1 NDcPP22e:FPT_APW_EXT.1.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

|2.5.1.2 NDcPP22e:FPT_APW_EXT.1.2

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall examine the TSS to determine thatit details all
authentication datathatare subject to this requirement, and the method used to obscure the plaintext password
data when stored. The TSS shall also detail passwords are stored insucha way that they are unable to be viewed
through aninterface designed s pecifically for that purpose, as outlined inthe application note.

Section 6.5 of [ST] states that passwords are the only authenticationdatathatis subject to this SFR. No passwords
areever stored as clear text. The TOE does not offer any functions that willdisclose to any user a plain text password.
Passwordsarestored onthe TOEin a secured partition innon-plaintext. Prior to writing on disks each passwordis
hashed (SHA-256) with a salt. During subsequent authentication attempts passwords are similarly processed and
compared in cyphertext (i.e., hashcomparison).

Component Guidance Assurance Activities: None Defined

Component Testing Assurance Activities: None Defined

2.5.2 PROTECTION OF TSF DATA (FOR READING OF ALL PRE-SHARED, SYMMETRIC AND
PRIVATE KEYS) (NDcPP22e:FPT_SKP_EXT.1)

| 2.5.2.1 NDcPP22e:FPT_SKP_EXT.1.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined
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Component TSS Assurance Activities: The evaluator shall examine the TSS to determinethatit details how any
pre-shared keys, symmetrickeys, and private keys are stored andthat they are unable to be viewed through an
interface designed specifically for that purpose, as outlined inthe applicationnote. If these values are not stored in
plaintext, the TSS shall describe how they are protected/obscured.

Section 6.5 of the ST states thatthe TOE is designed with a set of self-protection mechanisms. All passwords, and
keys arestored onthe TOE are protected from unauthorized modification and disclosure. The TOE stores symmetric
keys only involatile memory never on persistent media. The TOE admin interface does not provide any mechanism
to view or directly modify passwords, symmetrickeys, or private keys. The TOE encrypts andstores all private keys
inasecuredirectory thatis notdirectly accessibleto administrators; therefore, thereis no administrative interface
access provided to directlymanipulate the keys. Table 6-3 in Section6.2 of [ST] indicates how keys are stored.

Component Guidance Assurance Activities: None Defined

Component Testing Assurance Activities: None Defined

I 2.5.3 RELIABLE TIME STAMPS ~-PER TD0632 (NDcPP22E.:FPT_STM_EXT.1)

| 2.5.3.1 NDcPP22e:FPT_STM_EXT.1.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

| 2.5.3.2 NDcPP22e:FPT_STM_EXT.1.2

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall examine the TSS to ensure thatit lists eachsecurity
functionthat makes use of time, and thatit provides a description of how the timeis maintained and considered
reliableinthe context of eachof the timerelated functions.

If 'obtaintime from the underlying virtualization system' is selected, the evaluator shall examine the TSS to ensure
thatitidentifies the VSinterfacethe TOE uses to obtaintime. If thereis a delay between updates to thetimeon
the VS and updating the time on the TOE, the TSS shall identifythe maximum possible delay.

Section 6.5 of [ST] states thatthe TOE includes its own hardware clock andcan synchronize with a NTP server. The
clock function is reliant on the system clock provided by the underlying hardware. The TOE can be configured to
synchronizeits internal clock with anNTP server. Thedateandtimeareused as thetimestamp thatis applied to
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TOE generated auditrecords, used to track inactivity of administrative sessions, and perform certificate expiration
checks.

Component Guidance Assurance Activities: The eval uator examines the guidance documentationto ensureit
instructs the administrator howto setthetime. If the TOE supports the use of an NTP server, the guidance
documentationinstructs how a communication path is established between the TOE and the NTP server, and any
configurationof the NTP client on the TOE to support this communication.

If the TOE supports obtainingtime from the underlying VS, the evaluator shall verify the Gui dance Documentation
specifies any configuration steps necessary. If no configuration is necessary, no statementis necessaryin the
Guidance Documentation. If thereis a delay between updates to the time on the VS and updating the time on the
TOE, the evaluator shall ensure the Guidance Documentation i nforms the administrator of the maximum possible
delay.

The section entitled "Set the System Date, Time, and Time Zone" in [CC-Guide] explains how an administrator can
set the date, the time and the time zone on the TOE. The section entitled "Specify and Enable the NTP Server"
explainsthe TOE supports NTPv4andallows up to 10 IPv4 NTP serversand 101Pv6 NTP servers to be configured.

The TOE does notrely uponan underlying VS.

Component Testing Assurance Activities: The evaluator shall perform the following tests:

a)Test1:Ifthe TOEsupports direct setting of the time by the Security Administrator then the evaluator uses the
guidance documentation to set the time. The evaluator shall then use an available interface to observe thatthe
timewas setcorrectly.

b) Test2: If the TOE supports the use of an NTP server; the evaluator shall use the guidance documentation to
configurethe NTP clienton the TOE, and set up a communication path with the NTP server. The evaluator will
observethatthe NTP server has setthetimeto whatis expected. If the TOE supports multiple protocols for
establishing a connection with the NTP server, the evaluator s hall perform this test using each supported protocol
claimed in the guidance documentation.

If the auditcomponent of the TOE consists of several parts with independent time information, then the evaluator
shall verify that the time information between the different parts are either synchronized or thatitis possible for
all auditinformation to relate the time information of the different partto one base information unambiguously.

c) Test 3: [conditional] If the TOE obtains time from the underlying VS, the evaluator shall record the time on the
TOE, modify the time on the underlying VS, andverify the modified time s reflected by the TOE. If thereis a delay
between the setting thetime on the VS and when thetimeis reflected on the TOE, the evaluatorshall ensure this
delayis consistent withthe TSS and Guidance.

Test1: The evaluatorfollowed the guidanceinstructions to configure thetime on the TOE. The evaluatorreadthe

time from the TOE using a date command and also found audit records confirming that the time was successfully
changed.
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Test2: TheTOE does supportthe use of NTP to settime. The NTP capabilities were testedas part of FCS_NTP_EXT.1
testing.

Test3: The TOE does notobtain timefroman underlying VS system, thus this testis notapplicable.

2.5.4 TSF 1ESTING (NDCPP22E:FPT_TST_EXT.1)

| 2.5.4.1 NDcPP22e:FPT_TST_EXT.1.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

ComponentTSS Assurance Activities: The evaluator shall examine the TSS to ensure thatit details the sel f-tests
thatarerun by the TSF; this descriptionshouldinclude anoutline of what the tests are actuallydoing (e.g., rather
than saying 'memoryis tested’, a description similarto 'memory is tested by writinga value to each memory
location and readingitbackto ensureitisidentical to whatwas written' shall be used). The evaluator shall ensure
thatthe TSS makes an argument thatthe tests aresufficient to demonstrate that the TSF is operating correctly.

For distributed TOEs the evaluator shall examine the TSS to ensurethatit details which TOE component performs

which self-tests and when these self-testsarerun.

Section 6.5 of [ST] explains thatthe TOE includes a number of power-on diagnostics and cryptographic s elf-tests
thatwill serveto ensurethe TOEis functioning properly. This section states that by ensuringthat cryptographic
operations areaccurateand thatthe TOE softwareimageis unmodified, these self-tests are sufficient to
demonstratethe TSF operates as correctly. Thissection describes provides a list of these tests with description of
whatthetestis actually doing. Thefollowingisa listof thesetests:

AES Known Answer Test

HMAC Known Answer Test

PRNG/DRBG Known Answer Test

SHA Known Answer Test

RSA Signature Known Answer Test (both signature/verification)
Software Integrity Test

Each of thetests listed aboveis described with a similarlevel of detail to the example provided here for the AES
Known Answer Test.

AES Known Answer Test - For the encrypttest, a knownkey is usedto encrypta known plaintextvalueresultingin
an encrypted value. This encrypted valueis compared to a knownencrypted value to ensurethatthe encrypt
operation is working correctly. Thedecrypttestisjustthe opposite. Inthistesta known key is used to decrypta
known encrypted value. Theresulting plaintext valueis compared to a known plaintext value to ensurethatthe
decrypt operation is working correctly.
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The TOEis notdistributed.

Component Guidance Assurance Activities: The evaluator shall also ensure that the guidance documentation
describes the possible errors that may result from suchtests, and actions the administrator should takein
response;these possible errors shallcorrespondto those described in the TSS.

For distributed TOEs the evaluator shall ensure that the guidance documentation describes how to determine from
an error message returned whichTOE component has failed the sel f-test.

Thesection entitled "Self-Test Audit Log Records" in [CC-Guide] explains that failure of anyself-test duringthe start-
up processstops the process and prompts you to reload.

Component Testing Assurance Activities: Itis expected thatatleast the following tests are performed:
a) Verification of the integrity of the firmware and executable software of the TOE
b) Verification of the correct operation of the cryptographicfunctions necessary to fulfill any of the SFRs.

Although formal compliance is not mandated, the self-tests performed should aim for a level of confidence
comparableto:

a) FIPS 140-2, chap. 4.9.1, Software/firmware i ntegrity test for the verification of the integrity of the firmware and
executable software. Note thatthetestingis notrestricted to the cryptographic functions of the TOE.

b) FIPS 140-2, chap.4.9.1, Cryptographicalgorithm test for the verification of the correct operation of
cryptographicfunctions. Alternatively, national requirements of any CCRA member state for the security
evaluation of cryptographic functions should be consideredas appropriate.

The evaluatorshall either verify that the self tests describedabove are carried out during initial start-up or that the
devel oper hasjustified anydeviation fromthis.

For distributed TOEs the evaluator shall perform testing of self-tests on all TOE components according to the

description inthe TSS about which self-test are performed by which component.

During a reboot of the TOE, the evaluator confirmed that the TOE performed self-tests to verify the firmware
integrity andthe cryptographic functions. The output of these tests indicate that they were successful. The firmware
integrity test passed and all othertests were successfully completed withno errors.

§2.5.5 TrRusTED UPDATE (NDcPP22e:FPT_TUD_EXT.1)

| 2.5.5.1 NDcPP22e:FPT_TUD_EXT.1.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined
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| 2.5.5.2 NDcPP22e:FPT_TUD_EXT.1.2

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

|2.5.5.3 NDcPP22Ee:FPT_TUD_EXT.1.3

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall verify that the TSS describe how to query the currently
activeversion. If a trusted update canbeinstalled on the TOE with a delayed activation, the TSS needs to describe
how and when the inactive version becomes active. The evaluator shall verify this description.

The evaluatorshall verify that the TSS describes all TSF software update mechanisms for updating the system
firmware andsoftware (for simplicity the term 'software' will be usedin the following althoughthe requirements
apply to firmware and software). The evaluator shall verify that the description includes a digital signature
verification of the software beforeinstallation and that installation fails if the verification fails. Alternatively an
approach using a published hash canbe used. In this case the TSS shalldetail this mechanism instead of the digital
signature verification mechanism. The evaluator shall verifythat the TSS describes the method by which the digital
signature or published hash is verified to include how the candidate updates are obtained, the processing
associated with verifying the digital signature or published hash of the update, and the actions that take place for
both successful and unsuccessful signature verification or published hash verification.

If the options 'support automatic checking for updates' or 'support automatic updates' are chosenfromthe
selectionin FPT_TUD_EXT.1.2, the evaluatorshall verify that the TSS explains whatactions areinvolved in
automatic checking or automatic updating by the TOE, res pectively.

For distributed TOEs, the evaluator shall examine the TSS to ensure thatit describes how all TOE components are
updated, thatit describes all mechanisms that support continuous proper functioning of the TOE during update
(when applying updates separatelyto individual TOE components) and howverification of the signature or
checksumis performed for each TOE component. Alternatively, this description can be providedin the guidance
documentation. In that case the evaluator should examine the guidance documentationinstead.

If a published hashis used to protect the trusted update mechanism, then the evaluator shall verifythatthe
trusted update mechanism does involve an active authorization step of the Security Administrator, and that
download of the published hash value, hashcomparison and update is not a fully automated process involving no
active authorization by the Security Administrator. In particular, authenticationas Security Administration
accordingto FMT_MOF.1/ManualUpdate needs to be part of the update process when using published hashes.
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The TOE does support delayed activation, allowingan image to be downloadedintothe TOE and verified beforeitis
activated, and begins running. The TOE does not support automatic checking for updates norautomatic updates, is
NOT distributed, and does not use published hashes for updates.

Section 6.5 of [ST] states the TOE provides function to query the versionand upgrade the software embeddedin the
TOE  appliance. Section 6.5 also states the wupdates can be downloaded from

<https://support.extremenetworks.com>. The TOEimagefilesaredigitallysigned so their integrity can be verified
duringthebootprocess, and animage thatfails anintegrity check will notbeloaded. Section 6.5indicates that the
TOE signs update using an RSA 2048 /SHA-256 digital signature. Only if the signature/hash is correct, will the image

be installed. Ifan updateis unsuccessful, a warning is displayed to the administrator. Since the update process
attempts to updatea different partitionthanwhatis currently being run, the current active image remains the same
until thereboot. The activationstep in theupdate process marks the specified image as the Primary image which
becomes therunningimage on the nextreboot.

Component Guidance Assurance Activities: The evaluator shall verify that the guidance documentationdescribes
howto query the currently active version. If atrusted update can beinstalled on the TOE with a delayedactivation,
the guidance documentation needs to describe how to query the loaded butinactive version.

The evaluatorshall verify that the guidance documentation describes howthe verification of the authenticity of
the updateis performed (digital signature verification or verification of published hash). The descriptionshall
include the procedures for successful and unsuccessful verification. The description shall correspond to the
description intheTSS.

If a published hashis used to protect the trusted update mechanism, the evaluator shallverify that the guidance
documentation describes how the Security Administrator can obtain authentic published hash values for the
updates.

For distributed TOEs the evaluator shall verify that the guidance documentationdescribes how the versions of
individual TOE components are determined for FPT_TUD_EXT.1, how all TOE components are updated, andthe
error conditions that may arise from checking or applyingthe update (e.g. failure of signature verification, or
exceeding available storage space) along with appropriate recovery actions. The guidance documentation onlyhas
to describethe procedures relevant for the Security Administrator; it does not need to giveinformationabout the
internal communication that takes place when applying updates.

If this was informationwas not provided inthe TSS: For distributed TOEs, the eval uator shall examine the Guidance
Documentationto ensurethatit describes how all TOE components are updated, thatit describes all mechanisms
thatsupport continuous proper functioning of the TOE during update (when applying updates separately to
individual TOE components) and how verification of the signature or checksumis performed for each TOE
component.

If this was informationwas not provided inthe TSS: If the ST author indicates that a certificate-based mechanismiis
used for software update digital signature verification, the eval uator s hall verify that the Guidance Documentation
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contains a description of how the certificates are contained on the device. The evaluatoralsoensures that the
Guidance Documentationdescribes how the certificates are installed/updated/selected, if necessary.

The sectionentitled "Software Upgrade" in [CC-Guide] begins with an introduction to the process for upgrading the
TOE software. This section describes that the VOSS software used delayed activation method for installation. It
explains that software is installed in a software inventory before beingactivated. Once activated, the the new
software becomes the primary image, the current primary becomes the backupimage, andthe switch must be reset
for the change to completethe upgrade.

The "Display Software Inventory" sub-heading provides the command necessary to have the TOE display the
available releases that have been installed inthe TOE. This sub-heading states that the phrase "Primary Release"
identifies the active running software.

The section entitled "Software Upgrade" under the sub-heading of "Upgrade the software", states that during
upgrade, the system verifies the digital signatures that are embedded inthe upgrade files and rejects installation of
animagethathasaninvalid signature.

The TOE does not use published hashes andis notdistributed.

ComponentTesting Assurance Activities: The evaluator shall perform the following tests:

a) Test 1:The evaluator performs the version verification activity to determine the current version of the product.
If a trusted update canbeinstalled on the TOE with a delayed activation, the evaluatorshall alsoquerythe most
recently installed version (for this test the TOE shall be in a state where these two versions match). The evaluator
obtains alegitimate update using procedures described inthe guidance documentation and verifies thatitis
successfully installed on the TOE. For some TOEs | oading the update onto the TOE and activation of the updateare
separate steps (‘activation'could be performed e.g. by a distinctactivationstep or by rebooting the device). In that
casetheevaluatorverifies after loading the update onto the TOE but before activation of the update thatthe
currentversion of the product did not change but the most recentlyinstalledversionhas changedto the new
productversion. After the update, the evaluator performs the versionverificationactivity again to verify the
versioncorrectly corresponds to that of the update and that current version of the product and most recently
installed version match again.

b) Test 2 [conditional]: If the TOE itself verifies a digital signature to authorize the installation of animage to
update the TOE the following test shall be performed (otherwise the test shall be omitted). The evaluator first
confirms that no updates are pending andthen performs the version verification activity to determine the current
versionof the product, verifying thatitis different from the version claimed in the update(s) to be used in this test.
The evaluator obtains or produces illegitimate updates as defined bel ow, andattempts to install them on the TOE.
The evaluator verifies thatthe TOE rejects all of the illegitimate updates. The evaluator performs this test using all
of the foll owing forms of illegitimate updates:

1) A modifiedversion(e.g. using a hex editor) of a legitimately signed update

2) An imagethathas notbeen signed

E———
GSS CCT Assurance Activity Report Page 84 0f 102 2022 Gossamer Security Solutions, Inc.

Document: AAR-VID11312 All rights reserved.




Version 0.3, December 16,2022

3) An image signedwith aninvalidsignature (e.g. by using a different key as expected for creating the signature or
by manual modification of a | egitimate signature)

4) If the TOE allows a delayed activation of updates the TOE must be able to displayboth the currently executing
versionandmost recently installed version. The handling of versioninformation of the most recentlyinstalled
versionmight differ between different TOEs depending on the pointin time when anattempted updateis rejected.
The evaluatorshall verify that the TOE handles the most recentlyinstalled versioninformationfor that caseas
described in the guidance documentation. After the TOE has rejected the update the evaluatorshall verify, that
both, currentversionand mostrecently installed version, reflect the same versioninformation as prior to the
update attempt.

c) Test 3 [conditional]: If the TOE itself verifies a hashvalue over animage against a published hashvalue (i.e.
referencevalue) that has been imported to the TOE from outside such that the TOE itselfauthorizes the
installation of an image to update the TOE, the following test shallbe performed (otherwise the test shall be
omitted). If the published hashis provided to the TOE by the Security Administratorand the verification of the
hash value over the update file(s) against the published hash is performed by the TOE, then the evaluator shall
performthe following tests. The evaluator first confirms that no updateis pending andthen performs the version
verificationactivity to determine the current version of the product, verifying thatitis different fromthe version
claimed in the update(s) to be used in this test.

1) The evaluatorobtains or produces an illegitimate update such that the hash of the update does not match the
published hash. The evaluator provides the published hashvalue to the TOE and calculates the hash of the update
either onthe TOE itself (ifthat functionality is provided by the TOE), or else outside the TOE. The evaluator
confirms thatthe hash values are different, and attempts to install the update on the TOE, verifying that this fails
because of the differencein hash values (andthatthefailureis|ogged). Depending on theimplementation of the

TOE, the TOE might notallow the Security Administrator to even attempt updatingthe TOE after the verification of

the hash valuefails. In that case the verification that the hash comparison fails is regarded as s ufficient verification
of the correct behaviour of the TOE.

2) The evaluatoruses a legitimate update andtries to perform verification of the hash value without providingthe
published hash valueto the TOE. The evaluator confirms thatthis attemptfails. Depending on the implementation
of the TOE it might not be possible to attempt the verification of the hashvalue without providing a hash value to
the TOE, e.g. if the hash value needs to be handed overto the TOE as a parameter in acommand line messageand
the syntax checkof the commandprevents the execution of the command without providing a hashvalue. In that
casethe mechanismthatprevents the execution of this check shall be tested accordingly, e.g. thatthe syntax
check rejects the command without providing a hash value, and the rejection of the attemptis regarded as
sufficient verification of the correct behaviour of the TOE in failing to verify the hash. The evaluator then attempts
to install the update on the TOE (in spite of the unsuccessful hash verification) and confirms that this fails.
Depending on theimplementation of the TOE, the TOE might not allow to even attempt updating the TOE after the
verificationof the hashvaluefails. Inthat case the verification that the hash comparison failsis regarded as
sufficient verification of the correct behaviour of the TOE.
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3) Ifthe TOE allows delayed activation of updates, the TOE must be able to display boththe currently executing
versionand mostrecently installed version. The handling of versioninformation of the most recentlyinstalled
versionmight differ between different TOEs. Dependingon the pointintime when the attempted updateis
rejected, the mostrecently installed version might or might not be updated. The evaluator shall verify that the TOE
handlesthe most recently installed version information for that case as described in the guidance documentation.
After the TOE has rejected the update the evaluator shall verify, that both, current versionand most recently
installed version, reflect the same version information as prior to the update attempt.

If the verification of the hash value overthe updatefile(s) against the published hash is not performed by the TOE,
Test3 shallbeskipped.

The evaluatorshall perform Test 1, Test 2 and Test 3 (ifapplicable) forall methods supported (manual updates,
automatic checking for updates, automatic updates).

For distributed TOEs the evaluator shall perform Test 1, Test2 and Test 3 (if applicable) for all TOE components.

Test1: Priorto performing anupdate, the evaluatorverified the TOE versionusing TOE commands. The evaluator
then followed guidance to install a valid update to the TOE. Upon successful installation, the evaluator verified the
TOE versiononceagain and confirmed that the version after the successful update was changedas expected.

Test2: The evaluatorattempted to performa TOE update usinga legitimate update that was modified using a hex
editor. TheTOE rejected the modified updateand the productversiondidnot change.

The evaluator attempted to perform a TOE update using an image with the digital signature removed. The TOE
rejected the modified update and the product version did not change.

The evaluator attempted to perform a TOE update using an image with the digital signature manually modified. The
TOE rejected the modifiedupdate andthe product version did not change.

I 2.6 TOE Access(FTA)
I2.6.1 TSF-NITIATED TERMINATION (NDcPP22E:FTA_SSL.3)

I 2.6.1.1 NDcPP22e:FTA_SSL.3.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall examine the TSS to determine thatitdetails the
administrative remote sessiontermination andthe related inactivity time period.
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Section 6.6 of [ST] explainsthatthe TOE terminates remote sessions that have been inactive for an administrator-
configured period of time. After termination, administrative authentication is required to access any of the
administrative functionality of the TOE.

Component Guidance Assurance Activities: The evaluator shall confirm that the guidance documentationincludes
instructions for configuring the inactivity time periodfor remote administrative session termination.

The sectionentitled, "Configure a Session Inactivity Timeout Threshold" in [CC-Guide] explains that upon timeout of
a remote SSH session, the session is terminated andthe user mustloginagain.

Component Testing Assurance Activities: For each method of remote administration, the evaluator shall perform
the following test:

a) Test1:The evaluatorfollows the guidance documentationto configure several different values for theinactivity
time period referenced inthe component. For each period configured, the evaluator establishes a remote
interactive sessionwith the TOE. The evaluator then observes that the session is terminated after the configured
time period.

The evaluator followed the guidance to configure the session timeout periods for SSH CLI remote sessions. The
evaluator confirmed that the session was terminated after the configured time period. The inactivity time period
was configuredfor periods of 1 minute, 3 minutes and 5 minutes.

] 2.6.2 UsER-NITIATED TERMINATION (NDcPP22E:FTA_SSL..4)

|2.6.2.1 NDcPP22E:FTA_SSL.4.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall examine the TSS to determinethatitdetails how the

local and remote administrative sessions are terminated.

Section 6.6 of [ST] explains thatthe TOE provides the function to logout (or terminate) both local and remote user
sessions as directed by the user.

Component Guidance Assurance Activities: The evaluator shall confirm that the gui dance documentation states
how to terminate a | ocal or remoteinteractive session.

The sectionentitled "Access to the Switch" in [CC-Guide] explains that the 'exit' or 'logout' command canbe used
atthe CLI to terminatethe user'sinteractive sessionon eitherthelocal console or a remote SSH connection.
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Component Testing Assurance Activities: For each method of remote administration, the evaluator shall perform
the following tests:

a) Test 1: The evaluatorinitiates aninteractive local session with the TOE. The evaluator then follows the guidance
documentationto exitor | og off the session and observes that the sessionhas been terminated.

b) Test2: The evaluatorinitiates an interactive remote session with the TOE. The evaluator then follows the
guidance documentation to exit or log off the session and observes that the session has been terminated.

Test 1: The evaluatorlogged in to the local console and then typed in the command "logout". The evaluator observed
thatthe sessionended anda login prompt was presented.

Test2: The evaluator repeated thistest using an SSH connection and observed thatthe sessionended and the SSH
connections was terminated.

 2.6.3 TSF-NITIATED SESsSION LockING (NDcPP22E:FTA_SSL_EXT.1)

| 2.6.3.1 NDcPP22e:FTA_SSL_EXT.1.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall examine the TSS to determinethatit details whether
local administrative sessionlocking or termination is supported and the related inactivity time period s ettings.

Section 6.6 of [ST] states that the TOE terminates local sessions that have been inactive for an administrator-
configured period of time. After termination, administrative authentication is required to access any of the
administrative functionality of the TOE.

Component Guidance Assurance Activities: The evaluator shall confirm that the guidance documentation states
whether local administrative sessionlocking or termination is supported and instructions for configuring the
inactivity time period.

The section entitled, "Configure a Session Inactivity Timeout Threshold" in [CC-Guide] contains instructions to
configure the inactivity timeout period for console sessions. This section explains that upon timeout of a local
consolesession, thesessionis terminated and the user must login again.

Component Testing Assurance Activities: The evaluator shall perform the following test:

a) Test1:The evaluatorfollows the guidance documentationto configure several different values for theinactivity
time period referenced inthe component. For each period configured, the evaluator establishes a local interactive
session withthe TOE. The evaluatorthen observes thatthe sessionis eitherlocked or terminated afterthe
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configured time period. If locking was selected from the component, the evaluatorthen ensures that
reauthenticationis needed when tryingto unlockthe session.

The evaluator followed the guidance to configure the idle timeout periods for the Local Console session and
confirmed that the session was terminated after the configured time period. The inactivity time period was
configured using the "console timeout" commandfor periods of 1 minute, 3 minutes and 5 minutes.

| 2.6.4 DEFAULTTOE AcceEss BANNERS (NDcPP22e:FTA_TAB.1)

| 2.6.4.1 NDcPP22e:FTA_TAB.1.1

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall check the TSS to ensure thatit details each
administrative method of access (local and remote) available to the Security Administrator (e.g., serial port, SSH,
HTTPS). The evaluatorshall check the TSS to ensure thatall administrative methods of access available to the
Security Administratorarelisted andthatthe TSS states thatthe TOEis displaying an advisory notice and a consent
warning message for each administrative method of access. The advisorynotice and the consent warning message
might be different for different administrative methods of access, and might be configured during initial
configuration(e.g. via configurationfile).

Section 6.6 of [ST] states thatthelocal console CLI andremote SSH CLI can be configured to display a custom login
banner. This banner will be displayed priorto allowing Administrator access through either interface.

Component Guidance Assurance Activities: The eval uator shall checkthe guidance documentation to ensure that
itdescribes how to configure the banner message.

The section entitled "Configure the Banner Message" in [CC-Guide] provides the commands that an administrator
canuseto configurethe messagethatusers see beforetheyloginandthe messageofthedaythatthey seeafter
they login. Thissection also explains thatthe banner is displayed on the serial connection and SSHv2 CLI.

Component Testing Assurance Activities: The evaluatorshall also perform the following test:

a) Test 1: The evaluator follows the guidance documentationto configure a notice and consent warning message.
The evaluatorshall then, for eachmethod of access specified in the TSS, establisha session with the TOE. The
evaluatorshallverify that the notice and consent warning message is displayedin each instance.

The evaluator configureda banner and verified that the banner was displayed appropriately for console and SSH CU
logins.

I 2.7 TRUSTED PATH/CHANNELS (FTP)
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I 2.7.1 INTER-TSF TRUSTED CHANNEL ~PER TDO639 (NDcPP22E:FTP_ITC.1)

I 2.7.1.1 NDcPP22e:FTP_ITC.1.1

TSS Assurance Activities: None Defined

Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

2.7.1.2 NDcPP22e:FTP_ITC.1.2

TSS Assurance Activities: None Defined

Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

| 2.7.1.3 NDcPP22e:FTP_ITC.1.3

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall examine the TSS to determine that, for all
communications with authorized IT entities i dentified in the requirement, each secure communication mechanism
is identifiedin terms of the allowed protocols forthatIT entity, whether the TOE actsasaserver or a client,and
the method of assuredidentification of the non-TSF endpoint. The evaluator shall also confirm thatall secure
communication mechanisms are described insufficient detail to allow the evaluator to match them to the
cryptographicprotocol Security Functional Requirements listedin the ST.

Section 6.7 of [ST] indicates thatthe TOE protects trusted channelswith audit servers (syslog servers)using the TLS
v1.2 protocol. The TOE is a TLS client in the communications with the audit servers. The TOE provides assured
identification of the non-TSF endpoint by validating X.509 certificates. The TOE implements a trust store containing
trust anchors which it uses to verify identities of those non-TSF certificates. The TOE utilizes TLS as described in
Section 6.2 of [ST].

Component Guidance Assurance Activities: The evaluator shall confirm that the guidance documentation contains
instructions for establishing the allowed protocols witheachauthorized IT entity, and thatit contains recovery
instructions should a connection be unintentionally broken.

The sectionentitled "Enable a TLS Connection to the Syslog Server" in [CC-Guide] provides instructions to configure
the TOE to connectto an external syslog server using TLS to protect the communication pathway.

EE———————
GSS CCT Assurance Activity Report Page 90 of 102 2022 Gossamer Security Solutions, Inc.

Document: AAR-VID11312 All rights reserved.




Version 0.3, December 16,2022

Component Testing Assurance Activities: The devel oper shall provide to the evaluatorapplication layer
configurationsettings forall secure communication mechanisms s pecified by the FTP_ITC.1 requirement. This
informationshould be sufficientlydetailed to allow the evaluatorto determine the application layer timeout
settings foreach cryptographic protocol. Thereis no expectation that this information must berecordedin any
public-facing documentor report.

The evaluatorshall perform the followingtests:

a) Test 1: The evaluators shall ensure that communications usingeach protocol with eachauthorized IT entity is
tested during the course of the evaluation, setting up the connections as described inthe guidance documentation
and ensuring that communication is successful.

b) Test2: For each protocol thatthe TOE can initiate as defined in the requirement, the evaluator shall followthe
guidance documentation to ensure thatinfactthe communication channel can beinitiated from the TOE.

c) Test 3: The evaluator shall ensure, for each communicationchannel withan authorized I T entity, the channel
datais notsentinplaintext.

d) Test4: Objective: The objective of this testis to ensurethatthe TOE reacts appropriately to anyconnection
outageorinterruption of theroute to the external IT entities.

The evaluatorshall, for each instance where the TOE acts as a client utilizing a secure communication mechanism
with a distinct IT entity, physicallyinterrupt the connection of that T entity for the following durations:i)a
duration that exceeds the TOE's application layer timeout setting, ii)a duration shorter than the application layer
timeout but of sufficient length to interrupt the network linklayer.

The evaluatorshall ensure that, when the physical connectivity is restored, communications are appropriately
protected and no TSF datais sentin plaintext.

Inthecasewherethe TOEis ableto detect when the cableis removed from the device, another physical network
device (e.g.a coreswitch) shall be used to interrupt the connection between the TOE and the distinct IT entity. The
interruption shall not be performed atthevirtual node (e.g. virtualswitch) and must be physical in nature.

Further assurance activities are associated withthe specific protocols.

For distributed TOEs the evaluator shall perform tests on all TOE components according to the mapping of external
secure channels to TOE components in the Security Target.

The developer shall provide to the evaluator applicationlayer configurationsettings forall secure communication
mechanisms specified by the FTP_ITC.1 requirement. This information should be sufficiently detailed to allowthe
evaluatorto determinethe application layer timeout settings for each cryptographic protocol. Thereis no
expectationthatthisinformationmustbe recordedin any public- facing document or report.

The TOE utilizes TLS to protect communications with an external audit server (syslog server).
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A successful TOE TLS connection supporting communication to an externalaudit server was established. Examining
the packet capture fromthattest evaluators saw that the connection between the TOE component andthe external
syslog server was established; the TOE initiated the connection; and Application data that was transferred is
encrypted (i.e., not plaintext).

The evaluator began a packet capture off traffic between the TOE and external audit sever. With the connection
established, the evaluator physicallydisconnected the network between the TOE and theremote auditserver. The
evaluator left the network disconnected several minutes, and reconnected the wiring. Because the TOE
automatically reconnects broken TLS connections, the evaluator waited for the syslog server to begin receiving audit
data again and stopped the packet capture shortly after traffic began flowing after the disruption. The evaluator
observed thatno data was transmitted unprotected.

The evaluator also used the TOE to initiatea TLS protected communication pathway to an external authentication
server. Examination of the packet capture obtained during this activityshowed thatthe connection was protected
by TLS, the TOE initiated the connection, andall application data was transferred encrypted (i.e., not plaintext). The
evaluator also performed the same physical disruption test during this test and observed that no data was
transmitted unprotected.

Upon completion of these activities, the resulting transcripts and packet captures were inspected. This data showed
the following:

Test1: TheTOE supportfor TLS protected syslogwas demonstrated.
Test2: TheTOE initiated a TLS connectionfor TLS protected syslog.
Test3: Syslog communicationwas not plaintext.

Test 4: A physical disruption in the network resulted in a TLS session interruption and no data was transmitted
unprotected.

| 2.7.2 TRUSTED PATH -PER TD0639 (NDCPP22E:FTP_TRP.1/ADMIN)

| 2.7.2.1 NDcPP22e.:FTP_TRP.1.1/ADMIN

TSS Assurance Activities: None Defined

Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined

2.7.2.2 NDcPP22e:FTP_TRP.1.2/ADMIN

TSS Assurance Activities: None Defined

Guidance Assurance Activities: None Defined

Testing Assurance Activities: None Defined
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| 2.7.2.3 NDcPP22e:FTP_TRP.1.3/ADMIN

TSS Assurance Activities: None Defined
Guidance Assurance Activities: None Defined
Testing Assurance Activities: None Defined

Component TSS Assurance Activities: The evaluator shall examine the TSS to determine thatthe methods of
remote TOE administrationareindicated, along with how those communications are protected. The evaluator shall
alsoconfirmthatall protocols listed inthe TSS in support of TOE administrationare consistent with those s pecified
intherequirement,andareincluded intherequirementsintheST.

Section 6.7 of [ST] states thatthe TOE provides SSH to ensure secure remote administration. The administrator can
initiate the remote SSH session, the remote SSH session is secured from disclosure and modification using CAVP
tested cryptographic operations. Note thatlocal administratoraccess via the serial portis alsoallowed for command
lineaccess.

The protocols described asin section 6.7 are consistent with those listed in the requirement.

Component Guidance Assurance Activities: The evaluator shall confirm that the guidance documentation contains
instructions forestablishing the remote administrative sessions for each supported method.

The section entitled "Set the Management IP Address" in [CC-Guide] explains how to define the management IP
address thatallows administrators to remotely access the TOE using the out-of-band management port.

Thesection entitled "Access to the Switch" indicates administrators normally have 2 options to access a VOSS device
by Serial Connection, or by SSH. The "SSHv2" heading explains thatan administrator can access the devicefroma
remote client by using the ssh command. The admin must provide the appropriate user credentials to gainaccess
to the device. You canclose the session by running the exit command. The material under the SSH heading references
the section entitled "Secure Shell Configuration" with instructions on how to enable SSH, configure algorithms, rekey
limits, etc. on a VOSS switch.

The material under the Serial Connection and SSHv2 are allowed remote administration methods inthe evaluated
CC configuration. The section entitled "Disable Unused and Unsupported Services" provides instructions on how
changethe TOE configurationto remove unevaluated features (e.g., HTTP and HTTPSmanagement interface, telnet
daemon, ftp daemon, andigagent.

Component Testing Assurance Activities: The eval uator shall perform the following tests:

a) Test 1: The evaluators shall ensure that communications usingeachspecified (inthe guidance documentation)
remote administration method is tested during the course of the evaluation, setting up the connections as
described in the guidance documentationandensuring that communication is successful.

b) Test 2: The evaluatorshall ensure, for eachcommunication channel, the channel datais notsentin plaintext.
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Further assurance activities are associated with the s pecific protocols.

For distributed TOEs the evaluator shall performtests on all TOE components according to the mapping of trusted

paths to TOE components in the Security Target.

The TOE offers remote administration via SSHv2 to provide the trusted path (with protection from disclosure and

modification) for all remote administration sessions.
The evaluator performed the following on the SSH protected CLI.

a) The evaluatorinitiated a packet capture of traffic between a remote administrative workstation and the
TOE.

b) The evaluatorconnected to the TOE and performed alogin using an administratoraccount
¢) The evaluatorthen terminated the connection by 'Logout' and terminated the packet capture.

The evaluatorestablisheda packet capture of an SSH over |Psec connection to the TOE respectively, then caused a
physical disruption of the network connection between the administrative workstation andthe TOE. The disruption
lasted several minutes. The session terminated and needed to be renegotiated following the reconnection of the
network. No datewas transmitted unprotected.

Upon completion of these activities, the resulting transcripts and packet captures were inspected. This data showed

the following:

Test1l: TheTOE supportfor SSH protected remote administration was demonstrated.

Test2: Remoteadministration sessions protected by SSH did not contain plaintext data.

EE———————
GSS CCT Assurance Activity Report Page 94 of 102 2022 Gossamer Security Solutions, Inc.

Document: AAR-VID11312 All rights reserved.




Version 0.3, December 16,2022

3. PROTECTION PROFILE SAR ASSURANCE ACTIVITIES

The following sections address assurance activities specifically defined in the claimed Protection Profile that
correspond with Security Assurance Requirements.

I 3.1 DEVELOPMENT (ADV)

IB. 1.1 BAsic FUNCTIONAL SPECIFICATION (ADV_FSP.1)

Assurance Activities: The EAs for this assurance component focus on understanding theinterfaces (e.g.,
application programing interfaces, commandlineinterfaces, graphical userinterfaces, network interfaces)
described in the AGD documentation, and possibly i dentified in the TOE Summary Specification (TSS) in response
to the SFRs. Specificevaluatoractions to be performedagainst this documentation areidentified (where relevant)
for each SFRin Section2, and in EAs for AGD, ATE and AVA SARs in other parts of Section 5.

The EAs presented in this section address the CEM work units ADV_FSP.1-1, ADV_FSP.1-2, ADV_FSP.1-3,and
ADV_FSP.1-5.

The EAs arereworded for clarity and interpret the CEM work units suchthatthey will resultinmore objectiveand
repeatable actions by the evaluator. The EAs in this SD areintended to ensure the evaluators are consistently
performing equivalentactions.

The documents to be examinedfor this assurance componentin an evaluationare therefore the Security Target,
AGD documentation, and any required supplementary information required by the cPP: no additional ‘functional
specification' documentation is necessaryto satisfy the EAs. The interfaces that need to be evaluated are also
identified by reference to the EAs listed foreachSFR, andare expected to beidentified inthe context of the
Security Target, AGD documentation, andanyrequired supplementaryinformation defined inthe cPP rather than
as a separate list specifically for the purposes of CC evaluation. The direct identification of documentation
requirements and theirassessment as part of the EAs for each SFR also means thatthetracing required in
ADV_FSP.1.2D (work units ADV_FSP.1-4, ADV_FSP.1-6and ADV_FSP.1-7) is treated as implicitand no separate
mappinginformation is required for this element.

The evaluatorshall examine theinterface documentationto ensure it describes the purpose and method of use for
each TSFI thatisidentified as being security relevant.

In this context, TSFl are deemed security relevant if they are used by the administratorto configure the TOE, or to
perform other administrative functions (e.g. audit review or performing updates). Additionally, those interfaces
thatareidentified inthe ST, or guidance documentation, as adhering to the security policies (as presented in the
SFRs), arealso considered securityrelevant. Theintentis thattheseinterfaces willbe adequately tested, and
havingan understanding of how theseinterfaces are used in the TOE is necessary to ensure proper test coverageis
applied.

The set of TSFl thatare provided as evaluation evidence are contained in the Administrative Guidance and User
Guidance.
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The evaluatorshall check theinterface documentationto ensureitidentifies and describes the parameters for
each TSFI thatisidentified as being security relevant.

The evaluatorshall examine the interface documentationto developa mapping of theinterfaces to SFRs.

The evaluatoruses the provided documentation andfirstidentifies, andthen examines a representative set of
interfaces to performthe EAs presented inSection 2, including the EAs associated withtesting of theinterfaces.

Itshouldbe noted thatthere may be some SFRs thatdo not havean interfacethatis explicitly'mapped' to invoke
the desiredfunctionality. For example, generating a random bit string, destroying a cryptographickey thatis no
longer needed, or the TSF failingto a secure state, are capabilities that maybe specified inSFRs, butare not
invoked by aninterface.

However, if the evaluatoris unable to perform some other required EAbecause thereis insufficient design and
interfaceinformation, then the evaluatoris entitled to conclude that an adequate functional s pecification has not
been provided, and hencethattheverdictfor the ADV_FSP.1 assurance componentis a 'fail'.

The Evaluation Activities for this family focus on understanding the interfaces presented in the TSSin response to
the functional requirements and the interfaces presented in the AGD documentation. No additional 'functional
specification' documentation is necessaryto satisfy the Evaluation Activities s pecified inthe SD.

I3.2 GUIDANCE DOCUMENTS (AGD)

I3.2. 1 OPERATIONAL USER GUIDANCE (AGD_OPE.1)

Assurance Activities: The documentation must describe the process for verifying updates to the TOE for each
method selected for FPT_TUD_EXT.1.3inthe Security Target. The evaluatorshallverify that this process includes
the following steps (per TDO536):

The evaluator performs the CEM work units associated with the AGD_OPE.1 SAR. Specificrequirements and EAs on
the guidance documentation are identified (whererelevant) in theindividual EAs foreach SFR.

In addition, the evaluator performs the EAs s pecified bel ow.

The evaluatorshall ensure the Operational guidance documentation is distributed to administrators and users (as
appropriate) as part of the TOE, so thatthereis a reasonable guarantee thatadministrators and users are aware of
the existence and role of the documentation in establishing and maintaining the evaluated configuration.

The evaluatorshall ensure that the Operational guidanceis provided for every Operational Environment thatthe
productsupports as claimed inthe Security Target andshall adequately address all platforms claimed for the TOE
intheSecurity Target.

The evaluatorshall ensure that the Operational guidance contains instructions for configuring any cryptographic
engineassociated with the evaluated configuration of the TOE. It shall provide a warning to the administrator that
use of other cryptographic engines was not evaluated nortested during the CC evaluation of the TOE.
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The evaluatorshall ensure the Operational guidance makes it clear to an administrator which security functionality
andinterfaces have been assessedandtested by the EAs.

In addition the evaluator shall ensure that the following requirements are alsomet.

a) The guidance documentationshall containinstructions for configuringany cryptographic engine associated with
the evaluated configuration of the TOE. It shall provide a warning to the administrator that use of other
cryptographicengines was not evaluated nor tested during the CC evaluation of the TOE.

b) The documentation must describe the process for verifying updates to the TOE by verifying a digital signature.
The evaluatorshall verify that this process includes the fol lowing steps:

1) Instructions for obtaining the update itself. This shouldincludeinstructions for making the update accessible to
the TOE (e.g., placementina specificdirectory).

2) Instructions for initiating the update process, as well as discerning whether the process was successful or
unsuccessful. Thisincludes instructions that describe at least one method of validating the hash/digital signature.

c) The TOE will likely containsecurity functionality that does notfallin the scope of evaluation under this cPP. The
guidance documentation shall makeit clearto an administrator whichsecurity functionality is covered by the

Evaluation Activities.

As identified throughout this AAR, the [CC-Guide] provides instructions for configuring the TOE’s cryptographic
security functions. The [CC-Guide] provides instructions for configuring the cryptographic algorithms and
parameters used forthe evaluated configuration. The [CC-Guide] is clear that no other cryptographic configuration
has been evaluated or tested. Therearewarnings and notes throughout the [CC-Guide] regarding use of functions
thatareand arenotallowed inthe evaluated configuration. Therearealsospecificsettings identified that must be
enabled or disabled in order to remain CC compliant. The process for updating the TOE is described above in
NDcPP22e:FPT_TUD_EXT.1.

| 3.2.2 PrREPARATIVE PROCEDURES (AGD_PRE.1)

Assurance Activities: As withthe operational guidance, the developer should look to the Evaluation Activities to
determinetherequired content withrespect to preparative procedures.

Itis noted thatspecificrequirements for Preparative Procedures are defined in [SD] for distributed TOEs as part of
the EvaluationActivities for FCO_CPC_EXT.1 and FTP_TRP.1(2)/Join.

The evaluator performs the CEM work units associated with the AGD_PRE.1 SAR. Specific requirements and EAs on
the preparative documentation areidentified (andwhererelevant are capturedin the Guidance Documentation
portions of the EAs) in theindividual EAs foreach SFR.

Preparative procedures are distributed to administrators and users (as appropriate) as part of the TOE, so that
thereis a reasonable guarantee that administrators and users are aware of the existence and role of the
documentationinestablishing and maintaining the evaluated configuration.
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In addition, the evaluator performs the EAs specified bel ow.

The evaluatorshall examine the Preparative procedures to ensure they include a description of how the
administrator verifies that the operational environment can fulfil its role to support the security functionality
(including the requirements of the Security Objectives for the Operational Environment s pecifiedin the Security
Target).

The documentation should be in an informal style andshould be written with sufficient detail and explanation that
they can beunderstood and used by the target audience (whichwill typicallyinclude IT staff who have general IT
experience but not necessarily experience with the TOE product itself).

The evaluatorshall examine the Preparative procedures to ensure they are provided for every Operational

Environment thatthe product supports as claimed inthe Security Target andshall adequately address all platforms
claimed forthe TOE in the Security Target.

The evaluator shall examine the preparative procedures to ensure they include instructions to successfully install
the TSFin each Operational Environment.

The evaluatorshall examine the preparative procedures to ensure they include instructions to manage the security
of the TSFas a productand as a component of the larger operational environment.

In addition the evaluator shall ensure that the following requirements are alsomet.
The preparative procedures must
a)includeinstructions to provide a protected administrative capability; and

b) identify TOE passwords that have default values associated withthem and instructions shall be provided for
howthesecan bechanged.

The evaluationteam hadthe following documents to use when configuring the TOE:

e ExtremeVOSS Common Criteria Configuration Guide 8.3.100, December 2022 [CC- Guide]

The completeness of this documentation isaddressedby its usein the AA’s carried outin the evaluation.

I 3.3 LIFE-CYCLE SUPPORT (ALC)

I3.3. 1 LABELLING OF THE TOE (ALC_CMC.1)

Assurance Activities: This componentis targeted atidentifying the TOE such thatitcanbe distinguished from
other products or versions from the same vendorandcan be easily s pecified when being procured by an end user.
Alabel couldconsist of a 'hardlabel' (e.g., stamped into the metal, paper label) ora 'softlabel' (e.g., electronically
presented when queried).

The evaluator performs the CEM work units associated with ALC_CMC.1.
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When evaluating thatthe TOE has been provided and is |labelled with a unique reference, the evaluator performs
the work units as presented in the CEM.

The evaluatorverified thatthe ST, TOE and Guidance are all labeled withthe same hardware versions and
software. Theinformation is specificenoughto procurethe TOE and itincludes hardware models and software
versions. The evaluatorchecked the TOE software versionand hardware identifiers during testing by examining
the actual machines used for testing.

| 3.3.2 TOE CM CovErAaGE (ALC_CMS.1)

Assurance Activities: Given the scope of the TOE and its associated evaluation evidence requirements, the
evaluator performs the CEM work units associated with ALC_CMS.1.

When evaluating the devel oper's coverage of the TOE in their CM system, the evaluator performs the work units as
presented in the CEM.

See section 3.3.1 above for an explanationof how all CM items are addressed.

|3.4 TESTS (ATE)

I3.4.1 INDEPENDENT TESTING~ CONFORMANCE (ATE_IND.1)

Assurance Activities: Testing is performed to confirm the functionality described in the TSS as well as the guidance
documentation (includes 'evaluated configuration' instructions). The focus of the testingis to confirm that the
requirements specified inSection 5.1.7 are being met. The Evaluation Activities in [SD] identify the specific testing
activities necessary to verify compliance withthe SFRs. The evaluator produces a test report documentingthe plan
for and results of testing, as well as coverage arguments focused on the platform/TOE combinations thatare
claiming conformance to this cPP.

The focus of thetestingis to confirm that the requirements s pecified in the SFRs are being met. Additionally,
testingis performed to confirmthe functionalitydescribed inthe TSS, as well as the dependencies on the
Operationalguidance documentationis accurate.

The evaluator performs the CEM work units associated with the ATE_IND.1 SAR. Specific testing requirements and
EAs are captured for each SFRin Sections 2,3 and 4.

The evaluatorshould consult Appendix B when determiningthe appropriate strategy for testing multiple variations
or models of the TOE that may be under evaluation.

Note thatadditional Evaluation Activities relating to evaluator testing inthe case of a distributed TOE are defined
insection B.4.3.1.

The evaluatorcreated a Detailed Test Report (DTR) to address all aspects of this requirement. The DTR discusses
the test configuration, test cases, expected results, andtestresults. Thetestconfigurationconsisted of the
following TOE platforms along with supporting products.
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Evaluator
Laptop(s)

Gossamer Test
Server
(syslog, ntp)

V'SP 4900 Switch "vsp7400 Switch RN VSP8400 Switch xa1480 Switch

Figure 1 Extreme VSP Test Network Setup

TOE Platforms:

VSP 4900 Running VOSS 8.3.100
VSP 7400 Running VOSS 8.3.100
VSP 8400 Running VOSS 8.3.100
XA 1480 Running VOSS 8.3.100

Supporting Products:
e None
Supporting Software:

The Gossamer Test servers utilized both a windows and Ubuntu environment. The Windows supporting software
included thefollowing.

Windows 10.0
Wireshark version 3.4.7
Windows SSH Client—Putty version 0.71,0.73 & 0.74 (used to connect to device console and SSH)

The Gossamer Test servers with an Ubuntu environmentacted as platforms to initiate testing. Thetestservers
alsoacted asa syslogserver and ntp server.

Opensslversion1.0.2g

Openssh clientversion 8.2p1

Big Packet Putty, Openssh-client version 7.2
Rsyslogversion 8.16.0

ntpd 4.2.8p4

Tcpdump version 4.9.3
Libpcapversion1.7.4

Nmap version 7.01

Stunnel 5.30

R |
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I 3.5 VULNERABILITY ASSESSMENT (AVA)

I 3.5.1 VULNERABILITY SURVEY (AVA_VAN.1)

Assurance Activities: While vul nerability analysis is inherently a subjective activity, a minimum level of analysis can
be defined andsome measure of objectivity and repeatability (or atleast comparability) can beimposed on the
vulnerability analysis process. In order to achieve such objectivity and repeatability itis important that the
evaluatorfollows a set of well-defined activities, and documents theirfindings soothers canfollow their
arguments and come to the same conclusions as the evaluator. While this does not guarantee that different
evaluationfacilities will identify exactly the same type of vul nerabilities or come to exactly the same conclusions,
the approach defines the minimum level of analysis and the scope of that analysis, and provides Certification
Bodies a measure of assurance thatthe minimum level of analysisis being performed by the evaluationfacilities.

In order to meet these goals some refinement of the AVA_VAN.1 CEM work unitsis needed. The following table
indicates, for each workunitin AVA_VAN.1, whether the CEM work unitis to be performed as written, or if it has
been clarified by an Evaluation Activity. If clarification has been provided, a reference to this clarificationis
providedinthetable.

Because of thelevel of detailrequired for the evaluation activities, the bulk of the instructions are contained in
Appendix A, whilean 'outline' of the assurance activity is provided below.

In addition to the activities s pecified by the CEM in accordance with Table 2, the evaluator shall perform the
following activities.

The evaluator shall examine the documentation outlined below provided by the devel operto confirmthatit
containsallrequired information. This documentation is in addition to the documentation alreadyrequired to be
supplied inresponse to the EAs listed previously.

The developer shall provide documentation identifying the list of software and hardware components that
composethe TOE. Hardware components should identify ata minimum the processors used by the TOE. Software
componentsinclude applications, the operating system and other major components thatareindependently
identifiable and reusable (outside of the TOE), for example a web server, protocol or cryptographiclibraries,
(independentlyidentifiable and reusable components are not limited to the list provided in the example). This
additional documentation is merely a list of the name and version number of the components andwillbe used by
the evaluators informulating vulnerability hypotheses during their analysis. (TD0547 applied)

Ifthe TOEis a distributed TOE then the devel oper shall provide:

a) documentation describing the allocation of requirements between distributed TOE components asin[NDcPP,
3.4]

b) a mappingoftheauditable events recorded by each distributed TOE componentasin [NDcPP, 6.3.3]

c) additional informationinthe Preparative Procedures as identified in the refinement of AGD_PRE.1 in additional
informationin the Preparative Procedures as identified in 3.5.1.2 and 3.6.1.2.
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The evaluatorformulates hypotheses in accordance with process definedin Appendix A. The evaluator documents
the flaw hypotheses generated forthe TOE in the reportin accordance with the guidelinesin AppendixA.3. The
evaluatorshallperform vulnerability analysis in accordance with Appendix A.2. The results of the analysis shall be
documented in thereportaccording to Appendix A.3.

The vulnerability analysisisinthe Detailed Test Report (DTR) prepared by the evaluator. The vulnerability analysis
includes a publicsearchfor vulnerabilities andfuzz testing. None of the publicsearch for vulnerabilities, or the
fuzz testing uncovered any residual vulnerability.

The evaluationteam performed a publicsearchfor vulnerabilities in order to ensure there are no publicly known
and exploitable vulnerabilities in the TOE from the following sources:

e National Vulnerability Database (https://web.nvd.nist.gov/vuln/search)

e Vulnerability Notes Database (http://www.kb.cert.org/vuls/)

e Rapid7Vulnerability Database (https://www.rapid7.com/db/vulnerabilities)

TippingPointZero Day Initiative (http://www.zerodayinitiative.com/advisories )
Exploit/Vulnerability Search Engine (http://www.exploitsearch.net)

SecurlTeam Exploit Search (http://www.securiteam.com)

e Tenable Network Security (http://nessus.org/plugins/index.php Pview=search)
e Offensive Security Exploit Database (https://www.exploit-db.com/)

The search was performed on December 15,2022. Thesearchwas conducted with the followingsearch terms:
"Extreme", "VOSS", "VSP", "SSH", "TLS", "Intel Atom" and "Freescale P2020".

I 3.5.2 ADDITIONALFLAW HYPOTHESES (AVA VLA.1)

Assurance Activities: The following additional tests shall be performed:1.) [Conditional]: If the TOEis a TLS server
and supports ciphersuites that use RSAtransport (e.g. supporting TLS_RSA WITH_* ciphers) the following test
shall be performed. Where RSA Key Establishment schemes are claimed and especiallywhen PKCS#1v1.5* padding
is used, the evaluators shall test for implementation flaws allowing Blei chenbacherandKlima et al. style attacks,
including Bocketal's ROBOT attacks of 2017 in the flaw analysis. Even though Bleichenbacher's original paperis

two decades old, Bocketal.foundthese attacks to stillbe effective inweakening the security of RSA key
establishmentincurrent products. Bleichenbacher and Klima et al. style attacks are complex and may be difficult
to detect, buta number of software testing tools have been created to assistin that process. TheiTC strongly
recommends thatatleastone of thetools mentioned inBock etal's ROBOT attacks of 2017 webpage or paper, as
effective to detect padding oracle attacks, be used to test TOE communications channels using RSA based Key
Establishment (related sources: http://archiv.infsec.ethz.ch/education/fs08 /secsem/bleichenbacher98.pdf,
https://eprint.iacr.org/2003/052, https://robotattack.org/). Network Device Equivalency Considerations

Not applicable. TheTOEas a TLS server does not support ciphersuites that use RSAtransport.
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