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1 Evaluation Basis and Documents

This evaluation is based on the "Common Criteria for Information Technology Security Evaluation”
Version 3.1 Revision 5 [CC] , the "Common Methodology for Information Technology Security
Evaluation" [CEM]:! and the additional assurance activities defined in the following:

. [CFG_MDF-BIO-BT-MDMA-VPNC-WLANC V1.0]:: PP-Configuration for Mobile Device
Fundamentals, Biometric enrollment and verification - for unlocking the device, Bluetooth,
MDM Agents, Virtual Private Network (VPN) Clients, and WLAN Clients, Version 1.0, dated

2022-10-11
o [MDFI:: Protection Profile for Mobile Device Fundamentals. Version 3.3, dated
2022-09-12

o [Agent]:: PP-Module for MDM Agents. Version 1.0, dated 2019-04-25

o [BIO]:: collaborative PP-Module for Biometric enrolment and verification - for
unlocking the device. Version 1.1, dated 2022-09-12

o [BT]:l: PP-Module for Bluetooth. Version 1.0, dated 2021-04-15;

o [VPNCI:: PP-Module for Virtual Private Network (VPN) Clients. Version 2.4, dated
2022-03-31;

) [WLANC]:: PP-Module for WLAN Clients. Version 1.0, dated 2022-03-31;

. [TLSPKG]-l: Functional Package for Transport Layer Security (TLS), Version 1.1, dated
2019-03-01

This evaluation claims Exact Compliance with the above PP-Configuration, PP, PP-Modules, and
Functional Package.
The following scheme documents and interpretations have been considered:

. [CCEVS-LG]rl: "CCEVS LabGrams", version as of as of September 2023.

. [CCEVS-PL]: "CCEVS Scheme Policy Letters", version as of as of September 2023.

. [CCEVS-PUBI:: "CCEVS Scheme Publications", version as of as of September 2023.

. [CCEVS-TD]:: "Technical Decisions", version as of as of September 2023.
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2 Evaluation Results

This Assurance Activity Report covers the Apple iOS 16: iPhones evaluation which claims conformance
to the PP-Configuration for Mobile Device Fundamentals, Biometric enrollment and verification -
for unlocking the device, Bluetooth, MDM Agents, Virtual Private Network (VPN) Clients, and WLAN
Clients, [CFG_MDF-BIO-BT-MDMA-VPNC-WLANC V1.0]:. This report describes the evaluation team's
assessment of the assurance activities and their results.

2.1 CAVP Summary

The following table summarizes the Cryptographic Algorithm Validation Program (CAVP) certificates
that apply to the TOE, including specific standards, options, and implementations for each algorithm
of each SFR, and the applicable CAVP certificate for each.

The CAVP certificates contain several different SoCs in the operational environment (OE). The SoCs
used by the TOE are specified in the Security Target [ST]c.

The CAVP operational environments (OEs) for the software and firmware modules are the following.

. iOS 16 with Apple processors: A11 Bionic, A12 Bionic, A13 Bionic, A14 Bionic, A15 Bionic,
Al6 Bionic

Below are the module (Mod) names used in Table 1 .

BC
Broadcom Core

KRN
Apple corecrypto Module v13.0 [Apple ARM, Kernel, Software, SL1]

SEP
SEP Hardware v2.0

USR
Apple corecrypto Module v13.0 [Apple ARM, User, Software, SL1]

SKS
Apple corecrypto Module v13.0 [Apple ARM, Secure Key Store, Hardware, SL2)

Note that the Apple corecrypto Module is v13.0, but the SEP Hardware is v2.0.

Table 1: SFRs to CAVP certificates for iPhones

SFR Algorithm Modes / Other Mod Implementation | CAVP
FCS_CKM.1 ECDSA KeyGen and | P-256, P-384 USR vng_ltc A3428
KeyVer
KRN vng_ltc A3686
[FIPS 186-41]
SKS-FW |vng_ltc A4109
Safe Primes KeyGen | MODP-2048, USR c_ltc A3426
MODP-3072
[SPB00-56Ar3]
FCS_CKM.1/VPN ECDSA KeyGen and | P-256, P-384 USR vng_ltc A3428
KeyVer
[FIPS 186-41]
Version 1.1 Classification: Public Status: RELEASED
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SFR Algorithm Modes / Other Mod Implementation | CAVP
FCS_CKM.2/UNLOCKED | ECC Key P-256, P-384 USR c_ltc A3426
Establishment
(KAS-ECC-SSC SKS-FW | c_ltc A4106
Sp800-56Ar3)
[SP800-56Ar3]
FFC Key MODP-2048, USR c_ltc A3426
Establishment MODP-3072
(KAS-FFC-SSC
Sp800-56Ar3)
[SP800-56Ar3]
RSA Key 2048, 3072, 4096 USR c_ltc Vendor
Establishment Affirmation
as per PL#5
[SPB00-56B] Add2 v2.0
FCS_COP.1/ENCRYPT | AES CBC USR asm_arm A3423
[FIPS 197] 128-bit, 256-bit KRN asm_arm A3682
encrypt, decrypt
SKS-FW |asm_arm A4103
[SP800-38A] (CBC)
CBC SKS-HW | A11 Bionic (skg) |[C319
128-bit, 256-bit A12 Bionic (skg) [C320
encrypt only .
Al13 Bionic (skg) [A510
[SP8O0-38AI (CBC) Al4 Bionic (skg) |A1469
Al5 Bionic (skg) |A2863
Al16 Bionic (skg) |A3496
CCM USR vng_asm A3427
128-bit KRN vng_asm A3685
[SP800-38C] (CCM) SKS-FW |vng_asm A4108
BC 4357 AES 4152
4377 AES 4791
4378 Aux AES 5926
4378 Main AES 5927
4387 Aux AES 5926
4387 Main AES 5927
CCM USR vng_asm A3427
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SFR Algorithm Modes / Other Mod Implementation | CAVP
256-bit KRN vng_asm A3685
[SP800-38C] (CCM) SKS-FW |vng_asm A4108

BC 4378 Aux AES 5952
4378 Main AES 5953
4387 Aux AES 5952
4387 Main AES 5953
GCM USR vng_asm A3427
128-bit KRN vng_asm A3685
encrypt, decrypt SKS-FW [vng_asm A4108
[SP800-38DT(GEM)  Tgc 4357 AES 4152
4377 AES 4791
4378 Aux AES 5926
4378 Main AES 5927
4387 Aux AES 5926
4387 Main AES 5927
GCM USR vng_asm A3427
256-bit KRN vng_asm A3685
encrypt, decrypt SKS-FW |vng_asm A4108
[SP800-38DT (GCM) e 4378 Aux AES 5926
4378 Main AES 5927
4387 Aux AES 5926
4387 Main AES 5927
KW USR c_asm A3424
128-bit, 256-bit KRN c_asm A3683
encrypt, decrypt SKS-FW | c_asm A4104
[SP800-38F] (KW)
XTS USR asm_arm A3423
128-bit, 256-bit KRN asm_arm A3682
encrypt, decrypt SKS-FW |asm_arm A4103
[SP800-38E] (XTS)
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SFR Algorithm Modes / Other Mod Implementation | CAVP
FCS_COP.1/HASH SHS SHA2-256 USR vng_neon A3429
Byte-oriented mode
KRN vng_neon A3687
[FIPS 180-41]
SKS-FW |vng_neon A4110
SHA-1, SHA2-384, USR vng_ltc A3428
SHA2-512
KRN vng_ltc A3686
SKS-FW |vng_ltc A4109
FCS_COP.1/SIGN RSA SigGen Modulo: USR vng_ltc A3428
PKCS 1.5 and 2048, 3072, 4096
PKCSPSS KRN vng_ltc A3686
using
[FIPS 186-41] SHA2-256, SHA2-384,
SHA2-512
RSA SigVer Modulo: USR vng_ltc A3428
PKCS 1.5 and 2048, 3072, 4096
PKCSPSS KRN vng_ltc A3686
using
[FIPS 186-41] SHA-1, SHA2-256,
SHA2-384, SHA2-512
ECDSA SigGen P-256, P-384, P-521 USR vng_ltc A3428
[FIPS 186-41] using KRN vng_ltc A3686
SHA2-256, SHA2-384,
SHA2-512 SKS-FW |vng_ltc A4109
ECDSA SigVer P-256, P-384, P-521 USR vng_ltc A3428
[FIPS 186-41] using KRN vng_ltc A3686
SHA-1, SHA2-256,
SHA2-384, SHA2-512 SKS-FW |vng_ltc A4109
FCS_COP.1/KEYHMAC | HMAC HMAC-SHA2-256 USR vhg_neon A3429
Byte-oriented mode
KRN vng_neon A3687
[FIPS 198-1]
SKS-FW |vng_neon A4110
HMAC-SHA-1, USR vng_ltc A3428
HMAC-SHA2-384,
HMAC-SHA2-512 KRN vng_ltc A3686
SKS-FW |vng_ltc A4109
FCS_RBG_EXT.1/HW | CTR_DRBG(AES) AES-256 SKS-HW | A11 Bionic DRBG 2014
[SP800-90A] Al12 Bionic C323
Al13 Bionic (trng) |[A501
Al4 Bionic (trng) |A1362
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SFR Algorithm Modes / Other Mod Implementation | CAVP

Al5 Bionic (trng) [A2864

Al6 Bionic (trng) |A3490

AES-256 USR

FCS_RBG_EXT.1/SW | CTR_DRBG(AES) vng_asm A3427

[SP800-90A] KRN vng_asm A3685

CAVP Mapping of Broadcom Cores

Table 2 maps iPhones to Broadcom cores and Broadcom CAVP certificates.

Table 2: Broadcom core supported algorithms and CAVP certificates for iPhones

iPhone 14 Plus (A15 Bionic)
iPhone 14 Pro (A16 Bionic)
iPhone 14 Pro Max (A16 Bionic)

iPhone Broadcom Core # Supported CAVP
(Version) Algorithms

iPhone 8 (A1l Bionic) 4357 AES-CCM-128 |AES 4152

iPhone 8 Plus (A1l Bionic) (aes_core_gcm.vhd rev 2) | AES-GCM-128

iPhone X (A1l Bionic)

iPhone Xs (A12 Bionic) 4377 AES-CCM-128 |AES 4791

iPhone Xs Max (A12 Bionic) (aes_core_gcm.vhd rev 4) | AES-GCM-128

iPhone Xy (A12 Bionic)

iPhone 11 (A13 Bionic) 4378 Aux (2.4 GHz) AES-CCM-128 | AES 5926

iPhone 11 Pro (A13 Bionic) (aes_core_gcm.vhd rev 6) | AES-GCM-128

iPhone 11 Pro Max (Al3 Bionic) AES-GCM-256

iPhone SE (2nd gen) (A13 Bionic)

AES-CCM-256 |AES 5952
4378 Main (5 GHz) AES-CCM-128 |AES 5927
(aes_core_gcm_simult_ AES-GCM-128
enc_mic.vhd rev 6) AES-GCM-256
AES-CCM-256 |AES 5953

iPhone 12 mini (A14 Bionic) 4387 Aux (2.4 GHz) AES-CCM-128 |AES 5926

iPhone 12 (A14 Bionic) (aes_core_gcm.vhd rev 6) |AES-GCM-128

iPhone 12 Pro (A14 Bionic) AES-GCM-256

iPhone 12 Pro Max (A14 Bionic)

iPhone 13 mini (A15 Bionic) AES-CCM-256 |AES 5952

iPhone 13 (A15 Bionic) -

iPhone 13 Pro (A15 Bionic) 4387 Main (5 GHz) AES-CCM-128 | AES 5927

iPhone 13 Pro Max (A15 Bionic) (aes_cgre_gcm_simult_ AES-GCM-128

iPhone SE (3rd gen) (A15 Bionic) enc_mic.vhd rev 6) AES-GCM-256

iPhone 14 (A15 Bionic) AES-CCM-256 | AES 5953
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2.2 Security Functional Requirements
2.2.1 Security audit (FAU)

2.2.1.1 Agent Alerts (FAU_ALT_EXT.2)

TSS Assurance Activities
Assurance Activity AA-FAU_ALT_EXT.2-MDMA-ASE-01

The evaluator shall examine the TSS and verify that it describes how the alerts are implemented.

The evaluator shall examine the TSS and verify that it describes how the candidate policy updates are obtained and
the actions that take place for successful (policy update installed) and unsuccessful (policy update not installed) cases.
The software components that are performing the processing must also be identified in the TSS and verified by the
evaluator.

The evaluator also ensures that the TSS describes how reachability events are implemented, and if configurable are
selected in FMT_SMF_EXT.4.2. The evaluator verifies that this description clearly indicates who (MDM Agent or MDM
Server) initiates reachability events.

The evaluator shall ensure that the TSS describes under what circumstances, if any, the alert may not be generated
(e.g., the device is powered off or disconnected from the trusted channel), how alerts are queued, and the maximum
amount of storage for queued messages.

Summary

Section 7.1.9.2 of the ST, MDM Agent Alerts, describes the agent alerts generated and received by
the TOE. This section states the following:

. The MDM Agent generates and sends an alert in response to an MDM server request (i.e.,
applying a policy, receiving a reachability event).

. Candidate policies are generated by the administrator and disseminated as a Configuration
Profile. When the application of policies to a mobile device is successful, the MDM Agent
replies with an MDM Result Payload with Status value "Acknowledged". If a policy update
is not successfully installed, then the MDM Agent replies with an MDM Result Payload with
Status value "Error" or CommandFormatError, "Idle" and "NotNow".

. Periodic reachability events are initiated by the MDM Server using Push Notifications. The
ST does not select "configure periodicity of reachability events" in FMT_SMF_EXT.4.2.

. In cases where the HTTPS channel is unavailable, for example because the device is out
of range of a suitable network, an alert in regard to the successful installation of policies
is queued until the device is able to communicate with the server again. The queue cannot
become long because if the device is out of communication with the MDM Server, no
additional requests can be received. If the MDM Server does not receive the alert, the MDM
Server should re-initiate the transfer until a response is received from the device. There
are certain times when the device is not able to do what the MDM Server requests. For
example, databases cannot be modified while the device is locked with Data Protection.
When a device cannot perform a command due to these types of situations, it will send
the NotNow status without performing the command. The server may send another
command immediately after receiving this status but chances are the following command
will also be refused. After sending a NotNow status, the device will poll the server at some
future time. The device will continue to poll the server until a successful transaction is
completed.
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Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FAU_ALT_EXT.2-MDMA-ATE-01

. Test 1: The evaluator shall perform a policy update from the test environment MDM server. The evaluator shall
verify the MDM Agent accepts the update, makes the configured changes, and reports the success of the policy
update back to the MDM Server.

. Test 2: The evaluator shall perform each of the actions listed in FAU_ALT_EXT.2.1 and verify that the alert does
in fact reach the MDM Server.

. Test 3: The evaluator shall configure the MDM Agent to perform a network reachability test, both with and without
such connectivity and ensure that results reflect each.
. Test 4: The evaluator shall remove network connectivity from the MDM Agent and generate an alert/event as

defined in FAU_ALT_EXT.2.1. The evaluator shall restore network connectivity to the MDM Agent and verify that
the alert generated while the TOE was disconnected is sent by the MDM Agent upon re-establishment of the
connectivity.

Summary

Test 1: The evaluator configured a passcode length policy and verified that the policy was correctly
enforced by the TOE.

Test 2: The evaluator notes that the testing of the successful application of policies to the mobile
device is tested with Test 1. This test covers the submission of an alert after the receipt of periodic
reachability events.

Test 3: The evaluator re-performed Test 2, but prior to sending the notification to the client, the
clients are disconnected from the WLAN. Upon reconnection, the notification were automatically
sent.

Test 4: The evaluator disconnected the device from the WLAN and re-ran Test 1 without the steps
for verification of actions. He then verified a task is added to the list of Active Tasks and reconnected
the device to the WLAN. Within a minute, the new password setting was found to be configured.
The evaluator then verified on the Profile Manager web Ul that the Completed Tasks list shows
"Push Settings" with the date and time of the configuration.

2.2.1.2 Audit Data Generation (FAU _GEN.1)

TSS Assurance Activities
Assurance Activity AA-MDFPP-FAU_GEN.1-ASE-01

The evaluator shall check the TSS and ensure that it lists all of the auditable events and provides a format for audit
records. Each audit record format type must be covered, along with a brief description of each field. The evaluator shall
check to make sure that every audit event type mandated by the PP is described and that the description of the fields
contains the information required in FAU_GEN.1.2.

Summary
Section 7.1.9.1 of [STIs, Audit Records, describes that although specific audit record format is
determined via Configuration Profile, the following attributes form the baseline for audit records:
. Date and time the audit record was generated
. Process ID or information about the cause of the event
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. Information about the intended operation
. Success or failure (where appropriate)

Additionally, Tables 10 through 14 in [STI: provide the mandatory auditable events for the required
SFRs and additional audit record contents, if applicable. These fields contain the information required
in FAU_GEN.1.2.

Guidance Assurance Activities
Assurance Activity AA-MDFPP-FAU_GEN.1-AGD-01

The evaluator shall also make a determination of the administrative actions that are relevant in the context of this PP
including those listed in the Management section. The evaluator shall examine the administrative guide and make a
determination of which administrative commands are related to the configuration (including enabling or disabling) of
the mechanisms implemented in the TOE that are necessary to enforce the requirements specified in the PP. The
evaluator shall document the methodology or approach taken while determining which actions in the administrative
guide are security relevant with respect to this PP. The evaluator may perform this activity as part of the activities
associated with ensuring the AGD_OPE guidance satisfies the requirements.

Summary
[CCGUIDE]: section 6, Security Audit, describes the audit function.

Section 6.1, Audit Logging, provides a sample audit record in Table 19: Example audit log showing
how the fields in this audit record map to the required fields specified in FAU_GEN.1. The sample
outlines the basic format for each audit record, showing that the audit records include, at minimum,
the following information:

. date and time of the event

. type of event (this is described as log level and log tag)

. subject identity (this is described as PID and PPID)

. the outcome (success or failure) of the event

. any applicable required additional information
As stated in the beginning of section 6.1 of [CCGUIDE]:, the available commands and responses
consitute audit records and must be configured by the TOE administrators using Configuration
Profiles. The details for profile implementation and audit record collection are documented in
[DEV_MANI]:, [PROFS_LOGS]:, and [LOGGING]:I. The evaluator examined these documents along
with [ST]st and [CCGUIDE]-! and as well as through testing and through use of the TOE determined
that the guidance contains all the administrative actions and their associated audit events that are
relevant to [MDF]-, [BTI:, [Agent]-l, [VPNC]l, [WLANC]:, [TLSPKG]I, and [BIO]rl. These administrative
actions are found to be consistent with the actions specified in [ST]:!.

Test Assurance Activities
Assurance Activity AA-MDFPP-FAU_GEN.1-ATE-01

The evaluator shall test the TOE's ability to correctly generate audit records by having the TOE generate audit records
for the events listed in the provided table and administrative actions. This should include all instances of an event. The
evaluator shall test that audit records are generated for the establishment and termination of a channel for each of the
cryptographic protocols contained in the ST. For administrative actions, the evaluator shall test that each action
determined by the evaluator above to be security relevant in the context of this PP is auditable. When verifying the
test results, the evaluator shall ensure the audit records generated during testing match the format specified in the
administrative guide, and that the fields specified in FAU_GEN.1.2 are contained in each audit record.
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Note that the testing here can be accomplished in conjunction with the testing of the security mechanisms directly. For
example, testing performed to ensure that the administrative guidance provided is correct verifies that AGD_OPE.1 is
satisfied and should address the invocation of the administrative actions that are needed to verify the audit records
are generated as expected.

Summary

The evaluator triggered all events listed in the provided table and administrative actions and used
the macOS Console app to view and save the devices' logs.

2.2.1.3 Audit Data Generation (FAU_GEN.1(2))

TSS Assurance Activities
Assurance Activity AA-FAU_GEN.1-2-MDMA-ASE-01

The evaluator shall check the TSS and ensure that it provides a format for audit records. Each audit record format type
must be covered, along with a brief description of each field.

If "invoke platform-provided functionality" is selected, the evaluator shall examine the TSS to verify that it describes
(for each supported platform) how this functionality is invoked (it should be noted that this may be through a mechanism
that is not implemented by the MDM Agent; nonetheless, that mechanism will be identified in the TSS as part of this
evaluation activity).

Summary

Section 7.1.9.1 of the ST, Audit Records, states that although the specific audit record format is
determined via Configuration Profile, the following attributes form the baseline:

. Date and time the audit record was generated

. Process ID or information about the cause of the event

. Information about the intended operation

. Success or failure (where appropriate)
This section also states that audit record information is not available to TOE users or administrators

on TOE devices and is only accessible externally on trusted workstations via the Apple Configurator
2 or to an MDM server on enrolled devices.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FAU_GEN.1-2-MDMA-ATE-01

The evaluator shall use the TOE to perform the auditable events defined in the Auditable Events table in FAU_GEN.1.1(2)
and observe that accurate audit records are generated with contents and formatting consistent with those described
in the TSS. Note that this testing can be accomplished in conjunction with the testing of the security mechanisms
directly.

Summary
This testing is performed is conjunction with FAU_GEN.1
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The evaluator performed all auditable events specified in Table 11: Auditable Events (Agent) of
[STI-l and recorded the device logs through the Xcode console. The evaluator verified that accurate
audit logs are generated with contents and formatting consistent with those described in the TSS.

2.2.1.4 Audit Data Generation (Bluetooth) (FAU_GEN.1/BT)

TSS Assurance Activities
Assurance Activity AA-BTPPM-FAU_GEN.1-BT-ASE-01

There are additional auditable events that serve to extend the FAU_GEN.1 SFR found in each Base-PP.

This SFR is evaluated in the same manner as defined by the Evaluation Activities for the claimed Base-PP. The only
difference is that the evaluator shall also assess the auditable events required for this PP-Module in addition to those
defined in the claimed Base-PP.

Summary

This assurance activity is performed in conjunction with the assurance activity for FAU_GEN.1 from
the Base-PP MDF-PP where the evaluator also verified that the audit events specified in
FAU_GEN.1.1/BT (Table 12) of [ST]: for Bluetooth are covered.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities

No assurance activities defined.
2.2.1.5 Audit Data Generation (FAU_GEN.1/VPN)

TSS Assurance Activities
Assurance Activity AA-VPNCPPM-FAU_GEN.1-VPN-ASE-01

The evaluator shall examine the TSS to determine that it describes the auditable events and the component that is
responsible for each type of auditable event.

Summary

Per section 1.4 of [ST], the TOE is a series of mobile devices running the TOE OS and includes
components including the VPN client, thus auditing is provided by the TOE devices. This assurance
activity is performed in conjunction with FAU_GEN.1 from the MDF Base-PP where the evaluator
verified that auditable events are described as required.

Table 13: Auditable Events (VPN) in [STI: specifically defines the mandatory auditable events. Table
13 is recreated below:

Table 3: Auditable Events (VPN)

Requirement Auditable Events Additional Audit Record
Contents

FAU_GEN.1/VPN No events specified. N/A
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Requirement

Auditable Events

Additional Audit Record
Contents

FCS_CKM.1/VPN

No events specified.

N/A

FCS_IPSEC_EXT.1

Decisions to DISCARD or BYPASS
network packets processed by the
TOE.

Presumed identity of source subject.
The entry in the SPD that applied
to the decision.

FCS_IPSEC_EXT.1

Failure to establish an IPsec SA.

Identity of destination subject.
Reason for failure.

FCS_IPSEC_EXT.1

Establishment/Termination of an
IPsec SA.

Identity of destination subject.
Transport layer protocol, if
applicable. Source subject service
identifier, if applicable. Non-TOE
endpoint of connection (IP address)
for both successes and failures.

FDP_RIP.2

No events specified.

N/A

FDP_VPN_EXT.1

No events specified.

N/A

FMT_SMF.1/VPN

Success of failure of management
function.

No additional information.

FPT TST_EXT.1/VPN

No events specified.

N/A

Guidance Assurance Activities
Assurance Activity AA-VPNCPPM-FAU_GEN.1-VPN-AGD-01

The evaluator shall check the operational guidance and ensure that it lists all of the auditable events and provides a
format for audit records. Each audit record format type must be covered, along with a brief description of each field.
The evaluator shall check to make sure that every audit event type mandated by the VPN Client PP-Module is described
and that the description of the fields contains the information required in FAU_GEN.1.2/VPN, and the additional information
specified in the Auditable Events table of the VPN Client PP-PP-Module.

In particular, the evaluator shall ensure that the operational guidance is clear in relation to the contents for failed
cryptographic events. In the Auditable Events table of the VPN Client PP-Module, information detailing the cryptographic
mode of operation and a name or identifier for the object being encrypted is required. The evaluator shall ensure that
name or identifier is sufficient to allow an administrator reviewing the audit log to determine the context of the
cryptographic operation (for example, performed during a key negotiation exchange, performed when encrypting data
for transit) as well as the non-TOE endpoint of the connection for cryptographic failures relating to communications
with other IT systems.

The evaluator shall also make a determination of the administrative actions that are relevant in the context of the VPN
Client PP-Module. The TOE may contain functionality that is not evaluated in the context of the VPN Client PP-Module
because the functionality is not specified in an SFR. This functionality may have administrative aspects that are described
in the operational guidance. Since such administrative actions will not be performed in an evaluated configuration of
the TOE, the evaluator shall examine the operational guidance and make a determination of which administrative
commands, including subcommands, scripts, and configuration files, are related to the configuration (including enabling
or disabling) of the mechanisms implemented in the TOE that are necessary to enforce the requirements specified in
the VPN Client PP-Module, which thus form the set of “all administrative actions”. The evaluator may perform this
activity as part of the activities associated with ensuring the AGD_OPE guidance satisfies the requirements.

For each required auditable event, the evaluator shall examine the operational guidance to determine that it is clear
to the reader where each event is generated (e.g. the TSF may generate its own audit logs in one location while the
platform-provided auditable events are generated elsewhere).
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Audit-related guidance is provided in [CCGUIDE], Chapter 6 Security Audit where the required audit
events are listed along with a description of audit records, audit fields, and sample audit records.
In addition, the evaluator examined these details when performing the related assurance activity
for the base PP [MDF]:i where the evaluator determined that the necessary guidance was provided.

Test Assurance Activities
Assurance Activity AA-VPNCPPM-FAU_GEN.1-VPN-ATE-01

The evaluator shall test the TOE's ability to correctly generate audit records by having the TOE generate audit records
in accordance with the EAs associated with the functional requirements in the VPN Client PP-Module. Additionally, the
evaluator shall test that each administrative action applicable in the context of the VPN Client PP-Module is auditable.
When verifying the test results, the evaluator shall ensure the audit records generated during testing match the format
specified in the administrative guide, and that the fields in each audit record have the proper entries.

Note that the testing here can be accomplished in conjunction with the testing of the security mechanisms directly. For
example, testing performed to ensure that the administrative guidance provided is correct verifies that AGD_OPE.1 is
satisfied and should address the invocation of the administrative actions that are needed to verify the audit records
are generated as expected.

Summary
This testing is performed in conjunction with testing of FAU_GEN.1.

2.2.1.6 Audit Data Generation (Wireless LAN) (FAU_GEN.1/WLAN)

TSS Assurance Activities
Assurance Activity AA-WLANCPPM-FAU_GEN.1-WLAN-ASE-01

The evaluator shall check the TSS and ensure it provides a format for audit records. Each audit record format type must
be covered, along with a brief description of each field.

If "invoke platform-provided functionality" is selected, the evaluator shall examine the TSS to verify it describes (for
each supported platform) how this functionality is invoked (it should be noted that this may be through a mechanism
that is not implemented by the WLAN Client; however, that mechanism will be identified in the TSS as part of this
evaluation activity).

Summary

Section 7.1.9.1 of the ST, Audit Records, states that although the specific audit record format is
determined via Configuration Profile, the following attributes form the baseline:

. Date and time the audit record was generated

. Process ID or information about the cause of the event

. Information about the intended operation

. Success or failure (where appropriate)

The evaluator noted that "invoke platform-provided functionality" is not selected in the ST.

Guidance Assurance Activities
Assurance Activity AA-WLANCPPM-FAU_GEN.1-WLAN-AGD-01

The evaluator shall check the operational guidance and ensure it lists all of the auditable events and provides a format
for audit records. Each audit record format type must be covered, along with a brief description of each field. The
evaluator shall check to make sure that every audit event type mandated by the PP-Module is described and that the
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description of the fields contains the information required in FAU_GEN.1.2/WLAN, and the additional information specified
in Table 2 - Auditable Events for Mandatory Requirements - in [WLANCPPMv1.0]:\. and Table 5 - Auditable Events for
Selection-based Requirements - in [WLANCPPMv1.0]:.

The evaluator shall in particular ensure that the operational guidance is clear in relation to the contents for failed
cryptographic events. In the Auditable Events tables, information detailing the cryptographic mode of operation and a
name or identifier for the object being encrypted is required. The evaluator shall ensure that name or identifier is
sufficient to allow an administrator reviewing the audit log to determine the context of the cryptographic operation (for
example, performed during a key negotiation exchange, performed when encrypting data for transit) as well as the
non-TOE endpoint of the connection for cryptographic failures relating to communications with other IT systems.

The evaluator shall also make a determination of the administrative actions that are relevant in the context of this
PP-Module. The TOE may contain functionality that is not evaluated in the context of this PP-Module because the
functionality is not specified in an SFR. This functionality may have administrative aspects that are described in the
operational guidance. Since such administrative actions will not be performed in an evaluated configuration of the TOE,
the evaluator shall examine the operational guidance and make a determination of which administrative commands,
including subcommands, scripts, and configuration files, are related to the configuration (including enabling or disabling)
of the mechanisms implemented in the TOE that are necessary to enforce the requirements specified in the PP-Module,
which thus form the set of “all administrative actions”. The evaluator may perform this activity as part of the activities
associated with ensuring the AGD_OPE guidance satisfies the requirements.

Summary

[CCGUIDE]: Chapter 6 Security Audit describes the audit functions and provides Tables 20 through
24 listing the audit events corresponding to the requirements specified in [ST]c. In particular, Table
20: Mandatory Auitable Events (MDF) and Table 21: Auditable Events (WLAN) describe the audit
records required by the base PP [MDF]:| and [WLANC]!.

Additionally, section 6.1 Audit Logging provides a sample audit record showing how the fields in
this audit record map to the required fields specfified in FAU_GEN.1.2. The sample outlines the
basic format for each audit record showing that the audit records include at minimum the following
information:

. Date and time of the event

. Type of event (this is described as log level and log tag)
. Subject identity (this is described as PID and PPID)

. The outcome (success or failure) of the event

. Any applicable required additional information

As stated at the beginning of section 6.1 of [CCGUIDE]:, the available commands and responses
constitute audit records and must be configured by the TOE administrators using Configuration
Profiles. The details for profile implementation and audit record collection are documented in
[DEV_MANI]:, [PROFS_LOGS]:d, and [LOGGING]:. The evaluator examined these documents as well
as [STId and [CCGUIDE]:l and along with testing and through use of the TOE, the evaluator
determined that the guidance contains all the administrative actions and their associated audit
events that are relevant to [WLANC]:. These administrative actions are found to be consistent with
the actions specified in [ST]:!.

For [WLANCI]:, the evaluator determined from [ST]: that the TOE doesn't claim to generate audit
records for failed cryptographic services; thus, [CCGUIDE]: is not required to provide guidance for
such audit records. For connection for cryptographic failures relating to communications with other
IT systems, Table 21 in [CCGUIDE]:! covers these events including failure to establish an EAP-TLS
session (FCS_TLSC_EXT.1/WLAN), establish/termination of an EAP-TLS session
(FCS_TLSC_EXT.1/WLAN), failure to validate X.509v3 certificate (FIA_X509_EXT.1/WLAN), execution
of this set of TSF self-tests (FPT_TST EXT.3/WLAN), all attempts to connect to access points
(FTA_WSE_EXT.1), and all attempts to establish a trusted channel (FTP_ITC.1/WLAN).

The evaluator made the following observations:
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. The audit records described in tables 20 and 21 provide the required information such as
timestamps and subject identity.

. The SFRs covered in tables 20 and 21 match with Table 10: Mandatory Auditable Events
(MDF) and Table 14: Mandatory Auditable Events (WLAN) of [STI:1, which, together, cover
the mandatory auditable events required by the base PP [MDF]ri and [WLANC]:!.

. Each SFR from tables 10 and 14 of [ST]: is covered by at least one audit record and vice
versa.

Test Assurance Activities
Assurance Activity AA-WLANCPPM-FAU_GEN.1-WLAN-ATE-01

The evaluator shall test the TOE's ability to correctly generate audit records by having the TOE generate audit records
in accordance with the assurance activities associated with the functional requirements in this PP-Module. When verifying
the test results, the evaluator shall ensure the audit records generated during testing match the format specified in
the administrative guide, and that the fields in each audit record have the proper entries.

Note that the testing here can be accomplished in conjunction with the testing of the security mechanisms directly. For
example, testing performed to ensure that the administrative guidance provided is correct verifies that AGD_OPE.1 is
satisfied and should address the invocation of the administrative actions that are needed to verify the audit records
are generated as expected.

Summary

This test is performed in conjunction with FAU_GEN.1. The evaluator loaded a configuration profile
on the TOE to activate logging and then attempted connections to a wireless Access Point using
both an invalid and valid password and collected the logs for each.

2.2.1.7 Audit Review (FAU_SAR.1)

TSS Assurance Activities

No assurance activities defined.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-MDFPP-FAU_SAR.1-ATE-01

The evaluation activity for this requirement is performed in conjunction with test for function 32 of FMT_SMF.1.

Summary

The evaluation activity for this requirement is performed in conjunction with test for function 32 of
FMT SMF.1.

2.2.1.8 Security Audit Event Selection (FAU_SEL.1(2))

TSS Assurance Activities
Assurance Activity AA-FAU_SEL.1-2-MDMA-ASE-01
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If "invoke platform-provided functionality" is selected, the evaluator shall examine the TSS of the ST to verify that it
describes (for each supported platform) how this functionality is invoked (it should be noted that this may be through
a mechanism that is not implemented by the MDM Agent; nonetheless, that mechanism will be identified in the TSS as
part of this evaluation activity).

Summary

The ST selects "implement functionality" in FAU_SEL.1(2) ; therefore, this assurance activity is not
applicable.

Guidance Assurance Activities

Assurance Activity AA-FAU_SEL.1-2-MDMA-AGD-01

The evaluator shall examine the operational guidance to determine that it contains instructions on how to define the
set of auditable events as well as explains the syntax for multi-value selection (if applicable). The evaluator shall also
verify that the operational guidance shall identify those audit records that are always recorded, regardless of the
selection criteria currently being enforced.

Summary

[CCGUIDE]r section 6.2, Audit Storage, and section 6.3, Configure the Auditable Items, provide
guidance on how to select auditable events to be audited. These sections state the following:

. The TOE OS has a logging framework that is used to configure different logging levels for
the various TOE OS subsystems. This framework is configured by creating and installing a
logging configuration profile property list file (i.e., .plist file) into the appropriate directory.
More information may be found in [LOGGING]:.

. [AConfig]-l describes how to use the device console to see all logged information that occurs
between the device, Apple Configurator 2, and possibly connections outside your network
to your mobile device management (MDM) solution or Apple. Administrators can mark a
selection, clear the window to view a specific event, or save the log for troubleshooting.

. Per [PROFS_LOGS]:!, additional logs can be specified by performing user actions on a device
or through using a Configuration Profile.

. Table 25 "Additional Audit Logs" identifies all the logs that can be optionally selected and
how they can be initiated where the majority of which requires a configuration profile.

Test Assurance Activities
Assurance Activity AA-FAU_SEL.1-2-MDMA-ATE-01

. Test 1: For each attribute listed in the requirement, the evaluator shall devise a test to show that selecting the
attribute causes only audit events with that attribute (or those that are always recorded, as identified in the
administrative guidance) to be recorded.

. Test 2: [conditional]: If the TSF supports specification of more complex audit pre-selection criteria (e.g., multiple
attributes, logical expressions using attributes) then the evaluator shall devise tests showing that this capability
is correctly implemented. The evaluator shall also, in the test plan, provide a short narrative justifying the set of
tests as representative and sufficient to exercise the capability.

Summary
Test 1: The evaluator performed this testing as part of FAU_GEN.1.

Test 2 is not applicable since the functionality is not claimed in [ST]:.
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2.2.1.9 Audit Storage Protection (FAU_STG.1)

TSS Assurance Activities
Assurance Activity AA-MDFPP-FAU_STG.1-ASE-01

The evaluator shall ensure that the TSS lists the location of all logs and the access controls of those files such that
unauthorized modification and deletion are prevented.

Summary

Section 7.1.9.1 of [ST]:, Audit Records, provides the storage location of audit records, which depends
on the underlying OS of the trusted workstation or MDM server. The storage locations for audit
records are as follows:

. macOS: ~/Library/Logs/CrashReporter/MobileDevice/[Your _Device_ Name]/

. Windows: C:\Users\[Your_User_ Name]\AppData\Roaming\Apple Computer\Logs
\CrashReporter\MobileDevice\[Your_Device_Name]\

Section 7.1.9.1 of [ST]: also states that audit record information is not available to TOE users or
administrators on TOE devices and is only accessible externally on trusted workstations via the
Apple Configurator 2 or to an MDM server on enrolled devices.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-MDFPP-FAU_STG.1-ATE-01

. Test 1: The evaluator shall attempt to delete the audit trail in a manner that the access controls should prevent
(as an unauthorized user) and shall verify that the attempt fails.
. Test 2: The evaluator shall attempt to modify the audit trail in a manner that the access controls should prevent

(as an unauthorized application) and shall verify that the attempt fails.

Summary

Test 1 & Test 2: During the test for FAU_GEN.1, the evaluator observed that the interface to obtain
the audit log information is read-only. This means that the interface is not capable of allowing a
modify/write/delete operation. The audit trail is stored by the TOE such that a user application can
only access the provided interface allowing the read operation. The audit log is kept in a storage
location on the TOE devices where only the operating system can write to. The audit data is protected
from modification attempts by user processes using the standard TOE OS protection mechanisms.
The reading is limited to the log framework. That log framework can be synchronized using tools
provided with Finder. Thus, the tester uses the Finder app to synchronize and access the audit logs
to verify the audit log entries.

While obtaining the audit log, the evaluator tried to both modify and delete the log and verified
that both the modification and deletion did not succeed.

2.2.1.10 Prevention of Audit Data Loss (FAU_STG.4)

TSS Assurance Activities
Assurance Activity AA-MDFPP-FAU_STG.4-ASE-01
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The evaluator shall examine the TSS to ensure that it describes the size limits on the audit records, the detection of a
full audit trail, and the actions taken by the TSF when the audit trail is full. The evaluator shall ensure that the actions
results in the deletion or overwrite of the oldest stored record.

Summary

Section 7.1.9.1 of [STI:, Audit Records, states that the audit storage capacity as well as the default
action when capacity is reached are configured by TOE administrators using Configuration Profiles.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities

No assurance activities defined.
2.2.2 Cryptographic support (FCS)
2.2.2.1 Cryptographic Key Generation (FCS_CKM.1)

TSS Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM.1-ASE-01

The evaluator shall ensure that the TSS identifies the key sizes supported by the TOE. If the ST specifies more than one
scheme, the evaluator shall examine the TSS to verify that it identifies the usage for each scheme.

Summary

Section 7.1.2.6 of the [STIs, Explanation of usage for cryptographic functions, contains Table 22:
Explanation of usage for cryptographic functions in the cryptographic modules. The entry for
FCS_CKM.1 identifies the following schemes for asymmetric key pair generation:

. ECC Scheme - ECDSA KeyGen and KeyVer with P-256, P-384, and Curve25519 whose usage
is for TLS, Bluetooth, and memory encryption scheme.

. FFC Scheme - Diffie-Hellman Group 14 with MODP-2048 whose usage is for IPsec.
. FFC Scheme - Safe primes with MODP-2048 and MODP-3072 whose usage is for IPsec.

Guidance Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM.1-AGD-01

The evaluator shall verify that the AGD guidance instructs the administrator how to configure the TOE to use the selected
key generation schemes and key sizes for all uses defined in this PP.

Summary

The developer provided the following document as the main administrative guide for configuring
and using the TOE in the evaluated configuration:
. Apple iOS 16: iPhones and Apple iPadOS 16: iPads Common Criteria Configuration Guide,
hereafter shorthanded as [CCGUIDE]:!

Section 3, Introduction, of this guidance document contains the following important statement:
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"This document is written for administrators and users of Apple mobile devices that are managed
using a mobile device management (MDM) solution. The “Apple iOS 16: iPhones Security Target”
[I0S _ST] and “Apple iPadOS 16: iPads Security Target” [IPADOS_ST] include security functional
specifications for Wi-Fi, Bluetooth, and virtual private network (VPN) capabilities. This
configuration guide applies to both NIAP certifications VID11349 (Apple iOS 16: iPhones) and
VID11350 (Apple iPadOS 16: iPads). Where applicable, this guide points out the differences
between iPhones and iPads. "

For this report, the evaluator will focus on information relevant to VID11349 (Apple iOS 16: iPhones).

[CCGUIDE]: section 3.7, Security Functional Requirements (SFRs) in the STs requiring configuration
contains Table 4: SFR Configuration Requirements. The table entry for FCS_CKM.1 indicates that
there is no configuration needed. This table entry also references section 5.2.1, Key Generation,
Signature Generation, and Verification, which states:

"For the evaluated configuration, no configuration is required from the mobile device user."
and

"For the evaluated configuration, no configuration is required from the mobile device
administrator."

Test Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM.1-ATE-01

Evaluation Activity Note: The following tests require the developer to provide access to a test platform that provides
the evaluator with tools that are typically not found on factory products.

Key Generation for FIPS PUB 186-4 RSA Schemes

The evaluator shall verify the implementation of RSA Key Generation by the TOE using the Key Generation test. This
test verifies the ability of the TSF to correctly produce values for the key components including the public verification
exponent e, the private prime factors p and q, the public modulus n and the calculation of the private signature exponent
d.
Key Pair generation specifies 5 ways (or methods) to generate the primes p and q. These include:
1) Random Primes:

. Provable primes

. Probable primes

2) Primes with Conditions:

. Primes p1, p2, q1,q2, p and q shall all be provable primes

. Primes p1, p2, q1, and q2 shall be provable primes and p and q shall be probable primes

. Primes p1, p2, q1,q2, p and q shall all be probable primes
To test the key generation method for the Random Provable primes method and for all the Primes with Conditions
methods, the evaluator must seed the TSF key generation routine with sufficient data to deterministically generate the
RSA key pair. This includes the random seeds, the public exponent of the RSA key, and the desired key length. For each
key length supported, the evaluator shall have the TSF generate 25 key pairs. The evaluator shall verify the correctness
of the TSF’s implementation by comparing values generated by the TSF with those generated from a known good
implementation.

If possible, the Random Probable primes method should also be verified against a known good implementation as
described above. Otherwise, the evaluator shall have the TSF generate 10 keys pairs for each supported key length
nlen and verify:

. n = p*q

. p and q are probably prime according to Miller-Rabin tests

. GCD(p-1,e) =1

. GCD(g-1,e) =1

. 2716 < e < 27256 and e is an odd integer
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. |p-q| > 2~ (nlen/2 - 100)

. p >= squareroot(2)*( 2~ (nlen/2 -1) )
. g >= squareroot(2)*( 2~ (nlen/2 -1) )
. 2~ (nlen/2) < d < LCM(p-1,q9-1)

. e*d =1 mod LCM(p-1,g9-1)

Key Generation for FIPS 186-4 Elliptic Curve Cryptography (ECC)
FIPS 186-4 ECC Key Generation Test

For each supported NIST curve, i.e. P-256, P-384 and P-521, the evaluator shall require the implementation under test
(IUT) to generate 10 private/public key pairs. The private key shall be generated using an approved random bit generator
(RBG). To determine correctness, the evaluator shall submit the generated key pairs to the public key verification (PKV)
function of a known good implementation.

FIPS 186-4 Public Key Verification (PKV) Test

For each supported NIST curve, i.e. P-256, P-384 and P-521, the evaluator shall generate 10 private/public key pairs
using the key generation function of a known good implementation and modify five of the public key values so that
they are incorrect, leaving five values unchanged (i.e. correct). The evaluator shall obtain in response a set of 10
PASS/FAIL values.

Key Generation for Curve25519

The evaluator shall require the implementation under test (IUT) to generate 10 private/public key pairs. The private
key shall be generated as specified in RFC 7748 using an approved random bit generator (RBG) and shall be written in
little-endian order (least significant byte first). To determine correctness, the evaluator shall submit the generated key
pairs to the public key verification (PKV) function of a known good implementation.

Note: Assuming the PKV function of the good implementation will (using little-endian order):

a) Confirm the private and public keys are 32-byte values

b) Confirm the three least significant bits of the first byte of the private key are zero

c) Confirm the most significant bit of the last byte is zero

d) Confirm the second most significant bit of the last byte is one

e) Calculate the expected public key from the private key and confirm it matches the supplied public key

The evaluator shall generate 10 private/public key pairs using the key generation function of a known good

implementation and modify 5 of the public key values so that they are incorrect, leaving five values unchanged (i.e.
correct). The evaluator shall obtain in response a set of 10 PASS/FAIL values.

Key Generation for Finite-Field Cryptography (FFC)

The evaluator shall verify the implementation of the Parameters Generation and the Key Generation for FFC by the TOE
using the Parameter Generation and Key Generation test. This test verifies the ability of the TSF to correctly produce
values for the field prime p, the cryptographic prime q (dividing p-1), the cryptographic group generator g, and the
calculation of the private key x and public key y.

The Parameter generation specifies 2 ways (or methods) to generate the cryptographic prime g and the field prime p:
Cryptographic and Field Primes:

. Primes q and p shall both be provable primes
. Primes q and field prime p shall both be probable primes
and two ways to generate the cryptographic group generator g:

Cryptographic Group Generator:

. Generator g constructed through a verifiable process
. Generator g constructed through an unverifiable process
The Key generation specifies 2 ways to generate the private key x:

Private Key:

. len(q) bit output of RBG where 1 <= x <= g-1
. len(q) + 64 bit output of RBG, followed by a mod q-1 operation where 1<= x<=q-1
The security strength of the RBG must be at least that of the security offered by the FFC parameter set.
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To test the cryptographic and field prime generation method for the provable primes method or the group generator
g for a verifiable process, the evaluator must seed the TSF parameter generation routine with sufficient data to
deterministically generate the parameter set.

For each key length supported, the evaluator shall have the TSF generate 25 parameter sets and key pairs. The evaluator
shall verify the correctness of the TSF’s implementation by comparing values generated by the TSF with those generated
from a known good implementation. Verification must also confirm

. g!=0,1

. q divides p-1

. g~gmodp =1

. g~xmodp=y

for each FFC parameter set and key pair.

Summary

The evaluator confirmed that Automated Cryptographic Validating Testing System (ACVTS) is used
to test all cryptographic algorithms in accordance with the CAVP test procedures. The results have
been validated by the CAVP and the certificate information is provided in section 2.1, "CAVP
Certificate Summary," in the Assurance Activity Report (AAR).

2.2.2.2 VPN Cryptographic Key Generation (IKE) (FCS_CKM.1/VPN)

TSS Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_CKM.1-VPN-ASE-01

The evaluator shall examine the TSS to verify that it describes how the key generation functionality is invoked.

Summary

Section 7.1.8.4.3 of the ST, IPsec Characteristics provides information regarding key generation
functionality. Section 7.1.8.4.3 states the following:

The key generation and key establishment for VPN are handled in the user space, while the bulk
encryption is handled in the kernel space. The VPN seeds its private copy of the CTR_DRBG present
in the corecrypto instance used by the VPN client with 384 bits of entropy, invokes the corecrypto
ECDH or DH APIs to generate the appropriate keys using key material generated by the CTR_DRBG,
and follows the key establishment algorithms defined in SP800-56A, ECDSA key generation algorithm
in FIPS186-4, Diffie-Hellman Group MODP key generation RFC 3526, and IKEv2 key derivation
function in RFC5996.

Guidance Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_CKM.1-VPN-AGD-01

There are no guidance EAs for this requirement.

Summary

There are no guidance EAs for this requirement.

Test Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_CKM.1-VPN-ATE-01
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If this functionality is implemented by the TSF, refer to the following EAs, depending on the TOE’s claimed Base-PP:

e GPOS PP: FCS_CKM.1
e MDF PP: FCS_CKM.1
e App PP: FCS_CKM.1/AK
e MDM PP: FCS_CKM.1

Summary
[VPNC]:l refers to EAs for FCS_CKM.1 specified in [MDF]:l and defines no additional tests.

2.2.2.3 Cryptographic Key Generation (Symmetric Keys for WPA2/WPA3
Connections) (FCS_CKM.1/WPA)

TSS Assurance Activities
Assurance Activity AA-WLANCPPM-FCS_CKM.1-WPA-ASE-01

The evaluator shall verify that the TSS describes how the primitives defined and implemented by this PP-Module are
used by the TOE in establishing and maintaining secure connectivity to the wireless clients. The TSS shall also provide
a description of the developer’s method(s) of assuring that their implementation conforms to the cryptographic standards;
this includes not only testing done by the developing organization, but also any third-party testing that is performed.

Summary
Section 7.1.8.3 of the ST, Wireless LAN (WLAN), describes the WLAN protocol. It states that the TOE
implements the WLAN protcol as defined in the IEEE 802.11 (2012) as follows:

. As required by IEEE 802.11 (2012), the TOE implements the CTR with CBC-MAC protocol
(CCMP) with AES (128-bit key) as defined in section 11.4.3 of 802.11.

. AES key wrapping as defined in SP800-38F is used to wrap the Group Temporal Key (GTK),
which is sent in an Extensible Authentication Protocol (EAPOL) key frame in message three
of the 4-way handshake defined in section 11.6.2 of IEEE 802.11 (2012).

. Newer device models support AES-CCMP-256 with 256-bit keys following IEEE 802.11ac-2013
as well as AES-GCMP-256 with 256-bit key sizes, respectively, following IEEE 802.11ac-2013.

. AES key unwrapping used to unwrap the GTK is performed as described in SP800-38F
section 6.1, Algorithm 2: W'l(C), and in section 6.2, Algorithm 4: KW-AD(C).

. PRF-384 is implemented as defined in IEEE 802.11-2012, "Wireless LAN Medium Access
Control (MAC) and Physical Layer (PHY) Specifications", section 11.6.1.2. It is implemented
in the TOE as part of the WPA implementation and is used for the key generation of AES
keys when the Counter Mode CBC-MAC Protocol (CCMP) cipher (defined in section 11.4.3.1
of IEEE 802.11-2012) is used.

Additionally, the Wi-Fi Alliance certificates for the devices in this evaluation are found in Appendix
A.2 Wi-Fi Alliance Certificates of the ST.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-WLANCPPM-FCS_CKM.1-WPA-ATE-01
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The evaluator shall perform the following tests:

. Test 1: The evaluator shall configure the access point so the cryptoperiod of the session key is 1 hour. The
evaluator shall successfully connect the TOE to the access point and maintain the connection for a length of time
that is greater than the configured cryptoperiod. The evaluator shall use a packet capture tool to determine that
after the configured cryptoperiod, a re-negotiation is initiated to establish a new session key. Finally, the evaluator
shall determine that the renegotiation has been successful and the client continues communication with the
access point.

. Test 2: The evaluator shall perform the following test using a packet sniffing tool to collect frames between the
TOE and a wireless LAN access point:
Step 1: The evaluator shall configure the access point to an unused channel and configure the WLAN sniffer to
sniff only on that channel (i.e., lock the sniffer on the selected channel). The sniffer should also be configured to
filter on the MAC address of the TOE and/or access point.
Step 2: The evaluator shall configure the TOE to communicate with a WLAN access point using IEEE 802.11-2012
and a 256-bit (64 hex values 0-f) pre-shared key. The pre-shared key is only used for testing.
Step 3: The evaluator shall start the sniffing tool, initiate a connection between the TOE and the access point,
and allow the TOE to authenticate, associate, and successfully complete the 4-way handshake with the client.
Step 4: The evaluator shall set a timer for 1 minute, at the end of which the evaluator shall disconnect the TOE
from the wireless network and stop the sniffer.
Step 5: The evaluator shall identify the 4-way handshake frames (denoted EAPOL-key in Wireshark captures) and
derive the PTK from the 4-way handshake frames and pre-shared key as specified in IEEE 802.11-2012.
Step 6: The evaluator shall select the first data frame from the captured packets that was sent between the TOE
and access point after the 4-way handshake successfully completed, and without the frame control value 0x4208
(the first 2 bytes are 08 42). The evaluator shall use the PTK to decrypt the data portion of the packet as specified
in IEEE 802.11-2012, and shall verify that the decrypted data contains ASCll-readable text.
Step 7: The evaluator shall repeat Step 6 for the next 2 data frames between the TOE and access point and
without frame control value 0x4208.

Summary

Test 1: The evaluator connected the TOE to a WiFi Access point (AP) for over one hour and verified
with Wireshark that the 4-way EAPOL handshake was automatically triggered after one hour.

Test 2: The evaluator connected the TOE to the AP and used Wireshark to obtain the anonce, snonce
and MAC address from both devices to derive the PTK, KCK, KEK and TK keys. The evaluator then
verified that the keys were consistent with the ones found in the logs.

2.2.2.4 Cryptographic Key Establishment (FCS_CKM.2/LOCKED)

TSS Assurance Activities

No assurance activities defined.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM.2-LOCKED-ATE-01

The test for SP800-56A Revision 3 and SP800-56B key establishment schemes is performed in association with
FCS_CKM.2/UNLOCKED.

Curve25519 Key Establishment Schemes

The evaluator shall verify a TOE's implementation of the key agreement scheme using the following Function and
Validity tests. These validation tests for each key agreement scheme verify that a TOE has implemented the components
of the key agreement scheme according to the specification. These components include the calculation of the shared
secret K and the hash of K.
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Function Test

The Function test verifies the ability of the TOE to implement the key agreement schemes correctly. To conduct this
test the evaluator shall generate or obtain test vectors from a known good implementation of the TOE supported
schemes. For each supported key agreement role and hash function combination, the tester shall generate 10 sets of
public keys. These keys are static, ephemeral or both depending on the scheme being tested.

The evaluator shall obtain the shared secret value K, and the hash of K.

The evaluator shall verify the correctness of the TSF’s implementation of a given scheme by using a known good
implementation to calculate the shared secret value K and compare the hash generated from this value.

Validity Test

The Validity test verifies the ability of the TOE to recognize another party’s valid and invalid key agreement results. To
conduct this test, the evaluator generates a set of 30 test vectors consisting of data sets including the evaluator’s public
keys and the TOE's public/private key pairs.

The evaluator shall inject an error in some of the test vectors to test that the TOE recognizes invalid key agreement
results caused by the following fields being incorrect: the shared secret value K or the hash of K. At least two of the
test vectors shall remain unmodified and therefore should result in valid key agreement results (they should pass).

The TOE shall use these modified test vectors to emulate the key agreement scheme using the corresponding parameters.
The evaluator shall compare the TOE's results with the results using a known good implementation verifying that the
TOE detects these errors.

Summary

An ACVP test harness extension was developed by the lab to implement ACVP-like tests for
Curve25519. This tool generates ACVP-compliant test vectors in JSON format following the test
definition in the PP. The evaluator used this tool to perform testing comparable to ACVP testing for
Curve255109.

2.2.2.5 Cryptographic Key Establishment (FCS_CKM.2/UNLOCKED)

TSS Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM.2-UNLOCKED-ASE-01

The evaluator shall ensure that the supported key establishment schemes correspond to the key generation schemes
identified in FCS_CKM.1.1. If the ST specifies more than one scheme, the evaluator shall examine the TSS to verify that
it identifies the usage for each scheme.

Summary

Section 7.1.2.6 of the [STIs, Explanation of usage for cryptographic functions, contains Table 22:
Explanation of usage for cryptographic functions in the cryptographic modules. The entry for
FCS_CKM.2/UNLOCKED identifies the following schemes for key establishment:

. RSA with Modulo 2048, 3072, and 4096

. ECC Establishment Key with P-256 and P-384 used as ephemeralUnified
. Diffie-Hellman Group 14 with with MODP-2048 used for IPsec

. FFC Establishment Key with MODP-2048 and MODP-3072 used for IPsec

The evaluator confirmed that the supported key establishment schemes correspond to the key
generation schemes identified in FCS_CKM.1.1.

Guidance Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM.2-UNLOCKED-AGD-01

Version 1.1 Classification: Public Status: RELEASED
Last update: 2023-10-06 Copyright © 2023 atsec information security corporation Page 39 of 258



:'@SEC: Val. ID: 11349 Apple Inc.

Assurance Activity Report

The evaluator shall verify that the AGD guidance instructs the administrator how to configure the TOE to use the selected
key establishment schemes.

Summary

[CCGUIDE]: Table 4: SFR Configuration Requirements identifies which SFRs can be or need to be
configured in the evaluated configuration. For FCS_CKM.2/UNLOCKED, there is no configuration
necessary for the selection of key establishment schemes by the TOE users or administrators. Table
entry FCS_CKM.2/UNLOCKED references section 5.2.2, which also states:

"For the evaluated configuration, no configuration is required from the mobile device user."
and
"For the evaluated configuration, no configuration is required from the mobile device
administrator."
Test Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM.2-UNLOCKED-ATE-01

Evaluation Activity Note: The following tests require the developer to provide access to a test platform that provides
the evaluator with tools that are typically not found on factory products.

The evaluator shall verify the implementation of the key establishment schemes supported by the TOE using the
applicable tests below.

SP800-56A Revision 3 Key Establishment Schemes

The evaluator shall verify a TOE's implementation of SP800-56A Revision 3 key establishment schemes using the
following Function and Validity tests. These validation tests for each key agreement scheme verify that a TOE has
implemented the components of the key agreement scheme according to the specifications in the Recommendation.
These components include the calculation of the DLC primitives (the shared secret value Z) and the calculation of the
derived keying material (DKM) via the Key Derivation Function (KDF). If key confirmation is supported, the evaluator
shall also verify that the components of key confirmation have been implemented correctly, using the test procedures
described below. This includes the parsing of the DKM, the generation of MACdata and the calculation of MacTag.

Function Test

The Function test verifies the ability of the TOE to implement the key agreement schemes correctly. To conduct this
test the evaluator shall generate or obtain test vectors from a known good implementation of the TOE supported
schemes. For each supported key agreement scheme-key agreement role combination, KDF type, and, if supported,
key confirmation role- key confirmation type combination, the tester shall generate 10 sets of test vectors. The data
set consists of one set of domain parameter values (FFC) or the NIST approved curve (ECC) per 10 sets of public keys.
These keys are static, ephemeral or both depending on the scheme being tested.

The evaluator shall obtain the DKM, the corresponding TOE’s public keys (static or ephemeral), the MAC tags, and any
inputs used in the KDF, such as the Other Information field Ol and TOE id fields.

If the TOE does not use a KDF defined in SP 800-56A Revision 3, the evaluator shall obtain only the public keys and the
hashed value of the shared secret.

The evaluator shall verify the correctness of the TSF’s implementation of a given scheme by using a known good
implementation to calculate the shared secret value, derive the keying material DKM, and compare hashes or MAC tags
generated from these values.

If key confirmation is supported, the TSF shall perform the above for each implemented approved MAC algorithm.
Validity Test

The Validity test verifies the ability of the TOE to recognize another party’s valid and invalid key agreement results with
or without key confirmation. To conduct this test, the evaluator shall obtain a list of the supporting cryptographic
functions included in the SP800-56A Revision 3 key agreement implementation to determine which errors the TOE
should be able to recognize. The evaluator generates a set of 24 (FFC) or 30 (ECC) test vectors consisting of data sets
including domain parameter values or NIST approved curves, the evaluator’s public keys, the TOE’s public/private key
pairs, MacTag, and any inputs used in the KDF, such as the other info and TOE id fields.
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The evaluator shall inject an error in some of the test vectors to test that the TOE recognizes invalid key agreement
results caused by the following fields being incorrect: the shared secret value Z, the DKM, the other information field
Ol, the data to be MACed, or the generated MacTag. If the TOE contains the full or partial (only ECC) public key validation,
the evaluator will also individually inject errors in both parties’ static public keys, both parties’ ephemeral public keys
and the TOE's static private key to assure the TOE detects errors in the public key validation function or the partial key
validation function (in ECC only). At least two of the test vectors shall remain unmodified and therefore should result
in valid key agreement results (they should pass).

The TOE shall use these modified test vectors to emulate the key agreement scheme using the corresponding parameters.
The evaluator shall compare the TOE's results with the results using a known good implementation verifying that the
TOE detects these errors.

SP800-56B Key Establishment Schemes

The evaluator shall verify that the TSS describes whether the TOE acts as a sender, a recipient, or both for RSA-based
key establishment schemes.

If the TOE acts as a sender, the following evaluation activity shall be performed to ensure the proper operation of every
TOE supported combination of RSA-based key establishment scheme:

To conduct this test the evaluator shall generate or obtain test vectors from a known good implementation of the TOE
supported schemes. For each combination of supported key establishment scheme and its options (with or without key
confirmation if supported, for each supported key confirmation MAC function if key confirmation is supported, and for
each supported mask generation function if KTS-OAEP is supported), the tester shall generate 10 sets of test vectors.
Each test vector shall include the RSA public key, the plaintext keying material, any additional input parameters if
applicable, the MacKey and MacTag if key confirmation is incorporated, and the outputted ciphertext. For each test
vector, the evaluator shall perform a key establishment encryption operation on the TOE with the same inputs (in cases
where key confirmation is incorporated, the test shall use the MacKey from the test vector instead of the randomly
generated MacKey used in normal operation) and ensure that the outputted ciphertext is equivalent to the ciphertext
in the test vector.

If the TOE acts as a receiver, the following evaluation activities shall be performed to ensure the proper operation of
every TOE supported combination of RSA-based key establishment scheme:

To conduct this test the evaluator shall generate or obtain test vectors FCS_CKM.2.1/LOCKED from a known good
implementation of the TOE supported schemes. For each combination of supported key establishment scheme and its
options (with our without key confirmation if supported, for each supported key confirmation MAC function if key
confirmation is supported, and for each supported mask generation function if KTS-OAEP is supported), the tester shall
generate 10 sets of test vectors. Each test vector shall include the RSA private key, the plaintext keying material
(KeyData), any additional input parameters if applicable, the MacTag in cases where key confirmation is incorporated,
and the outputted ciphertext. For each test vector, the evaluator shall perform the key establishment decryption
operation on the TOE and ensure that the outputted plaintext keying material (KeyData) is equivalent to the plaintext
keying material in the test vector. In cases where key confirmation is incorporated, the evaluator shall perform the key
confirmation steps and ensure that the outputted MacTag is equivalent to the MacTag in the test vector.

The evaluator shall ensure that the TSS describes how the TOE handles decryption errors. In accordance with NIST
Special Publication 800-56B, the TOE must not reveal the particular error that occurred, either through the contents of
any outputted or logged error message or through timing variations. If KTS-OAEP is supported, the evaluator shall create
separate contrived ciphertext values that trigger each of the three decryption error checks described in NIST Special
Publication 800-56B section 7.2.2.3, ensure that each decryption attempt results in an error, and ensure that any
outputted or logged error message is identical for each. If KTS-KEM-KWS is supported, the evaluator shall create separate
contrived ciphertext values that trigger each of the three decryption error checks described in NIST Special Publication
800-56B section 7.2.3.3, ensure that each decryption attempt results in an error, and ensure that any outputted or
logged error message is identical for each.

RSAES-PKCS1-v1_5 Key Establishment Schemes

The evaluator shall verify the correctness of the TSF's implementation of RSAES-PKCS1-v1_5 by using a known good
implementation for each protocol selected in FTP_ITC_EXT.1 that uses RSAES-PKCS1-v1_5.

FFC Schemes using "safe-prime" groups

The evaluator shall verify the correctness of the TSF's implementation of "safe-prime" groups by using a known good
implementation for each protocol selected in FTP_ITC_EXT.1 that uses "safe-prime" groups. This test must be performed
for each "safe-prime" group that each protocol uses.

Summary
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The evaluator confirmed that Automated Cryptographic Validating Testing System (ACVTS) is used
to test all cryptographic algorithms in accordance with the CAVP test procedures. The results have
been validated by the CAVP and the certificate information is provided in section 2.1, "CAVP
Certificate Summary," in the Assurance Activity Report (AAR).

2.2.2.6 Cryptographic Key Distribution (Group Temporal Key for WLAN)
(FCS_CKM.2/WLAN)

TSS Assurance Activities
Assurance Activity AA-WLANCPPM-FCS_CKM.2-WLAN-ASE-01

The evaluator shall check the TSS to ensure that it describes how the GTK is unwrapped prior to being installed for use
on the TOE using the AES implementation specified in this PP-Module.

Summary

Section 7.1.8.3 of the ST, Wireless LAN (WLAN), states that AES key unwrapping used to unwrap
the GTK is performed as described in SP800-38F section 6.1, Algorithm 2: W(C), and in section
6.2, Algorithm 4: KW-AD(C).

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-WLANCPPM-FCS_CKM.2-WLAN-ATE-01

The evaluator shall perform the following test using a packet sniffing tool to collect frames between the TOE and a
wireless access point (which may be performed in conjunction with the assurance activity for FCS_CKM.1.1/WLAN).

Step 1: The evaluator shall configure the access point to an unused channel and configure the WLAN sniffer to sniff
only on that channel (i.e., lock the sniffer on the selected channel). The sniffer should also be configured to filter on
the MAC address of the TOE and/or access point.

Step 2: The evaluator shall configure the TOE to communicate with the access point using IEEE 802.11-2012 and a
256-bit (64 hex values 0-f) pre-shared key, setting up the connections as described in the operational guidance. The
pre-shared key is only used for testing.

Step 3: The evaluator shall start the sniffing tool, initiate a connection between the TOE and access point, and allow
the TOE to authenticate, associate, and successfully complete the 4-way handshake with the TOE.

Step 4: The evaluator shall set a timer for 1 minute, at the end of which the evaluator shall disconnect the TOE from
the access point and stop the sniffer.

Step 5: The evaluator shall identify the 4-way handshake frames (denoted EAPOL-key in Wireshark captures) and derive
the PTK and GTK from the 4-way handshake frames and pre-shared key as specified in IEEE 802.11-2012.

Step 6: The evaluator shall select the first data frame from the captured packets that was sent between the TOE and
access point after the 4-way handshake successfully completed, and with the frame control value 0x4208 (the first 2
bytes are 08 42). The evaluator shall use the GTK to decrypt the data portion of the selected packet as specified in IEEE
802.11-2012, and shall verify that the decrypted data contains ASCll-readable text.

Step 7: The evaluator shall repeat Step 6 for the next 2 data frames with frame control value 0x4208.

Summary
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Performed in conjunction with FCS_CKM.1.1/WLAN Test 2: The evaluator connected the TOE to the
AP and used Wireshark to obtain the anonce, snonce and MAC address from both devices to derive
the PTK, KCK, KEK and TK keys. The evaluator then verified that the keys were consistent with the
ones found in the logs.

2.2.2.7 Cryptographic Key Support (FCS_CKM_EXT.1)

TSS Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM_EXT.1-ASE-01

The evaluator shall review the TSS to determine that a REK is supported by the TOE, that the TSS includes a description
of the protection provided by the TOE for a REK, and that the TSS includes a description of the method of generation
of a REK.

The evaluator shall verify that the description of the protection of a REK describes how any reading, import, and export
of that REK is prevented. For example, if the hardware protecting the REK is removable, the description should include
how other devices are prevented from reading the REK. The evaluator shall verify that the TSS describes how
encryption/decryption/derivation actions are isolated so as to prevent applications and system-level processes from
reading the REK while allowing encryption/decryption/derivation by the key.

The evaluator shall verify that the description includes how the OS is prevented from accessing the memory containing
REK key material, which software is allowed access to the REK, how any other software in the execution environment
is prevented from reading that key material, and what other mechanisms prevent the REK key material from being
written to shared memory locations between the OS and the separate execution environment.

If key derivation is performed using a REK, the evaluator shall ensure that the TSS description includes a description
of the key derivation function and shall verify the key derivation uses an approved derivation mode and key expansion
algorithm according to FCS_CKM_EXT.3.2.

The evaluator shall verify that the generation of a REK meets the FCS_ RBG_EXT.1.1 and FCS_RBG_EXT.1.2 requirements:

. If REKs is/are generated on-device, the TSS shall include a description of the generation mechanism including
what triggers a generation, how the functionality described by FCS_RBG_EXT.1 is invoked, and whether a separate
instance of the RBG is used for REKSs.

. If REKs is/are generated off-device, the TSS shall include evidence that the RBG meets FCS_RBG_EXT.1. This will
likely necessitate a second set of RBG documentation equivalent to the documentation provided for the RBG
Evaluation Activities. In addition, the TSS shall describe the manufacturing process that prevents the device
manufacturer from accessing any REKs.

Summary

Sections 7.1.1.1 and 7.1.2.1 of the [STI:l, The Secure Enclave Processor (SEP) and Overview of Key
Management, respectively, provide relevant information about key management.

Section 7.1.1.1 states that each Secure Enclave Processor (SEP) is provisioned with its own 256-bit
Unique ID (UID) during fabrication. The UID (which also serves as the REK for the whole device) is
used as a key by the device, is not accessible to other parts of the system, and is not known to
Apple. In section 7.1.2.1, Table 20: Summary of keys and persistent secrets in the TOE OS restates
that the UID serves as the REK for the device.

As stated in section 7.1.1.1, section 7.1.2.1 reiterates that each TOE comes with a unique 256-bit
AES key called the UID. The UID is generated during production using the hardware SP800-90A-Rev1
DRBG (CTR_DRBG) of the Secure Enclave and then etched into the silicon. This key is stored (i.e.,
etched into the silicon) in the SEP and is not accessible by the application processor. Even the
software in the SEP cannot read the UID. The UID can only request encryption and decryption
operations performed by a dedicated AES engine accessible only from the SEP.

The UID is used to derive two other keys, called "Key 0x89B" and "Key 0x835". These two keys are
derived during the first boot by encrypting defined constants with the UID. "Key 0x89B" and "Key
0x835" are used to wrap two other keys: the "EMF key" (the file system key, wrapped by "Key
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0x89B") and the "Dkey" (the device key, wrapped by "Key 0x835") in accordance with the
requirements of SP800-38F. As stated above, the UID is not generated on the device; it is provisioned
during fabrication. It is generated in the production environment using a protected system with an
RNG that complies with the requirements of NIST SP 800-90A (i.e., an approved SP800-90A DRBG
implementation), as specified in FCS_RBG_EXT.1.1 and FCS_RBG_EXT.1.2.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities

No assurance activities defined.
2.2.2.8 Cryptographic Key Random Generation (FCS_CKM_EXT.2)

TSS Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM_EXT.2-ASE-01

The evaluator shall ensure that the documentation of the product's encryption key management is detailed enough
that, after reading, the product's key management hierarchy is clear and that it meets the requirements to ensure the
keys are adequately protected. The evaluator shall ensure that the documentation includes both an essay and one or
more diagrams. Note that this may also be documented as separate proprietary evidence rather than being included
in the TSS.

The evaluator shall also examine the key hierarchy section of the TSS to ensure that the formation of all DEKs is described
and that the key sizes match that described by the ST author. The evaluator shall examine the key hierarchy section
of the TSS to ensure that each DEK is generated or combined from keys of equal or greater security strength using one
of the selected methods.

. If the symmetric DEK is generated by an RBG, the evaluator shall review the TSS to determine that it describes
how the functionality described by FCS_RBG_EXT.1 is invoked. The evaluator uses the description of the RBG
functionality in FCS_RBG_EXT.1 or documentation available for the operational environment to determine that
the key size being requested is greater than or equal to the key size and mode to be used for the
encryption/decryption of the data.

. If the DEK is formed from a combination, the evaluator shall verify that the TSS describes the method of combination
and that this method is either an XOR or a KDF to justify that the effective entropy of each factor is preserved.
The evaluator shall also verify that each combined value was originally generated from an Approved DRBG
described in FCS_RBG_EXT.1.

. If "concatenating the keys and using a KDF (as described in SP 800-56C)" is selected, the evaluator shall ensure
the TSS includes a description of the randomness extraction step.

The description must include how an approved untruncated MAC function is being used for the randomness extraction
step and the evaluator must verify the TSS describes that the output length (in bits) of the MAC function is at least as
large as the targeted security strength (in bits) of the parameter set employed by the key establishment scheme (see
Tables 1-3 of SP 800-56C).

The description must include how the MAC function being used for the randomness extraction step is related to the
PRF used in the key expansion and verify the TSS description includes the correct MAC function:

. If an HMAC-hash is used in the randomness extraction step, then the same HMAC-hash (with the same hash
function hash) is used as the PRF in the key expansion step.

. If an AES-CMAC (with key length 128, 192, or 256 bits) is used in the randomness extraction step, then AES-CMAC
with a 128-bit key is used as the PRF in the key expansion step.

. The description must include the lengths of the salt values being used in the randomness extraction step and the
evaluator shall verify the TSS description includes correct salt lengths:

. Ifan HMAC-hash is being used as the MAC, the salt length can be any value up to the maximum bit length permitted
for input to the hash function hash.

. If an AES-CMAC is being used as the MAC, the salt length shall be the same length as the AES key (i.e. 128, 192,
or 256 bits).
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(conditional) If a KDF is used, the evaluator shall ensure that the TSS includes a description of the key derivation function
and shall verify the key derivation uses an approved derivation mode and key expansion algorithm according to SP
800-108 or SP 800-56C.

Summary

Section 7.1.2 of the [STI, Cryptographic Support, states the following:

Every time a file on the data partition is created, a new 256-bit AES key (the "per-file" key)
is created using the hardware random bit generator of the Secure Enclave (i.e.,
FCS_RBG_EXT.1/HW). Files are encrypted using this key with AES in Xor-Encrypt-Xor-based
tweaked-codebook mode with ciphertext stealing (XTS) where the initialization vector (1V)
is calculated with the block offset into the file, encrypted with the SHA-1 hash of the per-file
key, and follows SP800-38E. On devices with an Apple ARM Al14 and later SoC and M1 and
later SoC, the encryption uses AES-256 in XTS mode in the Secure Enclave. On Apple ARM
A9 through A13 devices, the encryption uses AES-128 in XTS mode in the Secure Enclave
where the 256-bit per file key is split to provide a 128-bit tweak and a 128-bit cipher key.
(This is a general Apple ARM processor statement and all aforementioned processors may
not be used by the devices in this TOE.)

When receiving data to be protected when the device is in the locked state, the application
can create a file with the file attribute NSFileProtectionCompleteUnlessOpen. In this case,
the TOE OS generates another asymmetric key pair within the SEP (per file object used to
store the data). The device-wide public key and the file object private key are then used
to generate a shared secret (using one-pass Diffie-Hellman (DH) as described in SP800-56A].
The KDF is Concatenation Key Derivation Function (Approved Alternative 1) as described
in 5.8.1 of SP800-56A. AlgorithmID is omitted. PartyUInfo and PartyVinfo are the ephemeral
and static public keys, respectively. SHA-256 is used as the hashing function. The key
generated in that fashion is used as the symmetric key to encrypt the data. The object
private key and the shared secret are cleared when the file is closed and only the object
public key is stored with the file object.

“Concatenating the keys and using a KDF (as described in (SP 800- 56C)” is selected in
FCS_CKM_EXT.3 Cryptographic Key Generation. The TOE implements the KDF following the
specification in RFC 5869. The KDF defined in this RFC complies with the extraction and
expansion KDFs specified in SP800-56C. This RFC exactly specifies the order of the
concatenation of the input data used for the extraction steps as well as the data
concatenation and the counter maintenance of the expansion phase. The implementation
of the KDF uses HMAC-SHA-256 for both the extraction as well as the expansion phase.
The salt length and the output key length of the KDF are each 256 bits.

The description of the TOE's encryption key management spans across multiple paragraphs and is

also incl

uded as a diagram (Figure 5 of [ST]).

The evaluator determined that the description of the TOE's encryption key management is sufficiently

detailed

. The key management hierarchy, both in text as well as illustrated in Figure 5 of [ST], is

clear and meets the requirements to ensure the keys are adequately protected.

Guidance Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM_EXT.2-AGD-01

The evaluator uses the description of the RBG functionality in FCS_RBG_EXT.1 or documentation available for the
operational environment to determine that the key size being generated or combined is identical to the key size and
mode to be used for the encryption/decryption of the data.
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Summary

[CCGUIDE]: Table 4: SFR Configuration Requirements identifies which SFRs can be or need to be
configured in the evaluated configuration. For FCS_CKM_EXT.2, there is no configuration necessary
by the TOE users or administrators since generation and maintenance of the DEK are hard-coded.

This assurance activity is also performed in conjunction with the test assurance activities.

Test Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM_EXT.2-ATE-01

If a KDF is used, the evaluator shall perform one or more of the following tests to verify the correctness of the key
derivation function, depending on the modes that are supported. Table 4 maps the data fields to the notations used in
SP 800-108 and SP 800-56C.

Table 4: Notations used in SP 800-108 and SP 800-56C

Data Fields Notations

SP 800-108 SP 800-56C
Pseudorandom function PRF PRF
Counter length r r
Length of output of PRF h h
Length of derived keying material L L
Length of input values | length I length
Pseudorandom input values | K1 (key derivation key) Z (shared secret)
Pseudorandom salt values n/a s
Randomness extraction MAC n/a MAC

Counter Mode Tests:

The evaluator shall determine the following characteristics of the key derivation function:

. One or more pseudorandom functions that are supported by the implementation (PRF).

. One or more of the values {8, 16, 24, 32} that equal the length of the binary representation of the counter (r).
. The length (in bits) of the output of the PRF (h).

. Minimum and maximum values for the length (in bits) of the derived keying material (L). These values can be

equal if only one value of L is supported. These must be evenly divisible by h.
. Up to two values of L that are NOT evenly divisible by h.

. Location of the counter relative to fixed input data: before, after, or in the middle.
o Counter before fixed input data: fixed input data string length (in bytes), fixed input data string value.
) Counter after fixed input data: fixed input data string length (in bytes), fixed input data string value.

o Counter in the middle of fixed input data: length of data before counter (in bytes), length of data after
counter (in bytes), value of string input before counter, value of string input after counter.

. The length (I_length) of the input values I.

For each supported combination of I_length, MAC, salt, PRF, counter location, value of r, and value of L, the evaluator
shall generate 10 test vectors that include pseudorandom input values I, and pseudorandom salt values. If there is only
one value of L that is evenly divisible by h, the evaluator shall generate 20 test vectors for it. For each test vector, the
evaluator shall supply this data to the TOE in order to produce the keying material output.
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The results from each test may either be obtained by the evaluator directly or by supplying the inputs to the implementer
and receiving the results in response. To determine correctness, the evaluator shall compare the resulting values to
those obtained by submitting the same inputs to a known good implementation.

Feedback Mode Tests:

The evaluator shall determine the following characteristics of the key derivation function:

. One or more pseudorandom functions that are supported by the implementation (PRF).
. The length (in bits) of the output of the PRF (h).
. Minimum and maximum values for the length (in bits) of the derived keying material (L). These values can be

equal if only one value of L is supported. These must be evenly divisible by h.
. Up to two values of L that are NOT evenly divisible by h.

. Whether or not zero-length IVs are supported.
. Whether or not a counter is used, and if so:
o One or more of the values {8, 16, 24, 32} that equal the length of the binary representation of the counter
(r).
) Location of the counter relative to fixed input data: before, after, or in the middle.
> Counter before fixed input data: fixed input data string length (in bytes), fixed input data string value.
> Counter after fixed input data: fixed input data string length (in bytes), fixed input data string value.

> Counter in the middle of fixed input data: length of data before counter (in bytes), length of data after
counter (in bytes), value of string input before counter, value of string input after counter.

. The length (I_length) of the input values I.

For each supported combination of I_length, MAC, salt, PRF, counter location (if a counter is used), value of r (if a counter
is used), and value of L, the evaluator shall generate 10 test vectors that include pseudorandom input values | and
pseudorandom salt values. If the KDF supports zero-length IVs, five of these test vectors will be accompanied by
pseudorandom IVs and the other five will use zero-length IVs. If zero-length IVs are not supported, each test vector will
be accompanied by an pseudorandom IV. If there is only one value of L that is evenly divisible by h, the evaluator shall
generate 20 test vectors for it.

For each test vector, the evaluator shall supply this data to the TOE in order to produce the keying material output.
The results from each test may either be obtained by the evaluator directly or by supplying the inputs to the implementer
and receiving the results in response. To determine correctness, the evaluator shall compare the resulting values to
those obtained by submitting the same inputs to a known good implementation.

Double Pipeline Iteration Mode Tests:

The evaluator shall determine the following characteristics of the key derivation function:

. One or more pseudorandom functions that are supported by the implementation (PRF).
. The length (in bits) of the output of the PRF (h).
. Minimum and maximum values for the length (in bits) of the derived keying material (L). These values can be

equal if only one value of L is supported. These must be evenly divisible by h.
. Up to two values of L that are NOT evenly divisible by h.

. Whether or not a counter is used, and if so:
o One or more of the values {8, 16, 24, 32} that equal the length of the binary representation of the counter
(r).
) Location of the counter relative to fixed input data: before, after, or in the middle.
> Counter before fixed input data: fixed input data string length (in bytes), fixed input data string value.
> Counter after fixed input data: fixed input data string length (in bytes), fixed input data string value.

> Counter in the middle of fixed input data: length of data before counter (in bytes), length of data after
counter (in bytes), value of string input before counter, value of string input after counter.

. The length (I_length) of the input values I.

For each supported combination of I_length, MAC, salt, PRF, counter location (if a counter is used), value of r (if a counter
is used), and value of L, the evaluator shall generate 10 test vectors that include pseudorandom input values I, and
pseudorandom salt values. If there is only one value of L that is evenly divisible by h, the evaluator shall generate 20
test vectors for it.
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For each test vector, the evaluator shall supply this data to the TOE in order to produce the keying material output.
The results from each test may either be obtained by the evaluator directly or by supplying the inputs to the implementer
and receiving the results in response. To determine correctness, the evaluator shall compare the resulting values to
those obtained by submitting the same inputs to a known good implementation.

Summary

The evaluator confirmed that Automated Cryptographic Validating Testing System (ACVTS) is used
to test all cryptographic testing of all cryptographic operations was performed in accordance with
the CAVP test procedures. The results have been validated by the CAVP and the certificate
information is provided in section 2.1, "CAVP Certificate Summary," in the Assurance Activity Report
(AAR).

2.2.2.9 Cryptographic Key Generation (FCS_CKM_EXT.3)

TSS Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM_EXT.3-ASE-01

The evaluator shall examine the key hierarchy section of the TSS to ensure that the formation of all KEKs are described
and that the key sizes match that described by the ST author. The evaluator shall examine the key hierarchy section
of the TSS to ensure that each key (DEKs, software-based key storage, and KEKs) is encrypted by keys of equal or
greater security strength using one of the selected methods.

The evaluator shall review the TSS to verify that it contains a description of the conditioning used to derive KEKs. This
description must include the size and storage location of salts. This activity may be performed in combination with that
for FCS_COP.1/CONDITION.

(conditional) If the symmetric KEK is generated by an RBG, the evaluator shall review the TSS to determine that it
describes how the functionality described by FCS_RBG_EXT.1 is invoked. The evaluator uses the description of the RBG
functionality in FCS_RBG_EXT.1 or documentation available for the operational environment to determine that the key
size being requested is greater than or equal to the key size and mode to be used for the encryption/decryption of the
data.

(conditional) If the KEK is generated according to an asymmetric key scheme, the evaluator shall review the TSS to
determine that it describes how the functionality described by FCS_CKM.1 is invoked. The evaluator uses the description
of the key generation functionality in FCS_CKM.1 or documentation available for the operational environment to determine
that the key strength being requested is greater than or equal to 112 bits.

(conditional) If the KEK is formed from a combination, the evaluator shall verify that the TSS describes the method of
combination and that this method is either an XOR, a KDF, or encryption.

(conditional) If a KDF is used, the evaluator shall ensure that the TSS includes a description of the key derivation function
and shall verify the key derivation uses an approved derivation mode and key expansion algorithm according to SP
800-108.

(conditional) If "concatenating the keys and using a KDF (as described in SP 800-56C)" is selected, the evaluator shall
ensure the TSS includes a description of the randomness extraction step. The description must include

. How an approved untruncated MAC function is being used for the randomness extraction step and the evaluator
must verify the TSS describes that the output length (in bits) of the MAC function is at least as large as the targeted
security strength (in bits) of the parameter set employed by the key establishment scheme (see Tables 1-3 of SP
800-56C).

. How the MAC function being used for the randomness extraction step is related to the PRF used in the key
expansion and verify the TSS description includes the correct MAC function:
o If an HMAC-hash is used in the randomness extraction step, then the same HMAC-hash (with the same hash
function hash) is used as the PRF in the key expansion step.

o If an AES-CMAC (with key length 128, 192, or 256 bits) is used in the randomness extraction step, then
AES-CMAC with a 128-bit key is used as the PRF in the key expansion step.

. The lengths of the salt values being used in the randomness extraction step and the evaluator shall verify the
TSS description includes correct salt lengths:
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o If an HMAC-hash is being used as the MAC, the salt length can be any value up to the maximum bit length
permitted for input to the hash function hash.

o If an AES-CMAC is being used as the MAC, the salt length shall be the same length as the AES key (i.e. 128,
192, or 256 bits).

The evaluator shall also ensure that the documentation of the product's encryption key management is detailed enough
that, after reading, the product's key management hierarchy is clear and that it meets the requirements to ensure the
keys are adequately protected. The evaluator shall ensure that the documentation includes both an essay and one or
more diagrams. Note that this may also be documented as separate proprietary evidence rather than being included
in the TSS.

Summary
Section 7.1.2.1 of the [STI:, Overview of Key Management, describes the key management.

The evaluator reviewed section 7.1.2.1 and verified that all keys used for data encryption are 256-bit
AES keys. Key Encryption Keys (KEKs) are also 256-bit AES keys. The passcode key is derived from
the UID, the passcode and the salt using the concatenation Key Derivation Function (Approved
Alternative 1) as described in 5.8.1 of NIST SP 800-56A. The KEKs are generated using an Approved
NIST SP 800-90A as described in FCS_RBG_EXT.1/HW.

Although KDF is used, the SP 800-56C KDF is implemented by the TOE and not the SP 800-108 KDF.
The ST selects "concatenating the keys and using a KDF (as described in (SP 800- 56C)” in
FCS_CKM_EXT.3. Section 7.1.2.5 of the [STI:, Randomness extraction and expansion step, describes
the randomness extraction step. According to this section, the TOE implements the Key Derivation
Function (KDF) based on RFC5869. The KDF defined in the RFC complies with SP 800-56C, as far
as the extraction and expansions steps. The RFC specifies the order of the concatenation. The TOE's
implementation of the KDF uses HMAC-SHA-256 for both the extraction and the expansion phase.
Specifically, the evaluator verified that the extraction and expansion steps are explicitly described
in this section, which the evaluator determined to be a reproduction of sections 2.2 and 2.3 of RFC
5869. This section also states that the salt length and output key of the KDF are 256 bits.

The description of the TOE's encryption key management spans across multiple paragraphs and is
also included as a diagram (Figure 5 of [ST]).

The evaluator determined that the description of the TOE's encryption key management is sufficiently
detailed. The key management hierarchy, both in text as well as illustrated in Figure 5 of [ST], is
clear and meets the requirements to ensure the keys are adequately protected.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM_EXT.3-ATE-01

If a KDF is used, the evaluator shall perform one or more of the following tests to verify the correctness of the key
derivation function, depending on the modes that are supported. Table 5 maps the data fields to the notations used in
SP 800-108 and SP 800-56C.
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Data Fields Notations

SP 800-108 SP 800-56C
Pseudorandom function PRF PRF
Counter length r r
Length of output of PRF h h
Length of derived keying material L L
Length of input values I_length I_length
Pseudorandom input values | K; (key derivation key) Z (shared secret)
Pseudorandom salt values n/a s
Randomness extraction MAC n/a MAC

Counter Mode Tests:

The evaluator shall determine the following characteristics of the key derivation function:

Version 1.1
Last update: 2023-10-06

. One or more pseudorandom functions that are supported by the implementation (PRF).

One or more of the values {8, 16, 24, 32} that equal the length of the binary representation of the counter (r).
The length (in bits) of the output of the PRF (h).

Minimum and maximum values for the length (in bits) of the derived keying material (L). These values can be
equal if only one value of L is supported. These must be evenly divisible by h.

Up to two values of L that are NOT evenly divisible by h.

Location of the counter relative to fixed input data: before, after, or in the middle.

o Counter before fixed input data: fixed input data string length (in bytes), fixed input data string value.

) Counter after fixed input data: fixed input data string length (in bytes), fixed input data string value.

o Counter in the middle of fixed input data: length of data before counter (in bytes), length of data after
counter (in bytes), value of string input before counter, value of string input after counter.

The length (I_length) of the input values I.

For each supported combination of |I_length, MAC, salt, PRF, counter location, value of r, and value of L, the evaluator
shall generate 10 test vectors that include pseudorandom input values I, and pseudorandom salt values. If there is only
one value of L that is evenly divisible by h, the evaluator shall generate 20 test vectors for it. For each test vector, the
evaluator shall supply this data to the TOE in order to produce the keying material output.

The results from each test may either be obtained by the evaluator directly or by supplying the inputs to the implementer
and receiving the results in response. To determine correctness, the evaluator shall compare the resulting values to
those obtained by submitting the same inputs to a known good implementation.

Feedback Mode Tests:

The evaluator shall determine the following characteristics of the key derivation function:

One or more pseudorandom functions that are supported by the implementation (PRF).
The length (in bits) of the output of the PRF (h).

Minimum and maximum values for the length (in bits) of the derived keying material (L). These values can be
equal if only one value of L is supported. These must be evenly divisible by h.

Up to two values of L that are NOT evenly divisible by h.
Whether or not zero-length IVs are supported.
Whether or not a counter is used, and if so:
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o One or more of the values {8, 16, 24, 32} that equal the length of the binary representation of the counter
(r).

o Location of the counter relative to fixed input data: before, after, or in the middle.
> Counter before fixed input data: fixed input data string length (in bytes), fixed input data string value.
> Counter after fixed input data: fixed input data string length (in bytes), fixed input data string value.
> Counter in the middle of fixed input data: length of data before counter (in bytes), length of data after

counter (in bytes), value of string input before counter, value of string input after counter.

. The length (I_length) of the input values I.

For each supported combination of I_length, MAC, salt, PRF, counter location (if a counter is used), value of r (if a counter
is used), and value of L, the evaluator shall generate 10 test vectors that include pseudorandom input values | and
pseudorandom salt values. If the KDF supports zero-length IVs, five of these test vectors will be accompanied by
pseudorandom IVs and the other five will use zero-length IVs. If zero-length IVs are not supported, each test vector will
be accompanied by an pseudorandom IV. If there is only one value of L that is evenly divisible by h, the evaluator shall
generate 20 test vectors for it.

For each test vector, the evaluator shall supply this data to the TOE in order to produce the keying material output.
The results from each test may either be obtained by the evaluator directly or by supplying the inputs to the implementer
and receiving the results in response. To determine correctness, the evaluator shall compare the resulting values to
those obtained by submitting the same inputs to a known good implementation.

Double Pipeline Iteration Mode Tests:

The evaluator shall determine the following characteristics of the key derivation function:

. One or more pseudorandom functions that are supported by the implementation (PRF).
° The length (in bits) of the output of the PRF (h).
. Minimum and maximum values for the length (in bits) of the derived keying material (L). These values can be

equal if only one value of L is supported. These must be evenly divisible by h.
. Up to two values of L that are NOT evenly divisible by h.

. Whether or not a counter is used, and if so:
o One or more of the values {8, 16, 24, 32} that equal the length of the binary representation of the counter
(r).
o Location of the counter relative to fixed input data: before, after, or in the middle.
> Counter before fixed input data: fixed input data string length (in bytes), fixed input data string value.
> Counter after fixed input data: fixed input data string length (in bytes), fixed input data string value.
> Counter in the middle of fixed input data: length of data before counter (in bytes), length of data after

counter (in bytes), value of string input before counter, value of string input after counter.

. The length (I_length) of the input values I.

For each supported combination of I_length, MAC, salt, PRF, counter location (if a counter is used), value of r (if a counter
is used), and value of L, the evaluator shall generate 10 test vectors that include pseudorandom input values I, and
pseudorandom salt values. If there is only one value of L that is evenly divisible by h, the evaluator shall generate 20
test vectors for it.

For each test vector, the evaluator shall supply this data to the TOE in order to produce the keying material output.
The results from each test may either be obtained by the evaluator directly or by supplying the inputs to the implementer
and receiving the results in response. To determine correctness, the evaluator shall compare the resulting values to
those obtained by submitting the same inputs to a known good implementation.

Summary

The evaluator confirmed that ACVTS testing of all cryptographic operations was performed in
accordance with the CAVP test procedures. The results have been validated by the CAVP and the
certificate information is provided in section 2.1, "CAVP Certificate Summary," in the Assurance
Activity Report (AAR).
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2.2.2.10 Key Destruction (FCS_CKM_EXT.4)

TSS Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM_EXT.4-ASE-01

The evaluator shall check to ensure the TSS lists each type of plaintext key material (DEKs, software-based key storage,
KEKs, trusted channel keys, passwords, etc.) and its generation and storage location.

The evaluator shall verify that the TSS describes when each type of key material is cleared (for example, on system
power off, on wipe function, on disconnection of trusted channels, when no longer needed by the trusted channel per
the protocol, when transitioning to the locked state, and possibly including immediately after use, while in the locked
state, etc.).

The evaluator shall also verify that, for each type of key, the type of clearing procedure that is performed (cryptographic
erase, overwrite with zeros, overwrite with random pattern, or block erase) is listed. If different types of memory are
used to store the materials to be protected, the evaluator shall check to ensure that the TSS describes the clearing
procedure in terms of the memory in which the data are stored.

Summary

Section 7.1.2 of the [STI, Cryptographic Support (FCS), contains Table 20: Summary of keys and
persistent secrets in the TOE OS and Table 21: Summary of keys and persistent secrets used by
the MDM Agent. Tables 20 and 21 describe all the key material, their purpose, and how they are
stored. Keys that are encrypted are not cleared unless the data they protect is erased. The DKey
(device key) and the EMF key (file system key) are stored wrapped, in block 0 of the flash memory
(effaceable storage) and, thus, erasable very quickly if needed. The UID is stored unencrypted but
is not accessible by any other part of the TOE system other than the SEP. All other keys are stored
in non-volatile memory wrapped.

Also, section 7.1.2.4, Storage of Persistent Secrets and Private Keys by the MDM Agent, states that
all clearing operations of keys stored in volatile memory are performed by the Apple corecrypto
Module [Apple ARM, User, Software, SL1], Apple corecrypto Module [Apple ARM, Kernel, Software,
SL1] or by the AES implementation within the Wi-Fi chip. This section also specifies that this clearing
is performed using the memset(0) function to overwrite the memory containing keys and sensitive
parameters. That applies to symmetric keys used for TLS, HTTPS, or Wi-Fi. All other keys are stored
encrypted and, therefore, do not need to be wiped. When a wipe is triggered, the KEKs are erased
and, therefore, all other encrypted keys do not need be zeroized.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM_EXT.4-ATE-01

Evaluation Activity Note: The following tests require the developer to provide access to a test platform that provides
the evaluator with tools that are typically not found on factory products.

For each software and firmware key clearing situation (including on system power off, on wipe function, on disconnection
of trusted channels, when no longer needed by the trusted channel per the protocol, when transitioning to the locked
state, and possibly including immediately after use, while in the locked state) the evaluator shall repeat the following
tests.

For these tests the evaluator shall utilize appropriate development environment (e.g. a Virtual Machine) and development
tools (debuggers, simulators, etc.) to test that keys are cleared, including all copies of the key that may have been
created internally by the TOE during normal cryptographic processing with that key.
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. Test 3: Applied to each key held as plaintext in volatile memory and subject to destruction by overwrite by the
TOE (whether or not the plaintext value is subsequently encrypted for storage in volatile or non-volatile memory).
In the case where the only selection made for the destruction method key was removal of power, then this test
is unnecessary. The evaluator shall:

1) Record the value of the key in the TOE subject to clearing.

2) Cause the TOE to perform a normal cryptographic processing with the key from Step #1.

3) Cause the TOE to clear the key.

4) Cause the TOE to stop the execution but not exit.

5) Cause the TOE to dump the entire memory of the TOE into a binary file.

6) Search the content of the binary file created in Step #5 for instances of the known key value from Step #1.
7) Break the key value from Step #1 into 3 similar sized pieces and perform a search using each piece.

Steps 1-6 ensure that the complete key does not exist anywhere in volatile memory. If a copy is found, then the
test fails.

Step 7 ensures that partial key fragments do not remain in memory. If a fragment is found, there is a minuscule
chance that it is not within the context of a key (e.g., some random bits that happen to match). If this is the case
the test should be repeated with a different key in Step #1. If a fragment is found the test fails.

. Test 4: Applied to each key held in non-volatile memory and subject to destruction by overwrite by the TOE. The
evaluator shall use special tools (as needed), provided by the TOE developer if necessary, to view the key storage
location:

1) Record the value of the key in the TOE subject to clearing.
2) Cause the TOE to perform a normal cryptographic processing with the key from Step #1.
3) Cause the TOE to clear the key.

4) Search the non-volatile memory the key was stored in for instances of the known key value from Step #1.
If a copy is found, then the test fails.

5) Break the key value from Step #1 into 3 similar sized pieces and perform a search using each piece. If a
fragment is found then the test is repeated (as described for test 1 above), and if a fragment is found in
the repeated test then the test fails.

. Test 5: Applied to each key held as non-volatile memory and subject to destruction by overwrite by the TOE. The
evaluator shall use special tools (as needed), provided by the TOE developer if necessary, to view the key storage
location:

1) Record the storage location of the key in the TOE subject to clearing.

2) Cause the TOE to perform a normal cryptographic processing with the key from Step #1.

3) Cause the TOE to clear the key.

4) Read the storage location in Step #1 of non-volatile memory to ensure the appropriate pattern is utilized.

The test succeeds if correct pattern is used to overwrite the key in the memory location. If the pattern is not
found the test fails.

Summary

These tests are performed as part of the zeroization testing in FIPS 140-3 conformance testing
which is also performed by the evaluator. As all software requiring cryptographic support use
CoreCrypto, the zeroization tests performed as part of FIPS 140-3 cover this test. These test results
are included in evidence.

2.2.2.11 TSF Wipe (FCS_CKM_EXT.5)

TSS Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM_EXT.5-ASE-01

The evaluator shall check to ensure the TSS describes how the device is wiped, the type of clearing procedure that is
performed (cryptographic erase or overwrite) and, if overwrite is performed, the overwrite procedure (overwrite with
zeros, overwrite three or more times by a different alternating pattern, overwrite with random pattern, or block erase).
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If different types of memory are used to store the data to be protected, the evaluator shall check to ensure that the
TSS describes the clearing procedure in terms of the memory in which the data are stored (for example, data stored
on flash are cleared by overwriting once with zeros, while data stored on the internal persistent storage device are
cleared by overwriting three times with a random pattern that is changed before each write).

Summary

Section 7.1.2.4 of the [STI:, Storage of Persistent Secrets and Private Keys by the MDM Agent,
states that when a wipe command is issued, protected data is wiped by erasing the top-level KEKs.
Since all data at rest is encrypted with one of those keys, the effect of zeroizing the KEKs is that
the device is wiped. The overwriting of the KEKs is done through a memset(0) operation that
overwrites the memory as detailed in the assurance activity for FCS_CKM_EXT.4.

Guidance Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM_EXT.5-AGD-01

The evaluator shall verify that the AGD guidance describes how to enable encryption, if it is not enabled by default.
Additionally the evaluator shall verify that the AGD guidance describes how to initiate the wipe command.

Summary

[CCGUIDE] Table 4: SFR Configuration Requirements identifies which SFRs can be or need to be
configured in the evaluated configuration. Table entry FCS_CKM_EXT.5 references section 5.4.1
and section 5.4.3 for how to enable encryption and how to wipe the device, respectively.

For enabling encryption, section 5.4.1 states the following:

. To ensure data-at-rest protection, establishment of a passcode on the mobile device is
required.

. Users can check that data-at-rest protection is enabled on their device by going to Settings
» Face ID & Passcode on their Face ID Device or Settings » Touch ID & Passcode on their
Touch ID Device. This screen allows the user to enable data protection on the device by
enabling these ID features.

. Mobile device administrators must ensure that mobile device users set a passcode by using
the forcePIN key in the Passcode Payload.

. Mobile device administrators can restrict USB drive access in the Files app if desired by
setting the allowFilesUSBDriveAccess key to ‘false’ in the “Restrictions” section of the
Configuration Profile.

. Mobile device administrators must ensure through organizational policies that mobile device
users only use external storage devices formatted in the APFS format with encrypted
volumes. Unencrypted volumes and other formats are not allowed in the evaluated
configuration.

. The TOE only supports external storage encryption with storage devices formatted in the
APFS format, other formats with encryption or encrypted volumes are not supported by
the TOE. In the evaluated configuration, external storage devices must be formatted in the
APFS file format and volumes must be encrypted. All other storage formats are not allowed
in the evaluated configuration. Instructions to format devices in the APFS format with
encrypted volumnes are provided in [APFS_DOC]!.

For wiping protected data, section 5.4.3 states the following:
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. A wipe operation is performed after the mobile device user exceeds the limit of the number
of failed authentication attempts or upon receiving a request from an authorized
administrator. The administrator can configure the number of failed attempts by using the
following Configuration Profile key in the Passcode Payload: maxFailedAttempts.

. It is mandatory that the mobile device administrator can issue a remote wipe command
from the MDM server using the MDM protocol. Section 5.4.3.3 provides guidance for
administrators to configure and issue a remote wipe using a Configuration Profile with an
MDM Payload and specific keys.

. The mobile device user can wipe the device themselves via the device Ul: Settings » General
» Transfer or Reset iPhone/iPad » Erase All Content and Settings.

Test Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM_EXT.5-ATE-01

Evaluation Activity Note: The following test may require the developer to provide access to a test platform that
provides the evaluator with tools that are typically not found on consumer Mobile Device products.

. Test 6: The evaluator shall perform one of the following tests. The test before and after the wipe command shall
be identical. This test shall be repeated for each type of memory used to store the data to be protected.

o Test 6.1: For File-based Methods:
The evaluator shall enable encryption according to the AGD guidance. The evaluator shall create a user
data (protected data or sensitive data) file, for example, by using an application. The evaluator shall use a
tool provided by the developer to examine this data stored in memory (for example, by examining a
decrypted files). The evaluator shall initiate the wipe command according to the AGD guidance provided
for FMT_SMF.1. The evaluator shall use a tool provided by the developer to examine the same data location
in memory to verify that the data has been wiped according to the method described in the TSS (for example,
the files are still encrypted and cannot be accessed).

o Test 6.2: For Volume-based Methods:
The evaluator shall enable encryption according to the AGD guidance. The evaluator shall create a unique
data string, for example, by using an application. The evaluator shall use a tool provided by the developer
to search decrypted data for the unique string. The evaluator shall initiate the wipe command according
to the AGD guidance provided for FMT_SMF.1. The evaluator shall use a tool provided by the developer to
search for the same unique string in decrypted memory to verify that the data has been wiped according
to the method described in the TSS (for example, the files are still encrypted and cannot be accessed).

. Test 7: The evaluator shall cause the device to wipe and verify that the wipe concludes with a power cycle.

Summary

When effaceable storage is reserved, a handle is provided for access. No pointer directly to the
storage location is provided, therefore the memory cannot be read directly. The debugging of the
AppleKeystore contents done for FCS_CKM_EXT.4 after a complete wipe of the device shows that
new keys are generated by SEP and therefore loaded onto the new effaceable memory.

2.2.2.12 Salt Generation (FCS_CKM_EXT.6)

TSS Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM_EXT.6-ASE-01

The evaluator shall verify that the TSS contains a description regarding the salt generation, including which algorithms
on the TOE require salts. The evaluator shall confirm that the salt is generated using an RBG described in FCS_RBG_EXT.1.
For PBKDF derivation of KEKSs, this evaluation activity may be performed in conjunction with FCS_CKM_EXT.3.2.

Summary
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Section 7.1.1.1 of the [STI:, The Secure Enclave Processor (SEP) describes how the SEP performs
salt generation.

Section 7.1.1.1 states that the Secure Enclave has its own physical noise source and random bit
generator that is used for generating the 128-bit salt value for the password-based key generation
function (PBKDF,specifically PBKDF2). The PBKDF2 salt is regenerated each time the passcode
changes. The salt value is stored AES encrypted with the UID in the system keybag. Other salt
values used for functions in the TOE OS are generated using the True Random Number Generator
(TRNG) of the Secure Enclave. This includes nonces used in the generation of digital signature
algorithm (DSA) signatures as well as nonces required for the Wi-Fi and TLS protocol.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities

No assurance activities defined.
2.2.2.13 Cryptographic Key Support (REK) (FCS_CKM_EXT.7)

TSS Assurance Activities
Assurance Activity AA-MDFPP-FCS_CKM_EXT.7-ASE-01

The evaluation activity for this component is performed in conjunction with the evaluation activity for FCS_CKM_EXT.1.

Summary

This assurance activity was performed in conjunction with the assurance activity for FCS_CKM_EXT.1.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities

No assurance activities defined.
2.2.2.14 Bluetooth Key Generation (FCS_CKM_EXT.8)

TSS Assurance Activities
Assurance Activity AA-BTPPM-FCS_CKM_EXT.8-ASE-01

The evaluator shall ensure that the TSS describes the criteria used to determine the frequency of generating new ECDH
public/private key pairs. In particular, the evaluator shall ensure that the implementation does not permit the use of
static ECDH key pairs.

Summary
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Section 7.1.8.2, Bluetooth, of the [ST]: states the following: The TOE generates a new ephemeral
ECDH key pair for every new connection attempt. The ECDH keys are generated in user space using
the corecrypto user space module. No data can be transferred via Bluetooth until pairing has been
completed. The TOE terminates the connection if the remote device stops encryption while connected
to the TOE.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-BTPPM-FCS_CKM_EXT.8-ATE-01

The evaluator shall perform the following steps:

Step 1: Pair the TOE to a remote Bluetooth device and record the public key currently in use by the TOE. (This public
key can be obtained using a Bluetooth protocol analyzer to inspect packets exchanged during pairing.)

Step 2: Perform necessary actions to generate new ECDH public/private key pairs. (Note that this test step depends on
how the TSS describes the criteria used to determine the frequency of generating new ECDH public/private key pairs.)

Step 3: Pair the TOE to a remote Bluetooth device and again record the public key currently in use by the TOE.
Step 4: Verify that the public key in Step 1 differs from the public key in Step 3.

Summary
The evaluator deployed the bluetooth logging profile to the TOE and rebooted to enable bluetooth
logging. They then performed the following steps with several bluetooth devices.

. pair the TOE with the bluetooth device

. dump system memory to obtain the ECDH key in the bluetooth log data

. unpair the TOE and the bluetooth device

. pair the TOE and the bluetooth device a second time

. dump system memory as done in the first step

. unpair the TOE and the bluetooth device

For each bluetooth device, the evaluator confirmed the ECDH key used in the second pairing
operation was not the same as the first.

2.2.2.15 Cryptographic Operation (FCS_COP.1/CONDITION)

TSS Assurance Activities
Assurance Activity AA-MDFPP-FCS_COP.1-CONDITION-ASE-01

The evaluator shall check that the TSS describes the method by which the password is first encoded and then fed to
the SHA algorithm and verify the SHA algorithm matches the first selection.

If a key stretching function, such as PBKDF2, is selected the settings for the algorithm (padding, blocking, etc.) shall
be described. The evaluator shall verify that the TSS contains a description of how the output of the hash function or
key stretching function is used to form the submask that will be input into the function and is the same length as the
KEK as specified in FCS_CKM_EXT.3.

If any manipulation of the key is performed in forming the submask that will be used to form the KEK, that process shall
be described in the TSS.

Summary
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Section 7.1.2.2 of the [ST]cl, Password based key derivation, describes the process of password-based
key derivation. Section 7.1.2.2 states the following: The TOE implements PBKDF2 to derive a 256-bit
key from a user's passcode. The PBKDF2 is implemented as specified in SP800-132 following "Option
2b" defined in section 5.4 of the standard. It uses HMAC-SHA-256 as the pseudorandom function
(PRF). The input to the PBKDF?2 is the 128-bit random salt generated by the SEP (as described in
Section 7.1.1.1), the user's passcode without any pre-processing, and an iteration count of one.
The output is the 256-bit key mentioned above. Next, the output of the PBKDF2 is repeatedly
encrypted with the AES-CBC-256 hardware cipher using the 256-bit UID as the encryption key to
generate 256 bits of data with each loop iteration. The loop is performed as often as needed to
reach a duration between 100 and 150 milliseconds on that device. The output after all AES iterations
have completed forms the 256-bit root encryption key used to unwrap the user's keybag that holds
the class keys for the file system data protection. Only when the unwrapping of the user's keybag
is successful is the user considered authenticated. Note: The number of AES-CBC-256 iterations is
calibrated to take at least 100 to 150 milliseconds and is a minimum of 50,000. The number of
iterations is device-specific and may be greater than 50,000 on some devices.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities

No assurance activities defined.
2.2.2.16 Cryptographic Operation (FCS_COP.1/ENCRYPT)

TSS Assurance Activities

No assurance activities defined.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-MDFPP-FCS_COP.1-ENCRYPT-ATE-01

Evaluation Activity Note: The following tests require the developer to provide access to a test platform that provides
the evaluator with tools that are typically not found on factory products.

AES-CBC Tests

. Test 8: AES-CBC Known Answer Tests
There are four Known Answer Tests (KATs), described below. In all KATs, the plaintext, ciphertext, and IV values
shall be 128-bit blocks. The results from each test may either be obtained by the evaluator directly or by supplying
the inputs to the implementer and receiving the results in response. To determine correctness, the evaluator
shall compare the resulting values to those obtained by submitting the same inputs to a known good
implementation.

) Test 8.1: KAT-1. To test the encrypt functionality of AES-CBC, the evaluator shall supply a set of 10 plaintext
values and obtain the ciphertext value that results from AES-CBC encryption of the given plaintext using a
key value of all zeros and an IV of all zeros. Five plaintext values shall be encrypted with a 128-bit all-zeros
key, and the other five shall be encrypted with a 256-bit all-zeros key.

To test the decrypt functionality of AES-CBC, the evaluator shall perform the same test as for encrypt, using
10 ciphertext values as input and AES-CBC decryption.
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o Test 8.2: KAT-2. To test the encrypt functionality of AES-CBC, the evaluator shall supply a set of 10 key
values and obtain the ciphertext value that results from AES-CBC encryption of an all-zeros plaintext using
the given key value and an IV of all zeros. Five of the keys shall be 128-bit keys, and the other five shall
be 256-bit keys.

To test the decrypt functionality of AES-CBC, the evaluator shall perform the same test as for encrypt, using
an all-zero ciphertext value as input and AES-CBC decryption.

o Test 8.3: KAT-3. To test the encrypt functionality of AES-CBC, the evaluator shall supply the two sets of key
values described below and obtain the ciphertext value that results from AES encryption of an all-zeros
plaintext using the given key value and an IV of all zeros. The first set of keys shall have 128 128-bit keys,
and the second set shall have 256 256-bit keys. Key i in each set shall have the leftmost i bits be ones and
the rightmost N-i bits be zeros, foriin [1,N].

To test the decrypt functionality of AES-CBC, the evaluator shall supply the two sets of key and ciphertext
value pairs described below and obtain the plaintext value that results from AES-CBC decryption of the
given ciphertext using the given key and an IV of all zeros. The first set of key or ciphertext pairs shall have
128 128-bit key or ciphertext pairs, and the second set of key or ciphertext pairs shall have 256 256-bit
key or ciphertext pairs. Key i in each set shall have the leftmost i bits be ones and the rightmost N-i bits
be zeros, foriin [1,N]. The ciphertext value in each pair shall be the value that results in an all-zeros
plaintext when decrypted with its corresponding key.

o Test 8.4: KAT-4. To test the encrypt functionality of AES-CBC, the evaluator shall supply the set of 128
plaintext values described below and obtain the two ciphertext values that result from AES-CBC encryption
of the given plaintext using a 128-bit key value of all zeros with an IV of all zeros and using a 256-bit key
value of all zeros with an IV of all zeros, respectively. Plaintext value i in each set shall have the leftmost i
bits be ones and the rightmost 128-i bits be zeros, foriin [1,128].

To test the decrypt functionality of AES-CBC, the evaluator shall perform the same test as for encrypt, using
ciphertext values of the same form as the plaintext in the encrypt test as input and AES-CBC decryption.

Test 9: AES-CBC Multi-Block Message Test

The evaluator shall test the encrypt functionality by encrypting an i-block message where 1 < i <= 10. The
evaluator shall choose a key, an IV and plaintext message of length i blocks and encrypt the message, using the
mode to be tested, with the chosen key and IV. The ciphertext shall be compared to the result of encrypting the
same plaintext message with the same key and IV using a known good implementation.

The evaluator shall also test the decrypt functionality for each mode by decrypting an i-block message where 1
< | <= 10. The evaluator shall choose a key, an IV and a ciphertext message of length i blocks and decrypt the
message, using the mode to be tested, with the chosen key and IV. The plaintext shall be compared to the result
of decrypting the same ciphertext message with the same key and IV using a known good implementation.

Test 10: AES-CBC Monte Carlo Tests
The evaluator shall test the encrypt functionality using a set of 200 plaintext, IV, and key 3-tuples. 100 of these
shall use 128 bit keys, and 100 shall use 256 bit keys. The plaintext and 1V values shall be 128-bit blocks. For
each 3-tuple, 1000 iterations shall be run as follows:
# Input: PT, IV, Key for i = 1 to 1000: if 1 == 1: (CT[1] =
AES-CBC-Encrypt(Key, IV, PT) PT = IV else: CT[i] = AES-CBC-Encrypt(Key,
PT) PT
= (CT[i-1]
The ciphertext computed in the 1000" jteration (i.e. CT[1000]) is the result for that trial. This result shall be
compared to the result of running 1000 iterations with the same values using a known good implementation.
The evaluator shall test the decrypt functionality using the same test as for encrypt, exchanging CT and PT and
replacing AES-CBC-Encrypt with AES-CBC-Decrypt.

AES-CCM Tests

Test 11: The evaluator shall test the generation-encryption and decryption-verification functionality of AES-CCM

for the following input parameter and tag lengths:

o 128 bit and 256 bit keys

o Two payload lengths. One payload length shall be the shortest supported payload length, greater than
or equal to zero bytes. The other payload length shall be the longest supported payload length, less than
or equal to 32 bytes (256 bits).

o Two or three associated data lengths. One associated data length shall be 0, if supported. One associated
data length shall be the shortest supported payload length, greater than or equal to zero bytes. One
associated data length shall be the longest supported payload length, less than or equal to 32 bytes (256
bits). If the implementation supports an associated data length of 216 bytes, an associated data length of
2’ bytes shall be tested.

o Nonce lengths. All supported nonce lengths between 7 and 13 bytes, inclusive, shall be tested.

o Tag lengths. All supported tag lengths of 4, 6, 8, 10, 12, 14 and 16 bytes shall be tested.
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To test the generation-encryption functionality of AES-CCM, the evaluator shall perform the following four tests:

o Test 11.1: For EACH supported key and associated data length and ANY supported payload, nonce and tag
length, the evaluator shall supply one key value, one nonce value and 10 pairs of associated data and
payload values and obtain the resulting ciphertext.

o Test 11.2: For EACH supported key and payload length and ANY supported associated data, nonce and tag
length, the evaluator shall supply one key value, one nonce value and 10 pairs of associated data and
payload values and obtain the resulting ciphertext.

o Test 11.3: For EACH supported key and nonce length and ANY supported associated data, payload and tag
length, the evaluator shall supply one key value and 10 associated data, payload and nonce value 3-tuples
and obtain the resulting ciphertext.

o Test 11.4: For EACH supported key and tag length and ANY supported associated data, payload and nonce
length, the evaluator shall supply one key value, one nonce value and 10 pairs of associated data and
payload values and obtain the resulting ciphertext.

To determine correctness in each of the above tests, the evaluator shall compare the ciphertext with the result
of generation-encryption of the same inputs with a known good implementation.

To test the decryption-verification functionality of AES-CCM, for EACH combination of supported associated data
length, payload length, nonce length and tag length, the evaluator shall supply a key value and 15 nonce,
associated data and ciphertext 3-tuples and obtain either a FAIL result or a PASS result with the decrypted payload.
The evaluator shall supply 10 tuples that should FAIL and 5 that should PASS per set of 15.

AES-GCM Test The evaluator shall test the authenticated encrypt functionality of AES-GCM for each combination of
the following input parameter lengths:

128 bit and 256 bit keys

Two plaintext lengths. One of the plaintext lengths shall be a non-zero integer multiple of 128 bits, if supported.
The other plaintext length shall not be an integer multiple of 128 bits, if supported.

Three AAD lengths. One AAD length shall be 0, if supported. One AAD length shall be a non-zero integer multiple
of 128 bits, if supported. One AAD length shall not be an integer multiple of 128 bits, if supported.

Two IV lengths. If 96 bit IV is supported, 96 bits shall be one of the two IV lengths tested.

Test 12: The evaluator shall test the encrypt functionality using a set of 10 key, plaintext, AAD, and IV tuples for
each combination of parameter lengths above and obtain the ciphertext value and tag that results from AES-GCM
authenticated encrypt. Each supported tag length shall be tested at least once per set of 10. The IV value may
be supplied by the evaluator or the implementation being tested, as long as it is known.

Test 13: The evaluator shall test the decrypt functionality using a set of 10 key, ciphertext, tag, AAD, and IV
5-tuples for each combination of parameter lengths above and obtain a Pass/Fail result on authentication and
the decrypted plaintext if Pass. The set shall include five tuples that Pass and five that Fail.

The results from each test may either be obtained by the evaluator directly or by supplying the inputs to the implementer
and receiving the results in response. To determine correctness, the evaluator shall compare the resulting values to
those obtained by submitting the same inputs to a known good implementation.

XTS-AES Test

Test 14: The evaluator shall test the encrypt functionality of XTS-AES for each combination of the following input
parameter lengths:

o 256 bit (for AES-128) and 512 bit (for AES-256) keys

o Three data unit (i.e. plaintext) lengths. One of the data unit lengths shall be a non-zero integer multiple
of 128 bits, if supported. One of the data unit lengths shall be an integer multiple of 128 bits, if supported.
The third data unit length shall be either the longest supported data unit length or 216 bits, whichever is
smaller.

using a set of 100 (key, plaintext and 128-bit random tweak value) 3-tuples and obtain the ciphertext that results
from XTS-AES encrypt.

The evaluator may supply a data unit sequence number instead of the tweak value if the implementation supports
it. The data unit sequence number is a base-10 number ranging between 0 and 255 that implementations convert
to a tweak value internally.

Test 15: The evaluator shall test the decrypt functionality of XTS-AES using the same test as for encrypt, replacing
plaintext values with ciphertext values and XTS-AES encrypt with XTS-AES decrypt.

AES Key Wrap (AES-KW) and Key Wrap with Padding (AES-KWP) Test

Test 16: The evaluator shall test the authenticated encryption functionality of AES-KW for EACH combination of
the following input parameter lengths:

o 128 and 256 bit key encryption keys (KEKs)
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o Three plaintext lengths. One of the plaintext lengths shall be two semi-blocks (128 bits). One of the
plaintext lengths shall be three semi-blocks (192 bits). The third data unit length shall be the longest
supported plaintext length less than or equal to 64 semi-blocks (4096 bits).

using a set of 100 key and plaintext pairs and obtain the ciphertext that results from AES-KW authenticated
encryption. To determine correctness, the evaluator shall use the AES-KW authenticated-encryption function of
a known good implementation.

. Test 17: The evaluator shall test the authenticated-decryption functionality of AES-KW using the same test as for
authenticated-encryption, replacing plaintext values with ciphertext values and AES-KW authenticated-encryption
with AES-KW authenticated-decryption.

. Test 18: The evaluator shall test the authenticated-encryption functionality of AES-KWP using the same test as
for AES-KW authenticated-encryption with the following change in the three plaintext lengths:

o One plaintext length shall be one octet. One plaintext length shall be 20 octets (160 bits).
o One plaintext length shall be the longest supported plaintext length less than or equal to 512 octets (4096
bits).

. Test 19: The evaluator shall test the authenticated-decryption functionality of AES-KWP using the same test as
for AES-KWP authenticated-encryption, replacing plaintext values with ciphertext values and AES-KWP
authenticated-encryption with AES-KWP authenticated-decryption.

Summary

The evaluator confirmed that ACVTS is used to test all cryptographic algorithms in accordance with
the CAVP test procedures. The results have been validated by the CAVP and the certificate
information is provided in section 2.1, "CAVP Certificate Summary," in the Assurance Activity Report
(AAR).

2.2.2.17 Cryptographic Operation (FCS_COP.1/HASH)

TSS Assurance Activities
Assurance Activity AA-MDFPP-FCS_COP.1-HASH-ASE-01

The evaluator shall check that the association of the hash function with other TSF cryptographic functions (for example,
the digital signature verification function) is documented in the TSS. The evaluator shall check that the TSS indicates
if the hashing function is implemented in bit-oriented or byte-oriented mode.

Summary

Section 7.1.2.6 of the [STI:, Explanation of usage for cryptographic functions, contains Table 22:
Explanation of usage for cryptographic functions in the cryptographic modules. Table 22 describes
the hashing functions specified in FCS_COP.1/HASH and states that the hashing functions are
implemented in byte-oriented mode.

Guidance Assurance Activities
Assurance Activity AA-MDFPP-FCS_COP.1-HASH-AGD-01

The evaluator checks the AGD documents to determine that any configuration that is required to be done to configure
the functionality for the required hash sizes is present.

Summary
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[CCGUIDE]: Table 4: SFR Configuration Requirements identifies which SFRs can be or need to be
configured in the evaluated configuration. For FCS_COP.1/HASH, there is no configuration necessary
by the TOE users or administrators for TLS and EAP-TLS connections; however, for VPN connections,
configuration is possible via a Configuration Profile. Additional guidance is provided in [CCGUIDE]:|
section 5.2.3, Hashing, which states the following:

Functions to perform hashing are provided as part of the Apple corecrypto libraries. The
invoking function dictates which SHA function is used. Neither the mobile device user nor
the mobile device administrator has the ability to configure this choice.

Similarly, each TLS ciphersuite uses a specific and appropriate SHA function. Neither the
mobile device user nor the mobile device administrator has the ability to configure this
choice.

For VPN connections with IKEv2, the integrity algorithm to be used is selectable by the
mobile device administrator by setting the IntegrityAlgorithm key in the VPN payload. Note
that setting IntegrityAlgorithm to ‘SHA1-96’ is not allowed in the evaluated configuration.

Test Assurance Activities
Assurance Activity AA-MDFPP-FCS_COP.1-HASH-ATE-01

Evaluation Activity Note: The following tests require the developer to provide access to a test platform that provides
the evaluator with tools that are typically not found on factory products.

The evaluator shall perform all of the following tests for each hash algorithm implemented by the TSF and used to
satisfy the requirements of this PP. As there are different tests for each mode, an indication is given in the following
sections for the bitoriented vs. the byteoriented tests.

Test 20: Short Messages Test: Bit-oriented Mode

The evaluators devise an input set consisting of m+1 messages, where m is the block length of the hash algorithm.
The length of the messages ranges sequentially from 0 to m bits. The message text shall be pseudorandomly
generated. The evaluators compute the message digest for each of the messages and ensure that the correct
result is produced when the messages are provided to the TSF.

Test 21: Short Messages Test: Byte-oriented Mode

The evaluators devise an input set consisting of m/8+1 messages, where m is the block length of the hash
algorithm. The length of the messages range sequentially from 0 to m/8 bytes, with each message being an
integral number of bytes. The message text shall be pseudorandomly generated. The evaluators compute the
message digest for each of the messages and ensure that the correct result is produced when the messages are
provided to the TSF.

Test 22: Selected Long Messages Test: Bit-oriented Mode

The evaluators devise an input set consisting of m messages, where m is the block length of the hash algorithm.
The length of the it message is 512 + 99*i, where 1 =i = m. The message text shall be pseudorandomly generated.
The evaluators compute the message digest for each of the messages and ensure that the correct result is
produced when the messages are provided to the TSF.

Test 23: Selected Long Messages Test: Byte-oriented Mode

The evaluators devise an input set consisting of m/8 messages, where m is the block length of the hash algorithm.
The length of the it message is 512 + 8*99*i, where 1 < i = m/8. The message text shall be pseudorandomly
generated. The evaluators compute the message digest for each of the messages and ensure that the correct
result is produced when the messages are provided to the TSF.

Test 24: Pseudorandomly Generated Messages Test: Byte-oriented Mode

This test is for byteoriented implementations only. The evaluators randomly generate a seed that is n bits long,
where n is the length of the message digest produced by the hash function to be tested. The evaluators then
formulate a set of 100 messages and associated digests by following the algorithm provided in Figure 1 of SHAVS.
The evaluators then ensure that the correct result is produced when the messages are provided to the TSF.

Summary
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The evaluator confirmed that Automated Cryptographic Validating Testing System (ACVTS) is used
to test all cryptographic algorithms in accordance with the CAVP test procedures. The results have
been validated by the CAVP and the certificate information is provided in section 2.1, "CAVP
Certificate Summary," in the Assurance Activity Report (AAR).

2.2.2.18 Cryptographic Operation (FCS_COP.1/KEYHMAC)

TSS Assurance Activities
Assurance Activity AA-MDFPP-FCS_COP.1-KEYHMAC-ASE-01

The evaluator shall examine the TSS to ensure that it specifies the following values used by the HMAC function: key
length, hash function used, block size, and output MAC length used.

Summary

Section 7.1.2.6 of the [ST]c, Explanation of usage for cryptographic functions, contains Table 22:
Explanation of usage for cryptographic functions in the cryptographic modules. Table 22 provides
the following values used by the HMAC function: key length, hash function used, block size, and
output MAC length used. The table entry for FCS_COP.1/KEYHMAC is reproduced below:

Table 6: HMAC Functions

Hash Function Key Length Block Size Output MAC Length
HMAC-SHA-1 greater than or equal to |512 160
112 bits
HMAC-SHA-256 greater than or equal to |512 256
112 bits
HMAC-SHA-384 greater than or equal to |1024 384
112 bits
HMAC-SHA-512 greater than or equal to | 1024 512
112 bits

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities

Assurance Activity AA-MDFPP-FCS_COP.1-KEYHMAC-ATE-01

implementation.

Evaluation Activity Note: The following tests require the developer to provide access to a test platform that provides
the evaluator with tools that are typically not found on factory products.

For each of the supported parameter sets, the evaluator shall compose 15 sets of test data. Each set shall consist of a
key and message data. The evaluator shall have the TSF generate HMAC tags for these sets of test data. The resulting
MAC tags shall be compared to the result of generating HMAC tags with the same key and IV using a known good

Summary
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The evaluator confirmed that Automated Cryptographic Validating Testing System (ACVTS) is used
to test all cryptographic algorithms in accordance with the CAVP test procedures. The results have
been validated by the CAVP and the certificate information is provided in section 2.1, "CAVP
Certificate Summary," in the Assurance Activity Report (AAR).

2.2.2.19 Cryptographic Operation (FCS_COP.1/SIGN)

TSS Assurance Activities

No assurance activities defined.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-MDFPP-FCS_COP.1-SIGN-ATE-01

Evaluation Activity Note: The following tests require the developer to provide access to a test platform that provides
the evaluator with tools that are typically not found on factory products.

. Test 25: [conditional] If "ECDSA schemes" is selected in FCS_COP.1.1/SIGN

o Test 25.1: ECDSA FIPS 186-4 Signature Generation Test
For each supported NIST curve (i.e. P-256, P-384 and P-521) and SHA function pair, the evaluator shall
generate 10 1024-bit long messages and obtain for each message a public key and the resulting signature
values R and S. To determine correctness, the evaluator shall use the signature verification function of a
known good implementation.

) Test 25.2: ECDSA FIPS 186-4 Signature Verification Test
For each supported NIST curve (i.e. P-256, P-384 and P-521) and SHA function pair, the evaluator shall
generate a set of 10 1024-bit message, public key and signature tuples and modify one of the values
(message, public key or signature) in five of the 10 tuples. The evaluator shall obtain in response a set of
10 PASS/FAIL values.

. Test 26: [conditional] If "RSA schemes" is selected in FCS_COP.1.1/SIGN

o Test 26.1: Signature Generation Test
The evaluator shall verify the implementation of RSA Signature Generation by the TOE using the Signature
Generation Test. To conduct this test the evaluator must generate or obtain 10 messages from a trusted
reference implementation for each modulus size/SHA combination supported by the TSF. The evaluator
shall have the TOE use their private key and modulus value to sign these messages.
The evaluator shall verify the correctness of the TSF’s signature using a known good implementation and
the associated public keys to verify the signatures.

) Test 26.2: Signature Verification Test
The evaluator shall perform the Signature Verification test to verify the ability of the TOE to recognize
another party’s valid and invalid signatures. The evaluator shall inject errors into the test vectors produced
during the Signature Verification Test by introducing errors in some of the public keys e, messages, IR
format, or signatures. The TOE attempts to verify the signatures and returns success or failure.
The evaluator shall use these test vectors to emulate the signature verification test using the corresponding
parameters and verify that the TOE detects these errors.

Summary

The evaluator confirmed that Automated Cryptographic Validating Testing System (ACVTS) is used
to test all cryptographic algorithms in accordance with the CAVP test procedures. The results have
been validated by the CAVP and the certificate information is provided in section 2.1, "CAVP
Certificate Summary," in the Assurance Activity Report (AAR).
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2.2.2.20 HTTPS Protocol (FCS_HTTPS_EXT.1)

TSS Assurance Activities

No assurance activities defined.

Guidance Assurance Activities

No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-MDFPP-FCS_HTTPS_EXT.1-ATE-01

. Test 27: The evaluator shall attempt to establish an HTTPS connection with a webserver, observe the traffic with
a packet analyzer, and verify that the connection succeeds and that the traffic is identified as TLS or HTTPS.
Other tests are performed in conjunction with testing in the [TLSPKGv1.1]:l.

Certificate validity shall be tested in accordance with testing performed for FIA_X509_EXT.1, and the evaluator
shall perform the following test:

. Test 28: The evaluator shall demonstrate that using a certificate without a valid certification path results in an
application notification. Using the administrative guidance, the evaluator shall then load a certificate or certificates
to the Trust Anchor Database needed to validate the certificate to be used in the function, and demonstrate that
the function succeeds. The evaluator then shall delete one of the certificates, and show that the application is
notified of the validation failure.

Summary

Test 27: The evaluator loaded a configuration profile on the TOE containing all the information
necessary to connect to the WiFi Access Point (WAP). The evaluator started a TLS web server,
connected the TOE to it, and verified using Wireshark that the connection used TLS 1.2 and was
successful.

Test 28: The evaluator reproduced the procedure in Test 27, but accessed a different server instead.
The evaluator was prompted with the option to accept or deny the certificate.

The evaluator disabled the trust for the certificate in

Settings -> General -> About -> Certificate Trust Settings

and re-performed Test 27. The evaluator verified that the warning about the certificate was displayed
once again. The tester notices that the connection to the web page is interrupted by Safari prompting
to either accept or reject the certificate before connecting.

2.2.2.21 IPsec (FCS_IPSEC_EXT.1)

TSS Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1-ASE-01

In addition to the TSS EAs for the individual FCS_IPSEC_EXT.1 elements below, the evaluator shall perform the following:

If the TOE boundary includes a general-purpose OS or mobile device, the evaluator shall examine the TSS to ensure
that it describes whether the VPN client capability is architecturally integrated with the platform itself or whether it is
a separate executable that is bundled with the platform.

Summary

Section 7.1.8.4.2 IPsec General in the TSS of [ST]:! states the following:
. IPsec is implemented in the TOE natively, as part of the TOE OS.
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. There is no separate “client” application; the VPN tunnels are configured and controlled
by Network Extension Framework, which is a part of the Core OS Layer

Guidance Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1-AGD-01

In addition to the Operational for the individual FCS_IPSEC_EXT.1 elements below, the evaluator shall perform the
following:

If the configuration of the IPsec behavior is from an environmental source, most notably a VPN gateway (e.g through
receipt of required connection parameters from a VPN gateway), the evaluator shall ensure that the operational guidance
contains any appropriate information for ensuring that this configuration can be properly applied.

Note in this case that the implementation of the IPsec protocol must be enforced entirely within the TOE boundary; i.e.
it is not permissible for a software application TOE to be a graphical front-end for IPsec functionality implemented totally
or in part by the underlying OS platform. The behavior referenced here is for the possibility that the configuration of
the IPsec connection is initiated from outside the TOE, which is permissible so long as the TSF is solely responsible for
enforcing the configured behavior. However, it is allowable for the TSF to rely on low-level platform-provided networking
functions to implement the SPD from the client (e.g., enforcement of packet routing decisions).

Summary

Per section 7.1.8.4.2, IPsec General, of [STI:, IPsec is implemented in the TOE natively, as part of
the TOE OS. There is no separate "client" application; the VPN tunnels are configured and controlled
by Network Extension Framework, which is part of the Core OS Layer of the TOE. The TOE enforces
an "always on" configuration, meaning that all traffic entering and leaving the TOE platform interfaces
is protected via an IPsec VPN connection. The Security Policy Database (SPD) is implemented by
the TOE, which, as a managed device, is configured using a Configuration Profile either manually
or through Apple Configurator 2 or via an MDM solution.

[CCGUIDE]: section 5.3.3, IPsec Configuration, provides related guidance for IPsec, which will be
further assessed in the following work units.

Test Assurance Activities

Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1-ATE-01

As a prerequisite for performing the Test EAs for the individual FCS_IPSEC_EXT.1 elements below, the evaluator shall
do the following:

The evaluator shall minimally create a test environment equivalent to the test environment illustrated below. It is
expected that the traffic generator is used to construct network packets and will provide the evaluator with the ability
manipulate fields in the ICMP, IPv4, IPv6, UDP, and TCP packet headers. The evaluator shall provide justification for any
differences in the test environment.

Note that the evaluator shall perform all tests using the VPN client and a representative sample of platforms listed in
the ST (for TOEs that claim to support multiple platforms).

Summary

IPsec testing is performed using a wireless network, therefore all test equipment and TOE platforms
are on the same network as depicted in the illustration in the [VPNC]:, Supporting Document.

FCS_IPSEC_EXT.1.1

TSS Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.1-ASE-01
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The evaluator shall examine the TSS and determine that it describes how the IPsec capabilities are implemented.

If the TOE is a standalone software application, the evaluator shall ensure that the TSS asserts that all IPsec functionality
is implemented by the TSF. The evaluator shall also ensure that the TSS identifies what platform functionality the TSF
relies upon to support its IPsec implementation, if any (e.g. does it invoke cryptographic primitive functions from the
platform’s cryptographic library, enforcement of packet routing decisions by low-level network drivers).

If the TOE is part of a general-purpose desktop or mobile OS, the evaluator shall ensure that the TSS describes at a

high level the architectural relationship between the VPN client portion of the TOE and the rest of the TOE (e.g. is the
VPN client an integrated part of the OS or is it a standalone executable that is bundled into the OS package). If the SPD
is implemented by the underlying platform in this case, then the TSS describes how the client interacts with the platform
to establish and populate the SPD, including the identification of the platform's interfaces that are used by the client.

In all cases, the evaluator shall also ensure that the TSS describes how the client interacts with the network stack of
the platforms on which it can run (e.g., does the client insert itself within the stack via kernel mods, does the client
simply invoke APIs to gain access to network services).

The evaluator shall ensure that the TSS describes how the SPD is implemented and the rules for processing both inbound
and outbound packets in terms of the IPsec policy. The TSS describes the rules that are available and the resulting
actions available after matching a rule. The TSS describes how the available rules and actions form the SPD using terms
defined in RFC 4301 such as BYPASS (e.g., no encryption), DISCARD (e.g., drop the packet), and PROTECT (e.g., encrypt
the packet) actions defined in RFC 4301. As noted in section 4.4.1 of RFC 4301, the processing of entries in the SPD is
non-trivial and the evaluator shall determine that the description in the TSS is sufficient to determine which rules will
be applied given the rule structure implemented by the TOE. For example, if the TOE allows specification of ranges,
conditional rules, etc., the evaluator shall determine that the description of rule processing (for both inbound and
outbound packets) is sufficient to determine the action that will be applied, especially in the case where two different
rules may apply. This description shall cover both the initial packets (that is, no SA is established on the interface or
for that particular packet) as well as packets that are part of an established SA.

Summary

Section 7.1.8.4.2 of the ST, IPsec General, states the following:

. IPsec is implemented in the TOE natively, as part of the TOE OS, hence the packets are
processed by the TOE.

. There is no separate "client" application; the VPN tunnels are configured and controlled by
Network Extension Framework, which is a part of the Core OS Layer.

. The TOE enforces an "always on" configuration, meaning that all traffic entering and leaving
the TOE platform interfaces is protected via an IPsec VPN connection. The TOE allows a
limited number of services to be configured to either not allow (DISCARD) or be sent
plaintext (BYPASS). These services include AirPrint, cellular services, voicemail, and
applications that make use of Captive Networking Identifiers. All other communications
are always sent through the IPsec tunnel (PROTECT within the Security Policy Database
(SPD)). In order to set a service to match a PROTECT rule in the SPD, select "Allow traffic
via tunnel". "Drop Traffic" will cause that traffic to match a DISCARD rule. "Allow traffic
outside tunnel" will create a BYPASS rule for that service.

. The SPD is implemented by the TOE, which, as a managed device, is configured using a
Configuration Profile either manually, through the Apple Configurator 2, or via an MDM
solution.

Guidance Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.1-AGD-01

The evaluator shall examine the operational guidance to verify it describes how the SPD is created and configured. If
there is an administrative interface to the client, then the guidance describes how the administrator specifies rules for
processing a packet. The description includes all three cases - a rule that ensures packets are encrypted/decrypted,

dropped, and allowing a packet to flow in plaintext. The evaluator shall determine that the description in the operational
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guidance is consistent with the description in the TSS, and that the level of detail in the operational guidance is sufficient
to allow the administrator to set up the SPD in an unambiguous fashion. This includes a discussion of how ordering of
rules impacts the processing of an IP packet.

If the client is configured by an external application, such as the VPN gateway, then the operational guidance should
indicate this and provide a description of how the client is configured by the external application. The description should
contain information as to how the SPD is established and set up in an unambiguous fashion. The description should
also include what is configurable via the external application, how ordering of entries may be expressed, as well as the
impacts that ordering of entries may have on the packet processing.

In either case, the evaluator ensures the description provided In the TSS is consistent with the capabilities and description
provided in the operational guidance.

Summary

[CCGUIDE]: section 5.3.3 IPsec Configuration provides related guidance for IPsec. It states the
following:

The mobile devices implement IPsec natively, as part of their operating system, so any
processing of packets used in IPsec communication takes place on the mobile device. IPsec
VPN tunnels are configured and controlled by the Network Extension Framework, which is
a part of the Core OS Layer of the mobile devices’ operating system.

The Security Policy Database (SPD) is created and configured by defining exceptions for
IP traffic routing in a Configuration Profile. By default, all IP traffic is sent through a protected
channel between the devices and the desired endpoint (PROTECT in the SPD). Any deviations
from the default routing behavior must be explicitly specified as exceptions in the
Configuration Profile, using the Wi-Fi Payload.

Packet processing exceptions can be created for applications which make use of Captive
Networking Identifiers (Captive Networking Apps), as well as for VoiceMail, AirPrint, and
CellularServices. The mobile device administrator will need to refer to their organization’s
security policies to determine whether exceptions should be created and how those
exceptions should be configured.

Exceptions for Captive Networking Apps can be configured in the Wi-Fi Payload to allow
traffic for these apps to pass outside the tunnel (BYPASS in the SPD). Exceptions for
voicemail, AirPrint, and CellularServices can allow traffic to pass unencrypted outside the
tunnel (BYPASS in the SPD) or drop the traffic entirely (DISCARD in the SPD).

When the VPN is configured as Always-On, the mobile device uses IKEv2 for security
association (SA) establishment. Since the mobile device must be configured with Always-On
VPN in order to be in the evaluated configuration, the use of IKEv2 does not need to be
configured separately.

To configure exceptions for Voicemail, AirPrint, and CellularServices, the mobile device
administrator can specify a ServiceExceptions array in the AlwaysOn dictionary of the VPN
payload. Each entry in a ServiceExceptions array lists a ServiceName key and a
corresponding Action key. The allowed values for ServiceName and Action can be found
in Table 12: Essential Keys for the VPN Payload. For each ServiceName, the corresponding
Action can be set to ‘Allow’ (BYPASS in the SPD) or ‘Drop’ (DISCARD in the SPD).

Likewise, exceptions for Captive Network Apps can be defined by using
AllowCaptiveWebSheet , AllowAllCaptiveNetworkPlugins , and AllowedCaptiveNetworkPlugins
keys in the Configuration Profile as described in [DEV_MAN]:} .

The evaluator found the provided guidance to be consistent with the description in the TSS.

Test Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.1-ATE-01
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Depending on the implementation, the evaluator may be required to use a VPN gateway or some form of application
to configure the client. For Test 2, the evaluator is required to choose an application that allows for the configuration
of the full set of capabilities of the VPN client (in conjunction with the platform). For example, if the client provides a

robust interface that allows for specification of wildcards, subnets, etc., it is unacceptable for the evaluator to choose
a VPN Gateway that only allows for specifying a single fully qualified IP addresses in the rule.

The evaluator shall perform the following tests:

. Test 1: The evaluator shall configure an SPD on the client that is capable of the following: dropping a packet,
encrypting a packet, and allowing a packet to flow in plaintext. The selectors used in the construction of the rule
shall be different such that the evaluator can generate a packet and send packets to the client with the appropriate
fields (fields that are used by the rule - e.g., the IP addresses, TCP/UDP ports) in the packet header. The evaluator
performs both positive and negative test cases for each type of rule. The evaluator observes via the audit trail,
and packet captures that the TOE exhibited the expected behavior: appropriate packets were dropped, allowed
through without modification, was encrypted by the IPsec implementation.

. Test 2: The evaluator shall devise several tests that cover a variety of scenarios for packet processing. These
scenarios must exercise the range of possibilities for SPD entries and processing modes as outlined in the TSS
and operational guidance. Potential areas to cover include rules with overlapping ranges and conflicting entries,
inbound and outbound packets, and packets that establish SAs as well as packets that belong to established SAs.
The evaluator shall verify, via the audit trail and packet captures, for each scenario that the expected behavior
is exhibited, and is consistent with both the TSS and the operational guidance.

Summary

IPsec testing is performed using a wireless network, therefore all test equipment and TOE platforms
are on the same network as depicted in the illustration in the [VPNC]: Supporting Document.

FCS_IPSEC_EXT.1.2

TSS Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.2-ASE-01

The evaluator shall check the TSS to ensure it states that the VPN can be established to operate in tunnel mode,
transport mode, or either mode (as selected).

Summary

Section 7.1.8.4.3 of the ST, IPsec Characteristics, states that the TOE operates IPsec in tunnel mode
only, which is consistent with the selection in FCS_IPSEC_EXT.1.2.

Guidance Assurance Activities

Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.2-AGD-01

The evaluator shall confirm that the operational guidance contains instructions on how to configure the connection in
each mode selected.

If both transport mode and tunnel mode are implemented, the evaluator shall review the operational guidance to
determine how the use of a given mode is specified.

Summary

Per [ST], the TOE only supports tunnel mode. Related guidance for configuring tunnel mode is
provided in [CCGUIDE]r section 5.3.5 VPN Configuration and 5.3.6 Keys for Configuring Network
Protocols. The configuration involves using a Configuration Profile with the VPN Payload.
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Test Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.2-ATE-01

The evaluator shall perform the following tests based on the selections chosen:

. Test 1: [conditional]: If tunnel mode is selected, the evaluator uses the operational guidance to configure the TOE
to operate in tunnel mode and also configures a VPN gateway to operate in tunnel mode. The evaluator configures
the TOE and the VPN gateway to use any of the allowable cryptographic algorithms, authentication methods, etc.
to ensure an allowable SA can be negotiated. The evaluator shall then initiate a connection from the client to
connect to the VPN GW peer. The evaluator observes (for example, in the audit trail and the captured packets)
that a successful connection was established using the tunnel mode.

. Test 2: [conditional]: If transport mode is selected, the evaluator uses the operational guidance to configure the
TOE to operate in transport mode and also configures an IPsec peer to accept IPsec connections using transport
mode. The evaluator configures the TOE and the endpoint device to use any of the allowed cryptographic
algorithms, authentication methods, etc. to ensure an allowable SA can be negotiated. The evaluator then initiates
a connection from the TOE to connect to the remote endpoint. The evaluator observes (for example, in the audit
trail and the captured packets) that a successful connection was established using the transport mode.

. Test 3: [conditional]: If both tunnel mode and transport mode are selected, the evaluator shall perform both Test
1 and Test 2 above, demonstrating that the TOE can be configured to support both modes.
. Test 4: [conditional]: If both tunnel mode and transport mode are selected, the evaluator shall modify the testing

for FCS_IPSEC _EXT.1 to include the supported mode for SPD PROTECT entries to show that they only apply to
traffic that is transmitted or received using the indicated mode.

Summary

Test 1: The test suite developed covers multiple test aspects. Please see FCS_IPSEC_EXT.1.4 Test
1, which demonstrates that the TOE connects through the VPN with all supported symmetric key
cryptographic algorithms and key sizes. Please see FCS_IPSEC_EXT.1.11 Test 2, which demonstrates
that the TOE connect through the VPN with all supported asymmetric key cryptographic algorithms
and EC curves.

Test 2-4 are not applicable because [ST]:! specifies tunnel mode only.
FCS_IPSEC _EXT.1.3

TSS Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.3-ASE-01

The evaluator shall examine the TSS to verify that the TSS provides a description of how a packet is processed against
the SPD and that if no “rules” are found to match, that a final rule exists, either implicitly or explicitly, that causes the
network packet to be discarded.

Summary

Section 7.1.8.4.2 of the ST, IPsec General, states the following: The TOE enforces an "always on"
configuration, meaning that all traffic entering and leaving the TOE platform interfaces is protected
via an IPsec VPN connection. The TOE allows a limited number of services to be configured to either
not allow (DISCARD) or be sent plaintext (BYPASS). These services include AirPrint, cellular services,
voicemail, and applications that make use of Captive Networking ldentifiers. All other communications
are always sent through the IPsec tunnel (PROTECT within the Security Policy Database (SPD)). In
order to set a service to match a PROTECT rule in the SPD, select "Allow traffic via tunnel". "Drop
Traffic" will cause that traffic to match a DISCARD rule. "Allow traffic outside tunnel" will create a
BYPASS rule for that service.

Any other plaintext data that is received is ignored (discarded). Discarding happens automatically
without the need to configure an explicit discard.
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Guidance Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.3-AGD-01

The evaluator shall check that the operational guidance provides instructions on how to construct or acquire the SPD
and uses the guidance to configure the TOE for the following test.

Summary

[CCGUIDE]: section 5.3.3, IPsec Configuration provides related guidance for IPsec. It states that
the SPD is created and configured by defining exceptions for IP traffic routing in a Configuration
Profile using the VPN Payload and related keys and key values described in Table 12: Essential Keys
for the VPN Payload of [CCGUIDE]:.. Additionally, the evaluator would be using the provided guidance
to perform independent testing.

Test Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.3-ATE-01

The evaluator shall perform the following test:

. Test 1: The evaluator shall configure the SPD such that it has entries that contain operations that DISCARD,
PROTECT, and (if applicable) BYPASS network packets. The evaluator may use the SPD that was created for
verification of FCS_IPSEC_EXT.1.1. The evaluator shall construct a network packet that matches a BYPASS entry
and send that packet. The evaluator should observe that the network packet is passed to the proper destination
interface with no modification. The evaluator shall then modify a field in the packet header; such that it no longer
matches the evaluator-created entries (there may be a “TOE-created” final entry that discards packets that do
not match any previous entries). The evaluator sends the packet, and observes that the packet was not permitted
to flow to any of the TOE's interfaces.

Summary

Test 1: The evaluator established a VPN in tunnel mode to a remote VPN peer via WiFi or LTE and
installed a Captive Portal bypass setting. Using the packet sniffer logs, the evaluator was able to
clearly identify the captive portal bypass for both WiFi and LTE.

FCS_IPSEC_EXT.1.4

TSS Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.4-ASE-01

The evaluator shall examine the TSS to verify that the algorithms AES-GCM-128 and AES-GCM-256 are implemented.
If the ST author has selected either AES-CBC-128 or AES-CBC-256 in the requirement, then the evaluator verifies the
TSS describes these as well. In addition, the evaluator ensures that the SHA- based HMAC algorithm conforms to the
algorithms specified in the relevant iteration of FCS_COP.1 from the Base-PP that applies to keyed-hash message
authentication.

Summary
Section 7.1.8.4.3 of the ST, IPsec Characteristics, describes the IPsec characteristics enforced by
the TOE in the the evaluated configuration. It specifies the following:

. Symmetric algorithms for IKE and ESP encryption: AES-GCM-128, AES-GCM-256,
AES-CBC-128, and AES-CBC-256

o Integrity mechanisms: HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, and HMAC-SHA-512
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The evaluator found the above information to be consistent with FCS_IPSEC_EXT.1.4 as well as
FCS_COP.1/KEYHMAC.

Guidance Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.4-AGD-01

The evaluator checks the operational guidance to ensure it provides instructions on how the TOE is configured to use
the algorithms selected in this component and whether this is performed through direct configuration, defined during
initial installation, or defined by acquiring configuration settings from an environmental component.

Summary

Per [CCGUIDE]: section 5.3.5, VPN Configuration, the administrator may use the VPN Payload in
the Configuration Profile to configure a traditional systemwide VPN based on IPsec. Table 12:
Essential Keys for the VPN Payload of [CCGUIDE]: describes the related keys and key values for
the VPN Payload.

Test Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.4-ATE-01

. Test 1: The evaluator shall configure the TOE as indicated in the operational guidance configuring the TOE to
using each of the AES-GCM-128, and AES-GCM-256 algorithms, and attempt to establish a connection using ESP.
If the ST Author has selected either AES-CBC-128 or AES-CBC-256, the TOE is configured to use those algorithms
and the evaluator attempts to establish a connection using ESP for those algorithms selected.

Summary

Test 1: The evaluator established a VPN in tunnel mode to a remote VPN peer via WiFi and LTE.
The connection is established with AES-128-CBC, AES-256-CBC, AES-128-GCM, and AES-256-GCM.

FCS_IPSEC_EXT.1.5

TSS Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.5-ASE-01

The evaluator shall examine the TSS to verify that IKEv1, IKEv2, or both IKEv1 and IKEv2 are implemented. If IKEV1 is
implemented, the evaluator shall verify that the TSS indicates whether or not XAUTH is supported, and that aggressive
mode is not used for IKEv1 Phase 1 exchanges (i.e. only main mode is used). It may be that these are configurable
options.

Summary

Section 7.1.8.4.3 of the ST, IPsec Characteristics, specifies that only IKEv2 is implemented.
Additionally, section 7.1.8.4.5 of the ST, IKE, specifically states: In the evaluated configuration, the
TOE does not support IKEv1l. The TOE only supports IKEv2.

Guidance Assurance Activities

Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.5-AGD-01
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The evaluator shall check the operational guidance to ensure it instructs the administrator how to configure the TOE
to use IKEv1, IKEv2, or both (as selected), and uses the guidance to configure the TOE to perform NAT traversal for the
test below. If XAUTH is implemented, the evaluator shall verify that the operational guidance provides instructions on
how it is enabled or disabled.

If the TOE supports IKEv1, the evaluator shall verify that the operational guidance either asserts that only main mode
is used for Phase 1 exchanges, or provides instructions for disabling aggressive mode.

Summary

Per [ST]:, the TOE only supports IKEv2 in the evaluated configuration. Also, the TOE does not
support XAUTH.

[CCGUIDE]: section 5.3.3, IPsec Configuration, contains the following statement:

"When the VPN is configured as Always-On, the mobile device uses IKEv2 for security association
(SA) establishment. Since the mobile device must be configured with Always-On VPN to ensure
that it is in the evaluated configuration, the use of IKEv2 does not need to be configured
separately."

In other words, IKEv2 is set when configuring Always-On as per instructions in section 5.3.5, VPN
Configuration, of [CCGUIDE]. This involves using the VPN Payload in a Configuration Profile and
setting the VPNType key to 'AlwaysOn' and ProtocolType key to 'IKEv2'.

Test Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.5-ATE-01

In the case that the VPN gateway enforces the TOE's configuration, the following steps should be performed to meet
the objective of Test 2:

Test 1:

a. The evaluator shall configure the TOE so that it will perform NAT traversal processing as described in the
TSS and RFC 7296, section 2.23. The evaluator shall initiate an IPsec connection and determine that the
NAT is successfully traversed.

b. If the TOE supports IKEv1 with or without XAUTH, the evaluator shall verify that this test can be successfully
repeated with XAUTH enabled and disabled in the manner specified by the operational guidance. If the TOE
only supports IKEv1 with XAUTH, the evaluator shall verify that connections not using XAUTH are unsuccessful.
If the TOE only supports IKEv1 without XAUTH, the evaluator shall verify that connections using XAUTH are
unsuccessful.

In the case that the VPN gateway enforces the TOE's configuration, the following steps shall be performed to
meet the objective of Test 1:

1. Configure the TOE client and VPN gateway to have XAUTH enabled.

2. Attempt the connection and observe that the connection succeeds and that XAUTH is used.

3. Configure the TOE and gateway to have XAUTH disabled.

4. Attempt the connection and observe that the connection succeeds and that XAUTH is not present.

5. Attempt to configure a mismatch between the TOE and gateway (i.e. modify a local configuration setting
on the client system)

6. Verify that no IPsec connection is attempted until the gateway corrects the configuration settings

Test 2: [conditional]: If the TOE supports IKEv1, the evaluator shall perform any applicable operationalguidance
steps to disable the use of aggressive mode and then attempt to establish a connection using anlKEv1 Phase 1
connection in aggressive mode. This attempt should fail. The evaluator shall show that theTOE will reject a VPN
gateway from initiating an IKEv1 Phase 1 connection in aggressive mode. Theevaluator should then show that
main mode exchanges are supported.

1. Configure the gateway and TOE client in the appropriate manner per the guidance documentation. (Gateway
rejects Aggressive mode, Client rejects aggressive mode)
2. Connect the TOE client to the gateway to obtain the configuration settings.
3. Observe the main mode connection is successful.
Version 1.1 Classification: Public Status: RELEASED

Last update: 2023-10-06 Copyright © 2023 atsec information security corporation Page 73 of 258



:'@SEC: Val. ID: 11349 Apple Inc.

Assurance Activity Report

4. Disconnect the TOE from the gateway.

5. Attempt to modify the setting for main mode locally on the TOE to force the client to attempt to use aggressive
mode.

6. Observe that when the initial connection attempt to the gateway is made, the gateway detects the configuration
difference and reapplies the main mode setting before the TOE can attempt an IPsec connection.

7. Configure a peer to have equivalent settings to the VPN gateway (Same ciphers/Authentication/Hash/KEX settings)

8. Tell the TOE that there is a VPN gateway at the location of the peer.
9. Observe that the TOE cannot establish a connection with the peer.
Summary

Test 1: The evaluator established a VPN in tunnel mode to a remote VPN peer via WiFi and LTE
using NAT.

Test 2 is not applicable because [ST]rl only specifies IKEv2.
FCS_IPSEC_EXT.1.6

TSS Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.6-ASE-01

The evaluator shall ensure the TSS identifies the algorithms used for encrypting the IKE payload for each supported
IKE version, and that the algorithms AES-CBC-128, AES-CBC-256 are specified, and if others are chosen in the selection
of the requirement, those are included in the TSS discussion.

Summary

Section 7.1.8.4.3 of the ST, IPsec Characteristics, specifies that the algorithms used for encrypting
IKE payload are AES-GCM-128, AES-GCM-256, AES-CBC-128, and AES-CBC-256.

Guidance Assurance Activities

Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.6-AGD-01

The evaluator checks the operational guidance to ensure it provides instructions on how the TOE is configured to use
the algorithms selected in this component and whether this is performed through direct configuration, defined during
initial installation, or defined by acquiring configuration settings from an environmental component.

Summary

Per [STI]s, the TOE supports AES-CBC-128, AES-CBC-256, AES-GCM-128, and AES-GCM-256 for
payload encryption.

[CCGUIDE]: Table 12: Essential Keys for the VPN Payload specifies the algorithms for the Encryption
Algorithm key to be either AES-128, AES-256, AES-128-GCM, or AES-256-GCM. This sections also
contains a note explaining that AES-128 and AES-256 use CBC mode.

Test Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.6-ATE-01

The evaluator shall use the operational guidance to configure the TOE (or to configure the OE to have the TOE receive
configuration) to perform the following test for each ciphersuite selected:
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. Test 1: The evaluator shall configure the TOE to use the ciphersuite under test to encrypt the IKE payload for
each supported IKE version and establish a connection with a peer device, which is configured to only accept the
payload encrypted using the indicated ciphersuite. The evaluator will confirm the algorithm was that used in the
negotiation. The evaluator will confirm that the connection is successful by confirming that data can be passed
through the connection once it is established. For example, the evaluator may connect to a webpage on the
remote network and verify that it can be reached.

Summary

Test 1: The evaluator established a VPN in tunnel mode to a remote VPN peer via WiFi and LTE.
The connection is established with AES-128-CBC, AES-256-CBC, AES-128-GCM, and AES-256-GCM.
The list of ciphers covers all ciphers selected in [ST]:!.

FCS_IPSEC_EXT.1.7

TSS Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.7-ASE-01

There are no TSS EAs for this requirement.

Summary
There are no TSS EAs for this requirement.

Guidance Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.7-AGD-01

The evaluator shall check the operational guidance to ensure it provides instructions on how the TOE configures the
values for SA lifetimes. In addition, the evaluator shall check that the guidance has the option for either the Administrator
or VPN Gateway to configure Phase 1 SAs if time-based limits are supported. Currently there are no values mandated
for the number of packets or number of bytes, the evaluator shall simply check the operational guidance to ensure that
this can be configured if selected in the requirement.

Summary

Per [STIr, the TOE ensures that IKEv2 SA lifetimes can be configured by and administrator based
on length of time. If length of time is used, it must include at least one option that is 24 hours or
less for Phase 1 SAs and 8 hours or less for Phase 2 SAs.

[CCGUIDE]s Table 12: Essential Keys for the VPN Payload describes the relevant keys and key
values to set in the VPN Payload in a Configuration Profile.

Test Assurance Activities

Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.7-ATE-01

When testing this functionality, the evaluator needs to ensure that both sides are configured appropriately. From the
RFC “A difference between IKEv1 and IKEv2 is that in IKEv1 SA lifetimes were negotiated. In IKEv2, each end of the SA
is responsible for enforcing its own lifetime policy on the SA and rekeying the SA when necessary. If the two ends have
different lifetime policies, the end with the shorter lifetime will end up always being the one to request the rekeying.
If the two ends have the same lifetime policies, it is possible that both will initiate a rekeying at the same time (which
will result in redundant SAs). To reduce the probability of this happening, the timing of rekeying requests SHOULD be
jittered.”
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Each of the following tests shall be performed for each version of IKE selected in the FCS_IPSEC_EXT.1.5 protocol
selection:

. Test 1: [conditional]: The evaluator shall configure a maximum lifetime in terms of the # of packets (or bytes)
allowed following the operational guidance. The evaluator shall establish an SA and determine that once the
allowed # of packets (or bytes) through this SA is exceeded, the connection is closed.

. Test 2: [conditional]: The evaluator shall construct a test where a Phase 1 SA is established and attempted to be
maintained for more than 24 hours before it is renegotiated. The evaluator shall observe that this SA is closed or
renegotiated in 24 hours or less. If such an action requires that the TOE be configured in a specific way, the
evaluator shall implement tests demonstrating that the configuration capability of the TOE works as documented
in the operational guidance.

. Test 3: [conditional]: The evaluator shall perform a test similar to Test 2 for Phase 2 SAs, except that the lifetime
will be 8 hours or less instead of 24 hours or less.
. Test 4: [conditional]: If a fixed limit for IKEv1 SAs is supported, the evaluator shall establish an SA and observe

that the connection is closed after the fixed traffic or time value is reached.

Summary
The rekey time is not configurable, all devices rekey in slightly over 6 hours.
Test 1 is not applicable because [ST]: specifies time-based maximum lifetime only.

Test 2: The test suite establishes a VPN communication channel with a lifetime longer than 24
hours. The VPN is established via WiFi and LTE. The evaluator found the connection is rekeyed
before 7 hours passed.

Test 3: The test suite establishes a VPN communication channel with a lifetime longer than 8 hours.
The VPN is established via WiFi and LTE. The evaluator found the connection is rekeyed before 7
hours passed.

Test 4 is not applicable because [ST]: specifies IKEv2 only.
FCS_IPSEC_EXT.1.8

TSS Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.8-ASE-01

The evaluator shall check to ensure that the DH groups specified in the requirement are listed as being supported in
the TSS. If there is more than one DH group supported, the evaluator checks to ensure the TSS describes how a particular
DH group is specified/negotiated with a peer.

Summary
Section 7.1.8.4.3 of the ST, IPsec Characteristics, lists the following DH groups as supported by the
TOE:
. DH Group 14
. DH Group 15
. DH Group 19 (256-bit Random ECP)
. DH Group 20 (384-bit Random ECP)
Section 7.1.8.4.2 of the ST, IPsec General, states that configuration of VPN connection setting, such

as authentication method and algorithm selection, is performed by the IPsec VPN client administrator.
This implies that DH groups are negotiated based on the configuration chosen by such administrator.

2048-bit MODP)
3072-bit MODP)

P
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Guidance Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.8-AGD-01

There are no guidance EAs for this requirement.

Summary
There are no guidance EAs for this requirement.

Test Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.8-ATE-01

The evaluator shall perform the following test:

. Test 1: For each supported DH group, the evaluator shall test to ensure that all supported IKE protocols can be
successfully completed using that particular DH group.

Summary

Test 1: The evaluator established a VPN in tunnel mode to a remote VPN peer via WiFi. The
connection is established with the Diffie-Hellman groups of 14, 15, 19, 20 compliant with [ST]l.

FCS_IPSEC_EXT.1.9

TSS Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.9-ASE-01

The evaluator shall check to ensure that, for each DH group supported, the TSS describes the process for generating
"x" (as defined in FCS_IPSEC EXT.1.9) and each nonce. The evaluator shall verify that the TSS indicates that the random
number generated that meets the requirements in this EP is used, and that the length of "x" and the nonces meet the
stipulations in the requirement.

Summary

Section 7.1.8.4.5 of the ST, IKE, states the following: The TOE generates the secret value 'x' and
nonces used in the IKEv2 Diffie-Hellman key exchanges using the TOE's software DRBG (as specified
in FCS_RBG_EXT.1/SW). The possible lengths of 'x' and the nonces are 224, 256, or 384 bits.
Guidance Assurance Activities

Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.9-AGD-01

There are no guidance EAs for this requirement.

Summary

There are no guidance EAs for this requirement.

Test Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.9-ATE-01
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There are no test EAs for this requirement.

Summary

There are no test EAs for this requirement.
FCS_IPSEC_EXT.1.11

TSS Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.11-ASE-01

The evaluator shall ensures that the TSS whether peer authentication is performed using RSA, ECDSA, or both.

If any selection with pre-shared keys is chosen in the selection, the evaluator shall check to ensure that the TSS describes
how those selections work in conjunction with authentication of IPsec connections.

The evaluator shall ensure that the TSS describes how the TOE compares the peer’s presented identifier to the reference
identifier. This description shall include whether the certificate presented identifier is compared to the ID payload
presented identifier, which fields of the certificate are used as the presented identifier (DN, Common Name, or SAN)
and, if multiple fields are supported, the logical order comparison. If the ST author assigned an additional identifier
type, the TSS description shall also include a description of that type and the method by which that type is compared
to the peer’s presented certificate.

Summary

Section 7.1.8.4.4 of the ST, Peer authentication, states the following:

. The supported peer authentication mechanisms include RSA or ECDSA X.509v3 digital
certificate authentication.

. As part of the peer authentication process, a comparison is made of the Subject Alternative
Name (SAN) contained within the peer certificate to the to the Fully Qualified Domain Name
(FQDN) of the requested server. The Common Name (CN) is ignored. If the FQDN in the
certificate does not match the expected SAN for the peer, then the session will not be
established.

. If the SAN in the peer certificate does not match that of the peer's identifier or a SAN does
not exist in the peer certificate, the authentication process fails. If the SAN matches the
peer's identifier, the authentication process is successful.

The evaluator noted that the ST does not select "pre-shared keys" in FCS_IPSEC_EXT.1.11.

Guidance Assurance Activities
Assurance Activity AA-VPNCPPM-FCS_IPSEC_EXT.1.11-AGD-01

If any selection with “Pre-shared Keys” is selected, the evaluator shall check that the operational guidance describes
any configuration necessary to enable any selected authentication mechanisms.

If any method other than no other method is selected, the evaluator shall check that the operational guidance describes
any configuration necessary to enable any selected authe