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Terminology: Users and User Permissions

Terminology: Users and User Permissions

The terms used in the File Access Manager website and File Access Manager Administrative Client refer to

users and user permissions in two different contexts:

1. Business Resource Users

Entities within the organization, their access permissions to various company resources, and the activ-

ities they perform on these resources.

Users

Entities such as company employees and bots with access to company resources.

User permissions

Permissions such as reading and writing to a windows file server, sending emails, writing to

Google Drive, deleting files, etc.

2. File Access Manager Users

Administrators and users of File Access Manager and their access permissions to various parts of the
application. What reports they can run, what resources they are allowed to view, etc.

The following terms are used to define the users and access permissions in these contexts:

Context Business )
Resource File Access Manager website users File Access Manager
Users Administrative Client
(#2 above) users
Term (#1 above)
User “User” “User” “User”
“Group”
Such as:
Groups of users “Group Account”
Active Dir-
ectory group
“Permission” “Right” “Permission”
Such as: Such as: Such as:
Permission Read Run report Add Application
full access Access Load New Package
Delete Dashboard New Scheduled Task
“Capability” “‘Role”
Group of per- Such as: Such as:
missions
Administrator APl User
Administrator Guide 18
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Context Business .
Resource File Access Manager website users File Access Manager
Users Administrative Client
(#2 above) users
Term (#1 above)
Data Owner Read Only
“User Scope”
Resources user Part of ‘P
is allowed to artor-rer- (* The user can access these resources inthe con- | “\ser Data Role”
access missions text of File Access Manager, and not the resources
themselves)

ee|::
IdentitylQ < & | stores

File Access Manager NS D e

Target
Applications

a Workflow
a Task Scheduler

a Reporting @
Mail Sy:
“ ]
= User
% Permissions'
User Interface —

Directories @
g Web Site o

Administrator

IdentitylQ
User

Rights

Cloud Storage

IdentitylQ
Administrator

NAS Storage

Permissions define the access rights of application users to files on those resources.

Rights and Scope define the rights of users on File Access Manager to access specific screens and actions, access-
ing resources within the users' scope. .

Rebranding Note
This section is relevant for upgrades from versions earlier than File Access Manager 8.0.

With the rebranding of SecuritylQ to File Access Manager in release 8.0, the terms below have been converted. Some
of the legacy terms might still appear in some of the application screens and the accompanying documentation.

File Access Manager release 8.0 is the next release following SecuritylQ release 6.1

File Access Manager term Legacy term
File Access Manager SecuritylQ
Capability Role
Right Permission
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Application Capabilities and Architecture

The following information will be provided to expand on the application capabilities and architecture:
e Capabilities
» Services

e Architecture

¢ Inter-service Communication

Capabilities

This section describes the main File Access Manager capabilities, and provides a technical mapping of each service to
a set of capabilities. You can find more information on each capability in the relevant chapters of this guide.

Activity Monitoring
Activity monitoring involves capturing information about events that users perform on monitored applications.
An activity includes the following elements:

o Who? — Auser
* Performed what action? — Read, write, or delete

¢ Where? — On what business resource (for example, a file, a file folder, a SharePoint site, or an Exchange
mailbox)

¢ When? - Date and time (Displayed in the user’s local time)

Real-Time Alerts

Issue real-time alerts (based on pre-defined alert rules) regarding suspicious activities.

Threshold Based Alerts

Issue threshold alerts when the number of activities in a given time frame exceeds a defined threshold. An
example of a threshold alert would be: “Alert me when a user reads more than 1000 files in an hour”.

Crawling

Crawling is a process that discovers the business resources (BRs) of a specific application, such as folders,
mailboxes, et cetera. It is the first task performed on an application, since BRs are required for many other cap-
abilities, such as Permissions Collection and data classification.

Permissions Collection

Permissions Collection is a process that discovers and collects permissions on the BRs of an application.
These permissions are later used and displayed in Permissions Forensics, Access Certification campaigns,
Access Requests, and in other locations.

Data Classification

The File Access Manager Data Classification mechanism provides the ability to discover and classify
resources and files containing sensitive information, such as credit cards, personal information, and health

records.
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Identity Collection

Identity collection is the technical process of collecting and aggregating users and groups from different iden-
tity repositories, such as Active Directory, Azure, and NIS. This information is used in Permissions Collection,
as well as to analyze users, groups, users’ membership in groups, the structure of groups, and other inform-

ation.

Access Certification

Access Certification is a process (run as a campaign) to certify and/or remove stale or unneeded permissions

(or identities).

Access Requests

Access Requests are users’ requests to gain permission to BRs. File Access Manager manages and auto-
matically fulfills these access requests, using approval workflows.

Access Fulfillment

Access Fulfillment automatically adds or removes permissions to users’ BRs.

Discovery of Data Owners

Since most organizations have many business resources, this makes discovering the data owners of those
BRs a complex task. Normally, IT personnel need the help of an organization’s business users to discover
which data owners own a specific business resource. File Access Manager automates the discovery process
by collecting data on the activities and permissions of specific folders, and asking business owners who owns

those folders.

Services

Server Services

The following table describes server services (installed by the File Access Manager Server Installer) and their relation

to File Access Manager capabilities and main processes.

Service

N Description Capabilities
Responsible for getting activities from the Activity
Monitors, enriching the activity records with addi- = Activity Monitoring

tional useful information about the users and the
business resources being accessed, evaluating
alert and discard rules, and saving activities to the
database and to Elasticsearch.

Event Manager

Communicates with the Activity Monitors, Per-

Agent pon— mission Collectors, and Data Classification Col-
figuration Man- . .
o lectors to receive health checks and provide

configurations. It is also the entry point for the

Real-time Alerts

Threshold Based Alerts

Activity Monitoring
Permissions Collection

Data Classification

Administrator Guide
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Service
Name

Description

Capabilities

Activity Ana-
Iytics

Central Per-
missions Col-
lector

Central Data
Classification

Reporting

Scheduled
Task Handler

User Interface
Business Web-

site

API

Workflow

installation process of Activity Monitors and Col-
lectors.

Performs the Threshold Alerts calculations in near
real-time and sends the alerts when a threshold is
met.

When installed in a simple architecture deploy-
ment, it connects to the applications and collects
resources and permissions data. When deployed
in a distributed architecture, it sends resources to
the collector and aggregates the permissions data
received from collectors through the message
broker.

When installed in a simple architecture deploy-
ment, it connects to the applications and classifies
sensitive business resources based on the
defined data classification policy. When deployed
in a distributed architecture, it sends classification
data to the collector and aggregates the clas-
sification data received from collectors through
the message broker.

Generates all reports.

Schedules and dispatches scheduled tasks when
they are due, and runs all maintenance tasks.

Responsible for communication with the File
Access Manager administrative client.

The website service running the File Access Man-
ager web interface

RESTful API service. This service provides a plat-
form neutral schema and extension model for rep-
resenting users, groups and other resource types
in JSON format.

Access certification campaign (“Campaign”) cre-
ation and management of review processes.

Threshold Based Alerts

Crawling

Permissions Collection

Data Classification

Schedule Tasks

DB Cleanup task

Events Deletion task
Events Re-Indexing task
Application Deletion task

Periodic Elasticsearch &
RabbitMQ health checks

Access Certification Cam-
paigns
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ﬁzrn\:iece Description Capabilities
Access Requests
Business Asset Compliance
Collector Syn- | Performs Identity Collection and the Access Ful-  dentity Collection

chronizer

Crowd Ana-
lyzer

Elasticsearch

RabbitMQ

fillment tasks Access Fulfillment

Creates and manages data owners’ election goals | Data Owners Discovery

This full text indexing database retains all dataon  Activity Monitoring
activities collected by the Event Manager. Threshold Based Alerts

This service is a secure message broker for com-

munication between the Central Permissions Col- | permissions Collection
lector and Central Data Classification services,

to/from the Permissions and Data Classification ~ Data Classification
Collectors

Collector Services

These services are installed by the Collector Manager:

ﬁzrn\::ace Description Capabilities
. The service connects to the application and collects activity .
ACtIVIty Mon data (“Who did what?”). A dedicated Activity Monitor service ACt.IVIty Mon
itor . . itoring
must be installed for each application.
When the RabbitMQ service is installed, the Permissions Col- _

. lector can be installed to extend the Central Permissions Col- Crawling
Permissions lect ice. “Architecture” Architect h o
Collector ec or serv.lce. rc. itecture” on page Architecture has . Permissions Col-

additional information on collector and cloud-based archi- lection
tecture.
When the RabbitMQ service is installed, the Data Clas-
Data Clas- sification Collector can be installed to extend the Central
4 o o ) N . Data Clas-
sification Col- | Data Classification service. “Architecture” on page Archi- e
o . . sification
lector tecture has additional information on collector and cloud-
based architecture.
Databases
Elasticsearch

Elasticsearch is a search database engine, optimized for text searches. File Access Manager uses Elastic-
search to store and query activity data. It is installed by the File Access Manager Server Installer.

SQL Database
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The SQL database, the heart of the File Access Manager, maintains all File Access Manager information. This
database is created during the initial module installation. The SQL database is used as a backup for the
Elasticsearch database.

Architecture

This section provides an overview of File Access Manager architecture.
It can be deployed in one of the following deployment models:

e Simple
¢ Cloud-Based
The Cloud-Based deployment model provides a solution for these common use cases:

1. Deploy the File Access Manager Services (the central services that provide the core functionality) in a cloud
environment with on-premises collectors that harvest information from target applications.

2. Use this model in non-cloud implementations to scale the Permissions Collection and Data Classification pro-
cesses to more than a single service per application. This decreases the time for crawling, collecting per-
missions, and classifying data in large applications.

Administrators can deploy File Access Manager using either deployment model, and can also begin with the Simple
model, and later progress to the Cloud-Based model by installing the File Access Manager Message Broker and
adding Collectors. Consult a certified implementer before installation to determine the best configuration for your
organization.

File Access Manager supports a disaster recovery solution, enabling the administrator to transfer the operation to a

backup site if required. See details in the Server Implementation and the Disaster Recovery procedure guides.

When installed in a High-availibility environment, RabbitMQ is used to synchronize data between IIS servers,
making sure all users see up to date data in our web site. If your installation uses more than one IIS you
should make sure you install RabbitMQ.

Simple Deployment Model

See Server Services for the description and capability of each service.
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Cloud-Based Deployment Model

File Access Manager, can be deployed in a cloud environment with on-premises collectors that harvest information
from target applications. This adaptive connectivity model enhances performance and scalability for large sets of data.

The collectors focus on completing the work assigned to them by the File Access Manager Central Permissions Col-
lector and Central Data Classification services. These collectors pass processed information — through the File Access
Manager Message Broker (RabbitMQ), which provides secure communication — back to File Access Manager Ser-
vices.

The information is then persisted to the database.

Each application can be processed by as many collectors running in parallel as necessary. When it is no longer neces-
sary to process large amounts of data, such as after the first full analysis of the environment, the data classification
capacity can be reduced to manage a relatively smaller number of modifications to sensitive data within the envir-
onment.

This adaptive connectivity model allows for the progressive analysis of permissions collection and data classification
without having to wait for the complete data set to be processed. Each collector is tasked with processing a small sub-
set of the environment, and as it completes each task, it sends its results (through the File Access Manager Message
Broker) back to the File Access Manager Services, which persists it to the File Access Manager database.

As aresult, usable information about the file system or other resources becomes available as it is processed, which
decreases the time-to-value ratio, since it is no longer required to analyze an entire data set before obtaining useful
results.

Disaster Recovery

To support continued service following a natural or human induced disaster, you can install an additional environment
in standby mode, to be activated if and when required.

See details in the Server Implementation and the Disaster Recovery procedure guides.
Collector Overview

Connector / Collector terminology:
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Connector
Refers to the collection of features, components and capabilities that comprise support for an endpoint.
Collector

Refers only to the “Agent” component or service in a Data Classification and or Permission Collection archi-
tecture.

Engine
Refers to the core service counterparty of such architecture.
Identity Collector

The logical component used to fetch identities from an identity store and holds the configuration, settings for
that identity store, and the relations between these identities. It has no “physical” manifest.

The collection work is performed by the Collector Synchronizer.
Data Classification and Permission collection are the only collectors.
The connector is not the same as a collector.
Connectors are services that connect the to the target applications for:
e Permissions Collection (PC)
» Data Classification (DC)

A connector is a micro-service that accesses work items (business resources) through the message broker, connects
and retrieves metadata from the target application, and then sends the processed information back to the central ser-
vice. Connectors communicate with the central services through a third-party messaging broker service (RabbitMQ),

which implements a persistent queue.

In a hybrid cloud / on-premise implementation, connectors send data to the cloud through the message broker, which
eliminates the need for direct database access from on-premise to the cloud.

Connectors are not mandatory. When the cloud is not being used and/or when horizontal scaling is not required, there
is no need to install RabbitMQ. If RabbitMQ is not installed, it is not possible to install Permissions Collection/Data
Classification connectors, and the central services act as both the engine and the collector.

Application > Central Service > Collector Relations

File Access Manager provides an adaptive connectivity model, allowing multiple deployment configurations that fulfill
the needs of basic single-site implementations, as well as those of distributed geo-distributed implementations.

The following describe the relations among Applications, Central Permissions Collection/Data Classification services,
and Collectors:

< Multiple Central Permissions Collection/Data Classification services can be installed by the File Access Man-
ager Server Installer.

» Asingle File Access Manager Application can be associated with a single Central Permissions Collection/Data
Classification service.
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¢ Multiple File Access Manager Applications can be associated with the same Central Permissions Col-
lection/Data Classification service.

e A Permissions Collection/Data Classification Collector is always associated with a single Central Permissions
Collection/Data Classification service.

¢ Multiple Permissions Collection/Data Classification Collectors can be installed and associated with the same
Central Permissions Collection/Data Classification service.

Possible Deployment Options

In the simplest form, an Application can be associated with a Central Permissions Collection/Data Classification ser-
vice, but without installed Collectors:

Application

Central
@ o PCIDC
Service

The same Application can be extended to use a single Collector if it is a cloud-based implementation. Also, if the applic-
ation is located in a remote site over a slower network, the Collector can be located closer to the application.

Application

Central
PC/DC
a pcibe Collector
Service

Since each Central Permissions Collection/Data Classification service can serve a single application at a time, it is pos-
sible to install multiple Central Permissions Collection/Data Classification services.

Application
(o cCentral )
entra
PC/DC
@ " g pC/DC OCollector
Service
N/ \ vy ~—_
Application
(o cCentral
entra
PC/DC
@ > a PCJ’I?C QCollector
Service
A p. vy ~_

Multiple Applications can be associated with the same Central Permissions Collection/Data Classification service,
such as for small scale applications that can be processed by a single sequential Central Permissions Collection/Data
Classification service.
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Application
@ T Central
— PC/DC
a PC"?C Collector
= Service
Application -

Multiple Collectors can be installed and associated with the same Central DC/PC service, which:
e Improves performance and

* Reduces the time for Crawl/Permissions Collection/Data Classification processes to run.
Horizontal Scaling of Collectors

The installation of multiple Collectors reduces the operational time of Crawl/Collect Permissions/Data Indexing.

The Central DC/PC service distributes the business resources among the collectors by serving them resources
through the Message Broker. Each collector is in charge of processing a subset of resources, and as it completes each
task, it sends its results back, through the File Access Manager Message Broker, to the File Access Manager Ser-
vices, which persists it in the database.

Since each business resource is an atomic work item, adding more Collectors results in near linear-scale per-
formance.

Inter-service Communication
File Access Manager uses SSL communications for all its deployed services.

SSL communications use Server and Client Certificates which, by default, are self-signed and created when each ser-
vice is installed. While the operating system may “not trust” these certificates, File Access Manager components do
“trust” them.

The table below lists the relationships among the services and clients.

. . Default
Service Clients Port
Activity Monitor
Event Manager
Agent Con- Central Data Classification
figuration Man- | Central Permissions Collector 8000
ager Data Classification Collector
Permissions Collector
Collector Installation Manager
Activity Monitor
Event Manager User Interface 8001

Central Data Classification
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. . Default
Service Clients Port
Scheduled Task Handler
Central Permissions Collection
Web Server
Reporting Ser- | yqer Interface 8006
vice
User Interface | File Access Manager Administrative Client 8005
Workflow User Interface 8008
Event Manager
Reporting Service
Elasticsearch Scheduled Task Handler 9200
User Interface
Web Server
Central Permissions Collector
RabbitMQ Centrgl pata Classification 5671
Permissions Collector
Data Classification Collector
RabbitMQ Schedule Task Handler 15671
Acpwty Ana- None 8010
lytics

It is a best practice for all components to be in a safe, secure network, behind firewalls, even though SSL secured com-
munication is enabled.

Using Trusted Certificates

Administrators can provide their own certificates for the server services only. To be trusted, server certificates must
conform to the following guidelines:

« Certificates are signed by a Certificate Authority (CA), trusted by all servers in the organization, whether the CA
is commercial or in-house.

» Certificates are issued to each server hosting one of the WCF hosting services (as described below).

 Certificates include the server name as it is to be used by File Access Manager (whether it is a short name or a
Fully Qualified Domain Name (FQDN) in the Subject or in the Subject Alternative Names list.

» The certificate must have the following extensions defined:

¢ Key Usage: Digital Signature, Key Encripment.

« Enhanced Key Usage: Server Authentication, Client Authentication.
The certificate may have other key usages, but must have at minimum those mentioned above.

See the installation guide for a detailed description on using local certificates for File Access Manager., and
configuring the website to use SSL.
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OAuth Support

File Access Manager offers full support of standard OAuth 2.0 Authentication for compatible connectors, replacing the
legacy user and password approach. This enables including users with multi-factor authentication requirements
enabled, shifting the login process to the native concent flow, using existing tokens.

To set up the authentication, you have to have or create an app in the provider's app management console. See the
connector installation guides for a detailed description of installing the File Access Manager app, and configuring the
OAuth connectivity.

To reduce the likelihood of exceeding the API call quotas and encountering throttling issues, it is recom-
mended to use multiple service-accounts in each token category and use a separate set of service-accounts
for Activity Monitoring.
Supported applications:

¢ SharePoint Online

¢ Exchange Online

¢ DropBox

¢ Box

¢ Google Drive

¢ OneDrive
The OAuth2 Authentication Flow
Preliminary Setup

An app is registered in the provider's app management console. See description per application in the relevant con-
nector installation guide.

App registration generates a set of identifiers: Clientld and ClientSecret - these identify the app uniquely and are used
for issuing token requests.

App registration includes definition of a redirect URI - that is used for user redirection upon completion of the authen-
tication process.

Upon successful authentication and consent, the provider will redirect the user - the redirection URI will be appended
with a user authorization code in the URL query string.

Authentication Flow

* An end-user browses to a special App Authorization URL - this is typically a credentials' input form at the pro-
vider's website

¢ The end-user logs in to the provider, with one of the following outcomes:
¢ Login Failure

The end-user is redirected to the app's redirect URI with an error message in the query string.
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¢ Login Success

The end-user is presented with a consent form in that lists the permissions that the app is requesting.
There are two possible outcomes:

¢ Consent Declined
The end-user is redirected to the app's redirect URI with an error message in the query string.
e Consent Given

The end-user is redirected to the app's redirect URI with a user authorization code in the query
string.

* Aweb page, or some other code, issues a token request using the user authorization code. This code is active
for roughly 30 seconds.

¢ The provider responds with a token set.

e The access token can be used to issue requests to OAuth2-enabled services exposed by the provider.

Web Application
. 0 User visits Application web page

a Application redirects user to Consent screen

[ ]

L]
App * 4
Registered with Provider

OAuth Provider in Cloud

(OneDrive, Google Drive, Dropbox)
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OAuth2 Token Management in File Access Manager
OAuth2 Mini-site or OAuthWebsite

The OAuth2 mini-site was deployed to ease the management of File Access Manager's interface to OAuth2-
based services.

The mini-site enables storage of all provider-specific configuration in a unified location, thus enabling us to
modify it from a single location.

The mini-site provides the following:
e Storage of global info, including provider specific information:
 Clientld
¢ ClientSecret
¢ URL for user authentication
* URL for token requests
« Scope, for providers that allow dynamic permission requests
¢ Handling of OAuth2 flow operations:
UserRequest.ashx
Redirecting the end-user to the appropriate provider's website to start the authentication process.
Callback.aspx

The target of Redirect URI, extracting the User Authorization Code or error message from a query
string and displaying it in a user friendly format.

AccessToken.ashx

Encapsulating initial requests for access tokens, exchanging a User Authorization Code for a Token
Set.

RefreshToken.ashx

Encapsulating requests for token refresh, exchanging a Refresh Token for a new Token Set.
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User creates a new
Cloud-based component

. o File Access Manager client redirects user to the OAuth mini-site

File Access Manager
OAuth Mini-site

o OAuth mini-site redirects user to Provider Consent screen

User copies authorization code from mini-site to File Access Manager client o

File Access Managerapp ® «

Registered with Provider

OAuth Provider in Cloud

(OneDrive, Google Drive, Dropbox)

Agent Configuration Manager - TokenRefreshServer

This central service is responsible for refreshing all OAuth2 tokens automatically and providing a token retrieval inter-
face for other File Access Manager components.

The logic described here is implemented in: AgentConfigurationManager\src\TokenRefreshServer.cs
* Interface Operations
¢ Upon token request - the requested token will be sent as a response
¢ If no such token is loaded, the service will attempt to load it from the database.
» Automatic Operations
« Upon startup - the service loads all available tokens from the BAMs' (application's) configurations.
¢ Whenever a token is approaching expiry- it will be automatically refreshed and updated in the database.

« If atoken refresh fails - the token will be removed from the memory cache
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« This mechanism allows automatic release of expired / failed tokens, this protects the service from
endless refresh attempts.

Failed Refresh

There are various reasons for a failed refresh, such as modified or deleted consent user,
expired app key, network errors etc.

« Atoken reload and refresh will be re-attempted if / when it is requested again through the ACM
token management interface.

» The TokenRefreshServermust is the only File Access Manager component that executes token refresh oper-
ations.

 This provides a solution for security mechanisms whereby upon refresh all but the latest token are can-
celed.

» A centralized point for token management makes for easier logging, debugging and troubleshooting.

File Access Manager

- Agent Configuration Manager
Services

Token Refresh Server
o Token Refresh request

@ Refreshed Token Set e

OAuth Mini-Site

OAuth2 Provider in Cloud

Troubleshooting Notes

When a user first launches the administrative client while using the self-signed certificates, the system displays a mes-
sage, requesting that the user trust the certificate.
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Security Certificate

The following security certificate has been received:
‘ CM=File Access Manager User Interface

Should this security certificate be trusted?

Yes
Trust the certificate and open the client. This message will not display again.
No

The client will display an error message, and close.

Ensuring HTTP/2 Support

Services will only accept http/2 connections (version 8.2 uses gRPC as the communication protocol, the requires
http2).

Once fully upgraded File Access Manager services should work seamlessly with http2. In some cases, some com-
munication middleware components (such as load balancers, e.g.) may not be configured to support http/2, which may
cause for communication failure and cause the upgrade to halt. As a pre-upgrade step ensure all servers and com-
munication middleware components are configures to support http/2.

Connection Errors

Following a successful upgrade to version 8.2, services will only accept http2 connections (version 8.2 uses gRPC as
the communication protocol, the requires http2).

Once fully upgraded, File Access Manager services should work seamlessly with http2. In instances where the cus-
tomer upgrade halts after a successful Agent Configuration upgrade, one potential cause could be that the com-
munication middleware (such as a load balancer) is not configured to work with http2.

The following error will be shown in the log of services trying to connect to the Agent Configuration manager:

Unable to connect to test.domain.com with user_name Grpc.Core.RpcException: Status(StatusCode-
e=Internal, Detail="Bad gRPC response. Response protocol downgraded to HTTP/1.0.")at Grp-
c.Net.Client.Internal.HttpClientCallinvoker.BlockingUnaryCall[TRequest, TResponse](Method 2 method,
String host, CallOptions options, TRequest request)at Grp-
c.Core.Interceptors.InterceptingCallinvoker.<BlockingUnaryCall>b__ 3 0[TRequest,TResponse](TRequest
req, ClientinterceptorContext'2 ctx)at Grp-
c.Core.ClientBase.ClientBaseConfiguration.ClientBaseConfigurationinterceptor.BlockingUnaryCall
[TRequest, TResponse](TRequest request, ClientinterceptorContext’2 context,
BlockingUnaryCallContinuation®2 continuation)at Grp-
c.Core.Interceptors.InterceptingCallinvoker.BlockingUnaryCall[TRequest, TResponse](Method 2 method,
String host, CallOptions options, TRequest request)

If such errors appear in the log files, make sure all communication middleware components are configured to work
over http/2, and the connection is not downgraded to http/1.

In case the error appears in a service that is still in version 8.1, the errors may be safely ignored. Once the service is
fully upgraded the errors will stop showing in the log.
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Audit Log

The Audit log registers all activities in the web application for auditing and regulatory purposes.

The audit log data is stored in the database, and an administrator can run a report to retrieve all or part of the audit log,

according to predefined filters and/or schedule.
The ability to configure the audit log is accessible to Administrator capability only, by default.
Running this report requires the Reports > Report Templates > Report Templates Administrator right.

The audit log functionality is on by default.

Audit Log Format

The audit log stores the following information:

The report is limited to one million rows.

User

Role

Host IP address
Timestamp (UT)
Action

Action Description
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File Access Manager User Interfaces

There are three user interfaces to File Access Manager:
File Access Manager Administrative Client

This is a windows based application installed on site. This interface is accessible to administrators, and other
specific users defined in the system. It includes configuration and activation of File Access Manager services
and activities.

Authentication: Login and Password
This interface is in the process of being phased out, as functionality is converted into the File Access Man-
ager website.

File Access Manager website

A web based interface, accessible to all users in the system’s domain.

Within the File Access Manager website, users’ access to data and functionality is set to fit the users’ role in
the company, and data they are authorized to view. Screens and buttons within screens that a user does not
have the right to use are disabled, or not displayed. In the web client.

Authentication: Login to the system is auto-authenticated through IIS, or via supported SSO sources.
File Access Manager API

A standard RESTful API supporting SCIM standard for identity management. the API documentation can be
found in the installed server at the URL

[Installed server]/IdentitylQF AMapi/docs/index.html

Authentication: The File Access Manager APl uses OAuth 2.0 as well as Basic Authentication across HTTP.

To set up the File Access Manager website on HTTPS, See File Access Manager Website SSL.

File Access Manager Administrative Client
This section describes the administrative client, the main capabilities and navigation paths.

The image below shows the System module of the File Access Manager Administrative Client user interface.
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'D o

File Access Manager

|

Applications
Reports

Review Processes
Data Sources
Access Requests
Access Fulfillment
What-If

Health Center
Event Viewer

Upgrades & Patches

[ search:

2 local
[®] local windows file server
=cs

£3 SRecycle.Bin
£ Bucket of files
£ Bucket of more files
£3 Download
£ elastic
£ inetpub
£ PerfLogs
£ Program Files
£ Program Files (x86)

£3 ProgramData

£3 Users
£3 Windows
[3 MSSQLSERVER

Getting Around

Business Resources Tree

£ System Volume Information

~

‘

Applications

Please choose an Application or a Business Resource from the Resources Tree

[ New % Configuration
Activity Monitoring >
Permissions Management >
Welcome tc¢ 9 Proprietary Application Types
Manage File Access Manager Permissions » Identity Collectors
This screen er General Configuration > Manage Data Dictionaries » Users al configurations.

Groups
To add a new application, use the "New" menu from the toolbar. Business Resources
To make changes to an existing application, choose the application from the Business Permission Types
To make changes to File Access Manager general configurations, use the "Configuration menu woni e wuibar.

This section describes the main areas, content, and purposes of the user interface.

Throughout this guide, directory paths are in bold, as follows:
Main Navigation> Secondary Navigation> Menu > Submenu

Admin Client

Permissions > Identities and Permissions Forensics

Web Client

Settings > Account Exclusions

Main User Interface

The following image shows the different areas of the main screen:

Navigation through the application will usually be accompanied with an indication of the user interface used
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(A) SailPe File Access Manager
Primary Context
Navigation Data Grid

Advanced Filters

User and version info

Primary Navigation

The Main Navigation panel (also called system Modules), which controls the primary parts of the system, include:
e Applications
¢ Reports
* Review Processes
» Data Sources
* Access Requests
* Access Fulfillment
* What-If
* Health Center
* Event Viewer

¢ Upgrades & Patches
Secondary Navigation

Some panels in the primary navigation have sub-panels, which users can select from the list at the upper left side of
the Secondary Navigation area.

Currently, Secondary Navigation options (also called Screens) are in all modules except for the Activities module.
What-If

Displays a simulation panel to describe the permission changes that would be created by adding / removing
users to / from groups.

Access Requests
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Displays the access requests created in the web application.
Applications
Includes the following capabilities:
Application configurations
Identity collectors
File Access Manager permissions
Alert responses configuration
Authentication store management Reports

For reports created in other panels in the administrative client. This panel enables the user to customize, save,
and add schedules for these reports.

Review Processes

Defines static and dynamic review process workflows for use in Access Certification processes.
Data Sources

Manages data sources.
Access Fulfillment

Provides oversight of pending fulfillment requests.

Performs actions on fulfillment requests (such as Rollback or Retry).
Health Center

Tracks the status of File Access Manager services.
Event Viewer

Displays important updates from File Access Manager services.
Upgrades & Patches

Includes system upgrades and patch downloads.
Context

Most File Access Manager operations operate within the context of a Business Resource (BR), which is a monitored
application object.

Examples of BRs are:
» Exchange Mailbox folder
¢ Active Directory objects
» SharePoint folders

¢ Shares on a File Server
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Monitored applications include file servers, Microsoft™ Outlook, Microsoft SharePoint, Microsoft Active Directory, or
any other system that can be monitored and assessed. The working business resource displays in the content area of
the Main Navigation window. Users can select a business resource or a specific attribute using advanced filtering in
the Secondary Navigation area.

If a user accesses a screen or panel for which he or she has permission, but no valid user scope, the screen/
table / report will be empty. Opening such a screen is accompanied with an information panel stating that the
contents of the screen might be limited or empty due to the user scope of the user.

Resource Tree

The resource tree appears in the File Access Manager administrative client (In the File Access Manager website it is
replaced by the Resource Explorer). It, represents all the applications, and BRs available.

The items in the resource tree display in their natural, hierarchical order.
The resource tree contains the following:

« The resource tree’s children, which are all the Containers in the system

» The Container’s children, which are all the Applications, and their children, which, in turn are the BRs

The image below shows a sample resource tree, with containers, applications, and BRs.

~ Advanced Forensics Control

[ Search: (T I =

O Active Directory
) Exchange
= File Servers
Main VES
E3 Accounts
[ Fimance
E3 Persona
[ Sales
O Insurance Application
£ Microsoft Office SharePoint Servers
O Cracle ERP
&) SAP ERP

Search

There can be tens of millions of resources in a resource tree of a medium-to-large-sized organization. The system
searches for object names, rather than object paths.

Deleted Objects
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By default, File Access Manager filters deleted objects from the resource tree and search results. Selecting the trash
bin icon on the upper right of the resource tree displays the deleted objects in that tree.

Refresh Resources Structure

File Access Manager constantly updates the BR tree when it monitors live systems, but does not auto-update every
change, to improve system performance. Selecting the refresh icon (two arrows in a circle) refreshes the BR tree.

File Access Manager Website
This section describes the File Access Manager website, the main capabilities and navigation paths.

The image below shows the System module of the File Access Manager website user interface.

@sGiIPoinf Dashboard Resources My Tasks Reports  Compliance Forensics Goals  Setlings  Admin

Administrator

Data Ownership lut Generate Report Sensitive Data Exposure Lt Generate Report System Health Check [Live

Services
1 65 1 64 Activity Monitoring
o Permission Collection
Score Sensitive Resources Score Overexposed
Missing Owners Sensitive Resources Infrastructure

Data Classification

Activity Statistics Timeline:  Last 7 Days v Ll Generate Report Alerts in Last 7 Days

WFSDCtesting x [

Total Activities: 2.3M

400K \

///
300K //

200K

No. of Activities

100K
06/21 06/22 06/23 06/24 06/25 06/26 06/27

Active Data Classification Policies 1 Generate Report Active Campaigns

File Access Manager Website Dashboard

This section describes the Dashboard in the File Access Manager website, including its capabilities and navigation pro-
cedures.

General

Traditionally, IT personnel or security personnel determine which individuals can access specific operations on spe-
cific resources. However, since they are not always directly involved with those resources on a daily basis, they often
rely on other people to decide who should have access to each resource, or type of resources.
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Users who work with resources on a daily basis can best determine which users would be the most likely data owners
of specific resources. These are not necessarily IT personnel or even project managers.

This dashboard makes it easier for IT and security personnel to enlist the cooperation of resource users to indicate
which resources are at risk.

This screen has two tabs:
¢ Administrator
e Data owner

These tabs are accessible according to the user’s capabilities. By default, they are available to administrators, and
data owners respectively. An administrator who is also a data owner will see both tabs.

Viewing the Data Owners on the Dashboard

The Date Owner tab is in the web client (Dashboard > Data Owner)is available for users in the Data Owner cap-
ability, who have user scope assigned to them.

The Data Owner tab of the Dashboard in the Web user interface consists of the following sections:

¢ My Resources

Did You Know
e My Tasks

¢ Owner Leaderboard

@ SailPoint [EEIEEM Resouces  MyTasks  Compiance  Forensics  Reports  Goals  Sefings £ @ sonn smitn

Administrator | Daa OWner

= My Resouces = My Tasks
< Resource: > Pending Access Reviews
Pending Access Certifications
Pending Compliance Controls
Pending Data Owners Elections
Score Score Score Score
4 Owner Leaderboard
Juan Peterson
st by
256 19,956 256 115cB 1 ‘)
Overexposed Resources Overexposed Sensitive Users with Stale Permissions Stale Data
Resources
ons ‘:} Tyler Garza
Adam Wells
@ Did you know? 3 ‘j ks

4n ‘:} James Petter
6.4 Score]

The following subsections describe each area of the Dashboard (administrator display) in detail.
My Resources

The My Resources section is located at the top of the main Dashboard display by following Dashboard > Data Owner
> My Resources.

The dashboard shows statistics for the resources within the user’s scope.
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The score in parentheses after the name of the resource is the average score of all the Key Performance Indicators
(KPIs). The name of the application and its full path are beneath the resource name.

The KPIs change based on the resource selected.

Each of the KPlIs lists the number of indicators and their weighted scores (from 1-10) are also displayed in a color-
coded circle graph.

The KPlIs are:
e Overexposed Resources
» Overexposed Sensitive Resources
¢ Users with Stale Permissions (permissions older than 12 months)
« Stale Data - data older than 12 months, expressed in number of megabytes or gigabytes
¢ The color-coded scores are:
» Red (0-5)
. (5-7.5)
e Green (7.5-10)
For a full description of stale data, and how it is calculated, see Stale Data.
To see the details of a specific KPI with the applicable filters, scope, and permission type:
1. Click a KPI from My Resources or navigate to Resources > Path (for example, C:) > KP/

2. Select a KPI to see details, with the relevant filters, scope, and permission type.

If the user does not have the right to access the drill down screen, the drill down link will be disabled.

3. Toreturn to the Dashboard view, click the Dashboard tab.

Did You Know?

The “Did you Know?” area of the Dashboard contains useful information about an owned resource. This information
includes statistics, resource information about logged in users, and warnings. Information may include identification of
users who can access resources with specific permission types or the number of users that used a specific resource
within a defined period. This information is updated for each logged-in user.

To navigate the Did You Know carrousel:
1. Click the > to the right (or the < to the left) of the displayed entries.
2. Click on a specific Did You Know item to review it.
3. Use touch selection and navigation (left or right) when viewing Did You Know information on a tablet.

The carrousel displays four items at a time, and automatically moves to the next four items every 5 seconds. The pro-
gress dots at the bottom of the Did You Know section indicate how many total pieces of information (in groups of four)
are available. For example, if the Did You Know section displays five dots, there are twenty total pieces of information.

1. Click Review Now to display the details of any item of information in Did You Know.
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If the user does not have the right to access the drill down screen, the drill down link will be disabled.

My Tasks

The My Tasks section, at the top right of the Dashboard, lists the number of pending items in the following categories:
« Access Certifications
e Access Requests
* Owners Election

You can navigate directly to the My Tasks view for a task by selecting that task.

Owner Leaderboard

The owner Leaderboard section of the Dashboard displays information about the data owners with the highest-ranking
score per owned resource.

Owner Leaderboard scores are ranked only for data owners, displaying the identities and scores of the top five data
owners and the score of the logged in user (displayed as “Me”). The “Me” entry indicates whether the user’s rank has
increased (a green arrow pointing up) or has decreased (a red arrow pointing down).

Application Main Screen

The Applications page enables a user to view, add, modify or delete applications. The Applications grid provides the
following columns:

« Name — Name of application

» Description — Additional information about the application

e Type — Common search or grouping criteria

e Tags — Allows users to group applications together

 Actions — Provides multiple options for the user, including editing or deleting the application

The amount of rows displaying applications can be changed with the Rows per page drop down at the bottom left of
the page.

The user can also click through pages with the left and right arrows at the bottom right of the page.
The following are options throughout the Application page:
Add New

This options allows the user to add a new application.
Filters

Allows the user to have a more defined search. Searchable items are Name, Type, and Tags.
Edit

Allows various details about the application to be edited.

Delete
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Allows the user to delete the chosen application. The deleted application will not be available on the grid and a
task will be created to clean the application references and data. This deletion task can be monitored on the
Tasks screen.

Exclude Top Level Resources
Function allowing the user to exclude top level resources from being retrieved by a crawler action.
Download Installation Files

Download command-line script for a silent installation of the Windows File Server Application Activity Monitor.
Download Installation File is supported only by the Windows File Server application type.

Manage Resources

Browse and manage all resources within the application. This action moves the user to the Resource
Explorer.

Managed Normalized Resources

View, modify, and manage all normalized resources within the application. Here, the user can also enable or
disable the normalization, set or modify the normalization configuration and report on all normalized
resources.

Managed Normalized Resources isn’t supported by all the application types and there are specific settings
which should be defined during creation of the application in order to see this option

Adding Applications

An application is a component that represents the monitored system, such as, Microsoft Outlook, Active Directory, MS
Windows file servers.

All active applications can be seen in Admin > Applications. You can add tags to applications to group the applic-
ations by (Called containers in previous versions of File Access Manager).

In order to integrate with a component, we must first create an application entry. This entry includes the identification,
connection details, and other parameters necessary to create the link.

To add a standard application, use the New Application Wizard.

The actual configuration pages and fields vary according to the application type you are adding. For a
detailed description see the relevant connector installation guide in Compass.

For homegrown applications - see Proprietary Application Permissions Collection (Homegrown Apps)

For bulk application loading - use the Bulk Application Wizard. See the connector installation guide. For
example: Adding New Bulk Application(CIFS only)

1. Navigate to Admin > Applications

2. Click Add New to open the wizard.
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3. Click Standard Application
4. Click Next to open the General Details page.
Application Type
Select the application type from the dropdown list
Application Name
Logical name of the application
Description
Description of the application
Tags
Select tags for the application from the dropdown menu, and / or type a new name, and press Enter to create

a new tag. The dropdown list of tags filters out matching tags as you type and displays up to 50 tags.

The tags replace the Logical container field that was used when creating applications in releases before
8.2
Event Manager Server
This option is available if there are more than one event manager servers configured in the system.
Select an event manager from the drop down menu.
Identity Collector
Select from the Identity Collector dropdown menu.

¢ You can create identity collectors in the administrative client. Applications > Configuration > Per-
missions Management > Identity Collectors.

See section "OOTB Identity Collection" in the Collector Installation ManagerFile Access Manager Admin-
istrator Guide for further details.

« If adding a new identity collector, press the Refresh button to update the Identity Collector dropdown list.
The next configuration pages include all or part of the following :
Connection Details

Server and user credentials to connect to the remote system
Crawler and Permission Collection

Associate an application with a Central Permission Collector Service. This service is responsible for running
the Permission Collector and Crawler tasks.

The Crawler task progress bar will progress based on the number of resources scanned.

Data Classification
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Associate the application with a Central Data Classification Service. This service is responsible for running the
Data Classification tasks.

Activity Configuration and DECs
Change the default values of the activity monitoring attributes
Access Fulfillment
Allow File Access manager to add and remove permissions
See the relevant connector installation guide for full details.
Using the Manage Resources Page
The Manager Resources page on the website lists the resources per application.
You can use this page to
« Enable normalization for resources of supported applications
« Set monitored actions for top level resources of supported applications
Navigation

To navigate through the resources, click a child resource to change the level displayed, and display the child
resource content, or click a path on the cookie crumb list on top of the screen, to move up to the level selected.

Filtering
The filter allows narrowing down the selection of resources. The results are filtered as you type.
The filter can be used to search for object names, rather than object paths.
Only Search Inside [current folder] - search from this folder and downwards.

Name Contains - Toggle the search behavior between "Starts with" and "Contains".

Manage Resources :
Search filter
Q, health-alert 17
Path cookie
All Applications ) EMC Celerra - NFS-QP » /CelerraNFS ——— crumbs

/eelerraNFS

th

(]

D :t‘::é erra - NFS-OP

D ActivityMonitorRemoteEventsEMCCelerraNFS_time_start_2020-07-13T15-02.54_time_end_

AM2
D EMC Celerra - NFS-OP

D CrawlerDelta

Manage Normalization
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The Manage Normalization button appears in applications that support fulfillment. Press the Manage Normal-
ization button on the row of a resource to enable or disable normalization for the resource.

How to Handle Inexact Permissions Matches

During the normalization process, the application has to decide what to do with permissions that do not match
the normalized permissions.

¢ Fail the normalization process
¢ Elevate to the nearest permission match

¢ Revoke the permission
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File Access Manager Initial Configuration

This section describes how to use the Initial Configuration Wizard to get started with File Access Manager.

File Access Manager Initial Configuration Wizard

To initially configure, perform the following steps:

1.

Double-click on the File Access Manager Client icon.

The SailPoint File Access Manager Login application page displays.

Type wbxadminin the Username field.

Type wbxadmin in the Password field. (It is required to change this initial Password later.)

Click Login.
The File Access Manager Initial Configuration Wizard window opens.

Click Yes, Let's get started.

Click OK to open the Authentication Store Connection window.

SecuritylQ Initial Configuration YWizard X

Authentication Store Configuration

Authentication Store Connection

The Authentication Store is being used by SecuritylQ to authenticate users across its various interfaces
< | Would like to create an Authentication Store >

* Domain DNS name: | dom1 log | (7] * Password: ssessenssne %)

* Domain MetBios: DOMA (7] * Repeat Password: sssssssssss (7]

* Port: 389 (2] Specific Server Name: | DC1 e
SSL (7] Domains to Sync: (7]
Base DN: (7]

* UUsername: SIQ_AD 7]

* A Data Enrichment Connector will be autmatically created using the above connection parameters

Cancel Back

Check the | would like to create an Authentication Store check box and type the relevant data into the fol-
lowing fields:

a. The domain DNS name in the Domain DNS name field
b. The domain NetBIOS name in the Domain NetBios field
c. The port number in the Port field

d. The Base DN (relative to the DNS domain name) in the Base DN field
(For example, if the domain DNS is seri.example.com then the base domain DN will be DC=seri,
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DC=example, DC=com. To add the OU called Allowed Users under the domain, the base DN should
be OU=Allowed Users.)

More than one base DN may be included (using | or; or any other separator)

For example, to include Allowed Users, and Europe and the United States, type: 0U=A11owed
Users | OU=Europe | 0OU=USOroOU=Allowed Users; OU=Europe; OU=US

e. The user name in the Username field

f. The password in the Password field
The password requirements are a minimum of 12 characters in length, a least one capital, one
lower-case, and one special character. The password must be changed every 120 days and
cannot be reused with 10 password change cycles. The account will be locked after 10 unsuc-
cessful password attempts.

g. The password in the Repeat Password field

8. The specific domain controller name in the Specific Server Name field ((if empty identities are collected from
any available DC).

9. Check the SSL check box, if required.

10. Click Synchronize Domains and then select the domains/forests you want to include in the Authentication
Store from the Domains to Sync field.

11. Click Next.
The Authentication Store Scheduling window opens.

Authentication Store Scheduling
Set the schedule for Authentication Store identities collection

Creale a Schedule?

Cancel Back Finish
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12. Check the Create a Schedule box.
The Authentication Store Scheduling details window opens.

SecuritylQ Initial Conﬁgmatinanzar;:I‘ .

Authentication Store Scheduling
Set the schedule for Authentication Store identities collection

| Create a Schedule?

MName:

Schedule: Once
on: 101252015
Al 326 PM ]

Active?

Cancel

Finish

13. Type the relevant data into the following fields:

The definition fields change according to the schedule type selected.

a. The schedule name in the Name field

b. The schedule frequency in the Schedule field
c. The date the schedule begins in the On field
d. The time the schedule begins in the At field

14. Check the Active check box to activate/deactivate the schedule.

15. Click Finish.

The File Access Manager Initial Configuration Wizard ends and File Access Manager is ready to operate.

Session Management

Once the user data is retrieved from the DB, the user is stored in IIS sessions in-memory object. The sessions

in the application are configured to store data for 10 minutes (sliding expiration). If there are any requests
made to the server during the last 10 minutes, session objects are distracted and authentication flow will

resume on the next access to the DB.

The 'iisreset' command deletes sessions objects immediately.
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In HA/DR configurations, each IIS server stores the sessions in each server separately.

File Access Manager website Authentication

Only users defined in the authentication store can log into the web application, and only after the collector syn-
chronizer task completed.

When configuring File Access Manager for the first time, either wait for the initial scheduled time, or schedule the
authentication store identity collection to run now.

To check the Collector Synchronizer task status in the administrative client health center:
1. Open the Health Center.

In the administrative client Click Health Center on the left menu.

File Access Manag
DRSNS A B —

< Nawgahon Health Center

e
Applications &5 Refresh (40) £ Actions ~ [= Reports
Reports

Production | Disaster Recovery
Review Processes

@ Activity Monitoring Ol @ Pemissions Coliection € | @ Data Classification € | @ Ir

Data Sources

Access Requests .
q Core Services

Access Fulfillment
#.% File Access Manager Agent Configuration

ﬂ File Access Manager Event Manager
What-If Manager

Health Center
Event Viewer Applications

Upgrades & Patches ™ HR-Server @ rayrol -

Business Resources Tree

[ir  Search: S B
B File Servers

Select the Permission Collection to open a permission collection related panel.
Select the File Access Manger Collector Synchronizer
Select the tasks panel.

Click Show Tasks from all users.

o o ~c 0 DN

Check the Synchronize Identity Collector task status.
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Activities

This chapter describes the collecting and monitoring activities (events), as well as the File Access Manager services of
the activity collection process.

This section does not discuss how to monitor specific types of applications.
The Collector Installation guides provide information on the installation and configuration of specific col-
lectors.

Monitoring Activities
Monitoring activities in involves capturing information about events that users perform on monitored applications.
An activity includes the following elements:
Who?
A user performing the action
Performed what action?
Read, write, or delete
Where?
On what business resource, for example a file, a file folder, a SharePoint site, or an Exchange mailbox
When?

Date and time The timestamp is stored in UTC, and displayed to the user in its current time-zone, based on
the computer from which he or she is connecting

Event Example

1. User jsmith, performed a write action on the \\file_server\Finance\2015\cashflow.xlsx at 7:35 pm at
16 March 2015.

2. User contextual information for this activity are added from additional data sources, including:

 Attributes from the user’s Active Directory, such as the user’s display name, groups to which the user
belongs, the user's company, title

* The department of the user, normally obtained from the Human Resources system

» Data classification information, for example, when information contains sensitive data about the busi-
ness resource

3. Finally, activity monitoring sends alerts regarding suspicious activities, based upon sets of pre-defined rules.
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Terminology

Event
An event is anything that occurs in an application.
Activity

An activity is a monitored File Access Manager event, such as the execution or modification of a file on a file
system, enriched with security attributes (such as details of the executing user from the Active Directory).

Alert

The system sends an alert when an activity violates a File Access Manager real-time rule. File Access Man-
ager can issue alerts within the system or send them to other systems, such as SIEM for monitoring.

Activity Monitor
Each Collector Installation guide contains specific installation and configuration instructions.

The Activity Monitor is a software module that monitors and collects events from an application. Each applic-
ation type has a specific activity monitor. Most File Access Manager Activity Monitors work in an agentless
architecture, and can monitor and capture events without having to install anything on the application itself.

Event Manager
The Event Manager is a service, installed by the File Access Manager Server Installer, which:
1. Receives events from Activity Monitors.
2. Uses Data Enrichment Connectors (DECs) to enrich events with security attributes.
3. Evaluates discard and alert rules.
4. Saves events to the Elasticsearch and database.

Data Enrichment Connector (DEC)

The previous name for a DEC was Whitebox Policy Connector (WPC).
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The Data Enrichment Connector (DEC) is a software module that facilitates communication between File
Access Manager and an organizational/security system. File Access Manager enables the definition of mul-
tiple DECs and uses them to enrich monitored activities with information retrieved from various organizational
systems, such as Human Resources or Security Infrastructure.

File Access Manager offers DECs for many commonly used systems including:

¢ Active Directory

SailPoint IdentitylQ
» LDAP
* SQLDB

Activity Flow

This section describes the flow of events in File Access Manager, from the Activity Monitor to the Elasticsearch and
database.

Overview

The system sends and analyzes all monitored application activities in the same way, regardless of the event’s origin.
Since the event collection infrastructure is agnostic to event types, the system handles an event from a Windows File
Server in the same way it handles an event from Microsoft SharePoint or Microsoft Exchange.

The activity path diagram below shows a high-level process flow of events, through components, from the Activity Mon-
itor to the Event Manager, with each blue square representing a separate component.

The following sections explain the flow of events in detail.
Activity Path

For Windows File Server, the path listed for the activity is always the physical path. This is to avoid duplication, and to
avoid ambiguity of ownership and access rights.
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Activities

Event Enrichment (
L aEvent Manager

Elasticsearch SQL Server

From Activity Monitor to Event Manager (Stage | to Il)

Activity Event
. Extract the events from the monitored system using the relevant tech-
Monitor .
nology (to be discussed later).
Raw exclusion of event is available per type of monitor.
Exclude
Exclusion at this level means the event will not be sent.
Similar events within the same polling interval are unified into a single
Aggregate
event.
Events are transformed into standard event format.
Send
The bulk is compressed, and then sent.
Receive The Event Collector (inside the Event Manager) receives the events.
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From the Event Manager to the Elasticsearch and Database
(Stage Il to lll)

Activity Event

Get the events from the various monitors.
Collect

Verify the structure and validity, and send to a memory queue.
Fetch Get the events from the memory queue and start processing.

Discard Discard rules, based on event data only, are evaluated first.

Enrich If required, enrich the data with identity data.
Access Rules, requiring identity data, are evaluated.
Evaluate
Alert responses are sent.
Save Save events to Elasticsearch and to the database.
Create For applications that do not support crawl — if the event is on a resource
BRs that is not listed in the database yet — add this resource.

Application Level Indexing (Stage V)

After the system saves the event, Elasticsearch indexes the event data so users can construct queries on that data. By
using Elasticsearch’s near real-time indexing capabilities, events are available for querying immediately after they are
saved.

SQL Server Event Backups Toggle

Event activity is stored in Elasticsearch and also backed up to the configured File Access Manager SQL Server. These
SQL event backups are preserved in case it is necessary to recreate the events in Elasticsearch. This section explains
how to disable aspects of this feature to save space in SQL or to improve performance when saving and deleting
events.

Two new system configuration options are supported in the DB table system_configuration_value:
« Store event backups to SQL Server
¢ Remove SQL backups on event deletion

The default behavior for both values is set to True. Events will be stored to Elastic and backups of those events will
also be saved to SQL. When events are deleted, the corresponding SQL events backups will also be deleted.

If Store event backups to SQL Server is set to False, the event manager(s) will save events to Elastic only; backups
to SQL will not be made.

If Remove SQL backups on event deletion is set to False, event deletion tasks will only delete events from Elastic;
any existing SQL event backups will be retained. Any existing SQL event backups that are skipped from being deleted
in this way will not be delete-able from File Access Manager using deletion tasks, even if Remove SQL backups on
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event deletion is reset to True. When setting Remove SQL backups on event deletion to False, the useris
responsible for the lifetime and ultimate deletion of those skipped events.

Defining a Data Enrichment Connector

A Data Enrichment Connector (DEC) is a software module that facilitates communication between File Access Man-
ager and an organizational / security system. File Access Manager enables the definition of multiple DECs and uses
them to enrich monitored activities with information retrieved from various organizational systems, such as Human
Resources or Security Infrastructure.

To define a Data Enrichment Connector (DEC), perform the following steps:
1. Navigate to Applications > Configuration > Activity Monitoring > Data Enrichment Connectors

The general Data Enrichment Connectors window displays.

2. Click New.
Data Enrichment Connectors X .
[EF New

office.whitebox.forest-Active Directory

The New Data Enrichment Connector window displays.
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- Data Enrichment Connector X-

MName: I

Type: Active Directory w I

#* Domain:
# Domain Met BIOS Mame:
* Port 389
#* Username:
#* Password:
Is Specific Server
Specific Server Name:
S5L:

Base DM:

Save Cancel

3. Type a Name for the new DEC in the Name field.

4. Select one of the following types from the Type field:
 Active Directory (default)
« File Access Manager
* Database

5. The configuration fields displayed under the Type field vary, based upon the type of DEC selected.

The configuration fields in the data enrichment connector configuration tab (above) depend upon the

selection of the Active Directory as the DEC type.
6. If Active Directory is the DEC type, type in all the associated configuration fields, which for Active Directory,
include:
e Domain
¢ Domain Net BIOS Name
e Port

¢ Username

Administrator Guide

60



Activities

Password
Optional configuration:

Check the Is Specific Server check box to bind to a specific server, and then provide the server's name
in the Specific Server Name field.

Check the SSL check box to connect with SSL.
Is Specific Server — Connect to a specific server (domain controller) instead of using the domain name.

Specific Server Name — The name of the server to connect to if "Is Specific Server" is checked. Could be
a short name or a FQDN as long as it's reachable.

SSL — Connect using Secure Socket Layer / Transport Layer Security (SSL/TLS) or use unencrypted
communication.

Base DN — The Distinguished Name of the Organizational Unit to use as the root of the tree. Defaults to
the root of the domain.

The following properties are only used by the data enrichment connector (DEC) to enrich activities, not by an
Identity Collector that uses the DEC as a reference:

7. .

Groups Fetch — Whether to fetch the names of groups that users are members of (memberOf inform-
ation).

Groups Receive — Whether to fetch memberOf information recursively.
Groups Recursive Levels — How many recursive levels of memberOf information to fetch.
User Account Control Fetch — Whether to fetch user account control information.

Pool Size — Number of Active Directory connection objects to keep open (effectively the number of quer-
ies that can be run in parallel).

Timeout — Active Directory connection attempt timeout in seconds.

Report Interval — Health report and configuration refresh interval.

8. IfldentitylQ is the data enrichment connector (DEC) type, follow the connector guide Integrating IdentitylQ
with File Access Manager for Enrichment.

9. If Database is the DEC type, type in all the associated configuration fields, which for Database, include:

Database Type

User

Password

Query

Query Timeout (minutes)
Database Server

Database Name
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Alert Rules

Alert Rules define activity-based criteria for generating system alerts, including notifications and customized
responses, such as email, SysLog, or UserExit.

For defining alert rules, navigate to Compliance > Alert Rules
For viewing and investigating alerts, navigate to Forensics > Activities
Examples of alert rules include:
« Afile under \\FileStorageApplication\HR is deleted by a user who is not a member of the HR department.

» A specific user reads more than 1000 files in one minute (considered a suspicious activity, regardless of
whether the user or malware initiated the activity).

To view existing alert rules:

1. Navigate to Compliance > Alert Rules.
All alerts, including alerts in the Resources section, display in this screen.

2. Click Include Resource-based Rules to view alerts from Resources.
3. You canfilter the screen by:
¢ Rule Name

o Status - Activate or deactivate an alert rule from the main screen — there is no need to access the rule.

Creating Alert Rules

To create an alert rule:
1. Navigate to Compliance > Alert Rules.
2. Click New Rule at the top right of the screen to open the New Alert Rule screen.
3. Select the Rule Type in the Trigger section.

a. Fora“Single Activity” trigger, a single activity matching the Rule Criteria creates an alert.
For example, an Email notification will be sent for each Add Permission action on a Sensitive resource.

b. Fora Threshold trigger, multiple activities matching the Rule Criteria, and occurring within a specific
time window, create an alert.
Users can configure threshold alerts, based on suspicious behavior, and not just based on a single
action.
For example, the fact that one user has performed 500 activities on a specific resource might be more
suspicious than if the user had performed a single activity on that resource.

4. All mandatory fields should be full before saving the rule.

5. See sections below for more information on Scope, Filters, and Responses for alerts.

Managing Alert Rules

To access the alert rules, Navigate to Compliance > Alert Rules.
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To open an alert rule for edit, double click the alert rule to edit.
To edit an alert rule:
1. Make changes to the relevant parameters of the General, Scope, Filters, Triggers, and Response sections of

the Rule Criteria section, as appropriate.

An Administrator can define and customize response options in the administrative client.

@Saﬂpoinf Dashboard ~ Resources My Tasks [ERGUNTERSSM Forensics Reports  Goals  Seffings ) ‘?JD\‘VSWH

Scope

Scope Type Value

Appiication
Exclusion

Seope Type Value

To duplicate an alert rule:
1. Click Duplicate from Actions in the alert rule to be edited.
2. The Duplicate Alert Rule screen displays, with all the definitions of the duplicated rule already filled in.

3. Make any required modifications.
Duplicate a discard rule to create a new rule with definitions that resemble those of an existing discard rule.

To delete an alert rule:
1. Click Delete from Actions in the alert rule to be deleted.

2. Adelete confirmation question displays.

Selecting Scope for Alert Rules
Use Scope to select a relevant running target.

¢ Scope inclusion enables users to specify application type, application, or specific business resource to run an
alertrule.

» Scope exclusion allows users to avoid running a rule on an irrelevant application type, application, or specific
business resource.

¢ |fthe same resource is selected for both inclusion and exclusion, the resource will be excluded since exclu-
sions always overrule inclusions.

» Resource scope selection allows users to select or unselect a subfolder to run a rule by checking the “Including
subfolders” checkbox:
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e For example, if the business resource “Sensitive folder” has a sub-folder, called “Non sensitive folder” if
the user deselects the “Including subfolders” checkbox, the rule will only run on the main resource,
which is “Sensitive folder”.

Filters

If an application has a Data Enrichment Collector (DEC), the attributes of that DEC also display. However,
you select more than one application from same application type, and the applications share the same DEC,
only the DEC attributes common to all of the applications’ DECs display. If there are no DECs in common,
only attributes relevant to the application type of the selected applications display.
Filter criteria allows users to specify suspicious behavior, based on the selected filter criteria parameters.
The available filter criteria attributes depend on the scope selected.
The list below is the basic list of attributes:
e Action Type
e Category
¢ Domain
e EventDate
e EventTime
e Path

¢ User Name

If you limit the application selection by selecting an application type or one or more applications, only the attributes rel-
evant to the selected application type display.

Users can use queries saved in Forensics > Activities queries by clicking on Load Query, to display a list of all
saved queries.

When the query is loaded, all the information in the Rule Criteria section (Scope and Filters) is overridden by the
loaded query filters. If a query cannot be loaded, an error message displays.

The following queries are not available:
« Queries on alerts (since only existing queries on activities can be loaded)
e Mismatched queries

e Queries involving users from more than one domain

Alert Rule Response
The Response section allows users to define a response for an alert.

For example, when a new permission is added to a sensitive resource, all the Data Owners of that resource can
receive an email, notifying them that a new permission was added.

To set an alert rule response:
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1. Open the Alert Rules page, at Compliance > Alert Rules.
2. Double click the alert rule to edit and scroll to the Response section.
A Response may be one of the following:

» Email to specific email addresses, and / or to the Data Owners who own the resource.
Currently, the Data Owners option is available for Single Activity Alerts, but not for Threshold Alerts.

» Syslog
e User Exit

1. A Response object is created / edited in the File Access Manager administrative client.
Response

Send email to:
[0 Data Owners

Email Addresses

administrator@application.com # i
admin1@abcd.com & o
admin2@abcd.com # i

2. Click Advanced Settings to select additional option responses.

Use the administrative client to define and customize response options.

File Access Manager Alert Response is the automatic default, since it retains the alert in the database. A user

cannot opt out of the File Access Manager Alert Response.

Configuring a Response

Complete the following steps:

1. Within the Administrative Client, navigate to System > Configuration > Activity Monitoring > Responses >

Manage Response Configurations.
2. Select Syslog in the Showing Response Configuration of Type drop-down.
3. Click New.
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Enter the syslog configuration.

4

5. Click Save.
6. Navigate to System > Configuration > Activity Monitoring > Response > Manage Responses.
7

. Create a new Syslog response type. Use the selections on the right side to add variable information to the sys-
log message.

8. Click Save.

The response is now available to use in Advanced Settings > Other Responses of Alert Rules in the Web interface
under Compliance.

Resource-based Alert Rules

Data Owners can activate Resource-Based Alert Rules (out-of-the-box alert rules) in the Resource > Alerts screen.

Administrators can navigate to Compliance > Alert Rules to perform the following operations on Resource-Based
rules that were created by Data Owners:

¢ Viewtherule
¢ Change the rule’s name/description
» Change the rule’s status (active/inactive)

¢ Delete therule

Troubleshooting Activities
The best way to troubleshoot activities is to follow their activity trail.

Use a specific Collector Installation and Configuration Guide to troubleshoot a specific monitoring issue for that Activity
Monitor.

The lists below are suggestions of what to look for in the various services.
Application
« All prerequisites were completed successfully

¢ Activities are generated when relevant
(For example, check that relevant activities are generated in the Event Log in Active Directory or that they are
included in the Exchange Audit log.)

Activity Monitor Log

e Thelog has errors

» Events were received (by viewing the Monitor Statistics file)

« Events were monitored, but not sent (by checking the monitoring mode — full, semi, and discard)
Event Manager

* New events were entered (by viewing Event Collector statistics) and then moved to the memory queue

» Events were saved in the Event Manager (one Connector at a time, or through a dedicated Event Manager)
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e The Event Manager log has errors

Events Backup

File Access Manager includes a backup mechanism for events streaming into the Event Manager. Incoming events

are serialized to disk as compressed bulk events.

¢ This backup mechanism allows for re-streaming the backed-up event bulks into the event manager in case of a

failure in the events processing flow.

» A separate file is created daily, containing the bulk events received that day.

The behavior of the Events Backup mechanism is defined by several parameters under the <appSettings> tag in the

Event Manager’s app.config files:

Parameter Type Description Default
Enables / Disabled the

BackupEvents True/ False | Events Backup mech- True
anism

WaitForBackupSeconds Number

BackupEventsDir Text

RestoreBackedupEvents  True/False
BackupRetentionDays Number
CleanOldBackups True/False

Number of seconds the
Event Managers service
waits for the backup pro-
cess to finish serializing
in-memory events, on
service shutdown,
before it terminates the
process

5 (seconds)

EventsBackup
in the service
home dir

Directory path for the
event backup files

Activates backed up
events restore on ser- False
vice startup

Number of days to
retain events backup
files, before backup files
are deleted.

7 (days)

Enables/Disables auto-

matic cleanup of

expired backup files True
(older than
BackupRetentionDays)
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To enable events backup

¢ Setthe BackupEvents to True (default). This will cause the Backup mechanism to start

+ The BackupEventsDir by default will be set to EventsBackup in the service’s home directory. This folder will
be created by the service if it is not already there. If you wish events to be backed up to another location,
change the BackupEventsDir parameter accordingly before the service is started, or restart it after the
change. Make sure the drive containing the backup folder has enough space. (Space requirements depend on
events traffic).

e Make sure the RestoreBackedupEvents parameter is set to false — if you don’t wish to restore existing
backups.

e Ensure all other parameters suit your needs, or configure accordingly.
To restore events from previous backup

« Setthe RestoreBackedupEvents to True before you start the service, or restart it after the change .

» Once the service is running with RestoreBackedupEvents set to True, it will attempt to restore all backup files,
and will stream all backed up events, back to the Event Manager, to be processed and stored.

« If you do not wish to restore all the backup files, but only specific files (days), you should copy the unnecessary
files to another location .

* In case restoring the events fails, a new file contained the un-restored events will be created, with the .recre-
ated suffix, indicating this file contains events that failed to be restored, and will not be re-attempted.

To retain backups for specific dates or longer periods

« Either disable the automatic cleanup of backup files, by setting the CleanOldBackups parameter to True, or
modify the BackupRetentionDays parameter to suit the retention policy you wish to configure.

« When modifying app.config parameters, changes will take place only the next time the service is started, as
app.config parameters are read on service startup.

Threshold Alert Rules

Architecture and Flow

The Activity Analytics service is responsible for the threshold calculation and issuing threshold-based alerts.

Activities are evaluated against threshold alert rules by the Event Manager during the processing of the activities, and
if they match, they are marked as candidates for a threshold calculation.

The Activity Analytics queries the Elasticsearch every defined interval to bring activities candidate for threshold alerts.
It then aggregates the activities and when the threshold is met, issues an alert and a response according to the defin-
ition in the threshold alert rule.

Limitations

Activities received more than 15 min after the Activity time (as the result of a temporary disconnection between the
Activity Monitoring and the Event Manager) will be kept in the Database with the original Activity time, but will not be
included in the Threshold Alert Rules calculation. However, if an Alert has already been created, the Activities that ori-
ginated in the Alert timeframe, but were received after the 15-minute time window, will be updated in the relevant exist-
ing Alert record. (As a result, the total number of Activities in the existing Alert record will increase.)
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The 15-minute time window helps limit the memory required for the Threshold Alert Rules calculation.

Please review the Compass forum for best practices. If required, the PS team can change the time window in the Data-
base.

If Windows activities have more than one shared path, the system will send duplicate activities for a threshold alert cal-
culation. For example, if Folder1 can be accessed by \\MyServer\Folder1 and by \\MyServer\C$\Main\Folder1, each
activity performed in Folder1 will appear twice in the Database, each time, with a different shared path.

To prevent duplicate activities from being calculated in the total number of activities required to create a threshold
alert, select “Windows” as the application type in the scope, and set the following filter in the Alert Rule > Rule Cri-
teria Filter section:

Attribute = Original Access Path (OAP)

Operator = Empty

All duplicated Activities have the OAP field as part of the original path. Adding this filter causes the Threshold Alert
Rule to ignore all duplicated Activities and to calculate only the original Activity.

Create/Edit a Threshold Alert Rule

See Creating Alert Rules.

Only administrators (not data owners) can view threshold alerts in Activity Forensics or in Reports.

Stale Data

As a general rule, File Access Manager stale data calculations are based on activity data, and default to using activity
data it gathers.This may include read activity, if such activity is audited for the application type.

In cases where no activity data are available for the resource, the stale data calculation is based on the last access
date tracked by the operating system. If such a date is not available, the initial collection date is considered as the last
access timestamp. This is the case for all resources when we start the collection process.

The method for recording the last accessed date may differ between application types, and according to the
operating systems' support for last access tracking. For example, most SMB/CIFS-enabled file system dis-
able last access tracking for read activity by default due to performance considerations.

Stale Data Report
To get an updates list of stale data in your system, configure and run the stale data report.
1. Navigate to Reports > Templates
2. Search for “Stale Data” to find the report template
3. To configure the stale data report: Select “Duplicate Template” from the dropdown menu on the report template
4. Configure the report to fit your requirements:
« Classification category
¢ Last used (months) - time definition of stale data for this type of data. Default: 6 months

¢ Resource minimal size (MB). Defaultis 0
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e Scope type : By application or folder name
» Additional tags: To help find this report
5. Scheduling
Set the requested schedule for the stale data report
Run Now
Saves the schedule, and runs the report now
6. Save

Saves the schedule, and runs the report according to the schedule

Crawling Overview

Crawling is the process that discovers the business resources (BRs) of a specific application type. It is the first task
involving an application, since BRs are required for many other activities involving applications, such as Permissions
Collection and Access Certification.

For example, a crawler may discover folders (BR) on a file server (an application type), or mailboxes and folders (BRs)
on Exchange (an application type).

Before beginning the crawling process, you must install and run the permissions collection service for each applic-
ation.

The crawling process involves the following:
» Discovery of business resources and the population of a BR tree.

¢ business resource size calculation.

File Name File Type Size
Finance Balance Sheet.xls Excel (*.xls) 2M
Finance Salaries.docx Word (*.docx) 1™
Finance Departments.ixt Text (*.txt) 3M
Finance Organization.ppt PowerPoint (*.ppt) 5M
Finance Other Files (An uncommon file type) 4M

¢ Summary of business resource size by file type

Category Name Size
Office Files (2M + 1M + 5M) = 8M
Text Files 3M
Finance Other Files 4M

The Business Resource Trees display the results of crawling in various locations in File Access Manager.
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Interaction of Crawling with Permissions Analysis
The permissions analysis process, in brief:

¢ The crawling process collects applications BRs.

« In parallel, the Identities Collector collects users and groups (which may occur before the crawler collects the

BRs, since these collections are unrelated).

» The Permissions Collector collects the BRs, users, and groups, and associates them with permission types to

create permissions.

Endpoints
—
’_Q_‘ ‘
000 (Comm) User

Permissions
Collection

//( g*g Group

_—
. _—
Business _
Resource

Creates when new/custom permissions found

Permission
Type

Configuring and Scheduling the Crawler
To set or edit the Crawler configuration and scheduling
* Open the edit screen of the required application.
a. Navigate to Admin > Applications.

b. Scroll through the list, or use the filter to find the application.

c. Click the editicon [ on the line of the application.
¢ Press Next till you reach the Crawler & Permissions Collection settings page.
The actual entry fields vary according to the application type.
Crawl Mailboxes, Crawl Public Folders
Valid for Exchange and Exchange Online only

Select the types of folders to scan

Crawl Snapshots Folders
Only for NetApp - CIFS / NetApp - NFS

Calculate Resources' Size
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This option is not relevant for Active Directory, Exchange, Exchange on-line, SQL Server, and Windows DFS
Determine when, or at what frequency, File Access Manager calculates the resources' size.

Select one of the following:

e Never

¢ Always

¢ Second crawl and on (This is the default)

Exclude CloudTrail Logs

For AWS S3 only

Check this box to exclude CloudTrail logs from being crawled and analyzed. There could be a very large num-
ber of these log files, and scanning them will have a negative impact on performance.

The default is checked.

Create a Schedule

Click to open the schedule panel. See Scheduling a Task

Setting the Crawl Scope

There are several options to set the crawl scope:

« Setting explicit list of resources to include and / or exclude from the scan.

» Creating aregex to define resources to exclude.

Including and Excluding Paths by List

To set the paths to include or exclude in the crawl process for an application

* Open the edit screen of the required application.

a. Navigate to Admin > Applications.

b. Scroll through the list, or use the filter to find the application.

c. Click the editicon (e on the line of the application.

¢ Press Next till you reach the Crawler & Permissions Collection settings page.

o M @D

The actual entry fields vary according to the application type.

Scroll down to the Crawl configuration settings.

Click Advanced Crawl Scope Configuration to open the scope configuration panel.

Click Include / Exclude Resources to open the input fields.

To add a resource to a list, type in the full path to include / exclude in the top field and click + to add it to the list.

To remove a resource from a list, find the resource from the list, and click the x icon on the resource row.
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When creating exclusion lists, excludes take precedence over includes.

Excluding Paths by Regex
To set filters of paths to exclude in the crawl process for an application using regex
* Open the edit screen of the required application.
a. Navigate to Admin > Applications.

b. Scroll through the list, or use the filter to find the application.

c. Click the editicon (& on the line of the application.
* Press Next till you reach the Crawler & Permissions Collection settings page.

The actual entry fields vary according to the application type.
1. Click Exclude Paths by Regex to open the configuration panel.

2. Type in the paths to exclude by Regex, See regex examples in the section below. Since the system does not
collect BRs that match this Regex, it also does not analyze them for permissions.

Crawler Regex Exclusion Examples - General

For each application according to the structure and rules of the application. See specific examples in the fol-
lowing section for AWS, Google Drive, and Linux.

The following are examples of crawler Regex exclusions:
Exclude all shares which start with one or more shares names:

Starting with \\server _name\shareName
Regex: \\\\server name\\shareName$
Starting with \\server _name\shareName or \\server_name\othershareName

Regex: \\\\server name\\ (shareName | OtherShareName) $

Include ONLY shares which start with one or more shares names:

Starting with \\server_name\shareName
Regex: " (?!\\\\server name\\shareName (S|\\.*)) .*
Starting with \\server_name\shareName or \\server_name\othershareName

Regex: * (?!\\\\server name\\ (shareName | OtherShareName) ($|\\.*)) .*
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Narrow down the selection:

Include ONLY the C$ drive shares: \\server_name\C$
Regex: " (?!\\\\server name\\C\$ ($|\\.*)).*
Include ONLY one folder under a share: \\server\share\folderA

Regex: ~ (?!\\\\server name\\share\$ ($|\\folderAs | \\folderA\\ .*)) .*

Include ONLY all administrative shares

Regex: A(?"\\\server_name\\[a-zA-Z\$($|)).*

| To write a backslash or a Dollar sign, add a backslash before it as an escape character.

I To add a condition in a single command, use a pipe character “|” .

Crawler Regex Exclusion Examples - Linux

Exclude a path
Example: The path /root
"\ /root ($1\\.*)
Exclude multiple paths
Example: /root and /media
~(\/root|\/media) ($I\\.*)
Include only a path (example: /home)
Please note that the parent directories must also be added, in this example we added the path 7’
A2 (\/I\/home) ($|\/.*)).*
Include multiple paths

Example: /home and /boot

Please note that their parent directories must also be added, in this example we added the path /’

(21 (\/I\/home|\/boot) (S$I\/.*)) .*

I To write a slash or a Dollar sign, add a backslash before it as an escape character.

I To add a condition in a single command, use a pipe character “|”.
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Crawler Regex Exclusion Examples - Google Drive

Exclude all drives that start with one or more user names:
Example: Starting with John.Doe
~"Users\\John\.Doe@.*

Example: Starting with John.Doe or Jane.Doe
~Users\\ (John|Jane) \ .Doel@. *

Include ONLY drives that start with one or more user names
Example: Starting with John.Doe
~(?!Users\\John\.Doe@.*) .*

Example: Starting with John.Doe or Jane.Doe
A (?1Users\\ (John|Jane) \.Doe@.*) . *
The AWS Path Structure in File Access Manager

File Access Manager uses a path name in the following structure:
Path Structure: Root/[OU]/[Account]/[Bucket Path]/[Folder]/[Filename]

Component structure: Root/[OU]/[OU2]/[Account name](#[Account ID])/s3.[region].[bucket name]/[folder]/[file
name]

Example: Root/Example-OU/Example-Account(#420269343516)/s3.north-east-17.HR3In-
putDataBucket/Prospects/CVs/SueSmithPM.Docx

Root
All paths start with "Root/"

ou
The organizational unit. This could be empty, or include a sting of one or more OUs, according to the BR hier-
archical structure.

Account
Since account names are not unique under an organization, this string includes the account ID and the
account name
[Account name] (#[Account ID])

Bucket Path

The bucket section of the path starts with "s3." and includes the region
s3.[region]. [bucket]
Crawler Regex Exclusion Examples - AWS S3 Buckets

The following are examples of crawler Regex exclusions:
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Exclude all Folders Which Start With One or More Folder Names
Starting with bucket_name/folderName

Regex: bucket_name/folderName$
Starting with bucket_name/folderName or bucket_name/OtherFolderName

Regex: bucketName/(folderName|OtherFolderName)$

Include ONLY Folders Which Start With One or More Folder Names
Starting with bucket_name/shareName

Regex: A(?!bucket_name/shareName($|/.*)).*
Starting with bucket_name/folderName or bucket_name/OtherFolderName

Regex: A(?!bucket_name/(folderName|OtherFolderName)($|/.*)).*

| To write a backslash or a Dollar sign, add a backslash before it as an escape character.

I To add a condition in a single command, use a pipe character “|” .

Excluding Top Level Resources

Use the top level exclusion screen to select top level roots to exclude from the crawl. This setting is done per applic-
ation.

To exclude top level resources from the crawl process
1. Open the application screen
Admin > Applications

2. Find the application to configure and click the drop down menu on the application line. Select Exclude Top
Level Resources to open the configuration panel.

3. Run Task

The Run Task button triggers a task that runs a short detection scan to detect the current top level
resources.

Before running the task for the first time, the message above this button is:
"Note: Run task to detect the top-level resources"”

If the top level resource list has changed in the application while yo u are on this screen, press this but-
ton to retrieve the updated structure.

Once triggered, you can see the task status in

Settings > Task Management > Tasks
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This will only work if the user has access to the task page

When the task has completed, press Refresh to update the page with the list of top level resources.
4. Click the top level resource list, and select top level resources to exclude.
5. Click Save to save the change.

6. Torefresh the list of top level resources, run the task again. Running the task will not clear the list of top level
resources to exclude.

Top Level Resources Exclusion

WFS-DC testing

Last Successful Run 06-22-2021 4:57:27 PM

Note: Refresh the list to view recently ~
) Refresh >
discoverad resources

Top Level Resources Exclusion List 0 selsctzd | Clzar Selection

Wsi MNCS
Wisi S\MSSQLSERVER

Wsi S\print$

Special Consideration for Long File Paths in Crawl

If you need to support long file paths above 4,000 characters for the crawl, set the flag
excludeVeryLongResourcePaths

in the Permission Collection Engine App.config file to true.

By default this value will be commented out and set to false.

This key ensures, when enabled, that paths longer than 4000 characters are excluded from the applications’ resource
discovery (Crawl), to avoid issues while storing them in the SQLServer database.

When enabled, business resources with full paths longer than 4000 characters, and everything included in the hier-
archical structure below them, will be excluded from the crawl, and will not be collected by File Access Manager. This
scenario is extremely rare.
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You should not enable exclusion of long paths, unless you experience an issue.

Background

File Access Manager uses a hashing mechanism to create a unique identifier for each business resource
stored in the File Access Manager database. The hashing mechanism in SQLServer versions 2014 and
earlier, is unable to process (hash) values with 4,000 or more characters.

Though resources with paths of 4000 characters or longer are extremely rare, File Access Manager is
designed to handle that limitation.

Identifying the Problem

When using an SQL Server database version 2014 and ealier
The following error message in the Permission Collection Engine log file:

System.Data.SglClient.SglException (0x80131904): String or binary data would be
truncated.

In all other cases, this feature should not be enabled.

Setting the Long Resource Path Key

The Permission Collection Engine App.config file is RoleAnalyticsServiceHost.exe.config, andcan
be found in the folder

%SailPoint_Home%\FileAccessManager\[Permission Collection instance]\

Search for the key excludeVeryLongResourcePaths and correct it as described above.

Business Resource Structure

The table below lists additional information on the Business Resource Structure.

Applic- Business

Business Resource

ation Resource Full Path Structure Example
Type  Type
g?rt-lve Every LDAP Distinguished Name CN=Howard,C-
Object 9 CN=Users,DC=Example,DC=com
ectory
Users/<user Users/alice@co.and.co/Points of
Box Folder email>/<Folder-Path> Interest/Data Classification
/All Files/<Folder-Path>  /All Files/doc/Chinese
Team Mem-
ber-
Team Members/<user s;aBrat-
DropBo- \ier email>/<Folder-Path> 0 o ice-
Public/<Folder-Path> wain.Example.com/Hobbies/Caving

Public/Villains/Joker/Hobbies/Product Man-
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Applic- Business .
) Business Resource
ation Resource Example
Full Path Structure
Type  Type
agement
EMC \\<Server-
Celerra | Folder >\<Share>\<Folder- \\celerra-cifs\Users\Ed
-CIFS Path>
EMC . /<Export>/<Directory-
Celerra | Directory /users/ed
Path>
-NFS
EMC Isi- \\<Server-
lon Folder >\<Share>\<Folder- \\emc-isilon\Finance\Budget\Last Year
Path>
Exchan- 1ailbox Ma|Iboxes\<Ma|Ibox- tom@whereabouts. Example.-
ge Owner-UPN>:\<Folder- ) :
. Folder com:\Inbox\Scripts\Cast Away
Online Path>
Public Folder Public Folders\<Public- | Public Folder-
Folder-Path> s\Assets\Assessments\Assorted
Exchan- Mail-
ge On- | Mailbox Mailboxes\<Mailbox- boxestinigo.-
zremls- Folder UPN>:\<Folder-Path> montoya@Example.com:\Inbox\Bugs
Public Folder | - uplic Foldersi<Public- o, i Folders\Public\Private
Folder-Path>
Gen- .
eric Directory /<Export>/<Directory- Jexport/goods
Path>
NFS
Google Folder Users/<user Users/glenn@501. Example.com /Things
Drive email>/<Folder-Path> to do/Done
Win-
dows \\<Server- \\winserver\C$\Program Files
) Folder >\<Share>\<Folder-
File Path> \\winserver\Public\Presentations
Server
\\<Server-
NetApp .
Folder >\<Share>\<Folder- \\netapp\share\with\the\World
-CIFS
Path>
NetApp | ~. /<Export>/<Directory- . .
_NFS Directory Path> /projects/next_iphone
OneDri- Folder Personal/<user Perosnal/watson@company. Example.-
ve for email>/<Folder-Path> com/Diagnostics/Recent
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Applic- Business .
ation Resource AUEAEES [REEE 2 Example
Full Path Structure P

Type  Type
Busi-
ness
Site Col- g:?v/gjzgfjgglt_ http://share-
ShareP-| lec- lec- point2013.Example.-
oint tion/List/Fold- | . : : com/TeamSite/Lists/ListOfStuff/Really
or tion>/<Site>/List- Important
s/<List>/<Folder> P
https://<Company-
ShareP- Site Col- Name>.share-
oint lec- point.com/<Site-Col- https://sailpoint.sharepoint.com/Wayback
: tion/List/Fold-  lec- Site/Lists/Songs/New York/New York
Online . : .
er tion>/<Site>/List-
s/<List>/<Folder>
Permissions

This section describes the File Access Manager permissions and the operations available under the Permissions
menu in the Administrative Client and Forensics menu within the website.

General

Many of the key File Access Manager Permissions use cases involve every aspect, from gaining visibility to actual act-
ive involvement of management in permission reviews.

Permissions describe the access that a specific User or Group must a specific Business Resource.
Examples of permissions include:

¢ Mary Jones has Read access to the Finance folder directly

« John Smith has Write access to the Finance folder because he is a member of the Finance AD Group

e Larry Taylor has Write access to the Finance folder directly because he is a member of the Admins AD Group

Atypically, a permission may also include an Allow/Deny modifier.

Permission Modeling
Basic rules are used to model permissions from various systems into a single coherent view.
Every permission consists of a combination of the following four elements:

e User

e Group
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¢ Permission
« BR

Not all components are required for all permissions, since some systems provide direct permissions to users, while oth-
ers only enable permissions through groups.

Q)

nesting

User Group
Permission
(“who has what
permission type
where”)
Business Permission
Resource Type

o

Unesting

User
The user is an object that represents an account associated with a permission.
Standard user attributes include:
User type
User, orphan, or local

User disabled / enabled

User domain

The security domain in the identity store in which the user is defined. For example, you can define the identity
store as an Active Directory forest, in which you define the User in one of the domains of the forest.

User data is commonly part of an identity collector connected to a relevant identity store.

For example:
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« ldentity Store = Organization's Active Directory.
« Extended Attributes:
° Department

° Manager

Group
A Group is a container of users that represents a Group, Responsibility, or Profile.
Some endpoint systems only set permissions through groups.
Standard Group attributes include:
« Group Type is often provided in accordance with the group type, depending on the type of endpoint system.
e Forexample:
° SharePoint local groups—"SharePoint group"

« Group Domain is the security domain in the identity store in which a group is defined. For example, the identity
store is an Active Directory forest, with the Group defined within one of the forest domains.

Group Nesting

Normally, it is possible to nest Groups (one group resides within another group). For example, assume that Group A
contains both User A and User B. If Group A is also a member of Group B, then it follows that Group B also contains
User A and User B. File Access Manager examines all nested groups when it analyzes which entities are effective
group members for a given group.

Permissions
Permissions are functions enabled, or denied to, a user or group.
Permissions are identified for out-of-the-box supported systems.
The standard permission attributes (that provide context) include:
e Permission Type — The function name
¢ Access Control List (ACL) Allowed — Allow/Deny
¢ Is Inherited — Defined locally or inherited

“Is Inherited” is crucial to Permission queries, since it eliminates permission duplication by showing only
unique permissions.
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. Identity & Permission
() Identle Forensics (Queries)
Soo Collection Users,
Groups

Business » )
Resource Business What-if Analysis /
Resources Access Simulation
Crawler

SecuritylQ

Database

Permissions Permissions Access
Collection Certification

@SailPoint

Owner Permission

Most permission mechanisms utilize a special Owner permission type. Typically, the Owner permission cannot be
blocked, revoked, or customized, and provides full access rights.

Different applications and permission mechanisms may interpret Owner permission differently. The table below
describes the permission types that File Access Manager treats as an Owner permission. For each platform, the
Owner permission is defined and named (queried by the listed name in the AFM query filter controls).

Permission
Scheme

Description

Microsoft Access Control Lists contain a special field that indicates the
owner user/group) of the resource (for example, a file or a folder).

There can be only one entity defined as the Owner (but that Owner can
be a group).

Since an Owner has full control of the ACL, the Owner effectively grants
all permissions.

The Microsoft ACL Owner applies to:

Microsoft ACL

Windows File Server

Active Directory

Microsoft Exchange / Microsoft Exchange Online
NetApp — CIFS

EMC Celerra—-CIFS

EMC Isilon — CIFS

When a file(/folder) is created in Unix/Linux, its creator is automatically
set as the Owner.
Unix Permissions are categorized by:

Owner
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Permission

Scheme Description
¢ Users in the Owner’s group
e Other Users
There can only one owner user and one owner group per file/folder.
Since only the Owner (or root) can change file permissions, an Owner
effectively grants all permissions.
The Unix file system Owner applies to:
¢ NFS (when using Unix permissions, but not NFSv4 ACLs)
¢ NetApp —NFS
e EMC Celerra— NFS
A SharePoint server features Site Collection containers, which function
as separate entities, and permission scopes. Different Site Collections
may have different users, groups, and permission types.
One or more users in a Site Collection may be defined as a Site Col-
lection Administrator. The Administrator has full control of the resources
. in the Site Collection’s inner structure.
SharePoint
The SharePoint Site Collection Administrator applies to:
¢ Microsoft SharePoint
¢ Microsoft SharePoint Online
¢ Microsoft OneDrive
Typically, cloud storage providers include a permission type named
“Owner” which grants full access rights to the resource (file, folder etc.).
The generic “Owner” permission is employed in:
Cloud Storage
Providers e Box.com

¢ Dropbox

e Google Drive

Business Resource

A business resource (BR) is a monitored application object, such as a folder on a file server, a site on SharePoint, or a
mailbox on Exchange.

Business resources can have child BRs, and can inherit permissions from a parent resource.

Standard business resource attributes include:
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« Name — The name of the resource

« Full Path — The path with all its hierarchy levels (a unique business resource identifier, for example C:\Fin-
ance\CTO)

* Inherits Permissions — A flag identifying whether or not a business resource inherits permissions

In cases of applications which support file level permissions, the business resource tree will include BRs on a file level,
where:

a. The application is configured in the setup to includes file level permissions

b. The file has unique permissions, compared to its parent nodes.

Inheritance

While inheritance can make management easier, it also can result in unnecessary duplication.

Permission analysis analyzes inheritance by determining whether a business resource inherits permission, and
whether a specific permission is inherited.

The table below lists the relationships involved in permission analysis.

Business
Resource Permission Result
Inherits Per- is Inherited
mission
The permission is not unique and derives
True True e
from the father permission.
The permission is unique and even though
the business resource inherits permissions,
True False o B . .
the specific permission is not inherited.
This is a common scenario in NTFS.
False False The permission is unique.
False True The permission is unique.

The last case in the table is a situation that occurs in a few specific end systems (as it is logically incon-
ceivable). For example, the system enforces SharePoint Policy Rule Permissions from the Web application
level. Therefore, even if the business resource does not explicitly inherit any permissions, permissions are
still inherited.

Permission Examples

The table below lists examples of the results of combining specific permission elements.

BR Permission User Group Result
Folder . User Asmith has read permission on
X Read Asmith | Group1 Folder X derived from Group1.
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BR Permission User Group Result

Folder Read Asmith U.ser.Asmlth has a direct read per-
X mission on Folder X.

Folder Group1 has read permissions on
X Read Group1 Folder X. The group is empty.
The Permissions’ Collection Process

Permissions Collection is a process that discovers and collects permissions on the BRs (business resources, such as
folders) of an application. These permissions are later used and displayed in Permissions Forensics, Access Cer-
tification campaigns, Access Requests, and in other locations.

The task itself is a “Permissions Collection” task.

The permission collection uses one Permissions Collector Engine and zero or more Permissions Collectors.

Permissions Collector

Collects permissions from the application, usually installed near (network wise) the application itself so it will
be easier for it to read the permissions.

This service must be linked to exactly one existing “Permissions Collector Engine”, which will supply the work.
By work we mean - how to connect to the application and which resources to get the permissions for.

Prerequisites for installation

¢ Thereis at least one engine

¢ RabbitMQ is configured

Permissions Collector Engine

1.

There are two configuration modes:

With one or more “Permissions Collectors®.

In this case, the engine will give work to the collectors, get all the permissions back from them and write
everything to the DB.

The Engine and Collectors communicate through the RabbitMQ.
Without any “Permissions Collectors*.

RabbitMQ is not relevant in this case.

In this case, it acts as both an Engine and Collector.

This service is usually installed near the DB, in order to increase the performance of reading / writing the data.

Admi
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Permissions Collection Components
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Configuring and Scheduling the Permissions Collection

Permissions can be analyzed to determine the application permissions of an out-of-the-box application, provided you
have defined an identity store for File Access Manager to use in its analysis, and you have run a crawl for the applic-
ation.

The permission collector is a software component responsible for analyzing the permissions in an application.
The Central Permission Collector Service is responsible for running the Permission Collector and Crawler tasks.

If the “File Access Manager Central Permission Collector” wasn’t installed during the installation of the server, this con-
figuration setting will be disabled.

To configure the Permission Collection
* Open the edit screen of the required application.
a. Navigate to Admin > Applications.

b. Scroll through the list, or use the filter to find the application.

c. Click the editicon (& on the line of the application.
* Press Next till you reach the Crawler & Permissions Collection settings page.
The actual entry fields vary according to the application type.

When entering this page in edit mode, you can navigate between the various configuration windows using the Next
and Back buttons.
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Central Permissions Collection Service

Select a central permission collection service from the dropdown list. You can create permissions collection
services as part of the service installation process. See section "Services Configuration" in the File Access
Manager Administrator Guide for further details.

Analyze Files with Unique Permissions
Application type(s): OneDrive
Analyze all Objects in S3 Bucket
Application type(s): AWS
If checked — collect and analyze files in the buckets, and not only buckets and folders.
Default is unchecked.
Analyze the “Shared Link” permissions on files
Application type(s): Box

Click to collect the permissions of Shared Links. A Resource will be created for each Shared Link with unique
permissions, which will display.

Analyze the “Collaborators” permissions on files
Application type(s): Box

Click to collect permissions for files assigned directly to Collaborators. A Resource will be created for each file
with Collaborators and its permissions will display.

Analyze ACL Permissions
Application type(s): Linux, AWS
Click to fetch and analyze ACL-type Permissions.

S3 ACLs is a legacy access control mechanism that predates IAM. AWS recommends using S3 bucket
policies or IAM policies for access control.

If checked, ACLs will be collected for business resources, which will impact the performance of the Permission
Collector. For cases with a large number of resources, skipping the ACL permission fetch can improve the ser-
vice run time considerably .

This option is checked by default
If ACL is not supported by your server, make sure this field is unchecked.

Calculate Effective Permissions

Application type(s): Active Directory, Exchange, Exchange Online, Windows File Server, EMC Celerra CIFS,
EMC Isilon, HDS, NetApp CIFS

Calculate effective permissions during the permissions collection run

Calculate Riskiest Permissions
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Application type(s): Active Directory, EMC Celerra-CIFS, Exchange, Exchange Online, HDS, NetApp-
CIFS,Windows File Server

Calculates the riskiest permission on a resource — for example, Full Control is riskier than Read permissions if
both are on a resource

This option is available when selecting Calculate Effective Permissions.
Valid for EMC Celerra-CIFS only
Valid for NetApp-CIFS only

Skip Identities Sync during Permission Collection

Skip identity synchronization before running permission collection tasks when the identity collector is common
to different connectors.

Connector Checkbox Displayed Default Value
DFS \ Generic Table No Not stored
AWS No True

Box \ DropBox \ Google Drive Yes Unchecked
All other connectors Yes Checked

Permissions Source

Application type(s): EMC Celerra-CIFS, HDS, NetApp-CIFS

NTFS, Share, Both

This option is available when selecting Calculate Effective Permissions
Valid for EMC Celerra-CIFS only

Valid for NetApp-CIFS only

Permission Collection Setup Notes for NetApp

The permissions are managed either on the NTFS level, or on the Share Level.

When the shares are configured with Full Control to Everyone, and all the permissions are defined in the
folders, you should select NTFS, which is the default.

Permissions Comments on Isilon for the CIFS server

The permissions are managed on the NTFS level, or on the Share Level (as when the shares are configured
with Full Control to Everyone, and all the permissions are defined in the folders, in which case you should
select NTFS, which is the default).
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Scheduling a Task

Create a Schedule
Click on this option to view the schedule setting parameters.
Schedule Task Name
A name for this scheduling task
When creating a new schedule, the system generates a default name in the following format:
{appName} - {type} Scheduler
You can override or keep this name suggestion.
Schedule
Select a scheduling frequency from the dropdown menu.
* Schedule Types and Intervals
Once
Single execution task runs.
Run After
Create dependency of tasks. The task starts running only upon successful completion of the first task.
Hourly
Set the start time.
Daily
Set the start date and time.
Weekly
Set the day(s) of the week on which to run.
Monthly
The start date defines the day of the month on which to run a task.
Quarterly
A monthly schedule with an interval of 3 months.
Half Yearly
A monthly schedule with an interval of 6 months.
Yearly
A monthly schedule with an interval of 12 months.
Date and time fields

Fill in the scheduling times. These fields differ, depending upon the scheduling frequency selected.
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Active check box
Check this to activate the schedule.

Click Next.
Homegrown Application Permissions Collection

For more information on the homegrown application permissions collection process, see Creating a Homegrown
Application and Proprietary Application Permissions Collection (Homegrown Apps).

File level Permission Collection

In applications that support file level permissions, and where activated, the Permission Collector will read all files/ob-
jects with unique permissions — objects with different permissions than the resource where they reside. These will be
considered as business resources in the resource tree, and will support data ownership.

OOTB Identity Collection

The identity collector is a software component responsible for synchronizing identity data (for example, accounts and
attributes) from identity stores.

Examples of identity collectors include Active Directory (the most common Identity Store), NIS Identity Collector (used
in Linux/Unix environments), Microsoft Azure Active Directory (used for cloud applications), and a Data Source Identity
Collector.

You define the first Identity Collector in the Welcome Wizard (Getting Started), which represents the main Active Dir-
ectory Domain, (or Authentication Store).

The section below describes how to create/edit an Active Directory identity collector. The process for creating/editing
both NIS and Azure identity collectors is like that for creating/editing an Active Directory identity collector, with the main
difference being actual configuration.

Section Configuring the Permissions Collector describes how to configure users, groups, and user-groups for
homegrown Permissions Collection, which is like configuring a Data Source Identity Collector.

Creating or Editing an Active Directory Identity Collector
To create or edit an Active Directory Identity Collector:

1. Open the Identity Collectors panel by navigating to Applications > Configuration > Permissions Man-
agement > Identity Collectors.

2. Click New to open the Identity Collector Configuration Wizard .
Identity Collector Configuration Welcome panel

1. Select an Identity Collector type from one of the following:
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« Active Directory Identity Collector
» Azure Active Directory Identity Collector
¢ Data Source-based Identity Collector
* NIS-based Identity Collector
2. Click Next.
The Identities Collection window displays.
Identity Collector Configuration Identity Collector panel
The Identity Collector is responsible for collecting information about users and groups and the relationships
between them. If required, you can map collected fields to data dictionary fields (for users and groups).
1. Type the name of the Identity Collector in the Name field.

2. Click Enable Access Fulfillment for this Identity Collector to enable access fulfillment for this Identity Col-

lector.
You can only enable access fulfillment for Active Directory identity collectors. If you enable access ful-
fillment, the system can add and remove users from groups in this identity collector.
3. Click Next.

The Active Directory Identity Collector Users Collection (1 of 5) window displays.

4. Click DEC to fill the Identity Collector with pre-configured data in DEC or click By Properties to select a prop-
erty manually from a list of defined properties.

a. Ifyou selected DEC, select the relevant DEC from the dropdown list, and click Next.
If you configured DEC to connect to Active Directory, you can re-use that configuration here.

5. Ifyou click By Properties, type the following data in the relevant fields:
Domain NetBios
Domain NetBios name
Port
The port number must be 389, or 636 if SSL is enabled
6. Checkthe SSL, Server Bind, and Base DN check boxes, as required.

7. By default, File Access Manager retrieves several properties from Active Directory, such as Department, Email,
and Display Name. Check the Properties to Fetch check box, and type the relevant properties to retrieve.

The properties you retrieve come from the Active Directory, and will be available later for mapping to the Data
Dictionary fields.

8. Click Next to open the Identity Collector: Users Collection (2 of 5) window.
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9. Verify that the system retrieved the requested information successfully.
I Only the first ten results display.

10. Click Next.

The Identity Collector: Users Collection (3 of 5) window displays:

Entitiements Collection Wizard X

Identity Collector

Identity Collector: Users Collection (3 of 5)

Joining data sources is done in order to enrich a data source fields of another data source

Join this data source with other data sources

nish Next

Cancel Back Fi

11. Data sources are created that contain user fields so that the Identity Collector can collect the Users.

12. Check the Join this data source with other data sources check box to join this data source to other data
sources.

13. You can use one of the Identity Collector fields as the local key to gather additional user fields from other data
sources by joining those data sources. Chapter contains additional information on joining data sources.

14. Type the relevant Data Source, Local Key, and Remote Key.

After you type the relevant data, click Test Data Sources to verify that the system has accepted the
data.
15. Click Next.
The Identity Collector: Users Collection (4 of 5)/ Dynamic Fields window displays.

16. Type the Dynamic Fields Mapping data from the Dictionary Field and Mapped Field dropdown lists.

I When integrating with AWS, ADDomain has to be selected for the first Dictionary Field.
I Use the X/ + buttons to remove / add fields, as required.
17. Click Next.

The Identity Collector: Users Collection (5 of 5)/Hierarchy and Authentication Users Mapping window displays:
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Entitlements Collection Wizard x

Identity Collector
-

Identity Collector: Users Collection (5 of 5)
Hierarchy and Authentication Users Mapping

Users Tree

Should the users tree be grouped?
@ Use the domain Organizational Units structure
(") Group by a field

Field:

Unique User Accounts Mapping

Use a field to map between accounts of the same user?

Field: v

Cancel Back Finish Next

18. Click Should the users tree be grouped, and select one of the following:
a. Use the domain Organization Units structure

b. Group by a field (then select the field from the dropdown list)

The Users Tree grouping is the same as that of the Users Tree in Advanced Forensics Control.

“Use the Domain Organizational Unit’s Structure” is only available for an Active Directory Iden-
tity Collector.

The Email Field Mapping section will only be displayed for the Active Director Identity Collector and if it
is defined in the Authentication Store. In order to have fields in the dropdown, you must first define a
field mapping.

19. Check the Use a field to map between accounts of the same user check box.

The Access Request wizard uses this mapping to match multiple accounts belonging to the same user
S0 users can request permissions on those accounts.

20. Select afield from the dropdown list.

21. All of the accounts in various Identity Collectors with the same value in the selected field map to the same user.
When the user logs into the web application to issue an Access Request, that user can request access to a spe-
cific account mapped to the logged in account.

22. Click Next.
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23.

24.
25.
26.

27.

In addition to the standard properties that File Access Manager retrieves, you can retrieve additional properties
for Active Directory groups.

Type additional properties to retrieve.
Click Next.

Verify that the system retrieved the requested information successfully.
Only the first ten results display.

Click Next.

The Identity Collector: Groups Collection (3 of 4) window displays:

2 e e (G x|

Identity Collector

Join

Cancel

Identity Collector: Roles Collection (3 of 4)

Joining data sources is done in order to enrich a data source fields of another data source

this data source with other data sources

Back Finish Next

28.

20.

30.

31.

32.
33.

File Access Manager creates data sources that contain user fields so that the Identity Collector can collect the
Users.

Check the Join this data source with other data sources check box to join this data source to other data
sources.

You can use one of the Identity Collector fields as the local key to gather additional user fields from other data
sources by joining those data sources. Chapter has additional information on joining data sources.

Type the Data Source, the Local Key, and the Remote Key.

After you type the relevant data, select Test Data Sources to verify that the system has accepted the
data.

Click Next.
Enter the Dynamic Fields Mapping data from the Dictionary Field and Mapped Field dropdown lists.
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Use the X/ + buttons to remove / add fields, as required.

34. Click Next.
The Identity Collector Scheduling window displays.

Identity Collector Configuration scheduling panel

" Entitlements Collection Wizard

Scheduling
-

Identity Collector Scheduling

Set the schedule for identities collection

Create a Schedule?

MName: Identity Collector

Schedule: Daily ~
Start Date: 10/18/2015

At 427 PM ]

unii: [ 111012016
Interval of: | 1 days

Active?

Cancel Back Finish Next

1. Enter the relevant scheduling values.
2. Click Finish to end the wizard or click Next to run an identity collection now.
If you are running the task now, you can view the task progress in the relevant service view in Health

Center or in the File Access Manager website,
Settings > Task Management > Tasks screen.

If you are running the task as part of the initial configuration, you will not have access to the File
Access Manager web application until the task has completed. In this case, you can view the status of
the identity collection task in the Health Center by navigating to Health Center > Permission Col-
lection > File Access Manager Collector Synchronizer > Tasks.

Displaying an Active Directory Thumbnail Photo

This section explains how to import the Active Directory thumbnail photo to display it for each user on the Website.

Before you import thumbnail photos, set all photo properties for the users in the organization's main Active Directory.
(Otherwise, File Access Manager will not be able to update the photo automatically for those users.)

To display an Active Directory thumbnail photo on the web application, perform the following steps:
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1. Create an Identity Collector that contains the users and roles for the organization's main Active Directory.
2. Setthe Identity Collector that you just created as the Authentication Store.

3. Using the Health Center, locate the File Access Manager server, in which the Collector Synchronizer service is
installed.

4. Once you have located that server, browse to the location of the collector service (normally located in -
%SAILPOINT_HOME%\%SAILPOINT_APP_NAME%\CollectorSynchronizer).

5. Edit the CollectorSynchronizerServiceHost.exe.config file as follows:
a. Find the following line:
<!-- <add key="getADUserThumbnail" value="false"/> -->
b. Replace the above line with the following line:
<add key="getADUserThumbnail" value="true"/>
6. Restart the Collector Synchronizer.
7. Run the Identity Collector Synchronization task for the identity collector.

8. When the Identity Collector Synchronization task has ended successfully, log into the File Access Manager
website with a user who has a thumbnail photo in Active Directory.

9. Verify that thumbnail photo appears in the user’s profile.
Creating or Editing an Azure Identity Collector
Azure AD Connector Full OAuth 2.0 Support

File Access Manager now offers full support of standard OAuth 2.0 Authentication for the Azure AD connector.

The new authorization sequence will direct the user through a standard Microsoft 0365 consent flow, to grant the File
Access Manager Azure AD Connector app the privilege to acquire and refresh access tokens.

The new authentication method replaces the previous Basic Authentication flow, that required admins to provide user
and password credentials.

This enhancement brings full OAuth support to the Azure AD Identity Collector, instead of the legacy user and pass-
word approach.

This means the configuration will resemble other connectors for cloud applications such as OneDrive.

« Configuring the Identity Collector, instead of providing a username and a password, you will click on a link that
sends you to a Microsoft login page.

» Enter the relevant user credentials and give your consent for the File Access Manager Azure AD 0365 Applic-
ation to access your directory data.

¢ You will then copy the resulting Authorization Code to the appropriate field, which will then be used to generate
the first access token.

» The access token will be used in all requests to the tenant's Azure AD and will be automatically refreshed when
needed.

Configuration

Complete the following steps:
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1. Inthe Identity Collector Configuration Wizard enter your O365 Domain name, then click on the "OAuth User
URL" link to generate an Authorization Code.

" Identlty Colector Corfiguration Wizard X

~

Identity Collector: Users Collection (1 of 5)

I o URL  CRCK hete 10 0000 e D908

2. You will then be redirected to the Microsoft 0365 Login Screen Login with the user that should be used by the
Identity Collector.

% Microsoft

Sign in

3. You will then be prompted to consent to granting access to the File Access Manager Azure Connector Accept
to receive an Authorization Code and continue with generating the Access Token.
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=a Microsoft

admin@301.sailpointtechnologies com

Permissions requested

SailPoint IdentitylQ File Access Manager
Azure Connector
unverified

This application is not published by Microsoft or
your organization.

Thit 300 Wi

cfied i thesr termg of service and prive
statement The publisher has not provided links to thelr Lerms
for you to review. Yoo can change thete permeasions a2

Cancel Accept

4. Afinal redirect will lead you to the File Access Manager Cloud Application Authorization Service, and will
present the received Authorization Code.

@ SailPoint File Access Manager Cloud Application Authorization Service

Just one more step and you're all set

Please copy tha lolloweng Authorzation Code
then pasie i inlo the cormesponding feld in the Application Monitor Wizard within File Access Manager

AL EAAAAAAM-DGOIR

biEalC GJOY HUMHDPINE P rGIONABIT 0 | fgldHas 1en!

5. Copy that code and past it in the Auth Code field in the Identity Collector Configuration Wizard screen.
6. Click Next and complete the Identity Collector configuration flow.
Permissions

The File Access Manager Azure AD Connector requires the following permissions:
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« Directory.Read.All —This Permission grants read only access to AAD contents (by default, all domain users can
read all AAD data).

Azure Active Directory Connectivity Requirements
File Access Manager uses the AzureAD graph API — which works exclusively in HTTPS.

The APl base pathis : https://graph.windows.net/{tenant domain name} where the tenant domain name
is the customer assigned domain name on Microsoft cloud. It is usually in the format of domain_name.on-
microsoft.com, but might be changed in your configuration.

A list of resources that are accessed by File Access Manager using the REST graph API include:
https://graph.windows.net/{tenant_domain_name}/tenantDetails
https://graph.windows.net/{tenant_domain_name}/users
https://graph.windows.net/{tenant_domain_name}/users/{user_id}
https://graph.windows.net/{tenant_domain_name}/groups/{group_id}
https://graph.windows.net/{tenant_domain_name}/directoryRoles
https://graph.windows.net/{tenant_domain_name}/directoryRoles/{role_id}

Administrator's Consent Requirements

To grant a third-party application (ISV) with the Directory.Read.All permission requires an administrator consent,
which can be given by users with one of the following roles:

¢ Global Administrator (Company Administrator)
* Cloud Application Administrator
¢ Application Administrator

Hence, during the initial configuration phase (while generating the token for the first time), the service account ded-
icated to the File Access Manager Azure AD Connector must have one of the above-mentioned roles. Once consent is
given, the role can be removed from the user.

The Consent flow will appear different for users with different roles.

Non-admin user trying to access the consent screen will be presented with the following screen:
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Need admin approval

SailPaint ldentitybd Flle Access Manager
Azure Connector

Application Administrators trying to access the consent screen, will be presented with a request to consent and grant
the File Access Manager Application the Read Directory Data permissions:

=" Microsoft

Permissions requested

SailPaint dentitylQ File Access Manager
Azure Connector
unverified

This application is not published by Microseft or
your arganization.

b their berms

Users with the Global Administrator role trying to give consent to an application will be presented with a screen con-
taining an additional checkbox (Consent on behalf of your organization):
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Permissions requested
SallPoint ldentitylQ File Access Manages
Azure Connector
unverified

This application is not published by Micreseft or
your organization.

This extra checkbox consents to give permissions to the applicationon behalf of all other users in the organization,
thereby ensuring no other user would have to explicitly give consent to the app to run on its behalf.File Access Man-
ager does not require this checkbox to be checked, as our applicationonly needs to run on behalf of the consenting
user.

Checking this option is optional, and not mandatory.
Avoiding the Administrative Roles Grant

To avoid granting an administrative role the service account, even if only for the duration of the consent sequence, you
may use Azure’s “AdminConsentRequests”.

This relatively new feature lets non-admin users indirectly give consent to applications that require admin consent by
requesting an admin’s authorization.

This feature can be enabled on the tenant’s level, and allows setting one of the three above-mentioned administrator
roles as are viewer:

Administrator Guide 102



Activities

{5y Enterprise applications | User settings

enpisy didh on Ches lebhal

Users con consent 16 sppe sceonn. (D)

Difice B4 ports

When users without one of these administrative roles go through the normal consent flow, they will be presented with
the screen:

=“ Microsoft
consent® 507 sailpointtechnologies.com

Approval required

SailPoint IdentitylQ File Access Manager -
Azure Connector

This app requires your admin’s approval to

Cancel

The requested is required to provide a justification for granting consent to the application and a request is sent to the
administrator listed in the configuration as reviewers.

When clicking on “Request approval” to continue ,the following screen appears:
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= Microsoft

consent@®501 sailpointtechnologies.com

Request sent

SallPoint IdentitylQ Flle Access Manager
Azure Connector

Back to app

Clicking on “Back to app” would just return an “access denied” error as access was not yet granted. This screen can be
safely closed while waiting for admin consent.

The reviewing administrator will either receive an email notifying them of the request, or have to go to the “Admin Con-
sent Requests” screen and check for new requests:

e Enterprise applications | Admin consent requests (Preview)
Apphcati

s ®

!
Request de
Application name Reply URL How to enabile access
Homepage URL

Actiiy

i}

.

H

@ &

To approve a request, the administrator will go through the “Review permissions and consent” flow, where they will be
presented with the familiar consent screen:
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B Microsoft
admin@501.szilpointtechnologies.com
Permissions requested

Accept for your organization

SailPaint IdentitylQ File Access Manager -
Azure Cannector
unverified

This application is not published by Microsoft or
your organization.

n their terms of senvice and privacy
her has not provided links heir terms

can change these permissions at

After an administrator “Accepts”, non-administrator users will have to go the through token generation sequence
again.

However ,this time the consent screen will be skipped entirely, and the flow will lead directly to the Authorization code.

This method gives consent to the app on behalf of the entire organization, similar to when a Global Admin-
istrator ticks the checkbox to enables the Consent on behalf of your organization, as described above.

Creating or Editing an NIS Identity Collector

To create an NIS Identity Collector, follow steps 1-7 of Creating or Editing an Active Directory Identity Collector .

The NIS Identity Collector Users Collection (1 of 5) window displays.

Creating or Editing a Data Source Identity Collector

Section Configuring the Permissions Collector, describes the initial steps involved in the creation of a Data Source
Identity Collector, up to the stage that the Data Source Identity Collector Users Collection (1 of 5) window displays.

Editing an Identity Collector
You can edit an identity collector in one of two ways:

¢ By selecting Edit in the Identity Collector screen.
-Or-

» By checking Edit the selected identity collector in the Permissions Collector Wizard.
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1. Click Use Existing Collector.

2. Follow the Steps 8-29 in section Creating or Editing an Active Directory Identity Collector (Until the scheduling
screen).

3. Click Finish to end the wizard without creating a permissions Collector schedule.
4. Click Next to continue the Permissions Collection process, and to create a permissions Collector schedule.

The Permissions Collector Scheduling window displays.

i Permissions Collection Wizard X

Scheduling

Permissions Collector Scheduling

Set the schedule for permissions collection
Create a Schedule?
Name: 8D Server Permission Collector
Schedule: Run After v
Select Scheduled Task: Database Clean Up -

Active?

Cancel Back Einish Next

5. Enter the Scheduling values for:
* Create a Schedule? (Check/Uncheck)
e Name
» Schedule
» Select Scheduled Task
» Active? (Check/Uncheck)
6. Click Finish to end the identity collection process.
7. Click Next to continue the identity collection process.
The Permissions Collector Summary window displays.
8. Check Run Identities and Permissions Collection Now.
9. Click Finish.
An Information window displays to indicate that a Task is successfully created.

10. Click OK to end the wizard.
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11. To view the task progress open the web client and navigate to Settings > Task Management > Tasks.

Proprietary Application Permissions Collection (Homegrown Apps)

Proprietary applications can be commercial off-the-shelf applications or applications that an organization has
developed in-house.

The Collector Synchronizer Service is the software component responsible for analyzing the permissions of a
homegrown application.

To model, analyze, and collect the permissions for a homegrown application, File Access Manager must have inform-
ation on the following data types.

This information may include from where to bring this data type, its unique identifier, and other data type
fields to query later:

« User—The list of all the Application’s Users
e Group — The list of all the Application’s Groups, and their parent-child nesting (if any)
e User-Group Relationships — Which Group contain which Users (or which users are members in which group)

» Permission Types — All the possible permission types for the application (for example, Read, Write, Full Con-
trol)

e Business Resources — The list of all the Business Resources of the application, and the hierarchy parent-child
relationships (if any) of the business resources

» Group-Permission Type-Business Resource Relationships — If the application allows granting permissions
through Groups, File Access Manager must know which group provides which permission type on which busi-
ness resource (for example, the Technical Write Group grants Full Control Permission on the Documents
folder).

« User-Permission Type-Business Resource Relationships — If the application allows granting direct user per-
missions to business resources, File Access Manager needs to know which users are assigned which per-
mission type on which business resource (for example, John has direct Full Control permission on the
Documents folder).

The first step in defining a Permissions Collection for a homegrown application involves determining from where to
bring the above information. First, define one or more Data Sources for each data type (using a simplified, single data
source for all the data types above, as shown in the example below). The data source tables will be used to map vari-
ous entities when the Permissions Collection process is defined later.

For example, itis possible to easily map a homegrown application that uses LDAP as the identity store and a RDBS
database for the rest of the information by:

« Defining one or more data sources to bring the information on the Users, Groups, and User-Group rela-
tionships, and

« Defining another data source to collect the information on the business resources, permission types, and the
user/group-permission type-business resource relationships

The table below lists sample permissions data in a single Data Source table.
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User

Name Group Name Permissions Type Business Resource
Jonathan Technical Writer Full Control Docs\Guides
John Technical Writer Full Control Docs\Guides
Matt Engineer Full Control R&D
Avi QA Read R&D

The table below lists the distinct columns for each type of Data Source mapping. As the table shows, there are four dis-
tinct users, three distinct groups, two distinct Permission types, and two distinct business resources.

User Group Permission Type Business Resource
Jonathan Technical Writer Full Control Docs\Guides
John Engineer Read Docs\Guides
Matt QA R&D

Avi

The example above shows a homegrown application that does not have direct user permissions, or nested groups, but
does have its hierarchical business resources delimited by the ‘\’ char. The following example examines the rela-
tionships between data types.

Group Members
Technical Writer Jonathan, John
Engineer Matt
QA Avi
Group Permission Type Business Resource
Technical Writer Full Control Docs\Guides
Technical Writer Full Control Docs\Guides
Engineer Read R&D
QA Read R&D

Creating a Homegrown Application
To create a homegrown application (as part of the configuration of a permission collector):
1. In the administrative client, navigate to Application > New > Application.

The New Application Wizard displays.
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2. Click Proprietary — Use this to add a Homegrown application.

3. Type the application type in the Application Type field.
If there are no application types, select the Create New Application Type link.

4. Enter the following information:
Name
Name of the Application Type
Description
Text description of the Application Type
Active Directory Authentication Yes/No
Whether or not to perform AD authentication and use an AD Identity Collector

The same application types will have the same permission types, and you will be defining permission
types collector for each application type

5. Click Save.
6. Click Next.
The General Details window displays.Enter the following information:
Name
Name of the Application Type
Description
Text description of the Application Type
Container
Name of the selected Container
If there is no suitable container, click to create a new one.
Identity Collector
Name of the identity collector to link to
If there is no suitable identity collector, click to create a new one.
7. Click Next.
The Permissions Collector Scheduling window displays.
8. Toendthe New Application Wizard without creating a schedule, click Finish.
9. To create a schedule, check the Create a Schedule check box, and enter the scheduling details:

10. Click Finish.
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A successful completion notice displays.
11. Click Open Permissions Collection Wizard to configure Permissions Collection parameters.

12. Click Close to close the Wizard without configuring permissions collection parameters.

Configuring the Permissions Collector
1. To open the Permissions Collector Configuration wizard:
a. Click Open Permissions Collection Wizard at the end of the Homegrown Application definition, or by

b. Select a homegrown application to the context by double-clicking on it, and then clicking on Per-
missions Collection.

Welcome tab
The Permissions Collection Wizard displays.
1. Click Next to open the Identities Collection window.
Use Existing Collector
Select a collector from the dropdown list
Edit the Selected Identity Collector
To edit an existing collector
Create a New Collector
To create a new collector

2. If you want to create a new collector, click This application uses Groups check box in the Groups Con-
figuration section if applicable. Unchecking this box precludes the need to map the Group data or Group Per-
mission types of Business Resource relations and you can skip those steps in the wizard.

If you chose to create a new collector, the page Identity Collector: Users Collection
(1 of 3) displays.

Under Main Data Source, the Data Source displays automatically.
3. Under Mandatory Fields, select a User Name from the dropdown menu.

4. Under Optional Fixed Fields, check the check box next to each relevant optional fixed field, and select the field
from the corresponding dropdown menu.

5. Click Next to open the User Collection (2 of 3) screen .

6. Under Fields Mapping, select a field from the Dictionary Field dropdown menu (or if none exists, select Create
a new Field next to Fields Mapping).

7. Select afield from the Mapped Field dropdown menu.
8. Click Next.

The Identity Collector: Users Collection (3 of 3) displays.
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9. Ifrelevant, under Users Tree, check the Should the users tree be grouped box. This will affect how the users
will look in the Users Tree under the Advanced Forensics Control.

10. If you checked that box, select a field grouping from the Field dropdown menu.

11. Ifrelevant, under Unique User Accounts Mapping, check the Use a field to map between accounts of the
same user box.

12. If you checked that box, select the field from the Field dropdown menu.
13. Click Next.
The Identity Collector: Groups Collection (1 of 2) window displays.
Under Main Data Source, the Data Source displays automatically.
14. Under Mandatory Fields, select a Group Name from the dropdown menu.

15. Under Optional Fixed Fields, check the check box next to each relevant optional fixed field, and select the field
from the corresponding dropdown menu.

16. Click Next.
The Identity Collector: Groups Collection (2 of 2) displays.

17. Under Fields Mapping, select a field from the Dictionary Field dropdown menu (or if none exists, click Create
a new Field next to Fields Mapping.

18. Select a field from the Mapped Field dropdown menu.
19. Click Next.
The Groups Hierarchy Support window displays.
20. Select This Identity Collector uses Groups Hierarchy if relevant.
21. Under Main Data Source, the Data Source displays automatically.

22. Under Mandatory Fields, select a Child Group Name and a Parent Group Name from their respective dropdown
menus.

23. Under Mandatory Fields, select a Parent Group Name from the dropdown menu.

24. Under Optional Fixed Fields, check the check box next to each relevant optional fixed field, and select the field
from the corresponding dropdown menu.

25. Click Next.
The Identity Collector: Users Membership in Groups (1 of 1) window displays.
26. Under Main Data Source, the Data Source displays automatically.

27. Under Mandatory Fields, select a Group Domain Name, Group Name, and Username from the respective drop-
down menus.

28. Under Mandatory Fields, select a Parent Group Name from the dropdown menu.

29. Under Optional Fixed Fields, check the User Domain Name check box if relevant, and select the field from the
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corresponding dropdown menu.
30. Click Next.
The Business Resources Collection (General) window displays.

31. Click This application uses Business Resources if applicable.
If you do not check this check box, File Access Manager creates a Business Resource (in the back-
ground) and associates it with all permissions.

32. Type the name in the Name field.

33. Click Next to open the Business Resources collection .

Permission Collection Resources Tab

The Business Resources Collection (1 of 2) window displays. Select the data source that contains Business Resource
Data type information from the Data Source dropdown menu or click Create a new Data Source to create a new data
source.

1. Ifyou click Create a new Data Source, the Data Source Wizard displays.

2. Select a resource unique identifier from the Resource Unique Identifierdropdown menu under Mandatory
Fields.

3. This field must identify the Business Resource uniquely (for example C:\Docs\Finance), and should match Busi-
ness Resource Unique Identifier selected in the User/Group-Permission Type-Business Resource rela-
tionships defined in the following steps.

4. Check the Resource Name check box under Optional Fixed Fields, if applicable, and select the column that
represents the source name.

5. Click Next.
The Business Resources Collection (2 of 2) window displays.

6. This section allows dynamic field mapping for the Business Resource data type. The relevant fields will be avail-
able later for query and display in the Permission Forensics page. You can use it in Access Certification Cam-
paigns and Access Requests to display meaningful information for permission reviewers.

7. Select a dictionary field from the Dictionary Field dropdown men.
8. Select a mapped field from the Mapped Field dropdown menu.
9. Click Next.

The Business Resources Hierarchy Support window displays.

10. Check the This Business Resources Collector uses Resources Hierarchy check box to support parent-child
hierarchy.

11. Type in a unique identifier for the hierarchical string in the String to be used as a delimiter to break the string
into resources field.

12. An example of a group hierarchy follows:

If the nested groups are:
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Group A

Group § Group
C D

Group Group | Group
B F G

The Data 