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General Security Configuration

Common Criteria Target of Evaluation (TOE) includes the following infrastructure components:

® Veeam Backup and Replication 12a (without Enterprise Manager)
® VeeamOne 12a (without Agent installed on VBR server)
® VMware ESXi 6.7 (without vCenter)

Each Veeam product is installed on a separate server running Windows Server Standard 2019. MS SQL database instance is installed
locally, on the same machines with Veeam ONE and VBR.

After installation of Veeam products, you need to configure security settings. Follow the general diagram and specific instructions
below.

RDP Access to VBR Server
- Should work over IPv4 or IPv6
- Should require Smart Card authentication l

'VBR Console Access

- should be restricted to localhost only
- Should be restricted to smart card users only Veeam Backup &
- Should use Windows session auth > Replication

- Push to exempt from client cert auth when used
exclusively from the local server.

VBR to ESXi Integration
- Should work over IPv4 OR IPv6 —Pp] VMware ESXi 6.7
- Should be encrypted with at least TLS 1.2

VBR Console

Client Laptop
Veeam ONE to VBR Integration
- Should work over IPv4 OR IPv6

- Should be encrypted with at least TLS 1.2
Web Browser Access to Veeam ONE Web Ul

- Should work over IPv4 or IPv6,

- Should be encrypted with at least TLS 1.2

- Should require client certificate authentication

- fusing SAML, the DoD Lab uses ADFS 3, IPv4 and IPv6 Dual Stack Considerations
\ - All connections should fully support dual

Veeam ONE Web Ul stack, where in both IPv4 and IPvé addresses
are assigned to client/server systems.
- IPv6 should be preferred in dual stack setup.

Veeam ONE Console Access

- Should be restricted to localhost only
- Should be restricted to smart card users only L]
- Should use Windows session auth

- Push to exempt from client cert auth when used
exclusively from the local server.

Veeam ONE Console

Veeam ONE

RDP Access to Veeam ONE Server T
- Should work over IPv4 or IPv6
- Should require Smart Card authentication

General comments related to the scheme:
® RDP access is allowed only to the Veeam ONE server and to the backup server. VBR/Veeam ONE Console should be accessible

locally.
® The authentication using user/password should be turned off on VBR/Veeam ONE Console.

General Settings for All Windows Servers

Configure the following settings for all Windows servers included in Veeam Backup Infrastructure:

1. Disable LLMNR and NetBIOS broadcast protocols to prevent spoofing and MITM attacks. You can do it in local computer security
settings or by group policy.

Disable LLMNR

New | t em " HKLM \ SOFTWARE\ Pol i ci es\ M crosof t\ Wndows NT" -Nane DNSCient -Force
New- | t enProperty "HKLM \ SOFTWARE\ Pol i ci es\ M crosoft\Wndows NT\DNSCl i ent" -Nanme Enabl eMul ti Cast -Value 0
-PropertyType DWORD - Force



Disable NetBIOS

$regkey = "HKLM SYSTEM Current Control Set\servi ces\ Net BT\ Par anet ers\ | nt erf aces"
Get-Childltem $regkey |foreach { Set-ItenProperty -Path "$regkey\$($_. pschil dnane)" -Name Netbi osOpti ons
-Val ue 2 -Verbose}

2. Disable the obsolete and insecure SMB1 protocol.

Turn off SMB 1

Set - SnbSer ver Confi gurati on - Enabl eSMB1Pr ot ocol $fal se -Force

3. Enable SMB Signing to prevent NTLMv2 relay attacks. Also, enable SMB encryption to ensure that SMB traffic is encrypted.

Turn on SMB Signing and encryption

Set - SmbSer ver Confi gurati on - RequireSecuritySignature $True -Enabl eSecuritySignature $True -EncryptData
$True - Confirm $fal se

4. Enable the FIPS policy to ensure that encryption algorithms are compliant with FIPS 140-2.

FIPS 140

Set-ltenProperty -Path Registry::
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Control \ Lsa\fi psAl gorithnPolicy -Nanme Enabled -Value "1"

5. Disable obsolete TLS 1.0 and TLS 1.1 security protocols.

Disable TLS 1.0

New | t em ' HKLM \ SYSTEM Cur r ent Cont r ol Set\ Control \ Securi tyProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS 1. O\ Server' -
Force | Qut-Null

New | t enProperty -path ' HKLM \ SYSTEM Cur r ent Cont r ol Set\ Control \ Securi t yProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
1.0\ Server' -nane 'Enabled" -value '0' -PropertyType 'DWrd -Force | Qut-Null

New | t enProperty -path ' HKLM \ SYSTEM Cur r ent Cont r ol Set\ Control \ Securi t yProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
1.0\ Server' -nane 'Disabl edByDefault' -value 1 -PropertyType 'DWrd" -Force | Qut-Null

New | t em ' HKLM \ SYSTEM Cur r ent Cont r ol Set\ Control \ Securi tyProvi der s\ SCHANNEL\ Prot ocol s\ TLS 1.0\ Client' -
Force | Qut-Null

New- I tenProperty -path ' HKLM \ SYSTEM Current Cont r ol Set\ Cont rol \ Securi t yProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
1.00dient' -nane 'Enabled -value '0' -PropertyType 'DWrd -Force | Qut-Null

New- | t enProperty -path ' HKLM \ SYSTEM Cur r ent Cont r ol Set\ Control \ Securi t yProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
1.00Cient' -nane 'Di sabledByDefault' -value 1 -PropertyType 'DWrd" -Force | CQut-Null

Wite-Host 'TLS 1.0 has been disabled.’


https://docs.microsoft.com/en-us/windows/security/threat-protection/fips-140-validation

Disable TLS 1.1

New | t em ' HKLM \ SYSTEM Cur r ent Cont r ol Set\ Control \ Securi tyProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS 1. 1\ Server' -
Force | Qut-Null

New | t enProperty -path ' HKLM \ SYSTEM Cur r ent Cont r ol Set\ Control \ Securit yProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
1.1\ Server' -name 'Enabled -value '0" -PropertyType 'DWrd' -Force | CQut-Null

New | t enProperty -path ' HKLM \ SYSTEM Cur r ent Cont r ol Set\ Control \ Securi t yProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
1.1\ Server' -nane 'Disabl edByDefault' -value 1 -PropertyType 'DWrd" -Force | CQut-Null

New- | t em ' HKLM \ SYSTEM Cur r ent Cont r ol Set\ Control \ SecurityProvi der s\ SCHANNEL\ Prot ocol s\ TLS 1.1\dient' -
Force | Qut-Null

New- |t emProperty -path ' HKLM \ SYSTEM Curr ent Cont r ol Set\ Cont rol \ Securi t yProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
1.1\dient' -nane 'Enabled -value '0' -PropertyType 'DWrd -Force | Qut-Null

New | t enProperty -path ' HKLM \ SYSTEM Cur r ent Cont r ol Set\ Control \ Securit yProvi der s\ SCHANNEL\ Pr ot ocol s\ TLS
1.1\dient' -nanme 'Di sabl edByDefault' -value 1 -PropertyType 'DWrd" -Force | Qut-Null

Wite-Host 'TLS 1.1 has been disabled."

6. Disable weak cipher suites and hashing algorithms and check that they are removed from the Functions registry entry at

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Cryptography\Configuration\Local\SSL\00010002.

Disable cipher suites

Di sabl e- Tl sCi pher Suite -Nane "TLS_AES 256_GCM SHA384"

Di sabl e- Tl sCi pher Suite -Name "TLS_AES 128 GCM SHA256"

Di sabl e- Tl sCi pher Suite -Name "TLS_ECDHE _ECDSA W TH_AES_256_CBC_SHA"
Di sabl e- TI sCi pher Suite -Nane "TLS_ECDHE ECDSA W TH_AES_128_CBC_SHA"
Di sabl e- TI sCi pher Suite - Nanme "TLS ECDHE_RSA W TH_AES 256_CBC_SHA"

Di sabl e- Tl sCi pher Suite -Nane "TLS_ECDHE RSA W TH_AES_128_CBC_SHA"

Di sabl e- Tl sCi pher Suite -Name "TLS _RSA W TH_AES 256_CBC_SHA"

Di sabl e- Tl sCi pher Suite -Name "TLS_RSA W TH_AES_128_CBC_SHA"

Di sabl e- Tl sCi pher Suite -Nane "TLS_RSA W TH_3DES_EDE CBC_SHA"

Di sabl e- Tl sCi pher Suite -Name "TLS_RSA W TH_NULL_SHA256"

Di sabl e- Tl sCi pherSuite -Name "TLS_RSA W TH_NULL_SHA"

Di sabl e- TI sCi pher Suite -Nane "TLS_PSK_W TH_AES_256_GCM SHA384"

Di sabl e- TI sCi pher Suite -Nane "TLS_PSK_W TH_AES_128_GCM SHA256"

Di sabl e- Tl sCi pher Suite -Nane "TLS_PSK W TH_AES_256_CBC_SHA384"

Di sabl e- TI sCi pher Suite -Nane "TLS_PSK_W TH_AES_128_CBC_SHA256"

Di sabl e- Tl sCi pher Suite -Name "TLS_PSK W TH_NULL_SHA384"

Di sabl e- Tl sCi pher Suite -Nane "TLS_PSK W TH_NULL_SHA256"



B Regist
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7. Modify the ECC curve priority order to ensure that used elliptic curves are compliant with NIST recommendations:

a. Disable Curve25519.

Disable Curve25519

Di sabl e- Tl sEccCurve -Nane curve25519

b. Give the ECC curves with secp* prefix (NistP256, NistP384) the highest priority. You can do it by using the group policy or
changing the EccCurves registry entry at

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Cryptography\Configuration\Local\SSL\00010002.

E’ R -

File Edit View Favorites Help
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a A || Name Type Data

Class o 2b) (Default) REG_SZ MCRYPT_SCHAMMEL_INTERFACE
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CMF 25| Functions REG_MULTI_SZ TLS_AES_256_GCM_SHA384 TLS_AES_125_GCM_SH...
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8. Reboot the server to make sure that all settings were applied correctly.

Additional Settings for VBR

1. Configure a TLS certificate to establish a secure connection from backup infrastructure components to the backup server.
Follow the instruction to import your TLS certificate signed by a CA. It is recommended for highly secured environments.

2. Enable the FIPS policy on the VBR server to ensure that encryption algorithms are compliant with FIPS 140-2.

3. Enable traffic encryption on the VBR server to encrypt transferred data.


https://csrc.nist.gov/publications/detail/sp/800-56a/rev-3/final
https://docs.microsoft.com/en-us/windows-server/security/tls/manage-tls#managing-tls-ecc-order
https://helpcenter.veeam.com/docs/backup/vsphere/import_tls_pfx.html?ver=110
https://helpcenter.veeam.com/docs/backup/vsphere/fips_compliance.html?ver=110
https://docs.microsoft.com/en-us/windows/security/threat-protection/fips-140-validation
https://helpcenter.veeam.com/docs/backup/vsphere/enable_network_encryption.html?ver=110

4. If you use the Network transport mode for VMware backup proxy, enable proxy traffic encryption to transfer VM data over an
encrypted TLS connection:
a. Open the Transport Mode window.
b. Select the Enable host to proxy traffic encryption in Network mode (NBDSSL) check box.

Transport Mode . m

Server Backup proxy transport mode:
Choose rmanaged servers

which arf ) Automatic selection
Data retrieval mode is selected autornatically by analyzing backup proxy configuration
and reachable WMFS and MFS datastores, Transport modes allowing for direct storage
Server . :

access will be used whenever possible,

v | Add Mew,
Traffic Rules :I

(O Direct storage access

Data is retrieved directly from shared storage, without impacting production haosts,
For block storage, backup proxy server must be connected into SAN fabric wia
hardware or software HB&, and hawve WMFS volumes mounted,

Summary

(O ¥irtual appliance

Data is retrieved directly from storage through hyperdisor 10 stack by hot adding
backed up virtual disks to a backup proxy Wk, Datastores containing protected WhAs

rust be connected to a host running backup prosg Wha. :I
® Metwork

Data is retrieved from storage through hypervisor netwark stack using NBD protocol :I

owver host managernent interface, This mode has no special setup requirerments,
Recormmended for 10 Gb Ethernet or faster,

Options
Failowver to network mode if primary mode fails, or is unavailable

Enable host to proxy traffic encryption in Network mode (NBDSSL)
o o |

5. Enable backup file encryption to encrypt the content of backup files:
a. Create a new storage job or edit an existing one.
b. Go to the Storage step of the wizard.
c. Click Advanced and go to the Storage tab.
d. Select the Enable backup file encryption check box and specify a password that you want to use for encryption.

[x]
| Backup I Maintenance| Storage |N0t\ficati0ns I wiphere I Integration I Scripts |

Storage
Specify procg Data reduction s produced by this
= m job and cust

Enable inline data deduplication (recommended)

Advanced Settings

Exclude swap file blocks {recommended)

Exclude deleted file blocks {recommended) :I

Cornpression lewvel:

MNarne

Wirtual Machines

Storage |Optima| {recommended) v| :I
Optimal compression provides for best compression to performance ratio,
Guest Processing and lowvest backup prosy CPU usage,
Storage optimization:
Schedule
|L0ca|target v|
Summary Best performance at the cost of lower dedupe ratio and larger incremental
backups, Recormmended for backup to local and direct-attached storage, practices
heing off-site,
Encryption
Enahle backup file encryption
P bl
Password:
|Standard passward (Last edited: less than a day ago) v| | Add... |
Loss protection enabled Manage passwords

| Ok | | Cancel | ezl

6. Create the C:\ ProgranDat a\ VMnar e\ VMrar e Virtual Di sk Devel opnent Kit folder if it doesn't exist. Create the confi g.i ni
file in the folder and add the following parameters to the file to set up VDDK TLS.

tls.protocol s=tlsl.2
tls. ci pher s=ECDHE+AESGCM RSA+AESGCM
tls.curves=secp384r1: secp521r1l


https://helpcenter.veeam.com/docs/backup/vsphere/network_mode.html?ver=110

7. Reboot the server to make sure that all settings were applied correctly.

Firewall Rules for VBR

Outgoing Connections from the Backup Server

To Protocol Port
ESXi Server TCP 443
ESXi Server TCP 902

Incoming Connections to the Backup Server
From Protocol Port

Veeam ONE TCP 135, dynamically assigned ports

Veeam ONE TCP 445

Veeam ONE TCP 49152 to 65535

Management client PC (remote access) TCP 3389

1 All other ports should be closed with the "Deny by default" rule.

Firewall Rules for Veeam ONE

Outgoing Connections from the Veeam ONE
To Protocol Port

Backup Server TCP 135, dynamically assigned ports

Description
Used for HTTPS connections to ESXi host.

Used for data transfer to ESXi host.

Description

Required to:

® Collect data from the backup server
through WMI.

® Gather CPU and memory
performance data from the backup
server.

Note about dynamically assigned ports:
To learn about enabling and disabling
WMI traffic, see Connecting to WMI
Remotely with VBScript and Setting up a
Remote WMI Connection.

Required to:

® Gather CPU and memory
performance data from the backup
server.

® Access remote registry.

Required for Remote Scheduled Tasks
Management (RPC). For more
information, see this Microsoft KB article.

Used by the Remote Desktop Services.

Description

Required to:

® Collect data from the backup server
through WMI.

® Gather CPU and memory
performance data from the backup
server.

Note about dynamically assigned ports:
To learn about enabling and disabling
WMI traffic, see Connecting to WMI
Remotely with VBScript and Setting up a
Remote WMI Connection.


http://msdn.microsoft.com/en-us/library/aa389286(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/aa389286(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/aa822854(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/aa822854(v=vs.85).aspx
https://support.microsoft.com/kb/929851/en-us
http://msdn.microsoft.com/en-us/library/aa389286(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/aa389286(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/aa822854(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/aa822854(v=vs.85).aspx

Backup Server TCP

Backup Server TCP

Incoming Connections to the Veeam ONE Server

From Protocol

Management client PC (remote access) TCP

Incoming Connections to Veeam ONE Web UI

From Protocol

Management client PC TCP

445

49152 to 65535

Port

3389

Port

1239

1 All other ports should be closed with the "Deny by default" rule.

Required to:

® Gather CPU and memory
performance data from the backup
server.

® Access remote registry.

Required for Remote Scheduled Tasks
Management (RPC). For more
information, see this Microsoft KB article.

Description

Used by the Remote Desktop Services.

Description

Used to access Veeam ONE Web UL.


https://support.microsoft.com/kb/929851/en-us
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