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Common Criteria Configuration Instructions

Follow the instructions in this document to install lvanti Policy Secure, and to make the configuration changes
required after installation to bring the system into the “Common Criteria mode”.

This document is a guide to the Ivanti Policy Secure implementation of the Common Criteria Network Device
Protection Profile v2.2e (NDcPP v2.2e).

1. Introduction
1.1 Audience

This document is written for administrators to configure the TOE, specifically the Ivanti Policy Secure. It requires
broad understanding of networks in general, the internet in particular, as well as networking principles and
network configuration.

1.2 Purpose

This document details the operational and preparative procedures for the Common Criteria evaluation. It
highlights the specific TOE configuration and administration functions and interfaces necessary to configure and
maintain the TOE in the evaluated configuration as defined in the Security Target [Ivanti Policy Secure 22.2
Security Target]. This document does not mandate configuration settings for features of the TOE outside the
evaluation scope.

1.3 Supported TOE Platforms

The following tables describe the appliance hardware included in the evaluated configuration.
Table 1 - TOE Platforms

PLATFORM VERSION/MODEL NUMBER

Virtual appliance hardware Platform (ISA-V) VMware ESXi 6.7 with Dell PowerEdge R640
ISA appliances ISA-6000, ISA-8000C, ISA-8000F

The Ivanti Policy Secure software runs on any one of the TOE hardware platforms. The platforms provide different

amounts of processing power and network connectivity options as described below.
Table 2 - Hardware Details
Hardware Details

Processor

ISA-6000 Intel Core i3 10100E 10th gen (Comet Lake)
ISA-8000C Intel Xeon Gold 5317 (Ice Lake)
ISA-8000F Intel Xeon Gold 5317 (Ice Lake)

1.4 Operational Environment

The TOE supports the following hardware and software components in its operational environment. Each
component is identified as being required or not based on the claims made in the ST [Ivanti Policy Secure 22.2
Security Target].

1. Management laptop with web browser for TLS Client (Web Admin Interface)

o Workstation providing local console access to the TOE
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Provides remoted management of TOE

Microsoft Edge 101, Google Chrome 102, or Firefox 100
Supporting TLSv1.1 and/or TLSv1.2

Supporting Client Certificate authentication

Supporting at least one of the following ciphersuites:
= TLS_RSA_WITH_AES_128 CBC_SHA
= TLS_RSA_WITH_AES_256_CBC_SHA
= TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
= TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
= TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
= TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
= TLS_RSA_WITH_AES_128 CBC_SHA256
= TLS_RSA_WITH_AES_256_CBC_ SHA256
= TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
= TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
= TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
= TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
= TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
= TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

Syslog server

O

O

Workstation providing local console access to the TOE

The syslog audit server is used for remote storage of audit records that have been generated by and
transmitted from the TOE.

Conformant with RFC 5424 (Syslog Protocol)
Supporting Syslog over TLS (RFC 5425)
Acting as a TLSv1.1 and/or TLSv1.2 server
Supporting Client Certificate authentication

Supporting at least one of the following cipher suites:
= TLS_RSA WITH_AES 128 CBC_SHA
= TLS_RSA_WITH_AES_256_CBC_SHA
= TLS_ECDHE_RSA_ WITH_AES_128 CBC_SHA
= TLS_ECDHE_RSA_ WITH_AES_256_CBC_SHA
= TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA
= TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
= TLS_RSA WITH_AES_128 CBC_SHA256
= TLS_RSA_WITH_AES_256_CBC_ SHA256
= TLS_ECDHE_ECDSA_ WITH_AES 128 CBC_SHA256
= TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
= TLS_ECDHE_ECDSA_ WITH_AES_128 GCM_SHA256
= TLS_ECDHE_ECDSA_ WITH_AES_256_GCM_SHA384
= TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256

= TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
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3. TheTOE supports communications with an external CRL to verify client certificates. CRL Server is required to
be conformant with RFC 5280.

4. DNS Server
The DNS Server is used for resolving hostnames.

©)

Conformant with RFC 1035

2. Commissioning the Appliances

2.1 Secure Acceptance of the TOE

In order to ensure the correct TOE is received, the TOE should be examined to ensure that it is not tampered
with during delivery.

Verify that the TOE software and hardware were not tampered with during delivery by performing the
following actions:

Before unpacking the TOE, inspect the physical packaging the equipment was delivered in. Verify that
the external cardboard packing is printed with the Ivanti logo and motifs. If it is not, contact the
supplier of the equipment (lvanti or an authorized Ivanti distributor / partner).

Verify that the packaging had not obviously been opened and resealed by examining the tape that seals
the package. If the package appears to have been resealed, contact the supplier of the equipment
(lvanti or an authorized Ivanti distributor / partner).

Verify that the box has a white tamper-resistant, tamper-evident lvanti car coded label applied to the
external cardboard box. If it does not, contact the supplier of the equipment (Ivanti or an authorized
Ivanti distributor / partner). This label will include the Ivanti product number, serial number, and other
information regarding the contents of the box.

Note the serial number of the TOE on the shipping documentation. The serial number displayed on the
white label affixed to the outer box will be that of the device. Verify the serial number on the shipping
documentation matches the serial number on the separately mailed invoice for the equipment. If it
does not, contact the supplier of the equipment (Ivanti or an authorized Ivanti distributor / partner).
Verify that the box was indeed shipped from the expected supplier of the equipment (lvanti or an
authorized Ivanti distributor / partner). This can be done by verifying with the supplier that they
shipped the box with the courier company that delivered the box and that the consignment note
number for the shipment matches that used on the delivery. Also verify that the serial number of the
item shipped match the serial numbers of the items delivered. This verification should be performed by
some mechanism that was not involved in the actual equipment delivery, for example, phone/FAX or
other online tracking service.

Once the TOE is unpacked, inspect the unit. Verify that the serial number displayed on the unit itself
matches the serial number on the shipping documentation and the invoice. If it does not, contact the
supplier of the equipment (lvanti or an authorized Ivanti distributor / partner).

2.2 Physical Installation

Hardware setup can be found in each platform’s Hardware Guide. These hardware guides contain preparative
procedures specific to each platforms, such as environmental requirements and system measurements, to
securely install the TOE in the operational environment. These hardware guides are written specifically for each
platform and versioned by year and month. The hardware guides are reviewed quarterly and updated as needed.
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Initial Setup Through Serial Console

Plug a null modem crossover cable from a console terminal or laptop into the device serial port. This cable
is provided in the product box. Do not use a straight serial cable.
Configure a terminal emulation utility, such as HyperTerminal, with the following serial connection
parameters:
a) 9600 bits-per-second.
b) 8-bit No Parity (8N1).
c) 1 Stop Bit.
d) No flow control.
Press Enter until the serial console is displayed.
On the serial console, the following text is shown:
Please choose from among the following factory-reset personality images:
[1] Ivanti Policy Secure <release version>

Enter 1 to install the Ivanti Policy Secure package. The system will start Installation and reboot. The process
may take a few minutes.
Enter y to accept the license terms (or enter r to read the license first).
Follow the directions in the console, and enter the machine information for which you are prompted:
a) Configure internal port

i) IP address

ii) Network mask

iii) Default gateway address
b) Configure DNS

i)  Primary DNS server address

ii) Secondary DNS server address (optional)

iii) Default DNS domain name (for example, acmegizmo.com)
c) WINS server name or address (optional)

i) Enter to go to next step

d) Configured network setting is displayed for you to review. Enter y to accept or n to modify.
e) Configure the administrator
i) Administrator username — Enter an administrator username. This will create an administrator user
account with all of the necessary privileges. This username and password will be used thereafter
through the web console interface for administrator management functions.
ii) Administrator password — Must adhere to the password complexity requirements. See
<Administrator Passwords> section for password requirements and recommendations.
f) Enter information to create a self-signed certificate
i) Common machine name (for example, connect.acmegizmo.com)
ii) Organization name (for example, Acme Gizmo, Inc .)
iii) Enter random text (used for auth certificate)

2.4 Connect Administrator Web Console

The Administrator Web Console is available after the initial setup through the serial console:

1. Launch a web browser from a network connected laptop.
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2. Pointthe browser at the same IP address that was assigned to the internal port followed by /admin (for
example, https://a.b.c.d/admin).

3. When prompted with the security alert to proceed without a signed certificate, click Yes. When the
administrator sign-in page appears, you have successfully connected your device to the network.

4. On the sign-in page, enter the administrator username and password you created earlier. Then click
Sign In.

5. The Administrator Web Console opens to the System > Status > Overview page.

2.5 Configuring External, Management Interfaces/Ports

2.5.1 Configure external port

On admin web console:

e Navigate to System > Network > External Port > Settings
e Click on Enabled
e Enter IP address, Netmask, and Default Gateway

u o Ivanti Policy Secure
Iva nt I System Authentication Administrators Users Endpoint Policy Maintenance Wizards av
Network > Extemal Port > Settings

Settings

©..g | Network Settings
js

@ | Extemal Port - Setting

Qverview Internal Part External Port Management Part VLANS Routes Hosts Load Balancer Proxy Server

Setings ~ Viual Pors  ARP Cache  ND Cache

Enter the network settings and click the Save Changes button at the bottom of the page.

~ Use Port

® Enabled Disabled
+ IPV4 Settings
*IP Address [ 101470 ‘
*Netmask [ 255.265.255.0 ‘

*Default Gi

[1:14‘ ‘

Note: If you need to specify static routes, you can do so on the Static Roules page.

¥ IPVE Settings

Enable IPvé ® Disable IPvG

Note: Changing above setting might restart some services. This restart might drop all the connections to the Ivanti Pelicy Secure.

2.5.2 Configure management port

On the supported platforms that management port is available, you may also configure a management port to
use it for communication with syslog server.

To configure management port, on Administrator Web Console,

1. Navigate to System > Network > Management Port > Settings
2. Click on Enabled
3. Enter IP address, Netmask, and Default Gateway

10
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- a Ivanti Policy Secure
Iva nt I System Authentication  Administrators Users Endpoint Policy ~ Maintenance ~ Wizards v
Network > Management Port > Settings
Settings
° Network Settings
Management Port - Settings.
Overview Internal Port External Port VLANS Routes Hosts Load Balancer Proxy Server
Sellings ARP Cache ND Cache
Enter the nelwork seftings and click the Save Changes button at the bottom of the page
¥ Use Port
® Enabled O Disabled
When the management port is enabled, the following traffic Is directed oul the management port: Push Config
~ IPV4 Settings
*IP Address | 101.470 J
*Nelmask | 255.255.255.0 ‘
*Default Gateway | 10141 ]
Note: If you need 1o specify static routes, you can do 50 0n the Stati stes page.
~ IPV6 Settings
O Enable IPv6 @ Disable IPvG
Note: Changing above setting might restart some services. This restart might drop all the connections 1o the Ivanti Policy Secure.
On Administrator Web Console,
. .
1. Navigate to System > Network > Overview
2. Enter IP address for Primary DNS, and DNS Domain
3. Secondary DNS is an optional field
s n Ivanti Policy Secure
lva nt l System Authentication Administrators Users Endpoint Policy Maintenance Wizards v

Network > Overview
Overview

9-.g | Network Settings

@ |Overview

m Internal Port Extemnal Port Management Port VLANs Routes Hosts Load Balancer Proxy Server

Enter the network settings and click the Save Changes button at the bottom of the page

v Status
Internal Port: Connected, Speed: 1000Mbis, Duplex: full
RxPacket. 3700530 RxError 0 RxDrop: 1107 RxMulticast 1520738
TxPacket: 1436446 TxEmor 0 TxDrop: O TxMuiticast: 0
External Port Disabled
Management Port Connected, Speed 1000Mbis, Duplex: full
RxPacket 4461923 RxError 0 RxDrop: 1107 RxMulticast 1519682
TxPacket: 2254580 TxEmor 0 TxDrop: 0 TxMuiticast: 0
~ Network Identity
+ DNS name resolution
Primary DNS [ 8888

Secondary DNS [

DNS Domainis)

Example: “company.com, company.net

Preferred DNS Response ® 1pva O IPvB

2.7 Set System time

1. Go to System > Status > Overview page.
2. Click on the Edit link next to System Date & Time.

11
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3. Onthe Date and Time page:
a. Inthe Set Time Manually section, click on Get from Browser button.
b. Click on Save Changes button

Ivanti Policy Secure

[ A
I va n tl Systen Authentication Administrators Users Endpoint Policy Maintenance Wizards R
Status erview > Date and Time

te a e

Date and Time

System Date 3/6/2023
System Time:10:17 43 AM

Time Zone: | (GMT) Coordinated Universal Time v
 Time Source
@ Use Pool of NTP Servers
Configure pool of NTP servers (IP Address/Hostname)
Please make sure NTP serve achable via port configus it Advanced Networking page
ting use nipq command under Troubleshooting page

Key 1 ‘

* NTP Server 1 | ‘ ‘ ot
\nv.-uw-mzl ] Key 2 ] :
NTP Server 3 I J Key 3 { J e
- | s [ )

Set Time Manually

Date: ] (mmioay
AM v
Get from Browser

Note: Save Changes will result in restarting of services which will disconnect all the connected users.

Save Changes

Time.

2.8 Software updates

If a new NDcPP-compliant software package is available, follow the instructions in this section to update the
software package on the TOE. The verification of the authenticity of the software package is performed by digital
signature verification.

1. Download the TOE software package received from lvanti to a trusted computer system
On Administrator Web Console,
Navigate to Maintenance > System > Upgrade/Downgrade

3. Inthe expanded Install Server Package section, click on From File option, then click on Browse to select
the server package downloaded earlier

4. Click Install to start the installation process

12
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- Ivanti Policy Secure
lva ntl System  Authentication Administrators Users Endpoint Policy Maintenance  Wizards v

m Mainte

> Install Service Package

Install Service Package

Platform Upgrade/Downgrads Change Persanality Options. Installers

Installing a service package can take several minutes and requires the system to reboot. Because existing system data is backed up during this process, you can decrease installation time by clearing your system log before trying to install a service
package

Note' Browsing away from this page while uploading the package will abort the installation
w Install Service Package

® From File

Browse No file chosen (WARNING: Please ensure that the steps recommended in KB448

have baen performed without fail before initiating upgrade:)

From Staged Package
Choose this opticn if you want to install the staged service packag

instalied package. Do NOT check this box if you want to

DELETES al 5, us ation data be 2 to an cider service package than the cur

Nete: This option does not change the factary image.

+ Manage Staged Service Package

J Upload new package into staging area

No file chosen (WARNING: Please ensure that the steps recommended in KB44877 have been performed without fail before staging.)

Delete Slaged Package

5. Once the package is uploaded, and the system validates the image, the installation is complete.

100%:

Close

13
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ivanti

Service Package Installation Status

The installation process takes a few minutes. When complete, the system needs to reboot. Please walit.

« Step 1: Verifying package integrity . . . 5 . . complete (65 seconds)
« Step 2: Extracting install script 5 complete (19 seconds)

« Step 3: Boot partition factory Version Value:22.1R ... complete (0 seconds)

« Step 4: Checking For Legacy Active Directory mode Configuration complete (0 seconds)
« Step 5: Running system compatibility checks ... complete (0 seconds)

« Step 6: Saving copy of system config Tt complete (26 seconds)

« Step 7: Preparing disk partitions ........ complete (5 seconds)

« Step 8: Generating Grub2 Configuration... ... complete (0 seconds)

« Step 9: Done complete (1 seconds)

« Step 10: Extracting contents of new package ........ complete (20 seconds)

« Step 11: Saving package complete (18 seconds)

« Step 12: Finalizing installation complete (2 seconds)

@ Installation completed successfully and the system will now reboot.: Note that the Administrator Console will be unavailable while the system reboots.
(Watch the serial console for messages).
When the system reboots click here to continue using the Administrator Console.

Note: The administrator Console (Web Ul) will be unavailable while the system reboots. The Serial console will
be available to check the logs/messages. When the system reboot is completed administrator console (Web Ul)
will be available for use.

When the Security Administrator uploads a firmware update, the TSF performs an RSA 2048 SHA-256 digital
signature verification of the update using the Ivanti Secure firmware update public key. The public key is
distributed as part of the firmware package. lvanti Secure retains control over the private key used to sign
firmware updates.

If the signature check is successful, the TSF installs the update. If the signature check detects tampering with

the update and/or signature, the TSF presents the user with an error message and discards the update.

2.9 Software Version Verification

2.9.1 Version verification via GUI

The current software version can be found on the web console.

Navigate to Maintenance > Platform

14
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- H ] Ivanti Policy Secure
I va nt I System Authentication Administrators Users Endpoint Policy Wizards Av

System Maintenance > Platform

Platform
m Upgrade/Downgrade Change Personality Options Installers
’ Hostname: localhost2
Model: ISA-6000
Machine ID: 0461MPQ8A0QX71VGE
Serial Number:  0461102021109917
Uptime: 33 days, 22 hours, 39 minutes, 7 seconds

Current version: 22.2R3 (build 937)
Rollback version:22 2R3 (build 893)

Node operations: et e shut Down... J§ Rollback...
Connectivity
M Test Connectivity

Hardware Status

Fan Status:
Fan (Slots) Status
1 Q
2 Q
3 Q
4 3

Temperature:25 °C

2.9.2 Version verification via local console

The current software version can be found on the local console.

The version details will be displayed once the user login to the local console.

This 1s notice and consent warning message.Authorized users only.

Please input an administrator username and password.
Admin username: admin
Password:

Current versiwon: 22.2R

Rollback version: 22.2R3 (build 1013)

Reset version: 22.1R1 (build 421) Ivanti Connect Secure
22.1R1 (build 211) Ivanti Policy Secure

Licensing Hardware ID: 0461MPQ8AOQX71VGE
Serial Number: 0461102021109917

Please choose from among the following options:

Network Settings and Tools

Create admin username and password

Display log/status

System Operations

Toggle password protection for the console (0On)

Create a Super Admin session

System Maintenance

Turn off NDcPP Mode and reset allowed encryption strength for SSL
11. Ex1t Serial Console Session

Choice: JJ

L L N
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3. TOE configuration

3.1 Prerequisites for TOE Configuration

e You have configured the TOE as per the instructions in section Commissioning the Appliance of this
document.

e External DNS Server should be able to resolve the hostnames used in the testing.

e External Syslog server is up and running.

e External CRLis up and running.

3.2 System Reboot

The Ivanti Policy Secure appliance can be restarted from the Web Management interface or console. To restart
the appliance:

1. From the Web Management interface

Navigate to Maintenance > System > Platform and click on Reboot
2. From the Administrator console

Select option 1 to reboot the device

Please choose the operation to perform:
. Reboot this Ivanti Policy Secure
Shutdown this Ivanti Policy Secure
Restart services at this Ivanti Policy Secure
Rollback this Ivanti Policy Secure
Factory reset this Ivanti Policy Secure
Clear all configuration data at this Ivanti Policy Secure
Install self-signed certificate
0. Manage RAID
21. Clear all sesston data at this Ivanti Policy Secure
2
1

1
2.
4,
5.
6.
7.
2
2
2

22. Clear all Named Users at this Ivanti Policy Secure
. Clean up diskspace on this Ivanti Policy Secure
93. Toggle resource throttling (Enabled)
94. Clear custom HTTP headers
<return to go back to main menu>
Choice: 1

Are you sure you want to reboot this Ivanti Policy Secure? (y/n) y

Doing reboot.
Reboot action message: user intitiated, via serial console

3.3 Password Minimum Length Configuration

On the Administrator Web Console, do the following to set the administrator minimum password length to 15:

1. Setin Admin Realm:
a. Navigate to Administrators > Admin Realms
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Click on Admin Users
Click on Authentication Policy tab

~o a0 o

[ ol
Ivantl System  Authentication ~ Administrators  Users
Admin Realms > Admin Users > Authentication P

Passw

Click on Password tab

Configuration guide for Ivanti Policy Secure

Click on Only allow users that have passwords of a minimum length

Enter 15 as Minimum Length

y > Password

ord

General Authentication Policy Role Mapping

celP  Browser Cerificale  Password  HosiChecker  Limils

Allow all users (passwords of any length)

® On

Mir

W Pass

Enable Password Management
This option enables the device 1o relay vital password information to users and enables users to change their passwords
Note: You must also confiure password management on the Local A nhigqura e

y allow users that have passwords of a minimum length

imum Length: | 4 eharacters

word Management

Set

in local auth server configuration:

Click on Administrators

P oo oo

Endpoint Policy

Ivanti Policy Secure

Maintenance ~ Wizards

Navigate to Authentication -> Auth. Servers

On Settings tab, click on Password Options section
Configure 15 characters as Minimum Length
Configure Maximum Length 15 characters.

Review all previously configured administrator passwords, update to ensure all are at least 15
characters.

Passwords, by default, can include the following characters: “1”, “@”, “#”, “S”, “%”, “”, “&”, “*”, “(“,

“)”, [and standard printable ASCII characters (values 0x20 — Ox7E)

ivanti

s > Settings

Sett

ngs

m vsers

*Name| Administrators

+ Password Options

Password must have at c:"::\ 1t

Password must have mix of UPPER

The new password must differ from the prcw:usl 8 password position

must be different from usemame

New passwords must be dilferent from previous password

Password Storage Type
Strong Hash

Mote: Highly secure, but not compalibie with some of the authentication prolocols i.e. CHAP, EAP-MD;

5 and MS-CHAP (V1/V2)

Ivanti Policy Secure

System Authentication Administrators ~ Users Endpoint Policy  Maintenance  Wizards

17
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On Administrator Web Console, follow the below instruction to reset the password.

Navigate to Auth Servers > Administrators > Users > Update Administrator admin

n a
Iva nt I System Authentication Administrators

Auth Servers > Administrators > Users

Users

settngs

Import Users from CSV file No file chosen | |
Show users namedl " I Show| 200 Iusers Update
CACBEES - BEE

I Usemame Name Console
“ Access
Date&Time
0 acumensec Platform No 2022/12/08
Administrator 11:25:38
@] admin Platform Yes 2023/03/06
Administrator 11:06:03
0 admin1 admin1 Yes 2022/09/16
06:35:07
(] good good No 2022/11/03
09:28:35
(] good1 good1 No 2022/11/03
09:29:53

Ivanti Policy Secure

Users Endpoint Policy Maintenance Wizards

Last Sign-in Statistic
IPAddress Agent

192.168.254.249  Mozilla/5.0 (Windows NT 10.0; Win64, x64) AppleWebKit/537 .36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36
Edg/108.0.1462 42

192.168.254.250  Mozilla/5.0 (Windows NT 10.0; Win64, x64) AppleWebKit/537 .36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537_36
Edg/110.0.1587 .63

10.1.4 67 REST Client

Select the username and click on reset password and click on save changes.

- -
Ivantl System  Authentication  Administrators ~ Users  Endpoint Policy ~ Maintenance =~ Wizards

Auth Servers > Administrators > Users > Update Administrator acumensec

Update Administrator acumensec

Full Name Platform Administrator

Authenticate
using

Administrators

Reset Password

Change Password

Time Zone (GMT) Coordinated Universal Time ¥

One-time use (disable account after the next successful sign-in)
Allow console access
4 Allow access to REST APIs
@ Enabled
Disabled
Quarantined

Require user to change password at next sign in

Note:

spet

hich reaims shoukd Inherit the

rver's password manager

nt capabilities.

W Custom Attributes

cImm

must also configure password management on the Authentication server Se

Ivanti Policy Secure

35 with 'Allow users to change their passwords' option enabled. Use options on the Administrators/Users > Authentication > [Realm] > Authentication Policy > Password page to

v

Status

Av
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3.5 User Creation
3.5.1 User Creation via GUI

1. Go to Auth Servers > Administrators > Users and click on New

Ivanti Policy Secure

L] -
I va n t I System  Authentication Administrators ~ Users Endpoint Policy  Maintenance  Wizards

v
Auth Servers > Administrators > Users
Users
Import Users from C.SVI-\e No file chosen m
roe 11 (0 0 EB D
Username Name Console Last Sign-in Stafistic
= Access
Date&Time IPAddress Agent Slatus
2. Create Username and Password, click on Save Changes

- a Ivanti Policy Secure
Iva ntl System  Authentication  Administrators  Users  Endpoint Policy = Maintenance ~ Wizards v

Auth Servers > Administrators > Users > New Administrator

New Administrator

Uoemine:
FUR Name: :

Authenticate
using

Password.

Time Zone: (GMT) Coordinated Universal Time v

Administrators

[ One-time use (disable account after the next successful sign-in)
() Allow console access

() Allow access to REST APIs

Enabled

(1) Require user to change password at next sign in

Note: You must also configure password management on the Authentication server Settings with "Allow users 1o change their passwords’ option enabled, Use options on the Administrators/Users > Authentication > [Reaim] > Authentication Policy > Password page to
specify which reaims should inherit the server's password management capabilties

w Custom Attributes

coms
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3.5.2 User Creation via Console

1. Loginto the console

2. Select the option “Create admin username and password”.

This 1s notice and consent warning message.Authorized users only.
Please nput an admintistrator username and password.

Admin username: admin
Password:

Current version: 22.2R3 (build 1011)
Rollback version: 22.2R3 (bu1ild 937)

Reset version: 22.1R1 (build 421) Ivanti Connect Secure
22,

1R1 (build 211) Ivanti Policy Secure

Licensing Hardware ID: 0461MPQ8AOQX71VGE
Serial Number: 0461102021109917

Please choose from among the following options:

Network Settings and Tools

Create admin username and password

Display log/status

System Operations

Toggle password protection for the console (0On)

Create a Super Admin session

System Maintenance

. Turn off NDcPP Mode and reset allowed encryption strength for SSL
11. Ex1t Sertal Console Session

Choice: 2

O~ oUW e

3. Input the Admin username to be created.
4. Input the Password and Confirm password.

5. Confirm if REST APl access is to be given to this administrator with yes (y) or no (n).

Please create an administrator username and password.
Admin username: newuser

Password:

Confirm password:
Do you want to enable REST API access for this administrator (y/m): n

The administrator newuser was su ssfully created.

20
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3.6 Role Mapping
Assign privilege level to users using role mapping.

1. Go to Admin Realms > Admin Users > Role Mapping and click on New Rule

- n Ivanti Policy Secure
l va nt l System Authentication Administrators Users Endpoint Policy Maintenance Wizards v
Admin Realms > Admin Users > Role Mapping

Role Mapping

General Authentication Policy Role Mapping

Specify how o assign delegated admin roles o users

when they sign in. Users that are not assigned a role will not be able 1o sign in

e Joosice Pomee I

[&] »  When users meet these conditions assign these roles Rule Name ~ Stop
1 usemname is “test Read-Only Administrators test1 B4
2 usemame is " Administrators rule 0

U |3 username is "admin1” Administrators admin1 o

When more than one rale is assigned 1o a user
® Merge settings for all assigned roles

~) User must select from among assigned roles
User must select the sets of merged roles assigned by each rule

Nole: Uisers that do not meel any of the above rules will Aot be able 1o Sign into s reakm

e The TSF protects audit data from unauthorized modification and deletion though the restrictive
administrative interfaces.

e Read-Only administrators have lower privilege level and cannot modify or delete security related
parameters or trust store. Administrators have high privilege level and have rights to modify
configuration on device.

2. Create a rule based on Username and assign role to Username

- n Ivanti Policy Secure
l va n t I System  Authentication Administrators Users  Endpoint Policy ~ Maintenance  Wizards Av
Realms > Admin Users

3pping > Role Mapping Rule

Role Mapping Rule

¥ Rule:lf username.

W then assign these roles

Available Roles Selected Roles.

Administrators Add >

Read-Only Administrators m

Stop processing rules when this rule matches

To manage roles, see the Roles configuration page.

s o=
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3.7 Serial Console Access Control Configuration

Configure administrator access control for the local serial console is a two-step process.
Step 1, Enable allow console access for the administrator. In Administrator Web Console:

Go to Authentication > Auth. Servers
Select Administrators
Click on Users tab.

Click on administrator name configured in section Initial Setup Through Serial Console of this document.
Click on Allow console access checkbox.
Click on Save Changes

ou h wN e

. = Ivanti Policy Secure
lva nt I System Authentic | Administrators Users Endpoint Policy =~ Maintenance =~ Wizards v

Update Administrator admin

Full Name

Authenticate

using

Start Time

End Time.

Time Zone "

One-time use (disable account after the next successful sign-in)
Allow console access

Disabled

Quarantined

¥ Custom Attributes

Step 2, Enable password protection for the console.
1. Connect to the local serial console, the serial console menu is shown as below.

2. Choose option 5 on the local serial console. You should see a confirmation: “Password protection
enabled, make sure you have at least one local administrator”.
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Press <Enter> to view or update your appliance settings.

This 1s notice and consent warning message.Authorized users only.

Please tnput an administrator username and password.
Admin username: admin
Password:

Current version: 22.2R3 (build 937)

Rollback version: 3 (build 893)

Reset version: 2: 151 (build 421) Ivanti Connect Secure
22.1R1 (build 211) Ivanti Policy Secure

Licensing Hardware ID: 0461MPQ8AQQX71VGE
Serial Number: 0461102021109917

Please choose from among the following options:
. Network Settings and Tools
2. Create admin username and password
3. Display log/status
. System Operations
ggle password protection for the console (0On)
. Create a Super Admin session
. System Maintenance
. Turn off NDcPP Mode and reset allowed encryption strength for SSL
11. Ex1t Serial Console Sesstion
Choice:

This interface is only available to administrators of the TOE. The authentication prevents non-administrative
users from gaining access to the TSF-data-manipulating functions.

3.8 Logging into the Console

After authentication is configured, the user is presented with an authentication prompt when accessing the
local console.

This 1s notice and consent warning message.Authorized users only.

Please input an administrator username and password.
Admin username: admin
Password:

The following options are available from the console.

Please choose from among the following options:
1. Network Settings and Tools
2. Create admin username and password
Display log/status
System Operations
Toqqle password protectian for the console (0On)

eate a Super Admin sess1ion
. System Mawntenance
8 Turn off NDcPP Mode and reset allowed encryption strength for SSL
11. Ex1t Serial Console Session
Choice: 11
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No preparatory steps are required to ensure that authentication data is not revealed while entering the
credentials, the TOE does not provide any feedback while entering the password at both the directly connected
and remote login prompt.

3.9 Terminating a Local Console Session

To exit a console session, choose option 11 on the local serial console.

Please choose from among the following options:
Network Settings and Tools
Create admin username and password
Display log/status
System Operations
Toggle password protection for the console (0On)

Create a Super Admin session
. System Maintenance
8. Turn off NDcPP Mode and reset allowed encryption strength for SSL
11. Exit Serial Console Session
Choice: 11

3.10 Administrative Banner Configuration

Configure administrator banner for the Administrator Web Console and the local serial console is a two- step
process.

Step 1, create a Sign-in notification. On Administrator Web Console:

1. Navigate to Authentication -> Signing In -> Sign-in Notifications

Ivanti Policy Secure

[ a
I va n t I Authenfication | Adminisirators  Users  Endpoint Policy  Maintenance  Wizards v

System Stat,

Stat

Endpoint Security

Syst
Auth. Servers
meframe: 1 hour v Select list of graphs » Charts Per Row. 3w
r—

2. This screen is shown

Ivanti Policy Secure

" b
Iva ntl System Administrators Users Endpoint Policy Maintenance  Wizards v

Sign-in Notifications

Sign-In Notifications

Sigrv-in Policies Sign-in Pages Sign-in Notifications Authentication Protocol Sets

10 ~ records per pag Search
@  Sign-In Notification Type

New Sign-In Notification Text

New Sign-In Notification 1 Text

3. Click on New Notification
24



[ b
Ivantl System  Authentication  Administrators ~ Users Endpoint Policy

tifications > New Sign-In Notification

New Sign-In Notification

Name New Sign-In Nolfication
Type ® Text O Package
Text This is natice and consent warning message Authorized users only.

P
65 character(s)

on
op L3 VPN connections, the combined length of all th sign-in notification messag
00 characters. If it does then the notifications will not be displayed to the user

Enter a name for the new notification in the Name:
In Type:, select Text

Enter banner message in the Text:

Click on Save Changes

R

Maintenance
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Ivanti Policy Secure

Wizards

Step 2, associate the notification with an admin URL. On Administrator Web Console,

1. Navigate to Authentication -> Signing In -> Sign-In Policies

2. Click on admin URL */admin/

3. Inthe Configure Signin Notifications section, select the check box Pre-Auth Sign-in Notification.

[ a
Iva ntl System Authentication Administrators ~ Users Endpoint Policy
Signing In > & 5 > “Tadmiy
admin
User type Users & Administrators
Sign-in URL “/admi
Description: Default Admin Sign In
£
Sign-in page: Default Sign-In Page
e e
+ Authentication realm
Specify haw lo select an authenticalion realm vihen signing in
User types the realm name
The user must 1ypa M name of one of e BVaIEDIe BUENTCatoN reEmE
@ User picks from a list of authentication realms.
The user must chagse ane of he folowing selected sulhentication reaims when they sign in If oaly one reaim i selected, i/ automaie o page wilnot

Available realms:

Maove Down

Test

Fallback to next available realm if authentication fails
 Configure Signin Notmications

Pre-Auth Sign-in Notification  New Sign-In Notification 1+

Maintenance  Wizards

Ivanti Policy Secure

4. A drop-down box appears next to Pre-Auth Sign-in Notification once it is selected, in the drop-
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down box, select the notification you created in Step 1 above.

- = Ivanti Policy Secure
Ivantl System  Authentication  Administrators ~ Users  Endpoint Policy ~ Maintenance ~ Wizards v

~ Authentication realm

Specify how to select n authentication realm when signing in
User types the realm name

The user must type the name of one of the available authentication reaims.

@ User picks from a list of authentication realms

The user must choose ane of e following selecled authentication reaims when they sign in. If only one reaim s selected. f is aulomatically used (the sign-in page will nat dispiay the ist). To create or manage reaims. see the Adminisirator Aulnentication page.

Available reaims Selected realms:
s o users
==

Fallback to next available reaim if authentication fails
* Configure Signin Notifications

Pre-Auth Sign-in Nofification | New Sign-in Notification 1

O Post-Auth Sign-in Notification

5. Click on Save Changes

The banner configured within the GUI will be applied to both local and remote connections.

3.11 Enable NDcPP mode

On Administrator Web Console,
1. Navigate to System -> Configuration > Security > Inbound SSL Options
2. Click on Turn on NDcPP mode checkbox to make the TOE common criteria compliant.

3. Once Turn on NDcPP mode is enabled, Turn on FIPS mode is also automatically enabled.

. = Ivanti Policy Secure
Ivant I System  Authentication  Administralors  Users  Endpoint Policy  Maintenance  Wizards v
onfiguration > Securty > SSL Optons

SSL Options
P Configuration
Sacurity

Licensing Gentficates DMI Agent Client Types SAML Guest Access Advanced Networking Notification

sound SSLOptons Ot

SSLOpions  Healih Check Options  Misoefaneous  Advanced

DoD Certification option
When this option is enabled, the web service will be placed in JITC Mode NDcPP and FIPS Mades will alsa be turned on and all non-FIPS ciphers will be disabled. The web service will restart
um on JITE mode

$SL NDcPP Mode option
When this option is enabled, the web service will be placed in NDCPP Mode. FIPS Mode will also be tuned on and all non-FIPS ciphers will be disabled The web service will restart. NDEPP Mode is a pretequisite for JITC Mode
Tum on NDEPP mode

SSL FIPS Mode option
When this option is
restart. FIPS mode

service will be placed in FIPS Mode, the cipher sirength will be set to Medium, and all non-FIPS ciphers will be disabled. The current cipher customization might be lost. The web and RADIUS services w
jor NDcPP Mode.

Tum on FIPS mode

Inbound Settings

Allowed SSL and TLS Version
The older SSL V2 protocol has known security issues addressed by SSL V3 and TLS. Itis no langer supported

4. Once NDcPP mode is selected, Accept only TLS 1.1 and later is selected by default.
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Ivanti Policy Secure

'] n
lvantl System  Authentication  Administrators  Users  Endpoint Policy  Maintenance  Wizards v

Inbound Settings

Allowed SSL and TLS Version
The oider SSL V2 protecol has known securiy ssues addressed by SSLV3 and TLS. Itis ne longer supported

If the TSF receives a ClientHello message that requesting TLSv1.0 or earlier, the TSF sends a fatal
handshake_failure message and terminates the connection.

Custom SSL Cipher Selection Allowed Encryption Strength are automatically selected. Click on displays
below 16 Ciphers in the right panel labelled Selected Cipher. Show Selected Ciphers

] hl
Ivantl Syste Authentication  Administrators ~ Users  Endpoint Policy ~ Maintenance  Wizards v

Allowed SSL and TLS Version
The older SSLV2 protocol h

ity rssues addressed by SSLV3 and TLS. It is no longer supported

TLS_DHE_RSA_WI
TLS_DHE_RSA_WIT

Select TLS_DHE_RSA_WITH_AES_128_CBC_SHA and TLS_DHE_RSA_WITH_AES_256_CBC_SHA on the right

panel and click “Remove” button to remove it from the “Selected Ciphers”.
When the TSF selects an ECDHE ciphersuite, it sends the client secp256r1 or secp384rl key agreement
parameters.

Enable Use 2048bit Diffie-Hellman key exchange checkbox

Uncheck SSL Legacy Renegotiation Support option
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. n Ivanti Policy Secure
Ivantl System  Authenticaion  Administrators  Users  Endpoint Policy  Maintenance  Wizards v

TLS_ECDHE_ECD
TLS_ECOHE_RSA

TLS_ECDHE_RSA_WITH_AES
TIS RSA WITH AFS 178 CAC SHA?

Encryption Strength option
1

strangth is enforced after
9 a connection. Changing this o

nat & user that connects using 2
ce to restart

ved encryplion sirength wil receive a web paga describing the problem. The option below will pravent a browser with a

‘connections from browsers inat only accept weake:

Key Exchange Opficns
If the Allowed Encryption Strengin includes any DH ciphers, the system uses 1024bit DHE Key exchange by defaull The option below will increase key exchange stiength 1o 2048bit DHE

£ Use 20485 Diffie-Hellman key exchange

5L Legacy Renegotiation Support option
When this opion is enabled, renegotiation with clients &nd servers, which dont support the new TLS Renegotiation Info extension (defined in RFC 5746), will be allowed, When disabled, renegotiaion with such clients and servers wil net be allowed
Changing this option will cause the web service lo restarl

Enable support for SSL legacy renegotiation

Common options

S8L Handshake Timeout option
By default, the SSL handshake has a limaout of B0 seconds. Use the text box below 1o set a different value

Note that changing any of the ab

1gs MIGE NeStart some services in the vanti Palicy Secure.

Click on Save Changes

Navigate to System > Configuration > Security > outbound SSL Options
a. Custom SSL Cipher Selection Allowed Encryption Strength are automatically selected. Click on Show
Selected Ciphers displays below 16 Ciphers in the right panel labelled Selected Cipher.

b. Select TLS_DHE_RSA_WITH_AES_128_CBC_SHA and TLS_DHE_RSA_WITH_AES_256_CBC_SHA on the

right panel and click “Remove” button to remove it from the “Selected Ciphers”.

Ivanti Policy Secure

= A
Ivantl System  Authenticaion  Administrators  Users  Endpoint Policy  Maintenance  Wizards 2

V3 and TLS (maxmize compalibiliy)

Allowed Encryption Strength
Please see the Sefting Security Options section in the Admin guide for more details

TLS_DHE_RSA_WITH_AES 128
TLS_DHE_RSA_WITH_AES

CBC_SHA384
CBC_SHA
C_SHA
{_AES_128_ GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS ECDHE RSA WITH AES 128 CBC SHA
MNote that changing any of the aDOVE SETHiNgS MIGNE TESTArT SOME SErVICes I the Vanti Policy Secure.

‘Save Changes

Optionally, you may check log to confirm NDcPP mode is enabled.
Navigate to System > Log/Monitoring > Admin Access > Logs and Check for the logs mentioned in Audit

logs section NDcPP mode enabled.

In NDcPP mode, the RNG is not configurable and there are no instances when key destruction could be delayed.

3.12 Disable NDcPP mode via the Console

NDcPP mode may also be configured via the console. On the initial console screen, press 8
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This 1s notice and consent warning message.Authorized users only.

Please input an administrator username and password.
Admin username: admin
Password:

Current version: 22.2R3 (build 937)
Rollback version: 22.2R3 (build 893)
22.1R1 (build 421) Ivanti Connect Secure
22.1R1 (build 211) Ivanti Policy Secure

Reset version:

Licensing Hardware ID: 0461MPQBAGQX71VGE
Serial Number: 0461102021109917

Please choose from among the following options:

1. Network Settings and Tools
Create admin username and password
Display log/status
System Operations
Toggle password protection for the console (0On)

eate a Super Admin session
System Maintenance

8. Turn off NDcPP Mode and reset encryption strength for SSL

11. Exit Serial Console Session

Choice: 8J

N O U R WN

Pressing 8 will disable the NDcPP mode of operation.

3.13 Configure Inactivity Timeout Period

1. Navigate to Administrators > Admin Roles > <Role Name> > Session Options

Ivanti Policy Secure

- a
I va nt I System  Authentication Users  Endpoint Policy  Maintenance ~ Wizards v
Admin Roles > Admi Session Optons

Session Options

Save Changes
Session lifetime

*Max_Session Length]| 21 iminutes

2. Under the ‘Session lifetime’ section, enter the Idle timeout in minutes.

To log out of the web administrative session, on any screen click on the “Logout” link at the top right of the
screen. After the inactivity is triggered, the administrative session will be terminated.

This configured timeout period applies to both remote GUI sessions and the local console sessions.

3.14 Terminating a GUI Session

To log out of the web administrative session, on any screen click on the “Logout” link at the top right of the
screen.
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Ivanti Policy Secure

Help

Guidance

v Refresh: eamrds 1 Select list of graphs Chans Per Row. 3 - ——

22 2R3 (build

1nl10

ond Package 937) 17%
Logging Disk

Uptime System Version Licenses used
34 days, 1 hour, 26 minutes, 26 seconds
Last Config Update
Mon Mar & 131443 2023

Critical Events Timeframe Dﬂays 13 Note: Max 100 ew st Updated: 2023-03-06 01:29.53 PM
System Date & Time £d .
2023-03-06 012650 PM -

Tmsamp ossage
Logging Disk: 17% Fu

3.15 Configuring authentication lockout

Authentication failure lockout is configured on the Administrator Web Console. Perform the following,

1. Navigate to Authentication > Auth Servers > Administrators > Settings

Ivanti Policy Secure

[ a
Iva ntl System  Authenticatior Administrators ~ Users  Endpoint Policy ~ Maintenance ~ Wizards v

Legacy Hash

v Password Management

2 Allow us

Note

Jse options of

v ‘Account Lockout

On this screen the number of attempts, and the lockout period is specified.

Maximum wrong password attempts should be configured to be 3 and above (Max 10).

If the user enters an incorrect password the configured number of times, the user is locked out
they cannot login through any remote interface on the TOE.

The lock out time is configurable between 10 minutes to 999 minutes. When the lockout time has
expired, the administrator is allowed to authenticate to the TOE again.

Lockouts are not enforced on the TOE’s console interface. This ensures that authentication failures
cannot lead to a situation where no administrator access is available.

Additionally, the following settings determine how failed sign-in attempts are handled. When the number of
allowed attempts is exceeded, the IP address that is used for signing-in will be temporarily locked to prevent
automated sign-in attacks.
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Navigate to Configuration > Security > Miscellaneous

n b |
Ivantl System  Authentication  Administrators ~ Users Endpoint Policy ~ Maintenance ~ Wizards

Configuration > Security > Miscellaneous

Miscellaneous

Configuration
Security

Licensing Certificates DMI Agent Client Types SAML Guest Access Advanced Networking Notification

Health Check Options ~ Miscellaneous  Advanced

Inbound SSL Options  Outbound SSL Options

Delete all cookies at session termination

For convenience, some persistent cookies (the last realm cookie and the last sign-in URL cookie) are set on the user's machine. If you desire additional security or privacy, you may choose to not set them
() Delete all cookies at session termination (maximize security)
@ Preserve cookies at session termination (maximize usability)

Lockout options
The following settings determine how failed sign-in attempts are handled. When the number of allowed attempts Is exceeded, the IP or MAC address that is used for signing-in will be temporarily locked to prevent automated sign-in attacks.

21 547 Initial trigger of failed attempt

Attempts

Lockout period: minutes (1-10080 minutes)

Note: Login attempts, and Lockout period should be same for both the settings

3.16 Import Trusted Client CA
Trusted Client CA is required to validate the client certificate that is used by the TOE to authenticate to syslog

server.

On Administrator Web Console,

1.

Navigate to System > Configuration > Certificates > Trusted Client Cas

Ivanti Policy Secure

u a
I va n t I System Authentication Administrators Users Endpoaint Policy Maintenance Wizards

Configuration > ates > Trusted Client CAs

Trusted Client CAs

Configuration

Cenificates

Licensing Secunty DMI Agent Client Types SAML Guest Access Advanced Networking Notification

Device Certificales  Trusted Client CAs  Trusled Server CAS  Clienl Auth Certificates  Certificates Validity Check

+ Port Selection for OCSP and CRL Traffic

Intemal Port 5 External Port @ Management Port

Note. Port Selection settings are node-specific. Please configure the setlings individually for diflerent nodes In cluster

Users can be required to present valid client-sida certificates to sign in{see the realm-specific C

Autc-import options... J| Praxy Seftings... | Import CA Certificate...

10 ~  records per page

cate Authantication Policy page). Specify trustad certificate authorities

@  Trusted Client CA Trusted for client authentication?  Valid dates Status checking

Click Import CA Certificates... to import CA or Chain of CAs one by one as explained below in different

Screenshots.



= =
I va n t I System  Authentication ~ Administrators ~ Users  Maintenance ~ Wizards

Gonfiguration > Ce

tes > Trusted Client GAs > Import Trusted Client CA

Import Trusted Client CA

w Certificate file

Import from [EGIEEECM  No file chosen

+ Import Trusted Client CA?

Import Certificate

Configuration guide for Ivanti Policy Secure

Click on Browse and select the certificate, then click on Import Certificate

. a
Ivantl System  Authenlicalion ~ Administrators ~ Users  Endpoint Palicy ~ Maintenance

fion > Cr t CAs = Import Trusted Client CA

Import Trusted Client CA

v Certificate file

+ Import Trusted Client CA?

a
ivant| System

Import Certificate:

Authentication

o fient CAs > Import Trusted Client CA

Import Trusted Client CA

¥ Certificate file

v Import Trusted Client CA?

Import Certificate

@ open
- © 4 1« Projects > Ivami Policy Secure » Cents
Organize ~  New folder

- Name
B owndloud - Rubar ane

= This PC LR
3D Obj n e
3D Objects
#3008 o ICA-RactF
I Deskiop # ICA-RootF
7 Documents £ 58000
# Downloads £ 154-6000 (1)
$ Music i} wanti
= Pictures (¥ missingaC
[ videos Modchain
ModICA

&9 Windows (C)
v <

File name: | ca-root

Wizards

Search

Al files

Cancel

Administrators

Users Endpoint Policy Maintenance

Wizards

4. The imported trusted client CA is shown in the Trusted Client CAs table

Ivanti Connect Secure

v

Ivanti Policy Secure

Ivanti Policy Secure
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Ivanti Policy Secure

[ ]
I va nt I System Authentication Administrators. Users Endpoint Policy Maintenance Wizards

icales = Trusled Client CAs

Trusted Client CAs

p Configuration
Centificates
Licensing Security OMI Agent Client Types SAML Guest Access Advanced Networking Notification
Trusted Server CAs  Clent Aulh Cerficates ~ Centificates Validiy Chieck

Device Certificates

+ Port Selection for OCSP and CRL Traffic

External Port @® Management Port

© Intemal Port o
nodes in cluster

-specific. Please configure the setings ind

saily for diff

Nate: Port Selection setings are

Save

Users can be required to present valid client-side certificates to sign in(see the reaim-specific Certificate Authentication Policy page). Specify trusted cerlificate authorities.

Auto-import options... [| Proxy Settings... || Import GA Certificate...

10 ~  records per page
Trusted Client CA Trusted for client authentication?  Valid dates Status checking

Yes 2022107125 - 202307125 None

Hcacot
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3.17 Import Trusted Server CA

Trusted Server CA is used in two situations:

e Tovalidate the device certificate that is generated for TLS handshake when a TLS client is connecting to
the TOE.

e Tovalidate the server certificate received in TLS handshake when the TOE connects to syslog server.
On Administrator Web Console,

1. Navigate to System -> Configuration -> Certificates -> Trusted Server CAs.

- 1 Ivanti Policy Secure
Iva ntl System Authentication Administrators Users Endpoint Policy Maintenance Wizards v

tes > Trusted Server CAs

Trusted Server CAs
F Configuration
Uoensng  secunty m OMAgent  CeTypes  SAMU  GuestAccess  AdvncedNebworeng  Notcaton

i cales  Certificate

Web servers with certificates issued by one of the follow are considered trusted

import Trusted Server GA... M Resel Trusled Server CAs.. Show only expired CAs
10 + |records per page Search

Q@ Trusted Server CA Valid dates
(& Buypass Class 2 Root CA 201010126 - 204010/26
= Balt rTrust - 2025005112

(B Autoridad de Certificacion Firmaprofesional CIF AB2634088 20 - 203012131

BAT 201B/0517 - 2036111119
BEBAw 20110777 - 203012731

B Amazon Root CA 4 2015/05/26 - 2040/05/26
] cA3 2015/05126 - 2040/05/28

B Amazon Root CA2 2015/0526 - 2040/05/26

2. Click on Import Trusted Server CA
3. Onthe Import Trusted Server CA screen, click on Browse, import the Root CA certificate file

B = Ivanti Policy Secure
Iva n tl System Authentication Administrators Users Endpoint Policy Maintenance Wizards v
Igura > Certficates > Truste r CA > Import Trusted Server CA
€@ open x
Import Trusted Server CA
« = Wanti Folicy Secure > Certs > ISA B0 v o
Organize = New folder - m @
W Certificate file
% This PC e _ .
9 Desitop o 15ABO00-client
o 15A8000-csr
Documents
 Import T rver CA?
port Trusted Server C. .

& Downloads

ol Root-CA 5-02-2023 11:4
= fwes # Root-IcA
IR vigeos Root-ICA
28 Windows (C) # RootIcA2
- New Volume (D: Root-ICA2

v < >

File name: | Root-CA o] | fites

4. Once CA or CA Chain is Imported, click Done
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- a1 Ivantl Policy Secure
lva ntl Syste Authentication  Administrators ~ Users  Endpoint Pelicy ~ Maintenance  Wizards v

Trusted Server CA

Note: To import CA Chain, all Sub CAs must be imported one by one.

5. The CA Common Name of the imported trusted server CA should be seen in the Trusted Server CA
table on screen System > Configuration > Certificates > Trusted Server CAs.

L] a Ivanti Policy Secure
ivan t I svstem  Auenicaon  Administators  Users  EndpointPoliey  Maintenance  Wizards v

d Server CAs

Trusted Server CAs
y Configuration
Lice Sacuty DMiAgens  GusstAccass  AmancsdNenorking  Notfiaton

Import Trusted Server CA... m Reset Trusted Server CAs... Show only expired CAS
@  Trusted Server CA Valid dates
B RootcA 2022/07/25 - 2023/07/25

Set User Account Password

3.18 Device Certificates

Device certificate needs to be configured for the TOE to use in TLS handshake when a TLS client connects to the
TOE.

The TOE supports RSA device certificate and ECC device certificate. If the generated device certificate is RSA,
then the following ciphersuite are supported:

e TLS_RSA_WITH_AES_128 CBC_SHA
e TLS_RSA_WITH_AES_256_CBC_SHA

e TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA

e TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

e TLS_RSA_WITH_AES_128 CBC_SHA256

e TLS_RSA_WITH_AES_256_CBC_ SHA256

e TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
e TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

Key establishment is not configurable when RSA device certificate is installed. The TOE is capable of negotiating
an ECDHE or RSA key establishment.

When the installed device certificate is an ECC certificate, the following ciphersuites are supported:
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e TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

e TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
e TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
e TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

Only ECDHE key establishment is used when an ECC device certificate is installed.

36



3.18.1 Generate RSA or ECC Certificate

On Administrator Web Console,

Ivanti Policy Secure configuration guide

1. Navigate to System > Configuration > Certificates > Device Certificate

2. Click on New CSR...

Authentication  Administrators ~ Users  Endpoint Policy

ivanti -~

e Certiicate

Icensing Secuny

SAML

Client Types Guest Access.

m Do

Import Certificate & Key. M

) Cenficate issued to

tooooooo

Fill in CSR fields:

ivanti -

HNew Certificale Signing Request

Authentication Administrators Users Endpoint Policy

ate Signing Request

Use this page to create a new Cerlificate Signing Request (GSR) to send to your Gerfficate Authority of choice.

Email Address:

Key Type
Key Length 1024 | bits
2048

Please enter some randem char 3972 system's random key generator. We
ecommend that you enter approximately twenty characters

Random Data |

Create CSR

Maintenance

Wizards

Aavanced Networking

Valid Dates

0ct 21 13201

Maintenance

22 GMT to Jul 25 06

2022 GMT 10 Jul 25 0614

Ivanti Policy Secure

Notification

Used by

Ivanti Policy Secure

Wizards

Common Name: The fully qualified domain name (FQDN) for your web server. This must be an exact

match. Eg: secure.ivanti.com

Organization Name: The exact legal name of your organization. Do not abbreviate your organization

name. Eg: acumensecurity.pvt.ltd

Org. Unit Name: Section of the organization, can be left empty if this does not apply to your case. Eg:

cc

Locality: The city where your organization is legally located. Eg: Rockville

State: The state where your organization is legally located. Must not be abbreviated. Eg: Maryland

Country: The two-letter ISO abbreviation for your country. Eg: US
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Email Address: The email address used to contact your organization. Eg: test@ivanti.com

Key Type: Public/Private Key Pair Type.

To generate RSA device certificate, click on RSA radio button, then select 2048 bits or 3072 bits as
Key Length. Optionally, Random Data can be entered for generating Key Pair.

To generate ECC device certificate, click on ECC radio button, select P-256 or P- 384 as ECC Curve.
Optionally, Random Data can be entered for generating Key Pair.

See below for ECC device certificate request screenshot:

Ivanti Policy Secure

= a
Ivantl System  Authentication  Administrators  Users  Endpoint Policy  Maintenance  Wizards i

o ertificates > New Certficate Signing Reguest

New Certificate Signing Reques|
Use this page to create & new Certif

Common Name: secure? ivanti con
g com)
e

Org

Signing Request (CSR) to send to your Certificate Authority of chaice

|

Country (2 letter code): [ |
i, US,

Org. Unit Name;
(e.q., IT Group)
Loc:

s
Email Address [[rest@nantcom
Key Type:
ECC Curve p-256 »
| P26
P-384
Create CSR

Click on Create CSR

Ivanti Policy Secure

u a
Ivantl System  Authentication  Administrators  Users  Endpoint Policy ~ Maintenance  Wizards v

@ C5R created successfully
The certficate approval proce

below for instructions on s¢
s icate from

to import the certificate to complete this process.
anfguration > Pending Certiicate Signing Request
Pending Certificate Signing Request

CSR Details
c ame:

Back & Centficate:
Stepi.  Send CSR to Centificate Authority for signing

To sem CSR fo ficate Authority (GA), you need to copy the encoded text below, indluding the BEGIN and END lines, and submit it to the CAin one of the following ways:
. le and attach it to an email message to the CA

StepZ.  Import signed cenificate
When you receive the signed certificate fike from the CA, select it below and click Import. This vill add the signed certificale and remove this pending CSR.

Import

Copy CSR content shown in the text field. Send CSR to Certificate Authority for signing to generate
a certificate.
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Back to Device Certificates

Step1.  Send CSR to Certificate Authority for signing
To send the C3R to a Certificate Authority (CA), you need to copy the encoded text below, including the BEGIN and END lines, and submit it to the CA in one of the following ways:

« Save the text as a cert file and attach it to an email message to the CA
« Paste the text into an email message to the CA
« Paste the text into @ Web form provided by the CA

Note: Manage the CSR process carefully. If you submit more than one CSR to a CA, you may be billed for each CSR.

——BEGIN CERTIFICATE REQUEST-— -
MIIDITCCAQKCAQAWIZEXCZAJBINVBAY TAIVTMREWDWYDVQQIDANNYX
J5DGFUZDES
MBAGA1UEBwwJUMYja3ZpbGXIMREWHQYDVQQKDBZNYVIZWSZZWNIC
mi0eS5wanQu

%

Navigate to System > Configuration > Certificates > Device Certificates and click on Pending CSR
link in the table at the bottom of the screen.

Ivanti Policy Secure

L a
lva n t l System  Authentication ~ Administrators ~ Users  Endpoint Policy  Maintenance ~ Wizards v
Ucensng seursy OuiAgen  ChemTpes  saw GuestAcoess  AavncedNeworing  Netfcaton

Serve

Cient CAs T Clent Auth Cart

Specify the Device Certficate(s). If you don't have a certificate yet, you can creale a CSR and import the resulting signed centificate. If necessary, you can add custom Inter

Import Certificate & Key...

@  Cerificate ssued to Issued by Valid Dates Used by
O EISAS00R ICA Sep 12 10:16:00 2022 GMT to Jul 25 061400 2023 GMT
O B4 ICA Feb 9 10:09:00 2023 GMT to Jul 25 08:14.00 2023 GMT
O EISABDDICSR acumen com ICA Oct 6 135300 2022 GMT to Jul 25 06:14:00 2023 GMT
o B vanti acumen com ivanti acumen com Jul 22 07:02:11 2022 GMT to Jan 12 07.02:11 2028 GMT
O  Blcaroot caroot Jul 25 06:14:00 2022 GMT to Jul 25 06-14:00 2023 GMT

B4 A Jul 26 12:50:00 2022 GMT to Jul 25 06:14:00 2023 GMT <Management Port>
O B secure ivanti com ICA Oct 21 13:20:00 2022 GMT to Jul 25 06:14:00 2023 GMT
O Aica caroot Jul 25 06:14:00 2022 GMT to Jul 25 06:14:00 2023 GMT
C CA-CRL3C Oct 7 13:23:00 2022 GMT to Oct 7 13:23:00 2034 GMT

Previous - Mext
=)

@  Gerlificate Signing Requests Crealed

[ Pending CSR for securet ivanti com 3812023 125224

On the Pending Certificate Signing Request Page, in the expanded Import signed certificate
section, click on Browse to select the certificate file.

- a Ivanti Policy Secure
Ivantl System  Authenfication  Administrators  Users  Endpoint Policy  Maintenance  Wizards '

Canfiguration > Pending Certficate Signing Request
Pending Certificate Signing Request
CSR Details
Common Name: secure. vant com
Created 282023 125024

Org Name:  acumensecy

y PV g Locaity: Rockville
State: Maryland
Couny US

Org. Unit Mame: CC
Email Address @ivanti com
Key Size 2048 bits

Back to Device Cerlificates
Step 1. Send CSR to Certificate Authority for signing
To send the CSR to a Certificate Authority (CA), you need to copy the encoded lext below, including the BEGIN and END lines, and submil it to the CA in one of the following ways
« Save the text as a cer file and attach it to an email message 1o the CA
« Paste the text into an email message to the CA
« Paste the text into @ Web form provided by the CA

Note: Manage the CSR process carefully. If you submit mora than one CSR to a CA, you may be billed for each CSR

——BEGIN CERTIFICATE REQUEST—
MIDITCCAGKCAQAWGZEXCZAIBGNVBAY TAN TMREWDWY DVQQIDANNYXJS
bGFUZDES

wwnd UmBjadZ pbGxIMREWHRY DVAQKDBZhY IVIZWE2ZZWN 1cm

Step2.  Import signed certificate
When you receive the signed certificats fila from the CA, select it below and click Import. This will add the signed certificate and remave this pending CSR

RN ... Jeese—

Click on Import
The new certificate is shown in System > Configuration > Certificates > Device Certificates
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- a Ivanti Policy Secure
Ivant I System Authentication Administrators Users Endpoint Policy Maintenance Wizards
anfiguration > Ce

es > Device Certificate

Device Certificate

Licensing Security DMI Agent Client Types SAML Guest Access Advanced Networking Notification
dCientCAs  Trusted Serv

erCAs  Client Auth Certificates  Certificatess Validity Check

Specify the Device Certficata(s). If you don't have a certificate yet, you can create a CSR and import the resulting signed certificate. If necessary, you can add custom Intermediate CAs.

impor Ot & ey

B ot prpoe N
@  Cerlificale issued to Issued by Valid Dales Used by
0 BEIsABODIR ICA Sep 12 10-16:00 2022 GMT to Jul 25 06:14:00 2023 GMT
O B1o1470 ICA Feb 0 10:00.00 2023 GMT 10 Jul 25 06:14 00 2023 GMT
O Elsecuret ivanticom IcA Mar B 13:03.00 2023 GMT la Jul 25 06:14.00 2023 GMT
BEI1SAB000CSR acumen com ICA

Oct 6 1353 00 2022 GMT to Jul 25 0614 00 2023 GMT

10. Click on the certificate name that was created.
11. The Certificate Details screen is shown, in the expanded Present certificate on these ports

section,

select <Internal Port> in the left panel that is labelled Internal Virtual Ports, click on Add > to map

it to the new device certificate.

12. If the <Internal Port> is not available in the left panel that is labelled Internal Virtual Ports, then the
internal port is already mapped to a different device certificate, please see NOTE on instructions to

remove the internal port from the currently mapped device certificate.

a = Ivanti Policy Secure
Iva nt I System  Authentication ~ Administrators ~ Users  Endpoint Policy ~ Maintenance ~ Wizards
ertificates > Centificate Details
Certificate Details
¥ Centificate

Issued To: » securel ivanti com
Issued By:» ICA

Valid: Mar B 13:03.00 2023 GMT to Jul 25 05:14:00 2023 GMT
Details:  » Cther Certificate Details
Download

+ Present certificate on these ports

Select the internal and external virtual ports that will present this certificate

internal Virtual Ports Selected Virtual Ports
<iermal Por>
Remove

External Virtual Ports: Selected Virtual Ports

<External Port>

WVian Ports Selected Vian Ports

13. Click on Save Changes, the selected port in step 11 is shown in the Used by field for the new
certificate.

u a
I Va n t I System  Authentication ~ Administrators ~ Users  Endpoint Policy ~ Maintenance Wizards

iguration > Certificates > Device Certificate
Device Certificate
Licensing Security DMI Agent Client Types SAML Guest Access Advanced Networking Notification
Device Certficates  Trusted ClleniCAs  Trust CAs  Clent Aulh tes Check

Specify the Device Certificate(s). If you don't have a certificate yet, you can create a CSR and import the resulting signed certificate. If necessary, you can add custom Inermediate CAs.
Import Certificate & Key... Delete...

10 ~  records per page

Ivanti Policy Secure

Search

@  Caertificate issued to

Issued by Valid Dates Used by
E15A5000R ICA Sep 12 10-16:00 2022 GMT to Jul 25 061400 2023 GMT

O Ewiar ICA Feb 9 100800 2023 GMT to Jul 25 06:14.00 2023 GMT
Elsecuret ivanti com IcA Mar 8 13:03-00 2023 GMT fo Jul 25 081400 2023 GMT  <Interal Port>
B15AB000CSR acumen.com ICA

Oct 6 13:53.00 2022 GMT to Jul 25 06:14.00 2023 GMT
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If the internal port is already mapped to a different device certificate, do the following:

a) Click the device certificate that is mapped to the internal port and select <Internal Port> from
Selected Virtual Ports box.

- n Ivanti Policy Secure
Iva nt I System  Authentication  Administrators ~ Users  Endpoint Policy — Maintenance  Wizards v
Certifica

es > Gerlificate Details

Certificate Details
~ Centificate

Issued To: b secure ivanti com
Issued By:» ICA
Valid: Mar 8 13
Details:  » Other
Download

03:00 2023 GMT 1o Jul 25 06:14.00 2023 GMT
Certificate Details

+ Present centificate on these ports
Select the internal and external virtual ports that wil present this certificate:
ntemal Virtual Ports, Selected Virlual Ports

sl < intermal Port>

7
:

External Virtual Ports Selected Virual Ports
Remove
Vian Ports, Selected Vian Ports:

b) Click on Remove to unmap the device certificate from the Internal port and Save Changes

a = Ivanti Policy Secure
I va n t I System  Authentication  Administrators ~ Users  Endpoint Policy ~ Maintenance ~ Wizards v
Certificat

es > Centificate Details

Certificate Details

~ Certificate

Issued To. cure. ivanti.com

Issued By:

Valid: Mar 8 13 0 )23 GMT to Jul 25 06.14:00 2023 GMT
Details: ¥ Qther Certificate Details

Download

¥ Present certificate on these ports
Select the internal and external virtual ports that will present this certificate

Internal Virtual Ports Selected Virual Ports

itermatPort
External Virtual Ports

<Extorna Port>

Selected Virual Ports

Vian Ports Sealected Vlan Ports:

3.19 Configure Secure Channel to Syslog Server

The evaluated configuration uses TLS to protect the communications between the TOE and the external

audit storage (Syslog) server. To configure the secure channel from the TOE to Syslog Server, the following
configuration is required:

e Atrusted server CA needs to be imported into the TOE which is used to authenticate the Syslog

server. Refer the section Import Trusted Server CA on importing the trusted server CA for
communication with Syslog server.
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e ARSA 2048/3072 client auth certificate needs to be imported in order to authenticate to the Syslog
server. Refer the section Import Client Auth Certificate.

e Atrusted client CA must be imported to validate the client auth certificate. Refer the section Import
Trusted Client CA for instructions to import a trusted client CA.

If the TLS connection unintentionally broke, TOE automatically reconnects following an exponentially
increasing timer. The reconnect timer starts at 15 seconds and doubles after each failed to reconnect
attempt until reaches 15 minutes, and TOE continuously reconnects at 15-minute intervals.

3.20 Import Client Auth Certificate

Client auth certificates are used for mutual authentication.

Follow instructions below to import a RSA 2048/3072 Client Auth Certificate into the TOE.

On Administrator Web Console,
1. Navigate to System > Configuration > Certificates > Client Auth Certificates

Ivanti Policy Secure

] a
I va nt I Syster Authentication Administrators Users Endpoint Policy Maintenance Wizards v
’ Client Auth Certiicates
Client Auth Certificates
Licensing Security DMI Agent Chent Types SAML Guest Access Advanced Networking Notfication
Specity the Client Auth Certificate(s) If you don't have a certificate yet, you can create a CSR and import the resulting signed certificate. If necessary, you can add custom Intermediat
import Certificate & Key... w
@  Cerificate issued to Issued by Valid Dates
B 1SAB000R MA ca-root Sep 23112
Be ! N
B clientert cor Aol
B vanti acum

2. Click on Import Certificate & Key...
3. Follow instructions on Import Certificate & Key screen to import the client auth certificate.

- = Ivanti Policy Secure
Iva nt I System Authentication Administrators Users Endpoint Policy Maintenance Wizards v

25 > Import Certificate and Key

Impo ificate and Key
Use one of the forms below ta import an existing certificate and its corresponding private key. If the files are encrypted, you will also need to specify the password

* If centificate file includes private key

* If centificate and private key are separate files

Certificate File No file chosen

Password Key

Import

* Import via System Configuration file

CSRs will be imporied and added to the existing certficates and CSRs

Password

Al Clien

4. The imported certificate should be shown in the table in System > Configuration > Certificates>
Client Auth Certificates screen.
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Configuration > Certificates > Client Auth Certificates

Client Auth Cerlificates

Licensing Security Certificates

Device Certficales  Trusted Client CAs  Trusted Server CAS

DI Agent Client Types SAML Guest Access

Client Auth Certficates  Cenficates Valany Chieck
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Notification

Specify the Client Auth Cerlificate(s).If you don't have a cerificate yet, you can create a CSR and import the resuiting signed certificate. If necessary, you can add custom Intermediate CAs

Import Certificate & Key... w

@ Certificate issued to
O BlISAG000R MA
B ec_ivanti acumen
Bl clientcrl.com
Blivanti acumen.com
B1SA60003C
O BEISAGI00RMA
B15AG000cri2
B ISAGO00EC. acumen. com
O  Eisas000EC

B15A6000cr

v o

Issued by
ca-root

ICA
ICA-root-ec
ICA
ICA-CRL3C
ca-root
ICA-CRL2
ICA-ec
ICA-roat-ect

ICA-CRL1

3.21 Configuring Syslog Server

Valid Dales

Sep 23 11:27:00 2022 GMT to Jul 25 06:14:00 2023 GMT
Sep 28 07:27-00 2022 GMT to Jul 25 06:14:00 2023 GMT
Oct 11 08:10°00 2022 GMT to Oct 11 07:48:00 2023 GMT
Aug 5 05:57:00 2022 GMT fo Jul 25 06:14:00 2023 GMT
Oct 14 06.45.00 2022 GMT to Oct 14 06.45:00 2023 GMT
Sep 23 11:04:00 2022 GMT to Jul 25 06:14:00 2023 GMT
Oct 10 09.37.00 2022 GMT to Oct 10 09.37.00 2023 GMT
Oct 7 06:32:00 2022 GMT to Jul 25 06:14:00 2023 GMT
Oct 11 09:49.00 2022 GMT to Oct 11 07.48:00 2023 GMT

Oct 10 07.06.00 2022 GMT to Oct 10 07.06.00 2023 GMT

The Syslog server can be configured for event log, admin access log and User access log.

3.21.1 Configure Syslog Server for Event Log

To configure Syslog server settings for event logs, navigate to System > Log/Monitoring > Events > Settings.
Configure parameters based on below evaluated settings:

Table 3 - Event Log Parameters

PARAMETER SELECTION

Maximum Log Size

Max Log Size

1 MB (up to 500 MB)

Select Events to Log

Connection Requests

Enable

System Status

Enable

System Errors

Enable

Rewrite Enable
Statistics Enable
Performance Enable

License Protocol Events

Disable

Reverse Proxy

Enable

Syslog Servers

See Section Configure Syslog Server Parameters

3.21.2 Configure Syslog Server for Admin Access Log

To configure the Syslog server for admin log, navigate to System > Log/Monitoring > Admin Access >

Settings.

Select the following settings for the Admin Access logging options in the evaluated configuration:
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Table 4 - Admin Access Log Parameters

PARAMETER SELECTION

Maximum Log Size

Max Log Size 200 MB (up to 500 MB)
Select Events to Log

Administrator changes Enable

Administrator logins Enable

License changes Enable

Syslog Servers

See Section Configure Syslog Server Parameters

3.21.3 Configure Syslog Server for User Access Log

To configure Syslog server for admin log, navigate to System > Log/Monitoring > User Access > Settings

Select the following settings for the Admin Access logging options in the evaluated configuration:

PARAMETER SELECTION

Table 5 - User Access Log Parameters

Maximum Log Size

Max Log Size 200 MB (up to 500 MB)
Select Events to Log

Login/logout Enable

SAM/Java Disable

User Settings Enable

Meeting Events Disable

Client Certificate Enable

Active Sync Proxy Disable

IF-MAP Client User Messages | Disable

Pulse Client Messages Disable

HTML5 Access Disable

Web Requests Enable

File Requests Enable

Meeting Disable

Secure Terminal Enable

VPN Tunneling Enable

SAML Disable

Syslog Servers See Section Configure Syslog Server Parameters

3.22 Configure Syslog Server Parameters

In the Syslog Servers expanded section, enter information as stated in table below:

PARAMETER
Server name/IP

This should match with the common name of the TLS Syslog server

Table 6 - Syslog Server Parameters

SELECTION
Fully qualified domain name or IP address for the syslog server.

certificate.

44



Ivanti Policy Secure configuration guide

Facility Syslog server facility level (LOCALO - LOCAL?7).

Chose the option that is appropriate based on your Syslog
configuration.

Type TLS
Client Certificate Select the client auth certificate imported in Import Client
Auth Certificate to authenticate to the syslog server.
Filter Standard (Default)
. " iant Polcy Secure
lvantl Authentication  Administrators  Users  Endpoint Policy  Maintenance  Wizards v

MDM API Trace

Attribute Server Events

Syslog Servers

Events are logged locally. You can also log them to one or more external Syslog servers

) Server name/lP Facility Type Client Certificate Filter Source Interface

[ LOCALO - uoP v Sele © Standard: Standard (defaulty v Global ~ m

=
Click on Add and then Save Changes.

By default, the TSF allocates 200 MB to local audit storage; however, the administrator can configure the
amount of space allocated to local audit storage, up to 500 MB. The TSF divides the local audit storage
between two audit files. When the current audit file reaches capacity; the TSF deletes the inactive log file,
creates a new log file, switches logging to the new log file, and generates an audit log indicating that a log
file reached capacity.

When reached 90% of configured “Max Log Size (MB)”, a log message is audited.

The TSF protects audit data from unauthorized modification and deletion though the restrictive
administrative interfaces. The filesystem of the TSF is not exposed to the administrative user over the
HTTPs GUI or the local CLI. The administrative user must be positively identified and authenticated prior to
being allowed to clear the local audit log or change audit settings. Logs are sent to the syslog server in real-
time, that is when an audit event is generated, it is simultaneously sent to the external server and stored
locally.

The TSF establishes reference identifiers for the remote server as follows:

e When the server is specified using a domain name, the TSF verifies that the domain name matches
a Subject Alternative Name DNS Name field in the certificate using exact or wildcard matching
specified in Section 3.1 of RFC 2818. If the certificate does not contain any Subject Alternative
Name fields, the TSF matches the domain name against the Common Name in the certificate.

e When the server is specified using an IP address, the TSF verifies that the IP address exactly
matches a Subject Alterative Name IP Address field in the certificate using the rules specified in
Section 3.1 of RFC 2818. If the certificate does not contain any Subject Alternative Name fields, the
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TSF matches the IP address against the Common Name in the certificate.

e When the reference identifier is an IP address, the TOE converts the IP address to a binary
representation in network byte order. IPv4 addresses are converted directly from decimal to binary
as specified in RFC 3986. The TOE compares the binary IP address against all the IP Address entries
in the Subject Alternative Name.

e The TSF does support wildcards but does not support certificate pinning and determines if the
certificate is valid for the specified server based on the DNS name or IP address of the server.
Wildcards are supported only at the left-most label of the identifier.

3.23 CRL checking configuration
3.23.1 Understanding CRL

A certificate revocation list (CRL) is a mechanism for canceling a client-side certificate. As the name implies,
a CRL is a list of revoked certificates published by a CA or a delegated CRL issuer. The system supports base
CRLs, which includes the company’s revoked certificates in a single, unified list.

Certificate Security Administration The system determines the correct CRL to use by checking the client’s
certificate. (When it issues a certificate, the CA includes CRL information for the certificate in the certificate
itself.) To ensure that it receives the most up-to-date CRL information, the system periodically contacts a
CRL distribution point to get an updated list of CRLs. A CRL distribution point (CDP) is a location on an LDAP
directory server or Web server where a CA publishes CRLs. The system downloads CRL information from the
CDP at the interval specified in the CRL, at the interval that you specify during CRL configuration, and when
you manually download the CRL. The system also supports CRL partitioning. CRL partitioning enables you to
verify portions of very large CRLs without spending the time and bandwidth necessary to access and
validate a very large CRL or collection of large CRLs. CRL partitioning is only enabled when you employ the
Specify the CDP(s) in the client certificates method (described below). In this case, the system validates the
user by verifying only the CRL specified in the client certificate.

Although CAs include CRL information in client-side certificates, they do not always include CDP information
as well. A CA can use any of the following methods to notify the system of a certificate’s CDP location:

e Specify the CDP(s) in the CA certificate—When the CA issues a CA certificate, it might include an
attribute specifying the location of the CDPs that the system should contact. If more than one CDP
is specified, the system chooses the first one listed in the certificate and then fails over to
subsequent CDPs, if necessary.

e Specify the CDP(s) in the client certificates—When the CA issues a client-side certificate, it might
include an attribute specifying the location of the CDPs that the system must contact. If more than
one CDP is specified, it chooses the first one listed in the certificate and then fails over to
subsequent CDPs, if necessary. When the system employs CRL partitioning and the client certificate
specifies only one CRL, it performs verification using only that CRL

e Require the administrator to manually enter the CDP location—If the CA does not include the CDP
location in the client or CA certificates, you must manually specify how to download the entire CRL
object. You can specify a primary and backup CDP. (Manually entering the CDP location provides
the greatest flexibility because you do not need to reissue certificates if you change the CDP
location.)

e The system compares the user’s certificate against the appropriate CRL during authentication. If it
determines that the user’s certificate is valid, the system caches the certificate attributes and
applies them, if necessary, during role and resource policy checks. If it determines that the user’s
certificate is invalid, if it cannot contact the appropriate CRL, or if the CRL is expired, it denies the
user access.
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e The system supports only CRLs that are in a PEM or DER format and that are signed by the CA for
which the revocations apply.

e The system only saves the first CRL in a PEM file.

e The TOE uses a CRLs to verify whether intermediate CA certificate has been revoked when
intermediate certificate is uploaded in TOE’s trust store.

e The TOE uses a CRLs to verify whether the leaf certificate has been revoked when a leaf certificate
is presented to the TOE as part of the certificate chain during authentication.

3.23.2 Enable CRL checking

1. Navigate to Configuration > Trusted Client CAs and select the port for CRL traffic
2. Click on Import CA certificate

a = Ivanti Policy Secure
Iva ntl Syst Authentication ~ Administrators ~ Users  Endpoint Policy ~ Maintenance  Wizards v

tes > Trusted Client CAs

Trusted Client CAs
p Configuration
“ernificates
consig  Secutty OMiAge  GuestAccess  AdancedNeworkng  Notficaton
Certficat sled Server CAS  Clenl Auth Cerbficates  Certifcales Valisiy Chec

+ Port Selection for OCSP and CRL Traffic

nternal Port External Port ® Management Port
Jsers can be required to present valid client. side certficates 1o sign in{see the reaim.specific Certicate Authentication Pobcy page). Specify tisted cerificats authorities
Proxy Settings. Import CA Certiicate. m
@ Trusted Clhient CA Trusted for client authentication? Vald dates Status checking

3. Click on Browse and select the certificate, click on Import certificate

[ h ] Ivanti Policy Secure
Iva nt I Syster Authentication ~ Administrators ~ Users  Endpoint Policy =~ Maintenance ~ Wizards v

import Trusted Client CA

+ Certificate fil
+ Import Trusted C A
Import Certificate

4. Once certificate is imported select Use CRLs(Certificate Revocation Lists)
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- " Ivanti Policy Secure
Ivantl System Authentication Administrators Users Endpoint Policy Maintenance Wizards v

T’ru;ted Cht‘?ni CA‘J
@ Successfully imported Trusted Client CA' Rool-CRL-CA
v Certificate
Issued To: »
Issued By:

Valid Date:
Details: » Othe

Jul 25 06:14:00 2023 GMT

¥ Client certificate status checking

None

@ Use CRLs (Certiticate Revocation Lists)

nherit from root CA

ate, based on the ISSUeF's Cerinc:

atus checking Configuration, and repeat up the chain untl reaching the root

erification of machine certificate v
te should 3150 be checked.

5. Click on Save changes

6. The certificate is not listed on the CRL. If the TSF has a cached response that has not expired, the
TSF uses the cached response in lieu of querying the CRL server.

7. Ifthe TSF cannot contact the CRL server or the server does not respond, the TSF logs the failure
and considers the certificate valid.

3.24 Removing Cached CRL Entry of CA Chain

Note: To remove cached CRL entry of CA Chain in lvanti Policy Secure, follow the sections Delete CA Chain
from trusted client CA and Delete CA Chain from trusted server CA.

3.25 Delete CA Chain from Trusted Client CA

1. Go to System > Configuration > Certificates > Trusted Client CAs
2. Select CA Chain one by one and Click Delete

Ivanti Policy Secure

[ b |
lvantl System  Authentication ~ Administrators  Users  Endpoint Policy ~ Maintenance  Wizards v

Configuration > Certificates > Trusted Client CAs

Trusted Client CAs

Configuration
Centificates
Lesnsg  Secuny OMiAen  GuesAcess  AmancedNewomng  Natfcaion
Device Cenificates  Trusted CRent CAS  Trusted Sever CAS  Client AU Cenlficates  Cenlficales Vaiily Check
~ Port Selection for OCSP and CRL Traffic
Internal Port External Port ® Management Port
Note: Porl Seleclion setiings are node-specific. Please configure the seflings individualy for different nodes in chuster
Save
Users can be required to present valid client-side ceriificales to sign infsee ihe realm.specific Cerlificate Autheniicaiion Policy page). Specily trusted cerlificate authorities

Proxy Settings... | Import CA Certificate... M
10 = 1ecords per page Search

@  Trusted Client CA Trusted for chent authentication? Valid dates Status checking
B Rooi-CRL-CA Yes 2022/07/25 - 2023107125 Use CRLs
u B Root-CRL-ICA1 Yes 2022/07/25 - 2023107125 Use CRLs

3. Confirm the delete by clicking Delete
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Ivanti Policy Secure

= a
I va nt I System  Authentication ~ Administrators ~ Users  Endpoint Policy ~ Maintenance ~ Wizards v

A Confirm Delete

Are you sure you want to delete following Trusted Client CA?

Root-CRL-ICA1

4. Repeat the Step 2 till all the CA Chain is Deleted

3.26 Delete CA Chain from Trusted Server CA

1. Go to System > Configuration > Certificates > Trusted Server CAs
2. Select CA Chain one by one and Click Delete

Ivanti Policy Secure

] a
I va n t I Syste Authentication Administrators Users  Endpoint Policy  Maintenance  Wizards v
2 ertifcates > Trusled Server CA

Trusted Server CAs

? Confiquration
Centficates

e N I [

ervers with certificates issued by one of the fallowing CAs are co

Import Trusted Server CA... Reset Trusted Server CAs... Show only expired CAs
@ Trusted Server CA Valid dates
B Rool.CA 022107125 - 202307725

3. Confirm the delete by clicking Delete

Ivanti Policy Secure

= b |
I va nt I System  Authentication ~ Administrators ~ Users  Endpoint Policy = Maintenance ~ Wizards v

A\ Confirm Delete

Are you sure you want to delete following Trusted Server CA?

Root-CA

[ e | Corcel ]

4. Repeat Step 2 and Step 3 till all the CA Chain is Deleted

3.27 Zeroization process

The HTTPS/TLS Private Host Key and the Syslog/TLS Private Client key are zeroized from the disk
when the Security Administrator deletes the key, replaces the key, or zeroizes the entire TOE.

The TSF zeroizes the HTTPs/TLS Private Host Key and the Syslog/TLS Private Client key on the hard
disk drives by overwriting the file location with data from /dev/random three times. Each overwrite
calls /dev/random ensuring that a different pseudo random pattern is used each time.

HTTPS/TLS keys are zeroized from RAM when the HTTP or Syslog process terminates. The TLS
Session keys are zeroized from RAM when the associated TLS session is terminated.

The DRBG state and all ephemeral keys are zeroized when the TSF is shutdown, suffers loss of
power, or restarted. The TSF zeroizes keys in RAM by writing zeros to the memory location one
time and performing a read verify to ensure that the memory location was set to all zeros. If the
read verify fails, the TSF repeats the zeroization process.

The above key destruction methods apply to all configurations and circumstances, except one. The
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only situation where the key destruction may be prevented would be if the system suffers a crash
or loss of power. This situation only impacts the keys that are stored on the disk. Since the TOE is
inaccessible in this situation, administrative zeroization cannot be performed. However, all keys on
the disk are protected because the TOE enables full disk encryption by default.

4. Self-Test

Hardware and software system integrity self-tests execute automatically at system boot-up time. No user
intervention is required.

The TSF performs the following hardware self-tests at power-on:

BIOS checks at power-on
o Verify boot block checksum.
o Verify main BIOS checksum.
o Check CMOS diagnostic byte to determine if battery power is OK and CMOS checksum is OK.
o Verify CMOS checksum manually by reading the storage area. If the CMOS checksum is bad,
update CMOS with power-on default values and clear passwords.

The BIOS checks and the successful use of the hardware to perform cryptographic operations provide
basic assurance that the hardware is working properly.

If any of the tests fail, the TOE does not power up. When this happens, the administrator should shut
down the TOE and contact Ivanti Policy Secure customer support.

File integrity check at power-on
o RSA 2048 SHA-512 digital signature verification of the manifest file. The manifest file
contains a list of all executables that are part of the TSF
o SHA-256 integrity check of each executable file in the TSF using the pre-calculated hashes
from the manifest file.

Successful completion of the file integrity check provides assurance that the firmware has not
tampered.

If the executable software integrity check fails, the TOE generates a log entry “Failed integrity check”
and continues to boot. The administrator should shut down the TOE and contact Ivanti Policy Secure
customer support.

Cryptographic library tests
o HMAC-SHA-256 integrity check of the library
HMAC-SHA-1 KAT
HMAC-SHA-256 KAT
HMAC-SHA-384 KAT
AES 128 ECB Encrypt and Decrypt KAT
AES 256 GCM Encrypt and Decrypt KAT
RSA 2048 SHA-256 Sign and Verify KAT
ECDSA P-224 SHA-512 Sign and Verify PCT
DRBG AES-CTR-256 KAT (invoking the instantiate, reseed, and generate functions)
The TSF only tests a single set of parameters for each cryptographic algorithm.

O 0 O O O O 0 O O

The Cryptographic library test verifies that each cryptographic algorithm specified in FCS_COP.1
requirement is passing a KAT. The KAT demonstrates that algorithm is functioning properly by
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invoking the algorithm with hard coded keys and messages and comparing the result to a pre-
computed, known to be the correct value. The ECDSA PCT shows that the ECDSA algorithm is
functioning properly by signing a known value with a known key and verifying that verifying the
computed signature indicates that the signature is valid.

If cryptographic library tests fail, the TSF will not start up, and an error log entry “Unable to set FIPS
mode for web server” is generated. When this happens, the administrator should shut down the TOE
and contact Ivanti Policy Secure customer support.

5. Hash Functions

Hash Functions The TOE supports SHA-1, SHA-256, SHA-384 and SHA-512 hashing functions in TLS, Digital
Signature hashing, File integrity check and administrator password obfuscation. Here is a table shows the

hash algorithms used in the TOE and their usages.

Table 7 - Hash Functions

Hash ‘ Usage

SHA-1

HMAC used in TLS, Hashing for Digital Signatures

SHA-256

HMAC used in TLS, Hashing for Digital Signatures, File integrity checking, Password
Obfuscation

SHA-384 | HMAC used in TLS, Hashing for Digital Signatures

SHA-512 | Hashing for Digital Signatures

TLS uses the appropriate hash algorithm is selected based on TLS protocol definition. Administrator
configuration is not required.

Hashing for Digital Signatures uses the appropriate hash function based on the attribute configured
in digital signatures. Administrator configuration is not required.

File integrity check uses SHA-256 to hash each executable file and compare with a pre-calculated
hash. Administrator configuration is not required.

Administrator password is obfuscated using SHA-256, administrator configuration is not required.
The TOE comes preconfigured for these sizes and no additional configuration is required.

6. Keyed Hash Cryptographic Operation (Keyed Hash Algorithm)

The TOE supports keyed-hash message authentication in accordance with a specified cryptographic
algorithm HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384 and cryptographic key sizes 160-bits, 256-
bits, 384- bits, and message digest sizes 160, 256, 384 bits that meet the following: ISO/IEC 9797-
2:2011, Section 7 “MAC Algorithm 2”.

The TOE comes preconfigured for these sizes and no additional configuration is required.

7. Sample audit logs

7.1 Audit log records

The Audit log records contain the following information:

Severity
Log ID — Log ID starts with a three-letter prefix, such as “SYS”, “ADM”, “AUT”, “ERR” and “STS”.
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Depends on the prefix, the log message is stored in one of three log files:
o “SYS”,“ERR”, “STS” —log message is stored in event log file
o “ADM” —log message is stored in admin access log
o “AUT” —log message is stored in user access log
e Message which includes:
o Date/time of the event

Node name
o Source IP address
o UserlID
o Realm and Role information
o Description of event outcome These fields are laid out as follows:
Severity — Log ID - year-month-day HH:MM:SS - Node name - [Source IP address] - User ID —
User Realm — User Role — Message
e.g.
Severity 1D Message
ADM22668  2023-03-09 06:37:22 - i - [192.168.254.250] admin{Admin Users)[.Administrators][] - Login succeeded for admin/Admin Users from 192.168.254.250 via management port.

In this example,

Severity is Info —an informational message

ID is ADM22668 — The ID. This also indicated the type of event in the first 3 letters.

Date and time is 2023-03-09 06:37:22

Node name is ic

Source IP is 192.168.254.250

User is admin

The Realm is Admin Users

Role is Administrators

The log message is Login succeeded for admin/Admin Users from 192.168.254.250 via management
port.”

<current timestamp> <node name> <IP Address> <user id> <Realm> <Role> <Log Message>

7.2 Audit Data Generation

7.2.1 Start-up and shutdown of the audit functions

Start-up of the audit functions

Info SYS31437 <current timestamp> <node name> [127.0.0.1] System()[]
— Successful syslog connection to peer: '<IP/FQDN>'
SYS31437  2022-11-25 09:55:01 - ic - [127.0.0.1] System()[][] - Successful syslog connection to peer: '10.1.4.67"
Info SYS31408 <current timestamp> <node name> [127.0.0.1] System()[]

— Started to process pending logs for TLS syslog server '<IP/FQDN>'.

SYS31408  2022-11-25 09:55:01 - ic - [127.0.0.1] System()[][] - Started to process pending logs for TLS syslog server '"10.1.4.67"

Shutdown of the audit function
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Major  SYS31048 <current timestamp> <node name> [127.0.0.1] System()[]
— Lost syslog connection to server: '<IP/FQDN>'

m SYS31048  2022-11-25 09:55:31 - ic - [127.0.0.1] System()[J[] - Lost syslog connection to server: 10.1.4.67

7.2.2 Administrative login and logout

Info ADM22668 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
— Login succeeded for <user id> from < IP> via management port.

ADM22668  2023-02-23 06:54:12 - ic - [192.168.254.250] admin(Admin Users)[.Administrators][] - Login succeeded for admin/Admin Users from 192.168.254.250 via management port.

Inffo  ADM22671 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
— Logout from IP.

ADMZ22671  2023-02-23 06:94:17 - ic - [192.168.254.250] admin(Admin Users)[.Administrators][44b0526721] - Logout from 192.168.254.250

7.2.3 Console access

Administrator login through local serial console successfully

Info ADM31274  <current timestamp> <node name> [127.0.0.1] System()[] []- User
<username> logged in successfully through the local console.

ADM31274  2023-02-22 12:04:19 - ic - [127.0.0.1] System{)[][] - User 'admin’ logged in successtully through the local console

Administrator through local serial console login Failed

Inffo  ADM31275 < current timestamp> <node name> [127.0.0.1] System()[][]- Login
attempt from the local console failed for user <username>

ADM31275  2022-11-29 13:10:03 - ic - [127.0.0.1] System()I[] - Login attempt from the local console failed for user ‘admin’

7.2.4 Changes to TSF data related to configuration changes

Time and date change

Info  ADM20647 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
— System date modified to Month Day HH:MM:SS Year.

m ADM20647  2020-07-16 10:42:04 - ic - [192.168.228 44] admin(Admin Users)[ Administrators][3a36fb851T] - System date modified to Jul 16 10:42:03 2020.

Addition of the certificate to the TOE’s Trust store:

Info  ADM23053 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
— Added CA Certificate <Cert subject>
ADM23053  2023-03-09 05:47:34 - ic - [192.168.254.250] admin(Admin Users)[. Administrators][b86e3862bc] - Added CA Certificate '"CN=Root-CRL-ICA1, OU=CC, O=acumen, C=US'
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Deleting of the certificate from the TOE’s Trust store:

Info ADM23054 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
— Removed CA Certificate <Cert subject>

ADMZ23054  2023-03-08 13:46:04 - ic - [192.168.228.40] admin{Admin Users)[ Administrators][7fe405a867] - Removed CA Certificate 'ca-root

7.2.5 Generating/import of, changing, or deleting of cryptographic keys

Info ADM23081 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
— Created Certificate Signing Request: Key Size <Size> <Cert subject>

ADM23081  2022-11-08 08:27:23 - ic - [192.168.228.44] admin(Admin Users)[. Administrators][1771céccc4] - Created Centificate Signing Request: key size 2048, 'CN=1SA8000_updatecert.OU=CC,O=acumen,L=2?,ST=7? C=US, Email=??"

Info ADM23082 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
- Removed CSR <Cert CN>

ADM23082  2022-09-05 15:12:19 - ic - [192.168.254.203] admin{Admin Users)[.Administrators][1cba011003] - Removed CSR 'ISA8000.acumen’

7.2.6 Resetting passwords

Info ADM20720 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
- User Accounts modified. Change password for username <username>

ADM20720  2023-03-09 10:19:01 - ic - [192.168.254 250] admin(Admin Users)[ Administrators]jad8d&50ba3] - User Accounts modified. Changed password for username good

7.3 NDcPP and FIPS mode

NDcPP mode enable
Info ADM31273 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
- NDcPP Mode is now turned on. The web server will restart.
ADM31273  2022-11-07 08:40:33 - ic - [192.168.254.169] admin{Admin Users)[.Administrators][03664ebsfc] - NDCPP Mode is now turned on. The web server will restart.

<current timestamp> <node name> [127.0.0.1] System()[][] - FIPS Mode is now

Info ADM30965 turned on. The web and RADIUS servers will restart

ADM31028  2023-03-10 05:58:15 - ic - [127.0.0.1] System()[][] - FIPS Mode is now turned on. The web and RADIUS servers will restart.

Info ADM31346 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
Changed outbound custom cipher for Allowed Encryption Strength from
. . e L
<ciphersuites>’ to ‘<ciphersuites>
Info ADM31346  2022-11-17 06:37:38 - ic - [192.168.254 203] admin(Admin Users)[ Administrators)[e9ec94d128] - Changed outbound custom cipher for Allowed Encryption Strength from "ECDHE-ECDSA-AES128-GCM-SHA256 ECDHE-ECDSA-AES256-GCM-SHA384 ECDHE-
ECDSA-AES128-SHA256.ECDHE-ECDSA-AES256-SHA384: ECDHE-ECDSA-AES128-SHA ECDHE-ECDSA-AES256-SHA'ECDHE-RSA-AES128-GCM-SHA256 ECDHE-RSA-AES256-GCM-SHA384 . ECDHE-RSA-AES128-SHA ECDHE-RSA-AES256-
SHA'AES128-SHA256 AES256-SHA256 AES128-SHAIAES256-SHA DHE-RSA-AES128-SHA'DHE-RSA-AES256-SHA' 0 'ECDHE-ECDSA-AES128-GCM-SHA256 ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES128-SHAZ56.ECDHE-ECDSA-

AES256-SHA384: ECDHE-ECDSA-AES128-SHA ECDHE-ECDSA-AES256-SHA: ECDHE-RSA-AES128-GCM-SHA256 ECDHE-RSA-AES256-GCM-SHA384 ECDHE-RSA-AES128-SHA ECDHE-RSA-AES256-SHA AES 128-SHA256:AE S256-SHA256:AES 128~
SHAAES256-SHA'

NDcPP mode disable

Info ADM31273 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
- NDcPP Mode is now turned off. The web server will restart.
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ADM31273  2022-11-01 07:25:24 - ic - [192.168.228 61] admin(Admin Users)[.Administrators][fd20ab72db] - NDCPP Mode is now turned off. The web server will restart.

Info  ADM30965 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
- FIPS Mode is now turned off. The web server will restart.

ADM30965  2022-11-01 09:42:22 - ic - [127.0.0.1] System(){][] - FIPS Mode is now turned off. The web server will restart.

7.4 HTTPS session

Failure to establish a HTTPS Session through GUI

Minor  AUT24604 <current timestamp> <node name> [127.0.0.1] System()[]
— SSL negotiation failed while client at source IP <IP> was trying to connect
to <IP>.Reason: ‘no shared cipher’

m AUT24604  2023-02-09 10:14:21 - ic - [10.1.4.67] System(){][] - SSL negotiation failed while client at source 1P '10.1.4.67" was trying to connect to "10.1.4.70". Reason: 'no shared cipher'

7.5 Access banner configuration logs

Info  ADM30467 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
- Created new sign-in notification <Notification name>
ADM30467  2023-03-09 11:42:41 - ic -[192.168.254.250] admin{Admin Users)[.Administrators][351547063c] - Created new sign-in nofification "New Sign-In Notification (test)'
Info ADM23440 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>

- Updated the sign-in policy <policy name>

ADM23440  2023-03-09 11:44:23 - ic - [192.166.254.250] admin{Admin Users)[.Administrators][351547063c] - Updated the sign-in policy "/admin/

7.6 Session inactivity time configuration log

Info  ADM10245 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role> -
SESSION_IDLE_TIMEOUT in Role ‘Administrators’ is modified from [Previous
time] [Modified time]

ADM10245  2023-01-10 07:53:24 - ic - [192.168.228.42] admin(Admin Users)[ Administrators][3d&192bc3d] - SESSION_IDLE_TIMEOUT in Role " Administrators' is modified from [10] to [20]

7.7 Successful TLS session

Info SYS31437 <current timestamp> <node name> [127.0.0.1] System()[] - Successful
syslog connection to peer: <Server name/IP>

SYS31437  2023-02-09 10:52:34 - ic - [127.0.0.1] System()[I[] - Successful syslog connection to peer: '10.1.4.67"

7.8 Failure to establish a TLSC Session

7.8.1 Failure due to Invalid extension
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Major  SYS31377 <current timestamp> <node name> [127.0.0.1] System()[]
— ‘Inbound Server’ Certificate <Cert Subject> has invalid extension

SYS31377  2023-02-21 11:39:41 - ic - [127.0.0.1] System()[][] - 'Inbound Server Certificate ‘CN=10.1.4.67, OU=CC, O=acumen, C=US" issued by 'CN=Root-ICA, QU=CC, O=acumen, C=US' has invalid extension.

7.8.2 Failure due to unsupported certificate type and protocols

Critical SYS31439 <current timestamp> <node name> [127.0.0.1] System()[]
— SSL handshake with peer: <IP> failed with Error message:<error code>
<Error message in detail>

Critical SYS3143%  2022-11-18 06:25:04 - ic - [127.0.0.1] System()[][] - SSL handshake with peer: 10.1.4 67 failed with Erfor message: 336134527: error1409017F SSL routines'ssi3_get_server_certiicaterong certificate type

Critical SY331438  2022-11-18 06:40:06 - ic - [127.0.0.1] System()[][] - SSL handshake with peer: 10.1.4 67 failed with Efror message: 336142584: error:140920F8:8SL routines'ssi3_get_server_hello:unknown cipher returned

Critical SYS31439  2022-11-18 06:55:07 - ic - [127.0.0.1] System()[][] - SSL handshake with peer: 10.1.4.67 failed with Emor message: 336142597: error:14092105:SSL routines:ssi3_get_server_hello:wrong cipher returned

Critical SYS31438  2022-11-18 07:10:11 - ic - [127.0.0.1] System()[][] - SSL handshake with peer: 10.1.4.67 failed with Emmor message: 336122234 error:1408D17A:SSL routines:ssi3_get_key exchange:wrong curve

Critical SYS31439  2022-11-18 08:25:16 - ¢ - [127.0.0.1] System()[J[] - SSL handshake with peer: 10.1.4 67 falled with Eror message: 336032002: error-14077102:SSL routines:SSL23_GET_SERVER_HELLO:unsupported protocol

Critical SYS3143%  2022-11-18 08:40:20 - ic - [127.0.0.1] System()[][] - SSL handshake with peer: 10.1.4.67 failed with Error message: 336121979: error:1408D07B:SSL routines:ssl3_get_key_exchange:bad signature

Criical SYS31439  2022-11-18 08:55:29 - ic - [127.0.0.1] System()[][] - SSL handshake with peer: 10.1.4.67 failed with Eror message: 336117909: error:1408C095:SSL routines:ssl3_get finished digest check failed

Critical 8YS31439  2022-11-18 09:10:35 - ic - [127.0.0.1] System()[][] - SSL handshake with peer: 10.1.4 67 failed with Error message’ 336150673: error:14094091:SSL routines:ssi3_read bytes:data between ccs and finished

7.8.3 Failure due to CN and SAN

Critical  SYS31051 <current timestamp> <node name> [127.0.0.1] System()[] Syslog TLS
validation of server <server name/IP> with Client-

Cert: <cert identifier> failed (err: <error reason>).

ccal SYS31051  2022-11-18 131455 - ic - [127 0.0 1] System{)[)]) - Sysiog TLS valigalion of Server "10.1.4 67 wilh CEent-Cert vanti ACumen2 con, Server-Cer 'CN=10.1 4 69, DU=CC, O=acumen, C=US' faileq (ST THEre IS 1o SAN ana e CN (i Holimatch e Conguied Refsrence
Igentifier)

Crmcal SYS31051 20221118 133755 _kc_[12700 O served ent-Cert Tanil 3Cumen2 ComT C OU=CC. C=acumen C=US rased (&M None of the cenicate’s Subject Alemative Names{SAN) match the
Configured Reference identifier)

SYS31051  2022-11:2313.:33.26 - ic - [127.0.0.1] System)[) - Sysiog TLS validation of server o0 sysiog acumensec local with Cilent-Cert: ‘vantl acumenZ com’, Server-Cert: CN=* acumensec local, OU=CC, O=acumen, C=US' failed (e, There Is no SAN and the CN did not maich the

Configured Reference Identifier)

€SI SYS31051  2022-11-21 09:11:36 - ic - [127.0.0.1] System()][] - Syslog TLS validation of server ‘my syslogserv.com’ with Client-Cert: ivanti.acumen2.com; Server-Cert: 'CN=my.sysiogserv.com, OU=CC, O=acumen, C=US' failed (err: None of the cerlificate's Subject Altemative

Names(SAN) match the Configured Reference Identifier).

7.8.4 Failure due to failed certificate path

Critical SYS31051  <current timestamp> <node name> [127.0.0.1] System()[] Syslog TLS
validation of server <server name/IP> with Client-

Cert: <cert identifier> failed (err: This is an untrusted server certificate).

SYS31051  2022-11-25 07:58:07 - ic - [127.0.0.1] System(}][] - Syslog TLS validation of server '10.1.4.67' with Client-Cert: ivanti.acumen2.com’; Server-Cert: ‘CN=10.1.4.67, OU=CC, O=acumen, C=US' failed (err: This is an untrusted server ceriificate.).
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7.8.5 Failure due to expired certificate
Critical SYS31051  <current timestamp> <node name> [127.0.0.1] System()[] Syslog TLS
validation of server <server name/IP> with Client-

Cert: <cert identifier> failed (err: This certificate is expired).

SYS31051  2022-11-25 08:12:08 - ic - [127.0.0.1] System()[][] - Syslog TLS validation of server '10.1.4.67 with Client-Cert ‘ivanti.acumen2.com’; Server-Cert: 'CN=10.1.4.67, OU=CC, O=acumen, G=US' failed (efr: This eriificate is expired.)

7.9 Failure to establish a TLSS connection

Minor  AUT24604 <current timestamp> <node name> [IP] System ()[]- SSL negotiation failed
while client at source IP <IP> was trying to connect <IP>. Reason:<Reason for
failure>

AUT24604  2023-02-08 11'53:53 - ic - [10.1.4.67] System()[][] - SSL negotiation failed while client at source IP 10 1.4 67' was trying to connect to '10.1 471" Reason: 'no shared cipher'
AUT24604  2023-02-08 13:38:06 - ic - [10.1.4.67] System()[][] - SSL negotiation failed while client at source IP "10.1.4 67' was trying to connect to 10 1.4 71" Reason’ 'digest check failed"

AUT24604  2023-02-09 12:38:21 - ic - [10.1.4.67] System()[][] - SSL negotiation failed while client at source IP *10.1.4.67" was trying to connect to *10.1.4.71". Reason: ‘unknown protocol’

7.10 Authentication failure parameters configuration log

Info ADM31782 <current timestamp> <node name> [IP] System ()[] - Update the account
lockout period from <previous time> minutes to <updated time> minutes.

ADM31782  2023-03-09 13:03:38 - ic - [192.168.254.250] admin(Admin Users)[.Administrators][c70f50ed14] - Local Authentication server 'Administrators': Update the account lockout period from '11' minutes to *10" minutes.
ADM31781  2023-03-09 13:03:38 - IC - [192.168.254 250] admin(Admin Users)[. Administrators][c70r50ed14] - Local Authentication server 'Administrators': Update the number of tries for account lockout from '4' to '3"

7.11 Unsuccessful login attempts limit is met or exceeded

Minor  AUT22675 <current timestamp> <node name> <IP Address> <user id> - Login failed from
<IP> after <no. of attempts> failed attempts. Subsequent attempts will be
blocked for <time> minutes.

W AUT22675  2023-02-23 06:54:47 - ic - [192.168.254.250] admin(Admin Users)[. Administrators][] - Login failed from 192.168.254.250 after 4 failed attempts. Subsequent attempts will be blocked for 10 minutes.

7.12 Successful and unsuccessful login attempts

7.12.1 Remote connection

Info ADM22668 <current timestamp> <node name> <IP Address> <user id> - Login succeeded for
<username> Users from <IP> via management port.
ADM22668  2023-03-09 13:13:09 - ic - [192.168.254.250] admin{Admin Users)[.Administrators][] - Login succeeded for admin/Admin Users from 192.168.254 250 via management port.
Info AUT23458  <current timestamp> <node name> <IP Address> <user id> - Login failed using

auth server Administrators (Local Authentication). Reason: <Reason for failure>

AUT23458  2023-02-23 06:54:34 - ic - [192.168.254.250] admin(Admin Users)[.Administrators][] - Login failed using auth server Administrators (Local Authentication). Reason: Invalid Credentials

7.12.2 Local connection
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Info ADM31274 <current timestamp> <node name> [127.0.0.1] System()[][] — User <username>
logged in successfully through the local console
ADM31274  2023-02-22 12:04:19 - ic - [127.0.0.1] System{)[][] - U=er "admin' logged in successfully through the local console
Info ADM31275 <current timestamp> <node name> [127.0.0.1] System()[][] — Login attempt from

the local console failed for user <username>

ADM31275  2022-11-29 13:10:03 - ic - [127.0.0.1] System()[][] - Login attempt from the local console failed for user 'admin'

7.13 Configure/ modify audit behaviour logs

Info ADM20601 <current timestamp> <node name> <IP Address> <user id> - Syslog server
<IP/name> (facility LOCALO, filter standard, type UDP, interface Management)
removed from Admin Access logs

ADM20601  2022-11-24 07:34:51 - ic - [192.168.254.203] admin(Admin Users)[.Administrators][35130a2166] - Syslog server 10.1.4.67 (facility LOCALO, filter , type TLS. interface Global) removed from Admin Access logs

Info ADM20600 <current timestamp> <node name> <IP Address> <user id> - Syslog server
<IP/name> (facility LOCALDO, filter standard, type UDP, interface Management)
added for Event logs

ADM20600  2022-11-23 13:58:19 - ic - [192.168 228 51] admin(Admin Users)[ Administrators][a696eaec0b] - Syslog server 10.1.4.67 (facility LOCALQ, filter Standard, type TLS, interface Global) added for Admin Access logs

7.14 Unsuccessful attempt to validate a certificate

7.14.1 Certificate revoked

Major SYS31375 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
— <Certificate type> <Certificate subject> issued by <Cert issuer> is revoked.

m SYS31375  2023-02-16 11:29:05 - ic - [192.168.254.250] admin(Admin Users)[ Administrators][faB80ef7c4] - 'Server CA' 'CN=R0ot-CRL-ICA1, OU=CC, O=acumen, C=US'issued by 'CN=Root-CRL-CA, OU=CC, O=acumen, C=US'is revoked

7.14.2 Invalid key

Major SYS31513 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
— <Certificate type> <Certificate subject> issued by <Cert issuer> has invalid key
usage: cRLSign bit is not set

SYS31913  2022-10-18 10:22:14 - ic - [127.0.0.1] System()[][] - 'Server CA’ Centificate 'CN=ICA-ro0t-CRL3, OU=CC, O=acumen, C=US" issued by 'CN=CA-CRLS, QU=CC, O=acumen, C=US" has invalid key Usage : CRLSign bit is not set.

Major SYS31463 <current timestamp> <node name> [127.0.0.1] System ()[][] =‘Inbound Server’
Certificate <certificate subject> issued by <Cert issuer> has invalid public key

SYS31463 2022-12-01 10:39:27 - ic - [127.0.0.1] System()[[l - 'Inbound Server' Certificate 'CN=10.1.4.67, OU=CC, O=acumen, C=US" issued by 'CN=ICA2, OQU=CC, O=acumen, C=US" has invalid public key.

Info ADM32221  <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
— <Certificate type> <Certificate subject> issued by <Cert issuer> has invalid key

ADM32221  2023-02-17 08:41:49 - ic - [127.0.0.1] System()[][] - 'Inbound Server' Certificate 'CN=10.1.4.67, QU=CC, O=acumen, C=US" issued by 'CN=Root-ICA, OU=CC, O=acumen, C=US" has invalid public key.
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7.14.3 Certificate verification failed

Critical SYS31439 <current timestamp> <node name> [127.0.0.1] System ()[][] — SSL handshake
with peer <IP> failed with Error message:<error code> <error message in detail>

SYS31439  2022-12-01 102830 - ic - [127.0.0.1] System()[[] - SSL handshake with peer: 10.1.4.67 failed with Error message: 336134278 eror-14090086 SSL routines:ssi3_get_server_certificaté:cerificate verify failed

SYS31439  2022-11-29 13:57:38 - ic - [127.0.0.1] System(){][] - SSL handshake with peer: 10.1.4.67 failed with Emror message: 218529960: error:0D0680A8:asn1 encoding routines:ASN1_CHECK_TLEN:wrong tag

7.14.4 Basic Constraints failure

Info ADM32228  <current timestamp> <node name> <IP Address> <user id> <Realm> <Role> -
Basic Constraints failure <Certificate type>

ADM32228  2023-02-17 09:36:11 - ic - [192.168.254.250] admin{Admin Users)[.Administrators][087acbc827] - Basic Constraints failure 'Server CA'

7.15 CRL check logs
7.15.1 Certificate CRL addition

The log means Certificate CRL was added successfully.

Info ADM31374 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
— Added CDP <URL> for trusted server CA <certificate>.

ADM31374  2023-03-09 05:47:34 - ic - [192.168.254 250] admin(Admin Users)[ Administrators][b86e3862bc] - Added CDP 'URI:http://10.1.4 67/Root-CA-CRL der for Trusted Client CA 'Root-CRL-CA'

7.15.2 CA CRL download log
This log describes the successful CRL Download from CRL Server for the CA on the TOE.

Info SYS23068 <current timestamp> <node name> [127.0.0.1] System ()[][] - Downloaded
new CRL (size in bytes) from <CA CRL URL>

SYS23068  2023-02-16 10:00:04 - ic - [127.0.0.1] System()[][] - Downloaded new CRL (414 bytes) from 'http://10.1.4.67/Root-CA-CRL der’

7.15.3 CA CRL validation log

This log describes the certificate passed CRL check.

Info SYS30970 <current timestamp> <node name> <IP Address> — The X.509 certificate for
<Certificate DN> successfully passed CRL checking

SYS30970  2023-02-16 10:00:04 - ic - [192.168.254.250] admin(Admin Users)| Administrators][e6afe7b990] - The X 509 certificate for ‘CN=R00L-CRL-ICA1, OU=CC, O=acumen, C=US' issued by CN=R00t-CRL-CA, OU=CC, O=acumen, C=US, successiully passed CRL
checking

Info AUT30972 <current timestamp> <node name> [127.0.0.1] System ()[][] — CRL checking
started for certificate <Certificate Subject DN> issued by <Issuer Subject DN>

AUT30972  2023-03-09 05:47:34 - ic - [192.168.254.250] admin(Admin Users)[.Administrators][b86e3862bc] - CRL checking started for certificate 'CN=Root-CRL-ICA1, QU=CC, O=acumen, C=US' issued by CN=R00t-CRL-CA, QU=CC, O=acumen, C=US
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7.16 Initiation of update

7.16.1 Update initiated

Info ADM31438 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
- Initializing the system software upgrade process.

m ADM31438  2023-02-22 11:44:51 - ic - [10.1.4.67] admin(Admin Users)[ Administrators][e561417717] - Initializing the system software upgrade process

7.16.2 Update completed successfully

Info SYS20413 <current timestamp> <node name> [127.0.0.1] System()[][] - Started
system software version 22.2R3 (build 1369) successfully

Info SYS20412  2023-02-22 12:00:25 - ic - [127.0.0.1] System()(][] - Starting system software version 22.2R3 (build 937)

7.16.3 Update failed

Major ADM31317 <current timestamp> <node name> <IP Address> <user id> <Realm> <Role>
System software upgrade failed. The service package uploaded is not valid.

ADM31317  2023-02-23 06:17:57 - ic - [10.1.4.67] admin{Admin Users)[.Adminisirators][1d68fe6b78] - Sysiem software upgrade failed. The service package uploaded is not valid.

7.17 Power-on Self-Test

Info SYS10314  <current timestamp> <node name> [127.0.0.1] System()[][] - Server restart
W SYS10314  2022-11-29 13:10:53 - ic - [127.0.0.1] System()[][] - Server restart
Info SYS10306  <current timestamp> <node name> [127.0.0.1] System()[][] - Starting services:
web server

m SYS10306  2022-11-28 03:33:31 - ic - [127.0.0.1] System{)[][] - Starting services: web server

Info SYS30966  <current timestamp> <node name> [127.0.0.1] System()[][] -Web server
running in FIPS mode

SYS30066  2022-11-28 03:40:14 - ic - [127.0.0.1] System{)[J[] - Web server running in FIPS mode
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