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What's New in ArubaOS 8.x CLI

Following lists the updates to the ArubaOS CLI:

= Aruba0S8.11.1.0
= Aruba0S 8.11.0.0
= Aruba0Ss 8.10.0.0
= Aruba0S 8.9.0.0
= ArubaOSs 8.8.0.0
= Aruba0S 8.7.0.0
= ArubaOS 8.6.0.0
= ArubaOS 8.5.0.0
= Aruba0S 8.4.0.0
= ArubaOSs 8.3.0.0
= Aruba0S 8.2.2.0
= Aruba0S 8.2.1.0
= ArubaOSs 8.2.0.0
= Aruba0S 8.1.0.0
= Aruba0S 8.0.1.0
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About ArubaOS 8.x CLI Reference

Guide

This guide describes the ArubaOS 8.x commands. The commands in this guide are listed alphabetically.
The following information is provided for each command:

= Command Syntax—The complete syntax of the command.

® Description—A brief description of the command, including usage guidelines, prerequisites,
prohibitions, and related commands.

= Example—An example of how to execute the command.

® Command History—The version of ArubaOS 8.x in which the command was first introduced, including
the modification history.

= Command Information—This table describes any licensing requirements, command modes and
platforms for which this command is applicable. For more information about available licenses, refer
to the Aruba Mobility Conductor Licensing Guide.

Connecting to the Mobility Conductor or Managed Device

This section describes how to connect to the Mobility Conductor or Managed Device to use the CLI.

Serial Port Connection

The serial port is located on the front panel of the managed device. Connect a terminal or PC or
workstation running a terminal emulation program to the serial port on the managed device to use the
CLI. Configure your terminal or terminal emulation program to use the following communication
settings.

Baud Rate Data Bits Stop Bits Flow Control

9600 8 None 1 None

G The Aruba 7200 Series controller supports baud rates between 9600 and 115200.
NOTE

Telnet or SSH Connection

Telnet or SSH access requires that you configure an IP address and a default gateway on Mobility
Conductor/Managed Device and connect the Mobility Conductor/Managed Device to your network. This
is typically performed when you run the initial setup on the Mobility Conductor/Managed Device, as
described in the ArubaOQS 8.x Quick Start Guide. In certain deployments, you can also configure a loopback
address for the Mobility Conductor/Managed Device; see interface loopback on page 749 for more
information.

Configuration changes on Mobility Conductor
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Some commands can only be issued when connected to Mobility Conductor. If you make a
configuration change on Mobility Conductor, all connected managed devices using that configuration
will subsequently update their settings as well.

When you connect to the Mobility Conductor using the CLI, the system displays the login prompt. Log in
using the admin user account and the password you entered during the initial setup on the Mobility
Conductor . For example:

login as: admin
admin@192.0.2.1's password:
Last login: Sat Jun 25 01:17:11 2016 from 192.0.2.77

When you are logged in, the enable mode CLI prompt displays. For example:
(host) [mynode] #
All show commands and certain management functions are available in the enable (also called
“privileged”) mode.
Configuration commands are available in config mode. Move from enable mode to config mode by

entering configure terminal at the # prompt:

(host) [mynodel# configure terminal
Enter Configuration commands, one per line. End with CNTL/Z

When you are in basic config mode, (config) appears before the # prompt:

(host) [mynode] (config) #

There are several other sub-command modes that allow users to configure individual interfaces, sub-interfaces,
loopback addresses, GRE tunnels and cellular profiles. For details on the prompts and the available commands
HNOTE for each of these modes, see Command Modes on page 7.

Command Help

You can use the question mark (?) to view various types of command help.

When typed at the beginning of a line, the question mark lists all the commands available in your
current mode or sub-mode. A brief explanation follows each command. For example:

(host) [mynode] #aaa ?

authentication Authentication

inservice Bring authentication server into service
ipvé Internet Protocol Version 6

query-user Query User

test-server Test authentication server

user User commands
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When typed at the end of a possible command or abbreviation, the question mark lists the commands
that match (if any). For example:

(host) [mynode] #c?

ccm-debug Centralized Configuration Module debug information

cd Change current config node

change-config-node Change current config node

clear Clear configuration

clock Append clock to cli output

cluster-debug Cluster Debug

configure Configuration Commands

copy Copy Files

copy-provisioning-par.. Copy a provisioning-ap-list entry to provisioning-params
crypto Configure IPsec, IKE, and CA

If more than one item is shown, type more of the keyword characters to distinguish your choice.
However, if only one item is listed, the keyword or abbreviation is valid and you can press tab or the
spacebar to advance to the next keyword.

When typed in place of a parameter, the question mark lists the available options. For example:

(host) [mynode] #write ?

erase Erase and start from scratch
memory Write to memory

terminal Write to terminal

<cr>

The <cr> indicates that the command can be entered without additional parameters. Any other
parameters are optional.

Command Completion

To make command input easier, you can usually abbreviate each key word in the command. You need
type only enough of each keyword to distinguish it from similar commands. For example:

(host) [mynode] #configure terminal

could also be entered as:

(host) [mynode] #con t

Three characters (con) represent the shortest abbreviation allowed for configure. Typing only c or co
would not work because there are other commands (like copy) which also begin with those letters. The
configure command is the only one that begins with con.

As you type, you can press the spacebar or tab to move to the next keyword. The system then attempts
to expand the abbreviation for you. If there is only one command keyword that matches the
abbreviation, it is filled in for you automatically. If the abbreviation is too vague (too few characters), the
cursor does not advance and you must type more characters or use the help feature to list the matching
commands.

Deleting Configuration Settings

Use the no command to delete or negate previously-entered configurations or parameters.
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® To view a list of no commands, type no at the enable or config prompt followed by the question
mark. For example:

(host) [mynode] (config) # no-?

® To delete a configuration, use the no form of a configuration command. For example, the following
command removes a configured user role:

(host) [mynode] (config) # no user-role <name>

® To negate a specific configured parameter, use the no parameter within the command. For example,
the following commands delete the DSCP priority map for a priority map configuration:

(host) [mynode] (config) # priority-map <name>
(host) [mynode] (config-priority-map) # no dscp priority high

The ArubaOS CLI offers different levels of user access by differentiating between different command
modes.

When you first log in to the CLI, you start your session in User mode, which provides only limited access
for basic operational testing. You must enter an additional password to access Enable mode, which
allows you to issue show commands run certain management functions. Configuration commands can
only be issued in Configuration mode. You can access Config mode by entering configure terminal at
the command prompt. You can exit your current command mode and return to a lower-level command
mode at any time by entering exit at the command prompt.

The following sections describes how to access each command mode, the command prompt for each
mode, and links to its available commands:

® Enable Mode on page 7

® Config Mode on page 8

On logging onto the Mobility Conductor, the user mode is presented.
The command prompt for a CLI session in enable mode is a pound (#) symbol:

(host) [mynodel]#

To view a list of commands available in enable mode, access the CLI in enable mode and enter a
question mark (?):

(host) [mynode]#?

Some top-level commands have different sets of sub-commands available in Enable or Config mode. To
view a list of available sub-commands in Enable mode, access the CLI in Enable mode, enter the top
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level command, then enter a question mark (?). For example, the following example shows which aaa
commands are available in Enable mode:

(host) [mynode]#aaa ?

authentication Authentication

inservice Bring authentication server into service
ipvé Internet Protocol Version 6

query-user Query User

test-server Test authentication server

user User commands

To move from enable mode to config mode, enter the command config terminal. Users in config mode
may return to enable mode at any time by entering the command exit.

When you are in config mode, (config) appears before the # prompt:

(host) [mynode] (config) #

Some top-level commands have different sets of sub-commands available in the Enable or Config mode.
To view a list of available sub-commands in the Config mode, access the CLI in the Config mode, enter
the top level command, then enter a question mark (?). For example, the following example shows
which aaa commands are available in the Config mode:

(host) [mynode] (config) #aaa ?

alias-group Configure an Alias Group

auth-survivability Configure Auth Surivability

auth-trace Set parameters for debug tracing in AUTH (light weight
tracing)

authentication Authentication

authentication-server Authentication Servers

bandwidth-contract Configure bandwidth contract (256 Kbps - 2 Gbps)
derivation-rules Configure rules to derive user role or vlan
dns-query-interval Set DNS query interval

log Enable debugging on per-user basis

password-policy Password policy for locally configured management users
profile Configure an AAA Profile

radius-attributes Configure RADIUS attribute

rfc-3576-server Configure an RFC 3576 Server

server-group Configure a Server Group

tacacs-accounting Configure accounting

timers Configure authentication timers

user User commands

xml-api External XML API server

Configuration Sub-modes

Some Config mode commands can enter you into a sub-mode with a limited number of available
commands specific to that mode. When you are in a configuration sub-mode, the (config) that appears
before the command prompt will change to indicate your current mode; e.g (config-submode).

You can exit a sub-command mode and return to the basic configuration mode at any time by entering
the exit command.
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Mobility Conductor has the running configuration images. The running-config holds the current
controller configuration, including all pending changes which have yet to be saved. To view the running-
config, use the following command:

(host) [mynodel# show running-config

When you make configuration changes via the CLI, those changes affect the current running
configuration only. If the changes are not saved, they will be lost after the Mobility Conductor reboots.
To save your configuration changes so they are retained after the Mobility Conductor reboots, use the
following command in the enable or config mode:

(host) " [mynode]# write memory
Saving Configuration...

Saved Configuration

The running configuration can also be saved to a file or sent to a TFTP server for backup or transfer to
another system.

The A indicator appears between the (host) and [node] portions of the command prompt if the
configuration contains unsaved changes. ArubaOS includes the following command prompts:

®  (host)” [mynode] - This indicates unsaved configuration.
B (host) * [mynode] - This indicates available crash information.
® (host) [mynode] - This indicates a saved configuration.

Commands That Reset the Mobility Conductor or AP

If you use the CLI to modify a currently provisioned and running radio profile, those changes take place
immediately; you do not reboot the Mobility Conductor or the AP for the changes to affect the current
running configuration. Certain commands, however, automatically force the Mobility Conductor or AP to
reboot. You may want to consider current network loads and conditions before issuing these
commands, as they may cause a momentary disruption in service as the unit resets. Note also that
changing the Ims-ip parameter in an AP system profile associated with an AP group will cause all APs in
that AP group to reboot.

Table 1: Reset Command's

Commands that Reset a Mobility
Conductor

Commands that Reset an AP

® ap-regroup = reload
ap-rename
apboot
provision-ap
ap wired-ap-profile {default | <profile-name>} forward-mode
{bridge | split-tunnel | tunnel}
® wlan virtual-ap <profile-name> {aaa-profile <profile-name>
| forward-mode {tunnel|bridge | split-tunnel| decrypt-tunnel}
| ssid-profile <profile-name>|vlan <vlan>...}
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Commands that Reset a Mobility
Conductor

Commands that Reset an AP

® ap system-profile <profile-name> {bootstrap-threshold
<number> |Ims-ip <ipaddr> |}

® wlan ssid-profile <profile-name> {battery-boost|deny-
bcast|essid|opmode |strict-svp |wepkey1 <key> |wepkey2
<key>|wepkey3 <key>|wepkey4 <key>|weptxkey <index>
|wmm |wmme-be-dscp <best-effort>| wmm-bk-dscp
<background>|wmme-ts-min-inact-int <milliseconds> | wmm-vi-
dscp <video>|wmme-vo-dscp <voice>|wpa-hexkey <psk> |wpa-
passphrase <string>}

= wlan dotllk <profile-name> {bcn-measurement-mode |dot11k-
enable|force-dissasoc

Typographic Conventions

The following conventions are used throughout this manual to emphasize important concepts:

Table 2: Text Conventions

Type Style Description

Italics This style is used to emphasize important terms
and to mark the titles of books.

Boldface This style is used to emphasize command names
and parameter options when mentioned in the
text.

Commands This fixed-width font depicts command syntax
and examples of commands and command
output.

<angle brackets> In the command syntax, text within angle
brackets represents items that you should
replace with information appropriate to your
specific situation. For example:

ping <ipaddr>

In this example, you would type “ping” at the
system prompt exactly as shown, followed by the
IP address of the system to which ICMP echo
packets are to be sent. Do not type the angle
brackets.

[square brackets] In the command syntax, items enclosed in
brackets are optional. Do not type the brackets.

{Item A|Item B} In the command examples, single items within
curled braces and separated by a vertical bar
represent the available choices. Enter only one
choice. Do not type the braces or bars.
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Type Style

Description

{ap-name <ap-name>} | {ipaddr <ip-addr>}

Two items within curled braces indicate that both
parameters must be entered together. If two or
more sets of curled braces are separated by a
vertical bar, like in the example to the left, enter
only one choice Do not type the braces or bars.

Command Line Editing

The system records your most recently entered commands. You can review the history of your actions,
or reissue a recent command easily, without having to retype it.

To view items in the command history, use the up arrow key to move back through the list and the down
arrow key to move forward. To reissue a specific command, press Enter when the command appears in
the command history. You can even use the command line editing feature to make changes to the
command prior to entering it. The command line editing feature allows you to make corrections or
changes to a command without retyping. Table 3 lists the editing controls. To use key shortcuts, press
and hold the Ctrl button while you press a letter key.

Table 3: Line Editing Keys

Key Effect Description

Ctrl A Home Move the cursor to the beginning of the
line.

Ctrl B or the left arrow Back Move the cursor one character left.

Ctrl D Delete Right Delete the character to the right of the
cursor.

Ctrl E End Move the cursor to the end of the line.

Ctrl F or the right arrow Forward Move the cursor one character right.

CtrlK Delete Right Delete all characters to the right of the
cursor.

Ctrl N or the down arrow Next Display the next command in the
command history.

Ctrl P or up arrow Previous Display the previous command in the
command history.

Ctrl T Transpose Swap the character to the left of the cursor
with the character to the right of the
cursor.

Ctrlu Clear Clear the line.

Ctrlw Delete Word Delete the characters from the cursor up
to and including the first space
encountered.

Ctrl X Delete Left Delete all characters to the left of the

cursor.

| Command Modes
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Specifying Addresses and Identifiers in Commands

This section describes addresses and other identifiers that you can reference in CLI commands.

Table 4: Addresses and Identifiers

Address or Identifier Description

IP address For any command that requires an IP address to specify a network
entity, use IPv4 network address format in the conventional
dotted decimal notation (for example, 10.4.1.258).

Netmask address For subnet addresses, specify a netmask in dotted decimal
notation (for example, 255.255.255.0).

MAC address For any command that requires a device's hardware address, use
the hexadecimal format (for example, 00:05:4e:50:14:aa).

SSID A unique character string (sometimes referred to as a network
name), consisting of not more than 32 characters. The SSID is
case-sensitive (for example, WLAN-01).

BSSID This entry is the unique hard-wireless MAC address of the AP. A
unique BSSID applies to each frequency— 802.11a and 802.11g—
used from the AP. Use the same format as that of a MAC address.

ESSID The unique logical name of a wireless network. If the ESSID
includes spaces, you must enclose the name in quotation marks.

Fast Ethernet or Gigabit Ethernet interface | Any command that references a Fast Ethernet or Gigabit Ethernet
interface requires that you specify the corresponding port on the
managed device in the format <slot>/<module>/<port>:

Use the show port status command to obtain the interface
information currently available from a managed device.

Terminology Change

As part of advancing HPE's commitment to racial justice, we are taking a much-needed step in
overhauling HPE engineering terminology to reflect our belief system of diversity and inclusion. Some
legacy products and publications may continue to include terminology that seemingly evokes bias
against specific groups of people. Such content is not representative of our HPE culture and moving
forward, Aruba will replace racially insensitive terms and instead use the following new language:

Usage Old Language New Language
Campus Access Points + Controllers Master-Slave Conductor-Member
Instant Access Points Master-Slave Conductor-Member
Switch Stack Master-Slave Conductor-Member
Wireless LAN Controller Mobility Master Mobility Conductor
Firewall Configuration Blacklist, Whitelist Denylist, Allowlist
Types of Hackers Black Hat, White Hat Unethical, Ethical
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Contacting Support

Table 5: Contact Information

Main Site arubanetworks.com
Support Site https://asp.arubanetworks.com/
Airheads Social Forums and Knowledge | community.arubanetworks.com
Base
North American Telephone 1-800-943-4526 (Toll Free)
1-408-754-1200
International Telephone arubanetworks.com/support-services/contact-support/
Software Licensing Site Ims.arubanetworks.com
End-of-life Information arubanetworks.com/support-services/end-of-life/
Security Incident Response Team Site: arubanetworks.com/support-services/security-bulletins/
Email: aruba-sirt@hpe.com
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aaa alias-group

aaa alias-group <ag-name>
clone <group>
no ...
set
vlan
condition {essid | location} equals <operand> set-value <set-value-string>

Description

This command configures a AAA alias with set of VLAN derivation rules that could speed up user rule
derivation processing for deployments with a very large number of UDRs.

Parameter Description

<ag-name> Name of the alias group.
clone <group> Copy data from another alias group.
no Delete command.
set Configure rules to derive role or VLAN.
vlan Configure rule to set VLAN.
condition Select one of the following condition to be matched:

® essid : ESSID of the access point.
® |ocation : user location (ap name)

equals <operand> Check if condition set equals the operand value.

set-value <set-value-string> Specify the value that the role or VLAN should be set to.

Command History

Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication captive-portal <profile>
apple-cna-bypass
ap-mac-in-redirection-url
auth-protocol mschapv2|pap|chap
black-list/deny-list <black-list>/<deny-list>
clone <source-profile>
default-guest-role <role>
default-role <role>
enable-welcome-page
guest-logon
ip-addr-in-redirection <ipaddr>
login-page <url>
logon-wait {cpu-threshold <percent>}|{maximum-delay <seconds>}|{minimum-delay
<seconds>}
logout-popup-window
max-authentication-failures <number>
no ...
protocol-http
proxy <ipaddr> port <port>
redirect-pause <seconds>
redirect-url <url>
server—-group <group-nhame>
show-acceptable-use-policy
show-£fgdn
single-session
switchip-in-redirection-url
url-hash-key <key>
user-idle-timeout
user-logon
user-vlan-in-redirection-url
welcome-page <url>
white-list/allow-list <white-list>/<allow-list>

This command configures the Captive Portal authentication profile in the base operating system or with
the PEFNG license installed. When you configure the profile in the base operating system, the name of
the profile must be entered for the initial role in the AAA profile. Also, when you configure the profile in
the base operating system, you cannot define the default-role.

Starting from ArubaOS 8.7.0.0, captive portal authentication is supported for VAPs in the bridge
forwarding mode. Only the following parameters of the aaa authentication captive-portal
command will be supported in the bridge forwarding mode:

® ap-mac-in-redirection-url
® jp-addr-in-redirection-url
® |ogin-page

® switchip-in-redirection-url
® url-hash-key

= yser-vlan-in-redirection-url
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Parameter Description

<profile> Name that identifies an instance of the profile. The name must be
1-63 characters.
default
apple-cna-bypass Enable this knob to bypass Apple CNA on iOS devices such as iPad,

iPhone, and iPod. You need to perform Captive Portal
authentication from browser.

authentication-protocol This parameter specifies the type of authentication required by
chap|mschapv?2 |pap this profile, PAP is the default authentication type.

mschapv2, pap, chap

pap

ap-mac-in-redirection-url This parameter adds the AP's MAC address in the redirection URL.
disabled

black-list/deny-list Name of an existing blacklist/denylist on an IPv4 or IPv6 network

destination. The blacklist/denylist contains websites
(unauthenticated) that a guest cannot access.

Specify a netdestination host or subnet to add that netdestination
to the captive portal blacklist/denylist.

If you have not yet defined a netdestination, use the
netdestination command to define a destination host or subnet
before you add it to the blacklist/denylist.

clone Name of an existing Captive Portal profile from which parameter
values are copied.

default-guest-role Role assigned to guest.
guest
default-role <role> Role assigned to the Captive Portal user when that user logs in.

When both user and guest logons are enabled, the default role
applies to the user logon; users logging in using the guest
interface are assigned the guest role.

guest

enable-welcome- Displays the configured welcome page before the user is

page redirected to their original URL. If this option is disabled,
redirection to the web URL happens immediately after the user
logs in.
enabled

guest-logon Enables Captive Portal logon without authentication.
disabled

ipaddr-in-redirection-url Sends the interface IP address of the managed device in the

redirection URL when external captive portal servers are used. An
external captive portal server can determine the managed device
from which a request originated by parsing the switchip variable
in the URL.

login-page <url> URL of the page that appears for the user logon. This can be set to
any URL.
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Parameter Description

logon-wait Configure parameters for the logon wait interval.

1-100
60

cpu-threshold <percent> CPU utilization percentage above which the logon wait interval is
applied when presenting the user with the logon page.
1-100
60

maximum-delay <seconds> Maximum time, in seconds, the user will have to wait for the logon

page to pop up if the CPU load is high. This works in conjunction
with the Logon wait CPU utilization threshold parameter.

1-10
10

minimum-delay <seconds> Minimum time, in seconds, the user will have to wait for the logon
page to pop up if the CPU load is high. This works in conjunction
with the Logon wait CPU utilization threshold parameter.

1-10
5
logout-popup- Enables a pop-up window with the Logout link that allows the user
window to log out. If this option is disabled, the user remains logged in
until the user timeout period has elapsed or the station reloads.
enabled
max-authentication-failures Maximum number of authentication failures before the user is
<number> blacklisted/denylisted.
0-10
0
no Negates any configured parameter.
protocol-http Use HTTP protocol on redirection to the Captive Portal page. If you
use this option, modify the captive portal policy to allow HTTP
traffic.
disabled
proxy Update IP address of the proxy host.
redirect-pause <secs> Time, in seconds, that the system remains in the initial welcome

page before redirecting the user to the final web URL. If set to O,
the welcome page displays until the user clicks on the indicated
link.

1-60
10

redirect-url <url> URL to which an authenticated user will be directed. This
parameter must be an absolute URL that begins with either
http:// or https://.
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Parameter Description

server—-group <group-nhame>

Name of the group of servers used to authenticate Captive Portal
users.

show-fqgdn

Allows the user to see and select the FQDN on the login page. The
FQDNs shown are specified when configuring individual servers
for the server group used with captive portal authentication.

disabled

single-session

Allows only one active user session at a time.
disabled

show-acceptable-use-policy

Show the acceptable use policy page before the login page.
disabled

switchip-in-redirection-url

Sends the IP address of the managed device in the redirection
URL when external captive portal servers are used. An external
captive portal server can determine the managed device from
which a request originated by parsing the switchip variable in the
URL.

disabled

url-hash-key <key>

Issue this command to hash the redirection URL using the
specified key.

disabled

user-idle-timeout

The user idle timeout for this profile. Specify the idle timeout
value for the client in seconds. Valid range is 30-43200 in multiples
of 30 seconds. Enabling this option overrides the global settings
configured in the AAA timers. If this is disabled, the global settings
are used.

disabled

user-logon

Enables Captive Portal with authentication of user credentials.

enabled

user-vlan-in-redirection-url

Add the user VLAN in the redirection URL.
disabled

welcome-page <url>

URL of the page that appears after logon and before redirection to
the web URL. This can be set to any URL.

white-list/allow-list

Name of an existing whitelist/allowlist on an IPv4 or IPv6 network
destination. The whitelist/allowlist contains authenticated
websites that a guest can access. If you have not yet defined a
netdestination, use the netdestination command to define a
destination host or subnet before you add it to the
whitelist/allowlist.

Example

The following example configures a Captive Portal authentication profile that authenticates users
against the internal database. Users who are successfully authenticated are assigned the auth-guest

role.
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To create the auth-guest user role shown in this example, the PEFNG license must be installed in the
Mobility Conductor.

(host) ~[md] (config) #aaa authentication captive-portal guestnet
(host) " [md] (Captive Portal Authentication Profile "guestnet") #default-role
auth-guest

(host) 7~ [md] (Captive Portal Authentication Profile "guestnet") #user-logon
(host) " [md] (Captive Portal Authentication Profile "guestnet") #no guest-logon
(host) " [md] (Captive Portal Authentication Profile "guestnet") #server-group
internal

Command History

Release Modification

Aruba0s 8.9.0.0 The following changes were introduced:
m Allinstances of blacklist have been replaced with

denylist.
m Allinstances of whitelist have been replaced with

allowlist.
Aruba0s 8.7.0.0 Captive portal authentication was supported for VAPs in the
bridge forwarding mode.
Aruba0s 8.4.0.0 The ap-mac-in-redirection-url parameter was added.
ArubaO0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system, except | Config mode on managed
for noted parameters. devices.
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aaa authentication dot1x

aaa authentication dotlx {<profile>|countermeasures}
ca-cert <certificate>
cert-cn-lookup
clear
clone <profile>
delete-keycache
eapol-logoff
enforce-suite-b-128
enforce-suite-b-192
framed-mtu <mtu>
heldstate-bypass—-counter <number>
ignore-eap-id-match
ignore-eapolstart-afterauthentication
key-cache clear
machine-authentication blacklist-on-failure / denylist-on-failure| {cache-timeout
<hours>} |enable]|
{machine-default-role <role>}|{user-default-role <role>}
max—-authentication-failures <number>
max-requests <number>
multicast-keyrotation
no ...
opp-key-caching
reauth-max <number>
reauth-server-termination-action
reauthentication
reload-cert
server {server-retry <number>|server-retry-period <seconds>}
server-cert <certificate>
termination {eap-type <type>}|enable|enable-token-caching| {inner-eap-type (eap-
gtc|eap-mschapv?) } | {token-caching-period <hours>}
timer {idrequest period <seconds>}|{keycache-tmout <kc-tmout>}|{mkey-rotation-period
<seconds>}\{quie€—period <seconds>} | {reauth-period <seconds>} | {ukey-rotation-period
<seconds>} | {wpa- groupkey-delay <seconds>}|{wpa-key-period <milliseconds>} |wpa2-key-
delay <milliseconds>
tls-guest-access
tls-guest-role <role>
unicast-keyrotation
use-session-key
use-static-key
validate-pmkid
wep-key-retries <number>
wep-key-size {40128}
wpa-fast-handover
wpa-key-retries <number>
xSec-mtu <mtu>

Description
This command configures the 802.1X authentication profile and allows you to enable and configure
machine authentication and 802.1X termination on the managed device (also called AAA FastConnect).

In the AAA profile, specify the 802.1X authentication profile, the default role for authenticated users, and
the server group for the authentication.
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Parameter Description

<profile> Name that identifies an instance of the profile.
The name must be 1-63 characters.
default

clear Clear the Cached PMK, Role and VLAN entries.

This command is available in enable mode only.

countermeasures Scans for message integrity code failures in
traffic received from clients. If there are more
than 2 message integrity code failures within 60
seconds, the AP is shut down for 60 seconds.
This option is intended to slow down an attacker
who is making a large number of forgery
attempts in a short time.

disabled
ca-cert <certificate> CA certificate for client authentication. The CA
certificate needs to be loaded in the Mobility
Conductor.
ca-cert-name Name of the CA certificate.
cert-cn-lookup If you use client certificates for user

authentication, enable this option to verify that
the CN of the certificate exists in the server. This
parameter is disabled by default.

delete-keycache Delete the key cache entry when the user entry
is deleted.

disabled

eapol-logoff Enables handling of EAPOL-LOGOFF messages.
disabled

enforce-suite-b-128 Configure Suite-B 128 bit or more security level
authentication enforcement.

disabled

enforce-suite-b-192 Configure Suite-B 192 bit or more security level
authentication enforcement

disabled

framed-mtu <MTU> Sets the framed MTU attribute sent to the
authentication server.

500-1500
1100
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Parameter Description

heldstate-bypass- This parameter is applicable when 802.1X
counter <number> authentication is terminated on the Mobility
Conductor, also known as AAA FastConnect.
Number of consecutive authentication failures
which, when reached, causes the Mobility
Conductor to not respond to authentication
requests from a client while the Mobility
Conductor is in a held state after the
authentication failure. Until this number is
reached, the Mobility Conductor responds to
authentication requests from the client even
while the Mobility Conductor is in its held state.

0-3
0
ignore-eap-id- Ignore EAP ID during negotiation.
h .
mate disabled
ignore-eapol Ignores EAPOL-START messages after
start-afterauthentication authentication.
disabled
key-cache clear Clears the Cached PMK, Role and VLAN.
machine-authentication This parameter is applicable in Windows

environments only. These parameters set
machine authentication.
This parameter requires the PEFNG license.

blacklist-on-failure / denylist-on-failure Blocks the client if machine authentication fails.
disabled

cache-timeout <hours> The timeout, in hours, for machine
authentication.
1-1000
24

enable Select this option to enforce machine

authentication before user authentication. If
selected, either the machine-default-role or the
user-default-role is assigned to the user,
depending on which authentication is

successful.
disabled
machine-default-role Default role assigned to the user after
<role> completing only machine authentication.
guest
user-default-role Default role assigned to the user after 802.1X
<role> authentication.
guest
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Parameter Description

max-authentication- Number of times a user can try to login with
failures <number> wrong credentials after which the user is
blocked as a security threat. Set to 0 to disable
denylisting, otherwise enter a non-zero integer
to block the user after the specified number of

failures.
0-5
0
max-requests <number> Maximum number of times ID requests are sent
to the client.
1-10
5
multicast-key Enables multicast key rotation
rotation disabled
no Negates any configured parameter.
opp-key-caching Enables a cached PMK derived with a client and

an associated AP to be used when the client
roams to a new AP. This allows clients faster
roaming without a full 802.1X authentication.
Make sure that the wireless client (the 802.1X
supplicant) supports this feature. If the client
does not support this feature, the client will
attempt to renegotiate the key whenever it
roams to a new AP. As a result, the key cached
on the managed device can be out of sync with
the key used by the client.

enabled
reauth-max <number> Maximum number of reauthentication attempts.
1-10
3
reauth-server- Specifies the termination-action attribute from
termination-action the server.
reauthentication Select this option to force the clientto do a

802.1X reauthentication after the expiration of
the default timer for reauthentication. (The
default value of the timer is 24 hours.) If the user
fails to reauthenticate with valid credentials, the
state of the user is cleared.

If derivation rules are used to classify 802.1X-
authenticated users, then the reauthentication
timer per role overrides this setting.

disabled

reload-cert Reload certificate for 802.1X termination. This
command is available in enable mode only.
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Parameter Description

server Sets options for sending authentication requests
to the authentication server group.

server-retry <number> Maximum number of authentication requests
that are sent to server group.
0-5
3

server-retry-period <seconds> Server group retry interval, in seconds.
2-65535
5

server-cert <certificate> Server certificate used by the managed device to

authenticate itself to the client.

termination Sets options for terminating 802.1X
authentication on the managed device.

eap-type <type> The EAP method, either EAP-PEAP or EAP-TLS.
eap-peap, eap-tls
eap-peap
enable Enables 802.1X termination on the managed
device.
disabled
enable-token If you select EAP-GTC as the inner EAP method,
-caching you can enable the Mobility Conductor to cache

the username and password of each
authenticated user. The Mobility Conductor
continues to reauthenticate users with the
remote authentication server, however, if the
authentication server is not available, the
Mobility Conductor will inspect its cached
credentials to reauthenticate users.

disabled
inner-eap-type When EAP-PEAP is the EAP method, one of the
eap-gtc|eap-mschapv2 following inner EAP types is used:

EAP-GTC: Described in RFC 2284, this EAP
method permits the transfer of unencrypted
usernames and passwords from client to server.
The main uses for EAP-GTC are one-time token
cards such as SecurelD and the use of LDAP or
RADIUS as the user authentication server. You
can also enable caching of user credentials on
the Mobility Conductor as a backup to an
external authentication server.
EAP-MSCHAPV2: Described in RFC 2759, this
EAP method is widely supported by Microsoft
clients.

eap-gtc, eap-
mschapv2

eap-mschapv2
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Parameter Description

token-caching-period If you select EAP-GTC as the inner EAP method,
<hours> you can specify the timeout period, in hours, for
the cached information.
24
timer Sets timer options for 802.1X authentication:
idrequest- Interval, in seconds, between identity request
period <seconds> retries.
1-65535
5
keycache-tmout Set the per BSSID PMKSA cache interval. Cache is
deleted within 2 hours of the interval.
1-2000
8
mkey-rotation-period Interval, in seconds, between multicast key
<seconds> rotation.
60-864000
1800
quiet-period <seconds> Interval, in seconds, following failed
authentication.
1-65535
30
reauth-period <seconds> Interval, in seconds, between reauthentication

attempts, or specify server to use the server-
provided reauthentication period.

60-864000

86400
ukey-rotation-period Interval, in seconds, between unicast key

<seconds> rotation.

60-86400

900
wpa-groupkey Interval, in milliseconds, between unicast and
-delay <milliseconds> multicast key exchanges.

0-2000

0
wpa-key-period Interval, in milliseconds, between each WPA key
<milliseconds> exchange.

10-5000

1000
wpa2-key-delay Set the delay between EAP-Success and unicast
<milliseconds> key exchange.
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Parameter Description

1-2000
0

tls-guest-access

Enables guest access for EAP-TLS users with
valid certificates.

disabled

tls-guest-role <role>

User role assigned to EAP-TLS guest.
This parameter requires the PEFNG license.

guest

unicast-keyrotation

Enables unicast key rotation.
disabled

use-session-key

Use RADIUS session key as the unicast WEP key.
disabled

use-static-key

Use static key as the unicast or multicast WEP
key.

disabled

validate-pmkid

This parameter instructs the Mobility Conductor
to check the PMK ID sent by the client. When this
option is enabled, the client must send a PMK ID
in the associate or reassociate frame to indicate
that it supports OKC or PMK caching; otherwise,
full 802.1X authentication takes place. (This
feature is optional, since most clients that
support OKC and PMK caching do not send the
PMKID in their association request.)

disabled

wep-key-retries <number>

Number of times WPA or WPA2 key messages
are retried.

1-3
2

wep-key-size

Dynamic WEP key size, either 40 or 128 bits.
128

wpa-fast-handover

Enables WPA-fast-handover. This is only
applicable for phones that support WPA and fast
handover.

disabled

wpa-key-retries

Set the number of times WPA or WPA2 Key
Messages are retried. The supported range is 1-
10 retries, and the default value is 3.

xSec-mtu <mtu>

Sets the size of the MTU for xSec.
1024-1500
1300
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Examples

The following example enables authentication of the user's client device before user authentication. If
machine authentication fails but user authentication succeeds, the user is assigned the restricted guest
role:

(host) ~[md] (config) #aaa authentication dotlx dotlx

(host) " [md] (802.1X Authentication Profile "dotlx") machine-authentication enable
(host) "~[md] (802.1X Authentication Profile "dotlx") machine-authentication
machine-default-role computer

(host) " [md] (802.1X Authentication Profile "dotlx") machine-authentication user-
default-role guest

The following example configures an 802.1X profile that terminates authentication on the managed
device, where the user authentication is performed with the internal database of the managed device or
to a “backend” non-802.1X server:

(host) " [md] (config) #aaa authentication dotlx dotlx
(host) ~[md] (802.1X Authentication Profile "dotlx") #termination enable

Command History

Release Modification

Aruba0s 8.9.0.0 All instances of blacklist have been replaced with denylist.

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. The Config mode on Mobility
voice-aware parameter Conductor.

requires the PEFNG license.
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aaa authentication mac

aaa authentication mac <profile>
case upper|lower
clone <profile>
delimiter {colon|dash|none}
max-authentication-failures <number>
no ...
reauthentication
timer reauth period {<ra-period>|server}

Description

This command configures the MAC authentication profile, which configures authentication of devices
based on their physical MAC address. MAC-based authentication is often used to authenticate and allow
network access through certain devices while denying access to all other devices. Users may be required
to authenticate themselves using other methods, depending on the network privileges.

Parameter Description

<profile> Name that identifies an instance of the profile. The name must be
1-63 characters.

case The case (upper or lower) used in the MAC string sent in the
authentication request. If there is no delimiter configured, the
MAC address in lower case is sent in the format XXXXXXXXXXXX,
while the MAC address in upper case is sent in the format
XXXXKXXXXXXX.

upper, lower

lower

clone <profile> Name of an existing MAC profile from which parameter values are
copied.

delimiter Delimiter (colon, dash, none, oui-nic) used in the MAC string.

colon, dash, none, oui-nic

none
max-authentication-failures Number of times a client can fail to authenticate before it is
<number> blocked. A value of 0 disables blacklisting/denylisting.
0-10
0
no Negates any configured parameter.
reauthentication Use this parameter to enable or disable reauthentication.
disabled
timer reauth period <ra-period> specifies the period between reauthentication
<ra-period>|server attempts in seconds. The server parameter specifies the server-
provided reauthentication interval.
60-864000
86400
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Example

The following example configures a MAC authentication profile to block client devices that fail to
authenticate.

(host) [md] (config) #aaa authentication mac mac-denylist
(host) [md] (MAC Authentication Profile "mac-denylist") #max-authentication-

failures 3

A
A

Command History

Release Modification

Aruba0s 8.9.0.0 All instances of blacklist have been replaced with denylist.

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication mgmt

aaa authentication mgmt
default-role {ap-provisioning|guest-provisioning|location-api-mgmt |nbapi-mgmt|network-
operations|no-access|read-only|root|standard}
enable
mchapv?2
no
server—-group <group>

Description

This command configures authentication for administrative users. If you enable authentication with this
command, users configured with the mgmt-user command must be authenticated using the specified
server-group.

You can configure the management authentication profile in the base operating system or with the
PEFNG license installed.

Syntax
default-role Select a predefined management role to assign to authenticated
administrative users:
ap-provisioning AP provisioning role.
guest-provisioning Guest provisioning role.
location-api-mgmt Location APl management role.
nbapi-mgmt NBAPI management role.
network-operations Network operator role.
read-only Read-only role.
root Default role or superuser role.
standard Standard role
enable Enables authentication for administrative users.
disabled
mchapv?2 Enable MSCHAPv2.
disabled
no Negates any configured parameter.
server-group <group> Name of the group of servers used to authenticate administrative
users.
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Example

The following example configures a management authentication profile that authenticates users
against the internal database of the Mobility Conductor. Users who are successfully authenticated are

assigned the read-only role.

(host) [mynode] (config) aaa authentication mgmt

default-role read-only
server—-group internal

Command History

Release Modification

Aruba0sS 8.2.0.0

The standard parameter was added.

Aruba0s 8.0.0.0

Command introduced.

Command Information

Platforms

All platforms

License Command Mode
Base operating system. Config mode on Mobility
Conductor.

| aaa authentication mgmt
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aaa authentication-server internal

aaa authentication-server internal
use-local-switch

Description

This command specifies that the internal database on a managed device must be used for
authenticating clients.

Parameter Description

use-local-switch Use the internal database on the local managed device.
By default, the internal database on the Mobility Conductor is
used for authentication.

Command History

Release Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor executed on the
managed device node.

ArubaOS 8.x | Reference Guide



aaa auth-survivability

aaa auth-survivability
cache-lifetime
enable
server-cert

Description

This command configures authentication survivability on a managed device.

Parameter Description

cache-lifetime <hrs> This parameter specifies the lifetime in hours for the cached
access credential in the local Survival Server. When the specified
cache-lifetime expires, the cached access credential is deleted
from the managed device.

1-72
1

enable This parameter controls whether to use the Survival Server when
no other servers in the server group are in-service.

This parameter also controls whether to store the user access
credential in the Survival Server when it is authenticated by an
external RADIUS or LDAP server in the server group.
Authentication Survivability is enabled or disabled on each
managed device. Authentication survivability will not activate if
the Authentication Server Dead Time is configured as 0

Disabled

server-cert This parameter allows you to view the name of the server
certificate used by the local Survival Server. The local Survival
Server is provided with a default server certificate from AOS. The
customer server certificate must be imported into the managed
device first, and then you can assign the server certificate to the
local Survival Server.

NOTE: In the deployment environment, it is recommended that
you switch to a customer server certificate.

Command History

Modification

Aruba0s 8.0.0.0 Command introduced.

Command Information
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Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication-server Idap

aaa authentication-server ldap <server>

admin-dn <name>

admin-passwd <string>

allow-cleartext
authport <port>
base-dn <name>

chase-referrals
clone <server>

enable

filter <filter>
host <ipaddr>

key-attribute <string>
max—-connection <number>

no

preferred-conn-type ldap-s|start-tls|clear-text

timeout <seconds>

Description

This command configures an LDAP server. You configure a server before you can add it to one or more
server groups. You create a server group for a specific type of authentication (see aaa server-group on

page 103).

G A maximum of 128 LDAP servers can be configured on the Mobility Conductor.

Parameter Description

NOTE

<server>

Name that identifies the server.

admin-dn <name>

DN for the admin user who has read or search privileges across
all of the entries in the LDAP database (the user does not need
write privileges but should be able to search the database and
read attributes of other users in the database).

admin-passwd <string>

Password for the admin user.

allow-cleartext

Allows clear-text (unencrypted) communication with the LDAP
server.

Disabled

authport <port>

Port number used for authentication. Port 636 will be attempted
for LDAP over SSL-LDAP, while port 389 will be attempted for SSL
over LDAP, Start TLS operation and clear text.

1-65535
389

base-dn <name>

DN name of the node which contains the entire user database to
use.

chase-referrals

Chase referrals anonymously.

| aaa authentication-server |dap
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Parameter Description

clone <server> Name of an existing LDAP server configuration from which
parameter values are copied.

enable Enables the LDAP server.
filter <filter> Filter that should be applied to search of the user in the LDAP
database.

(objectclass=*).

host <ip-addr> IP address of the LDAP server, in dotted-decimal format.

key-attribute <string> Attribute that should be used as a key in search for the LDAP
server. For PAP, the value is sSAMAccountName. For EAP-TLS
termination the value is userPrincipalName.

sAMAccountName

max-connection Maximum number of simultaneous non-admin connections to an
LDAP server.

no Negates any configured parameter.

preferred-conn-type Preferred connection type. The default order of connection type
is:

1. ldap-s

2. start-tls

3. clear-text

The Mobility Conductor will first try to contact the LDAP server
using the preferred connection type, and will only attempt to use
a lower-priority connection type if the first attempt is not
successful. You enable the allow-cleartext option before you
select clear-text as the preferred connection type. If you set
clear-text as the preferred connection type but do not allow clear-
text, the Mobility Conductor will only use Idap-s or start-tls to
contact the LDAP server.

Idap-s, start-tls, clear-text
ldap-s

timeout <seconds> Timeout period of a LDAP request, in seconds.
1-30
20

Example

The following command configures and enables an LDAP server:

(host) " [md] (config) #aaa authentication-server ldap ldapl

(host) " [md] (LDAP Server "ldapl") #host 10.1.1.243

(host) " [md] (LDAP Server "ldapl") #base-dn cn=Users,dc=1m,dc=corp,dc=com

(host) " [md] (LDAP Server "ldapl") #admin-dn cn=corp,cn=Users,dc=1lm,dc=corp,dc=com
(host) " [md] (LDAP Server "ldapl") #admin-passwd abclO

(host) " [md] (LDAP Server "ldapl") #key-attribute sAMAccountName

(host) " [md] (LDAP Server "ldapl") #filter (objectclass=*)

(host) " [md] (LDAP Server "ldapl") #enable
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Command History

Release Modification

Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication-server radius

aaa authentication-server radius <rad_ server name>
acct-modifier <profile name>
acctport <port>
authport <port>
auth-modifier <profile name>
called-station-id type
{ap-group | ap-macaddr | ap-name | ipaddr | macaddr | vlan-id}
[delimiter {colon | dash | none}] [include-ssid {enable |disable}]
clone <server>
cppm username <username> password <password>
enable
enable-ipv6
enable-radsec
host <ipaddr>|<FQDN>
key <psk>
mac-delimiter [colon | dash | none | oui-nic]
mac-lowercase
nas—-identifier <string>
nas-ip <ipaddr>
nas-ip6 <ipv6-adrress>
no
radsec-client-cert-name <name>
radsec-port <radsec-port>
radsec-trusted-cacert-name <radsec-trusted-ca>
radsec-trusted-servercert-name <name>
retransmit <number>
service-type-framed-user
source-interface vlan <vlan> ipb6addr <ipvé6addr>
timeout <seconds>
use-ip-for-calling-station
use-mdb

Description

This command configures a RADIUS server. You can configure a server before you can add it to one or
more server groups. You can create a server group for a specific type of authentication (see aaa server-
group on page 103).

Parameter Description

<rad_server name> Name that identifies the server.
acct-modifier <profile name> Attributes modifier for accounting-request.
acctport <port> Accounting port on the server.
1-65535
1813
authport <port> Authentication port on the server.
1-65535
1812
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Parameter Description

auth-modifier

Attributes modifier for access-request.

called-station-id type
{ap—group | ap-macaddr | ap-name
ipaddr | macaddr | vlan-id}

Configure this parameter to be sent with the RADIUS attribute
Called Station ID for authentication and accounting requests.
The called-station-id parameter can be configured to

include AP group, AP MAC address, AP name, Mobility
Conductor IP, Mobility Conductor MAC address, or user vlan.
The default value is Mobility Conductor MAC address.

macaddr

clone <server>

Name of an existing RADIUS server configuration from which
parameter values are copied.

cppm username <username>
password <password>

Configure the ClearPass Policy Manager username and
password. The Mobility Conductor authenticating to ClearPass
Policy Manager is enhanced to use configurable username
and password instead of support password. The support
password is vulnerable to attacks as the server certificate
presented by ClearPass Policy Manager server is not validated.

enable

Enables the RADIUS server.

enable-ipvo6

Enables the RADIUS server in IPv6 mode.

enable-radsec

Enables RadSec for RADIUS data transport over TCP and TLS.

host Identify the RADIUS server either by its IP address or FQDN.
<ipaddr> IPv4 or IPv6 address of the RADIUS server.
<FQDN> FQDN of the RADIUS server. The maximum supported length
is 63 characters.
key <psk> Shared secret between the Mobility Conductor and the

authentication server. The maximum length is 128 characters.

mac-delimiter
[colon | dash | none | oui-nic]

Send MAC address with user-defined delimiter.

none

mac-lowercase

Send MAC addresses as lowercase.

nas-identifier <string>

NAS identifier to use in RADIUS packets.

nas-ip <ip-addr>

The NAS IP address to be sent in RADIUS packets from that
server. If you define a local NAS IP setting using this command

and also define a global NAS IP using the command ip

radius nas-ip <ip-addr>, the global NAS IP address takes
precedence.

nas-ip6 <ipv6-address>

NAS IPv6 address to send in RADIUS packets.

You can configure a global NAS IPv6 address that the Mobility
Conductor uses for communications with all RADIUS servers. If
you do not configure a server-specific NAS IPv6, the global NAS

IPV6 is used. To set the global NAS IPv6, enter the ipv6

radius nas-ip6 <ipvé6-address>command.

| aaa authentication-server radius
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Parameter Description

no

Negates any configured parameter.

radsec-client-cert
<radsec-client-cert>

Configures a RadSec client certificate on the RADIUS server to
identify and authenticate clients.

radsec-port <radsec-port>

Designates a RadSec port for RADIUS data transport.
1-65535
2083

radsec-trusted-cacert-name
<radsec-trusted-ca>

Designates a CA to sign RadSec certificates.

radsec-trusted-servercert-name
<radsec-trusted-ca>

Designates a trusted RadSec server certificate.

retransmit <number>

Maximum number of retries sent to the server by the Mobility
Conductor before the server is marked as down.

0-3
3

service-type-framed-user

Send the service-type as FRAMED-USER instead of LOGIN-
USER. This option is disabled by default.

disabled

source-interface vlan <vlan>
ip6addr <ipvé6addr>

This option associates a VLAN interface with the RADIUS
server to allow the server-specific source interface to override
the global configuration.
m [f you associate a Source Interface (by entering a VLAN
number) with a configured server, then the source IP
address of the packet will be that interface's IP address.
m [f you do not associate the Source Interface with a
configured server (leave the field blank), then the IP
address of the global Source Interface will be used.
m [f you want to configure an IPv6 address for the Source

Interface, specify the IPv6 address for the ip6addr
parameter.

timeout <seconds>

Maximum time, in seconds, that the Mobility Conductor waits
before timing out the request and resending it.

1-30

5

Starting from ArubaOS 8.10.0.0, the range of the RADIUS
server authentication timeout value is increased from 1-30
seconds to 1-120 seconds.

use-ip-for-calling-station

Use an IP address instead of a MAC address for calling station
IDs. This option is disabled by default.

disabled
use-md5 Use MD5 hash of cleartext password.
disabled
Example
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The following command configures and enables a RADIUS server:

(host) [md] (config) #aaa authentication-server radius radius
(host) [md] (RADIUS Server "radius") #host 10.1.1.244

(host) [md] (RADIUS Server "radius") #key gwERtyuIOp

(host) [md] (RADIUS Server "radius") #enable

Command History

Release Modification

ArubaOs 8.10.0.0 The range of the RADIUS server authentication timeout value was
increased from 1-30 seconds to 1-120 seconds.

Aruba0s 8.1.0.0 The following parameters were added:

m acct-modifier

m auth-modifier

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication-server tacacs

aaa authentication-server tacacs <server>

clone <source>

enable

host <host>

key <psk>

no ...
retransmit <number>
session-authorization
source-interface
tcp-port <port>
timeout <seconds>

Description

This command configures a TACACS+ server. You can configure a server before you can add it to one or
more server groups. You can create a server group for a specific type of authentication (see aaa server-
group on page 103).

A maximum of 128 TACACS servers can be configured on the Mobility Conductor.

Parameter Description

<server> Name that identifies the server.

clone <source> Name of an existing TACACS server configuration from which
parameter values are copied.

enable Enables the TACACS server.

host <host> IPv4 or IPv6 address of the TACACS server.

key Shared secret to authenticate communication between the
TACACS client and server.

no Negates any configured parameter.

retransmit <number> Maximum number of times a request is retried.
0-3
3

session-authorization Enables TACACS+ authorization. Session-authorization turns on
the optional authorization session for admin users.
disabled

source-interface Select source address of outgoing TACACS requests to the server.

vlan <vlan id> Select VLAN of outgoing TACACS requests to the server.

1-4094

tcp-port <port> TCP port used by the server.
1-65535
49
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Parameter

Description

timeout <timeout>

Timeout period of a TACACS request, in seconds.
1-30

20

Example

The following command configures, enables a TACACS+ server and enables session authorization:

(host) " [md]
(host) " [md]
(host) *
(host) *
(host) " [md]
(host) " [md]

confiqg)
TACACS
TACACS
TACACS
TACACS

(
(
(
(
(
(TACACS

#aaa authentication-server tacacs tacacsl

Server
Server
Server
Server
Server

Command History

Release Modification

Aruba0sS 8.2.0.0

"tacacsl")clone default
"tacacsl")host 10.1.1.245
"tacacsl") key gwERtyuIOp
"tacacsl")enable
"tacacsl")session-authorization

The source-interface parameter was added

ArubaOs 8.0.0.0

Command introduced.

Command Information

Platforms

All platforms

License Command Mode
Base operating system Config mode on Mobility
Conductor

| aaa authentication-server tacacs
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aaa authentication-server windows

aaa authentication-server windows <windows server name>
clone <source>
domain <domain>
enable
host <ipaddr>
no

Description

This command configures a windows server for stateful-NTLM authentication. You must define a
Windows server before you can add it to one or more server groups. You create a server group for a
specific type of authentication (see aaa server-group on page 103). Windows servers are used for
stateful-NTLM authentication.

Parameter Description

<windows_server name> Name of the windows server. You will use this name when you
add the windows server to a server group.
clone <source> Name of a Windows Server from which you want to make a copy.
domain <domain> The Windows domain for the authentication server.
enable Enables the Windows server.
host <ipaddr> IP address of the Windows server.
no Delete command.
Example

The following command configures and enables a windows server:

(host) ~[md] (config) #aaa authentication-server windows IAS 1
(host) ~[md] (Windows Server "IAS 1") #host 10.1.1.245
(host) ~[md] (Windows Server "IAS 1") #enable

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information
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Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication stateful-dot1x

aaa authentication stateful-dotlx
default-role <role>
enable
no ...
server—-group <group>
timeout <seconds>

Description

This command configures 802.1X authentication for clients on non-Aruba APs. This command
configures 802.1X authentication for clients on non-Aruba APs. The Mobility Conductor maintains user
session state information for these clients.

Parameter Description

default-role <role> Role assigned to the 802.1X user upon login. The PEFNG license
must be installed.

guest

enable Enables 802.1X authentication for clients on non-Aruba APs. Use
no enable to disable stateful 8021.X authentication.

enabled
no Negates any configured parameter.
server-group <group> Name of the group of RADIUS servers used to authenticate the

802.1X users.

timeout <seconds> Timeout period, in seconds.
1-20
10
Example

The following command assigns the employee user role to clients who successfully authenticate with
the server group corp-rad:

(host) " [md] (config) aaa authentication stateful-dotlx
default-role employee
server—-group corp-rad

Command History

Release Modification

Aruba0Ss 8.0.0.0 Command introduced.

ArubaOS 8.x | Reference Guide



Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication stateful-dot1x clear

aaa authentication stateful-dotlx clear

Description

This command clears automatically-created control path entries for 802.1X users on non-Aruba APs.

Run this command after changing the configuration of a RADIUS server in the server group configured
with the aaa authentication stateful-dotlx command. This causes entries for the users to be
created in the control path with the updated configuration information.

Command History

Release Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor in the managed
device node.
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aaa authentication stateful-kerberos

aaa authentication stateful-kerberos <profile-name>

clone

default-role <role>

no

server—-group <server-group>
timeout <timeout>

Description

This command configures stateful Kerberos authentication.

Parameter Description

clone <source>

Create a copy of an existing stateful Kerberos profile

default-role

Select an existing role to assign to authenticated users.
guest

no

Negates any configured parameter.

server-group <server-group>

Name of a server group.
default

timeout <timeout>

Amount of time, in seconds, before the request times out.
1-20 seconds
10 seconds

Example

(host) " [md] (config) #aaa authentication stateful-kerberos default
(host) ~[md] (Stateful Kerberos Authentication Profile "default") #default-role

guest

(host) ~[md] (Stateful Kerberos Authentication Profile "default") #timeout 10
(host) " [md] (Stateful Kerberos Authentication Profile "default") #server-group

internal

Command History

Modification

ArubaOs 8.0.0.0

Command introduced.

Command Information

| aaa authentication stateful-kerberos
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Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication stateful-ntim

aaa authentication stateful-ntlm <profile-name>
clone
default-role <role>
enable
no
server—-group <server-group>
timeout <timeout>

Description

NTLM is a suite of Microsoft authentication and session security protocols. You can use a stateful NTLM
authentication profile to configure a managed device to monitor the NTLM authentication messages
between clients and an authentication server. The managed device can then use the information in the
SMB headers to determine the username and IP address of the client, the server IP address and the
current authentication status client. If the client successfully authenticates via an NTLM authentication
server, the managed device can recognize that the client has been authenticated and assign that client a
specified user role. When the user logs off or shuts down the client machine, the user will remain in the
authenticated role until the user’'s authentication is aged out.

The stateful NTLM Authentication profile requires that you specify a server group which includes the
servers performing NTLM authentication, and a default role to be assigned to authenticated users. For
details on defining a windows server used for NTLM authentication, see aaa authentication-server

windows.
Parameter Description
clone Create a copy of an existing stateful NTLM profile
default-role Select an existing role to assign to authenticated users.
guest
enable Enables stateful ntim authentication profile for clients. Use no
enable to disable stateful ntim authentication.
enabled
no Negates any configured parameter.
server—-group <server-group> Name of a server group.
default
timeout <timeout> Amount of time, in seconds, before the request times out.
1-20 seconds
10 seconds
Example

The following example configures a stateful NTLM authentication profile that authenticates clients via
the server group “Windows1.” Users who are successfully authenticated are assigned the “guest2” role.
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(host) " [md] (config) #aaa authentication stateful-ntlm ntlml
(host) ~[md] (Stateful NTLM Authentication Profile "ntlml") #default-role guest?2
(host) " [md] (Stateful NTLM Authentication Profile "ntlml") #server-group Windowsl

Command History

Release Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa auth-trace

aaa auth-trace
loglevel

Description

This command sets parameters for debug tracing in AUTH (light weight tracing).

Parameter Description

loglevel Specify the loglevel of syslogs that will be included in the trace.
alert Trace all logs equal or higher than LOG_ALERT.
critical Trace all logs equal or higher than LOG_CRIT.
debug Trace all logs equal or higher than LOG_DEBUG.
emergency Trace all logs equal or higher than LOG_EMERG.
error Trace all logs equal or higher than LOG_ERR.
info Trace all logs equal or higher than LOG_INFO.
notice Trace all logs equal or higher than LOG_NOTICE.
warn Trace all logs equal or higher than LOG_WARN.

Command History

Version Description

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor in the managed
device node.
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aaa authentication via auth-profile

aaa authentication via auth-profile <profile>
auth-protocol {mschapv2|pap}
cert-cn-lookup
client-cert-enable
clone <source>
default-role <default-role>
desc <description>
download-role
encoding-format
max-authentication-failures <max-authentication-failures>
no
pan-integration
radius-accounting <server group name>
rfc-3576-server <rfc-server>
server—-group <server-group>

Description
This command configures the VIA authentication profile and associates user roles to the authentication
profile.
Parameter Description
auth-protocol {mschapv2|pap} Authentication protocol support for VIA authentication;
MSCHAPvV2 or PAP
PAP
cert-cn-lookup Check certificate CN against AAA server.
Enabled
client-cert-enable If selected, this option enables client certificate-based
authentication for VPN profile download.
Disabled
clone <source> Name of an existing profile from which configuration
values are copied.
default-role <default-role> Name of the default VIA authentication profile.
desc <description> Description of this profile for reference.
download-role Name of the authentication profile to be downloaded from
CPPM.
encoding-format Specify one of the following encoding format type for the
user credentials:
|
= ANSI
= UTF-16
= UTF-8
The default type is UTF-8.
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Parameter Description

max—-authentication-failures
<max-authentication-failures>

Number of times VIA will prompt user to login due to
incorrect credentials. After the maximum authentication
attempts failures VIA will exit.

0

pan-integration

Requires IP mapping at Palo Alto Network.

radius-accounting <server group name>

Server group for RADIUS accounting.

rfc-3576-server <rfc-server>

Configures the RFC 3576 server.

server—-group <server-group>

Server group against which the user is authenticated.

Exampl

(host)
(host)
(host)
(host)

e

[md]
[(md]
[md]
[md]

(config) #aaa authentication via auth-profile default

(VIA Authentication
(VIA Authentication
(VIA Authentication

Authentication Profile"

(host)
group"

[(md]

(VIA Authentication

Command History

Release

Profile
Profile
Profile

Profile

"default") #auth-protocol mschapv2
"default") #default-role example-via-role
"default") #desc "Default VIA

"default") #server-group "via-server-

Modification

ArubaOs 8.0.0.0

Command introduced.

Command Information

Platforms

All platforms

License Command Mode
Base operating system. Config mode on Mobility
Conductor.

| aaa authentication via auth-profile
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aaa authentication via connection-profile

aaa authentication via connection-profile <profile>
admin-logoff-script
admin-logon-script
allow-user-disconnect
allow-whitelist-traffic / allow-allowlist-traffic
auth-profile
auth domain suffix
auto-launch-supplicant
auto-login
auto-upgrade
banner-message-reappear-timeout <mins>
block-dest-traffic
block-destination-traffic-selector
certificate-criteria
client-logging
client-netmask
client-wlan-profile <client-wlan-profile> position <position>
clone <source>
controllers-load-balance
csec-gateway-url <URL>
csec-http-ports <comma separated port numbers>
dn-profile
dns-suffix-list <dns-suffix-list>
domain-pre-connect
DPC-generate-profile
enable-csec
enable-fips
enable-supplicant
ext-download-url <ext-download-url>
ike-policy <ike-policy>
ikev2-policy
ikev2-proto
ikev2auth
ipsec-cryptomap map <map> number <number>
ipsecv2-cryptomap
12-forwarding
lockdown-all-settings
max-reconnect-attempts <max-reconnect-attempts>
max-timeout <value>
minimized
mtu
no
ocsp-responder
save-passwords
server
split-tunneling
suiteb-crypto
support-email
tos-dscp {0-63}
tunnel
user-idle-timeout
validate-server-cert
via cc_log enable
whitelist/allowlist
windows-credentials
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Description

This command configures the VIA connection profile. A VIA connection profile contains settings required
by VIA to establish a secure connection to the managed device. You can configure multiple VIA
connection profiles. A VIA connection profile is always associated to a user role and all users belonging
to that role will use the configured settings. If you do not assign a VIA connection profile to a user role,
the default connection profile is used.

Parameter Description

admin-logoff-script Enables VIA logoff script.
Disabled
admin-logon-script Enables VIA logon script.
Disabled
allow-user-disconnect Enable or disable users to disconnect their VIA sessions.
Enabled
allow-whitelist-traffic / If enabled, this feature will block network access until the VIA VPN
allow-allowlist-traffic connection is established.
Disabled

auth-profile <auth-profile> | Thisis the list of VIA authentication profiles that will be displayed to users
in the VIA client.

auth domain suffix Enables a domain suffix on VIA Authentication, so client credentials are
sent as domainname\username instead of just username.

auto-launch-supplicant Allows you to connect automatically to a configured WLAN network.
Disabled

auto-login Enable or disable VIA client to auto login and establish a secure
connection to the managed device.
Enabled

auto-upgrade Enable or disable VIA client to automatically upgrade when an updated
version of the client is available on the managed device.
Enabled

banner-message-reappear- Timeout value, in minutes, after which the user session will end and the

timeout VIA Login banner message reappears.
1440

block-destination-traffic- Turn ON feature to block Destination Traffic .

selector-ON

block-dest-traffic-address Destination Traffic selector.

certificate-criteria Allows admin users to filter the certificates that can be used to establish
the IPsec connection when a user certificate or EAP-TLS is used as the
authentication method. Use the following certificate attributes or OIDs to
set the certificate criteria:
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Parameter Description

commonName (OID 2.5.4.3)

organizationalUnitName (OID 2.5.4.11)

organizationName (OID 2.5.4.10)

subjectAltName (OID 2.5.29.17)

certificatelssuer (OID 2.5.29.29)

userPrincipalName (OID 1.3.6.1.4.1.311.20.2.3)

emailAddress (OID 1.2.840.113549.1.9.1)

friendlyName (OID 1.2.840.113549.1.9.20)

The maximum length is 256 characters. Each attribute or OID must be
separated by a semicolon. If an attribute or OID contains any spaces, the
entire string must be enclosed in quotation marks.

client-logging

Enable or disable VIA client to auto login and establish a secure
connection to the managed device.

Enabled

client-netmask <client-
netmask>

The network mask that has to be set on the client after the VPN
connection is established.

255.255.255.255

client-wlan-profile
<client-wlan-profile>

A list of VIA client WLAN profiles that needs to be pushed to the client
machines that use Windows Zero Config to configure or manage their
wireless networks.

clone <source>

Create a copy of connection profile from an another VIA connection
profile.

controllers-load-balance

Enable this option to allow the VIA client to failover to the next available
selected randomly from the list as configured in the VIA Servers option. If
disabled, VIA will failover to the next in the sequence of ordered list of VIA
servers.

Disabled

csec-gateway-url

Specify the content security service providers URL here. You must provide
a FQDN.

csec-http-ports

Specify the ports (separated by comma) that will be monitored by the
content security service provider. Do not add space before or after the
comma.

dn-profile
CN | ORG | OU | Country

Configure VIA dn profile.

NOTE: If a hyphen is entered as an input after a parameter, the controller
and VIA will then ignore that parameter. The following example ignores
the OU parameter,

(host) [md] (config) #aaa authentication via connection-
profile "via"

(host) [md] (VIA Connection Profile "via") #dn-profile CN
VIA-EXAMPLE.ACME.COM ORG IT OU - Country USA

dns-suffix-list <dns-
suffix-list>

The DNS suffix list (comma separated) that has be set on the client once
the VPN connection is established.

None
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Parameter Description

domain-preconnect

Enable this option to allow users with lost or expired passwords to
establish a VIA connection to corporate network. This option
authenticates the user’s device and establishes a VIA connection that
allows users to reset credentials and continue with corporate access.

Enabled

dpc-generate-profile

Optionally enable generating common profile in DPC is enabled.

enable-csec

Use this option to enable the content security service.

enable-fips

Enable the VIA FIPS module so VIA checks for FIPS compliance during
startup.

Disabled

enable-supplicant

If enabled, VIA starts in bSec mode using L2 suite-b cryptography. This
option is disabled by default.

Disabled

ext-download-url <ext-
download-url>

End users will use this URL to download VIA on their computers.

ike-policy <ike-policy>

List of IKE policies that the VIA Client has to use to connect to the
managed device.

ikev2-policy

List of IKE V2 policies that the VIA Client has to use to connect to the
managed device.

ikev2-proto

Enable this to use IKEv2 protocol to establish VIA sessions.
Disabled

ikev2auth

Use this option to set the IKEv2 authentication method. By default user

certificate is used for authentication. The other supported methods are

EAP-MSCHAPvV2, EAP-TLS. The EAP authentication is done on an external
RADIUS server.

User Certificates

ipsec-cryptomap

List of IPsec crypto maps that the VIA client uses to connect to the
managed device. These IPsec Crypto Maps are configured in the CLI using

the crypto-local ipsec-map <ipsec-map-name>command

ipsecv2-cryptomap

List of IPsec V2 crypto maps that the VIA client uses to connect to the
managed device.

12-forwarding

Enable this option to forward Layer-2 GRE tunnel.

lockdown-all-settings

Allows you to lock down all user-configured settings.
Disabled

max-reconnect-attempts
<max-reconnect-attempts>

The maximum number of re-connection attempts by the VIA client due to
authentication failures.

3

max-timeout value <value>

The maximum time (minutes) allowed before the VIA session is
disconnected.

| aaa authentication via connection-profile
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Parameter Description

1440

minimized Use this option to keep the VIA client on a Microsoft Windows operating
system minimized to system tray.

mtu MTU value in bytes for the VIA client.
576-5120
1452
ocsp-responder OSCP Cert Verification
enable Enable or disable OCSP Cert verification.
fallback Action taken when OCSP Cert verification result is unknown.
save-passwords Enable or disable users to save passwords entered in VIA.
Enabled
server Configure VIA servers.
addr <addr> This is the public IPv4 or IPv6 address or the DNS hostname of the

managed device connected to VIA. Users connect to remote server using
this IP address or the host name.

<internal-ip <internal- This is the IPv4 address of any of the VLAN interface IPv4 addresses that

ip> belongs to this managed device.

desc <description> This is @ human-readable description of the managed device.
split-tunneling Enable or disable split tunneling.

m [f enabled, all traffic to the VIA tunneled networks will go through
the managed device and the rest is just bridged directly on the client.
m |f disabled, all traffic will flow through the managed device.

Off

suiteb-crypto Use this option to enable Suite-B cryptography. See RFC 4869 for more
information about Suite-B cryptography.
Disabled

support-email The support e-mail address to which VIA users will send client logs.
None

tos-dscp {0-63} Use this to mark IPsec packets with higher QoS/DSCP than Best Effort.
The range is 0-63.
0

tunnel address <address> A list of network destination (IP address and netmask) that the VIA client
will tunnel through the managed device. All other network destinations

address <address> will be reachable directly by the VIA client. Enter tunneled IP address and

its netmask.

netmask <netmask>
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Parameter Description

user-idle-timeout The user idle timeout for this profile. Specify the idle timeout value for
the client in seconds. Valid range is 30-15300 in multiples of 30 seconds.
Enabling this option overrides the global settings configured in the AAA
timers. If this is disabled, the global settings are used.

Disabled

validate-server-cert Enable or disable VIA from validating the server certificate presented by
the managed device.
Enabled

vis cc _log enable Enable VIA CC compliance packet level logging.

whitelist addr /allowlist Specify a hostname or IP address and network mask to define a

addr whitelist/allowlist of users allowed to access the network if the allow-

whitelist-traffic / allow-allowlist-traffic option is enabled. The maximum
number of entries allowed is 16.

addr <addr> Host name of IP address of a client
netmask <netmask> Netmask, in dotted decimal format
description (Optional) description of the client
<description>
windows-credentials Enable or disable the use of the Windows credentials to login to VIA. If

enabled, the SSO feature can be utilized by remote users to connect to
internal resources.

Enabled

Example

The following example shows a simple VIA connection profile:

(host) [md] (config) #aaa authentication via connection-profile "via"

(host) [md] (VIA Connection Profile "via") #server addr 202.100.10.100 internal-ip
10.11.12.13 desc "VIA Primary" position O

(host) [md] (VIA Connection Profile "via") #auth-profile "default" position 0
(host) [md] (VIA Connection Profile "via") #tunnel address 10.0.0.0 netmask
255.255.255.0

(host) [md] (VIA Connection Profile "via") #split-tunneling

(host) [md] (VIA Connection Profile "via") #windows-credentials

(host) [md] (VIA Connection Profile "via") #client-netmask 255.0.0.0

(host) [md] (VIA Connection Profile "via") #dns-suffix-list mycorp.com

(host) [md] (VIA Connection Profile "via") #dns-suffix-list example.com

(host) [md] (VIA Connection Profile "via") #support-email via-support@example.com
(host) [md] (VIA Connection Profile "via") #certificate-criteria
certificateIssuer="HPE Root CA"; 2.5.4.10=SmartCard;
emailAddress=support@example.com

The following CLI commands configure the tos-dscp parameter:

(host) [mynode] (config) #aaa authentication via connection-profile <profile-name>
(host) [mynode] (VIA Connection Profile "<profile-name>") #tos-dscp <0-63>
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The following CLI commands configure IPv6 address of the managed device:

(host) [mynode] (config) #aaa authentication via connection-profile test
(host) [mynode] (VIA Connection Profile "test") #server addr 2001:1:2:2020::1
internal-ip 10.11.12.13 desc "VIA Primary" position 0

Command History

Release Modification

Aruba0s 8.9.0.0 The following terminologies are updated:
® Allinstances of blacklist have been replaced with
denylist.
® Allinstances of whitelist have been replaced with
allowlist.
Aruba0s 8.7.0.0 The addr sub-parameter was modified to include IPv6 address.
Aruba0s5 8.4.0.0 The 12-forwarding parameter was added.
Aruba0s 8.3.0.0 The tos-dscp parameter was added.
Aruba058.1.0.0 The certificate-criteria parameter was added.
ArubaOSs 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.

ArubaOS 8.x | Reference Guide



aaa authentication via global-config

aaa authentication via global-config
no
ssl-fallback-enable
max-via-vpn-sessions
no max-via-vpn-sessions

Description

The global config option allows you to enable SSL fallback mode. If the SSL fallback mode is enabled, the
VIA client will use SSL to create a secure connection.

Parameter Description

no Disables SSL fallback option.
ssl-fallback-enable Use this option to enable an SSL fallback connection.
max-via-vpn-sessions Sets the value of maximum concurrent VIA VPN sessions per user.

Range: 1-32. Default: 0

no max-via-vpn-sessions Resets the value of maximum concurrent VIA VPN sessions per
user to 0.

Example

(host) [md] (config) #aaa authentication via global-config

(host) [md] (VIA Global Configuration) #max-via-vpn-sessions
<max-via-vpn-sessions> Maximum Concurrent VIA VPN Sessions Per User. Range: 1-32.
Default: 0 (Disabled).

Command History

Release Modification

Aruba0Ss 8.11.0.0 The max-via-vpn-sessions parameter was introduced.

Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor in the managed
device node.

| aaa authentication via global-config ArubaOS 8.x | Reference Guide



aaa authentication via web-auth

aaa authentication via web-auth default
auth-profile <auth-profile> position <position>
clone <source>
no

Description

A VIA web authentication profile contains an ordered list of VIA authentication profiles. The web
authentication profile is used by end users to login to the VIA download page (https://<server-IP-
address>/via) for downloading the VIA client. Only one VIA web authentication profile is available. If more
than one VIA authentication profile is configured, users can view this list and select one during the client

login.
Parameter Description
auth-profile <auth-profile> The name of the VIA authentication profile
position <position> The position of the profile to specify the order of selection.
clone <source> Duplicate an existing authenticOation profile.
Example

(host) [md] (config) #aaa authentication via web-auth default
(host) [md] (VIA Web Authentication "default") #auth-profile default position 0

Command History

Release Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication vpn

aaa authentication vpn <profile-name>
cert-cn-lookup
clone <source>
default-role <guest>
export-route
max-authentication-failures <number>
no
pan-integration
radius—-accounting
server—group <group>
user-idle-timeout

Description

This command configures VPN authentication settings.

Parameter Description

<profile-name> There are three VPN profiles: default, default-rap or
default-cap.

This allows users to use different AAA servers for VPN,
Remote AP and Campus AP clients.

The default and default-rap profiles are configurable. The
default-cap profile is not configurable and is predefined
with the default settings.

cert-cn-lookup If you use client certificates for user authentication, enable
this option to verify that the CN of the certificate exists in
the server. This parameter is enabled by default in the
default-cap and default-rap VPN profiles, and disabled by
default on all other VPN profiles.

clone <source> Copies data from another VPN authentication profile.
Source is the profile name from which the data is copied.

default-role <role> Role assigned to the VPN user upon login. This parameter
requires PEF for VPN Users license.
guest

export-route Exports a VPN IP address as a route to the external world.
enabled

max-authentication-failures <number> Maximum number of authentication failures before the

user is blacklisted/denylisted. The supported range is 1-10
failures. A value of 0 disables blacklisting/denylisting. This
parameter requires the RFProtect license.

0
no Negates any configured parameter.
pan-integration Require IP mapping at Palo Alto Networks firewalls.
disabled
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Parameter Description

radius-accounting Configure server group for RADIUS accounting
server—-group <group> Name of the group of servers used to authenticate VPN
users.
internal
user-idle-timeout The user idle timeout for this profile. Specify the idle

timeout value for the client in seconds. Valid range is 30-
15300 in multiples of 30 seconds. Enabling this option
overrides the global settings configured in the AAA timers. If
this is disabled, the global settings are used.

This command configures VPN authentication settings for VPN, Remote AP and Campus AP clients. Use
the vpdn group command to configure L2TP or IPsec or a PPTP VPN connection.

The following command configures VPN authentication settings for the default-rap profile:

(host) " [md] (config) #aaa authentication vpn default-rap

(host) ~[md] (VPN Authentication Profile "default-rap")default-role guest

(host) " [md] (VPN Authentication Profile "default-rap")clone default

(host) " [md] (VPN Authentication Profile "default-rap")max-authentication-failures
0

(

host) 7 [md] (VPN Authentication Profile "default-rap")server-group vpn-server-
group

The following message appears when a user tries to configure the non-configurable default-cap profile:

(host) " [md] (config) #aaa authentication vpn default-cap
Predefined VPN Authentication Profile "default-cap" is not editable

The following example describes the steps to use the CLI to configure a VPN for Cisco Smart Card Clients
using certificate authentication and IKEv1, where the client is authenticated against user entries added

to the internal database:

(host) "~ [md] (config) #aaa authentication vpn default

server—group internal

(host) " [md] (config) #no crypto-local isakmp xauth

(host) " [md] (config) #vpdn group 1l2tp

enable

client dns 101.1.1.245

(host) " [md] (config) #ip local pool sc-clients 10.1.1.1 10.1.1.250
(host) " [md] (config) #crypto-local isakmp server-certificate MyServerCert
(host) " [md] (config) #crypto-local isakmp ca-certificate TrustedCA
(host) ~[md] (config) #crypto isakmp policy 1

authentication rsa-sig

The following command configures client entries in the internal database:
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(host) [mynode] #local-userdb add username <name> password <password>

The following example configures a VPN for XAuth IKEv1 clients in config mode using a username and
password:

(host) " [md] (config) #aaa authentication vpn default

server—group internal

crypto-local isakmp xauth

(host) ~[md] (config) #vpdn group 1l2tp

enable

client dns 101.1.1.245

(host) ~[md] (config) #ip local pool pw-clients 10.1.1.1 10.1.1.250

(host) " [md] (config) #crypto isakmp key 0987654 address 0.0.0.0 netmask 0.0.00
(host) " [md] (config) #crypto isakmp policy 1

authentication pre-share

Enter the following command to configure client entries in the internal database:

(host) [mynode] #local-userdb add username <name> password <password>

Command History

Release Modification

Aruba0s 8.9.0.0 All instances of blacklist have been replaced with denylist.

ArubaOS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system, except | Config mode on Mobility
for noted parameters. Conductor.

The default-role parameter
requires PEF for VPN Users
license.
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aaa authentication wired

aaa authentication wired
blacklist-time / denylist-time <timer>

no ...
profile <aaa-profile>

Description

This command configures authentication for a client device that is directly connected to a port on the
managed device. It also references an AAA profile that is configured for MAC or 802.1X authentication.
The port on the managed device to which the device is connected must be configured as untrusted.

Parameter Description

blacklist-time / denylist-time <timer> Sets the time to block the user. Range: 1-65535 seconds.
Default: 3600 seconds.

no Negates any configured parameter.

Name of the AAA profile that applies to wired
authentication. This profile must be configured for a
Layer-2 authentication, either 802.1X or MAC.

profile <aaa-profile>

Example
The following commands configure an AAA profile for 802.1X authentication and a wired profile that
references the AAA profile:

(host) ~[md] (config) aaa profile sec-wired
dotlx-default-role employee

dotlx-server—-group sec-svrs

(host) "~ [md] (config) aaa authentication wired

profile sec-wired

Related Commands

Description

Assign an AAA profile to an individual VLAN to enable role-based
access for wired clients connected to an untrusted VLAN or port
on the managed device.

vlan

Command History

ArubaOS 8.x | Reference Guide



Release Modification

Aruba0s 8.9.0.0 All instances of blacklist have been replaced with denylist.
Aruba0s 8.2.0.0 Theblacklist-time parameter was added.
Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa authentication wispr
agent string
clone <source>
default-role <role>
logon-wait {cpu-threshold <cpu-threshold>}|{maximum-delay <maximum-delay>}|{minimum-
delay <minimum-delay>}
no ...
max—-authentication-failures
server—group <server-group>
wispr-location-id-ac <wispr-location-id-ac>
wispr-location-id-cc <wispr-location-id-cc>
wispr-location-id-isocc <wispr-location-id-isocc>
wispr-location-id-network <wispr-location-id-network>
wispr-location-name-location <wispr-location-name-location>
wispr-location-name-operator-name <wispr-location-name-operator>

This command configures WISPr authentication with the WISPr RADIUS server of an ISP.

WISPr authentication allows a smart client to remain authenticated on the network when they roam
between WISPs, even if the wireless hotspot uses an ISP for which the client may not have an account.

If you are hotstpot operator using WISPr authentication, and a client that has an account with your ISP
attempts to access the Internet at your hotspot, then your ISP's WISPr AAA server authenticates that
client directly, and allows the client access on the network. If, however, the client only has an account
with a partner ISP, then your ISP’s WISPr AAA server will forward that client's credentials to the partner
ISP's WISPr AAA server for authentication. Once the client has been authenticated on the partner ISP, it
will be authenticated on your hotspot's own ISP, as per their service agreements. Once your ISP sends
an authentication message to the managed device, the managed device assigns the default WISPr user
role to that client.

ArubaOS supports the following smart clients, which enable client authentication and roaming between
hotspots by embedding iPass Generic Interface Specification redirect, proxy, authentication and logoff
messages within HTML messages to the managed device.

W®ass

Bongo

Wrustive

WeRoam

WT&T

A WISPr authentication profile includes parameters to define RADIUS attributes, the default role for
authenticated WISPr users, maximum numbers of authenticated failures and logon wait times. The
WISPr-Location-ID sent from the managed device to the WISPr RADIUS server will be the concatenation
of the ISO Country Code, E.164 Country Code, E.164 Area Code and SSID or Zone parameters configured
in this profile.

The parameters to define WISPr RADIUS attributes are specific to the RADIUS server your ISP uses for
WISPr authentication; contact your ISP to determine these values. You can find a list of ISO and ITU
country and area codes at the ISO and ITU websites www.iso.org and www.itu.int.

A Boingo smart client uses a NAS identifier in the format <CarrierID>_<VenuelD> for location

identification. To support Boingo clients, you must also configure the NAS identifier parameter in the
RADIUS server profile for the WISPr server
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Parameter Description

agent string

User Agent String to be registered for use in WISPR Profile. Max
User Agent String len: 32 characters.Max number of User Agent
string: 32.

clone <source>

Copy data from another WISPr Authentication Profile.

default-role

Default role assigned to users that complete WISPr
authentication.

logon-wait

Configure the CPU utilization threshold that will trigger logon
wait maximum and minimum times.

CPU-threshold <cpu-threshold>

Percentage of CPU utilization at which the maximum and
minimum login wait times are enforced. Range: 1-100%.
Default: 60%.

max—-authentication-failures

Maximum auth failures before user is blacklisted/denylisted.
Range: 0-10. Default: 0.

maximum-delay <maximum-delay>

If the CPU utilization of a managed device has surpassed the

CPU-threshold value, the maximum-delay parameter defines
the minimum number of seconds a user will have to wait to
retry a login attempt. Range: 1-10 seconds. Default: 10 seconds.

minimum-delay <minimum-delay>

If the CPU utilization of a managed device has surpassed the

CPU-threshold value, the minimum-delay parameter defines
the minimum number of seconds a user will have to wait to
retry a login attempt. Range: 1-10 seconds. Default: 5 seconds.

wispr-location-id-ac
<wispr-location-id-ac>

The E.164 Area Code in the WISPr Location ID.

wispr-location-id-cc
<wispr-location-id-cc>

The 1-3 digit E.164 Country Code in the WISPr Location ID.

wispr-location-id-isocc
<wispr-location-id-isocc>

The ISO Country Code in the WISPr Location ID.

wispr-location-id-network
<wispr-location-id-network>

The SSID or network name in the WISPr Location ID.

wispr-location-name-location
<wispr-location-name-location>

A name identifying the hotspot location. If no name is defined,
the default ap-name is used.

wispr-location-name-operator-name
<wispr-location-name-operator>

A name identifying the hotspot operator.

Example

The following commands configure an WISPr authentication profile:

(host) " [md] (config) aaa authentication wispr

default-role authuser
max-authentication-failures 5
server—-group wisprl

| aaa authentication wispr
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wispr-location-id-ac 408

wispr-location-id-cc 1

wispr-location-id-isocc us

wispr-location-id-network <wispr-location-id-network>
wispr-location-name-location <wispr-location-name-location>
wispr-location-name-operator-name <wispr-location-name-location>

Command History

Release Modification

Aruba058.9.0.0 All instances of blacklist have been replaced with denylist.

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa bandwidth-contract <name> {kbits <kbits>}|{mbits <mbits>} | {percentage <percentage>}

This command configures a bandwidth contract. You can apply a configured bandwidth contract to a
user role or to a VLAN. When you apply a bandwidth contract to a user role (see user-role on page
4060), you specify whether the contract applies to upstream traffic (from the client to the managed
device) or downstream traffic (from the managed device to the client). You can also specify whether the
contract applies to all users in a specified user role or per-user in a user role.

When you apply a bandwidth contract to a VLAN (see interface vlan on page 776), the contract limits
multicast traffic and does not affect other data. This is useful because an AP can only send multicast
traffic at the rate of the slowest associated client. Thus excessive multicast traffic will fill the buffers of
the AP, causing frame loss and poor voice quality. Generally, every system should have a bandwidth
contract of 1 Mbps or even 700 Kbps and it should be applied to all VLANs with which users are
associated, especially those VLANs that pass through the upstream router. The exception are VLANs
that are used for high speed multicasts, where the SSID is configured without low data rates.

Parameter Description

<name> Name that identifies this bandwidth contract.

kbits <kbwm> Limit the traffic rate for this bandwidth contract to a specified
number of Kbps.

256-2000000

mbits <mbwm> Limit the traffic rate for this bandwidth contract to a specified
number of Mbps.
1-2000

percentage <pbwm> Specify bandwidth as percentage of link capacity.
1-100

The following commands configure a set of bandwidth contracts, then apply those contracts to all
upstream and downstream traffic except for the echo, icmp, iperf, icmp6, and synflood applications,
and the web, streaming, peer-to-peer, unified-communication, and tunneling application categories.

(host) " [md] (config) #aaa bandwidth-contract up-256k-1 kbits 256
(host) "~ [md] (config) #aaa bandwidth-contract up-512k-1 kbits 512
(host) " [md] (config) #aaa bandwidth-contract up-1lm-1 mbits 1
(host) " [md] (config) #aaa bandwidth-contract up-5m-1 mbits 5
(host) " [md] (config) #aaa bandwidth-contract up-10m-1 mbits 10
(host) "~ [md] (config) #aaa bandwidth-contract up-20m-1 mbits 20
(host) ~[md] (config) #aaa bandwidth-contract up-50m-1 mbits 50
(host) " [md] (config) #aaa bandwidth-contract up-100m-1 mbits 100
(host) " [md] (config) #aaa bandwidth-contract up-500m-1 mbits 500
(host) 7~ [md] (config) #aaa bandwidth-contract up-1000m-1 mbits 1000

| aaa bandwidth-contract
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host) " [md] (config) #aaa bandwidth-contract dw-256k-1 kbits 256
host) "~ [md] (config) #aaa bandwidth-contract dw-512k-1 kbits 512
host) "~ [md] (config) #aaa bandwidth-contract dw-1lm-1 mbits 1
host) "~ [md] (config) #aaa bandwidth-contract dw-5m-1 mbits 5
host) " [md] (config) #aaa bandwidth-contract dw-10m-1 mbits 10

( ) ( )
( ) ( )
( ) ( )
( ) ( )
( ) ( )
(host) " [md] (config) #aaa bandwidth-contract dw-20m-1 mbits 20
( ) ( )
( ) ( )
( ) ( )
( ) ( )
( ) ( )

host) "~ [md] (config) #aaa bandwidth-contract dw-50m-1 mbits 50
host) "~ [md] (config) #aaa bandwidth-contract dw-100m-1 mbits 100
host) "~ [md] (config) #aaa bandwidth-contract dw-500m-1 mbits 500
host) " [md] (config) #aaa bandwidth-contract dw-1000m-1 mbits 1000
host) ~[md] (config) #interface gigabitethernet 0/0/1

Related Commands

Command Description

interface gigabitethernet Use this command to apply a bandwidth contract to downstream
or upstream traffic on a specified interface.

show aaa bandwidth-contracts Use this command to view contracts to limit traffic for a user or
VLAN.

Command History

Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa dns-query-interval

aaa dns-query-interval <minutes>

Description

Configure how often the managed device should generate a DNS request to cache the IP address for a
RADIUS server identified via its FQDN.

If you define a RADIUS server using the FQDN of the server rather than its IP address, the managed
device will periodically generate a DNS request and cache the IP address returned in the DNS response.
Issue this command to configure the frequency of these requests.

Parameter Description

<minutes> Specify, in minutes, the interval between DNS requests sent from
the managed device to the DNS server.

1-1440 minutes

1 minute

Example

This command configures a DNS query interval of 30 minutes.

(host) " [md] (config)# aaa dns—-query-interval 30

Related Commands

Command Description

show aaa dns-query-interval This command is used to view the current DNS query interval.

Command History

Release Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa derivation-rules

aaa derivation-rules user <name>
no ...
set {role|vlan} condition <rule-type> <attribute> <value> set-value {<role>|<vlan>}
[description <rule description>] [position <number>]

Description

This command configures rules which assigns a AAA profile, user role or VLAN to a client based upon
the client's association with an AP.

A user role cannot be assigned by an AAA derivation rule unless the managed device has a PEFNG

license.
Parameter Description
<name> Name that identifies this set of UDRs.
no Negates a configured rule.
set {rolel|vlan} Specify whether the action of the rule is to set the role or the
VLAN.
condition Condition that should be checked to derive role or VLAN.
<rule-type> For a rule that sets an AAA profile, use the user-vlan rule type.
For a role or VLAN UDR, select one of the following rules:
m bssid: BSSID of access point.
m dhcp-option: Use DHCP signature matching to assign a role
or VLAN.
m dhcp-option-77: Enable DHCP packet processing.
m encryption-type: Encryption method used by station.
m essid: ESSID of access point.
m location: user location (AP name).
= macaddr: MAC address of user.
If you use the dhcp-option rule type, best practices are to enable
the enforce-dhcp option in the AAA profile referenced by Virtual
AP profile of the AP group.
<attribute><value> Specify one of the following conditions:
m contains: Check if attribute contains the string in the
<value> parameter.
m ends-with: Check if attribute ends with the string in the
<value> parameter.
m equals: Check if attribute equals the string in the <value>
parameter.
= not-equals: Check if attribute is not equal to the string in the
<value> parameter.
m starts-with: Check if attribute starts with the string in the
<value> parameter.
set-value <role>|<vlan> Specify the user role or VLAN ID to be assigned to the client if the
above condition is met.
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Parameter Description

description Describes the UDR. This parameter is optional and has a 128
character maximum.
position Position of this rule relative to other rules that are configured.

The user role can be derived from attributes from the client’s association with an AP. UDRs are executed
before the client is authenticated.

You configure the user role to be derived by specifying condition rules; when a condition is met, the
specified user role is assigned to the client. You can specify more than one condition rule; the order of
rules is important as the first matching condition is applied. You can also add a description of the rule.

The table below describes the conditions for which you can specify a user role or VLAN.

Rule Type

bssid: Assign client
to arole or VLAN
based upon the
BSSID of AP to
which client is
associating.

Condition

One of the following:
m contains

ends with

equals

does not equal

|
|
|
m starts with

Value

MAC address (XX:XX:XX:XX:XX:XX)

dhcp-option: Assign
clientto arole or
VLAN based upon
the DHCP signature
ID.

One of the following:
m equals
m starts with

DHCP signature ID. This string is
not case sensitive.

dhcp-option-77:
Assign clientto a
role or VLAN based
upon the user class
identifier returned
by DHCP server.

equals

string

encryption-type:
Assign clientto a
role or VLAN based
upon the encryption
type used by the
client.

One of the following:
m equals
m does not equal

m Open (no encryption)
= WPA or WPA2 AES

m WPA-TKIP (static or
dynamic)

m Dynamic WEP

WPA or WPA2 AES PSK
Static WEP

xSec

essid: Assign client
to a role or VLAN
based upon the
ESSID to which the
client is associated.

One of the following:
m contains
m ends with
m equals
m does not equal
m starts with

|

value of (does not take string; attribute value is

used as role)

string

| aaa derivation-rules
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Rule Type Condition Value

location: Assign One of the following: string
client to a role or m equals
VLAN based upon m does not equal

the AP name to
which the client is

associated.
macaddr: MAC One of the following: MAC address (XX:XX:XX:XX:XX:XX)
address of the m contains
client. m ends with
m equals
m does not equal
m starts with

The device identification feature allows you to assign a user role or VLAN to a specific device type by
identifying a DHCP option and signature for that device. If you create a user rule with the DHCP-Option
rule type, the first two characters in the Value field must represent the hexadecimal value of the DHCP
option that this rule should match, while the rest of the characters in the Value field indicate the DHCP
signature the rule should match. To create a rule that matches DHCP option 12 (host name), the first
two characters of the in the Value field must be the hexadecimal value of 12, which is 0C. To create a
rule that matches DHCP option 55, the first two characters in the Value field must be the hexadecimal
value of 55, which is 37.

The following table describes some of the DHCP options that are useful for assigning a user role or

VLAN.
DHCP Option Description E:::S:Ic;mal
12 Host name 0C
55 Parameter Request List 37
60 Vendor Class Identifier 3C
81 Client FQDN 51

To identify DHCP strings used by an individual device, access the CLI in config mode and issue the
following command to include DHCP option values for DHCP-DISCOVER and DHCP-REQUEST frames in
the log file of the managed device:

logging level debugging network process dhcpd

Now, connect the device you want to identify to the network, and issue the CLI command show 1log
network. The sample below is an example of the output that may be generated by this command.

Be aware that each device type may not have a unique DHCP fingerprint signature. For example, devices
from different manufacturers may use vendor class identifiers that begin with similar strings. If you
create a DHCP-Option rule that uses the starts-with condition instead of the equals condition, the rule
may assign a role or VLAN to more than one device type.
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(host) " [md] (config) #show log network all | include DISCOVER

Feb 26 02:50:34 :202534: <DBUG> |dhcpdwrap| |dhcp| Datapath vlanl: DISCOVER
00:19:d2:01:0b:84 Options 74:01 3d:010019d2010b84
0c:736861626172657368612d39393730 3c:4d53465420352e30 37:010£03062c2e2f1£21£92b
Feb 26 02:50:42 :202534: <DBUG> |dhcpdwrap| |dhcp| Datapath vlanl: DISCOVER
00:19:d2:01:0b:84 Options 74:01 3d:010019d2010b84
0c:736861626172657368612d39393730 3c:4d53465420352e30 37:010£03062c2e2f1£21£92b
Feb 26 02:50:42 :202534: <DBUG> |dhcpdwrap| |dhcp| Datapath vlanl: DISCOVER
00:19:d2:01:0b:84 Options 74:01 3d:010019d2010b84
0c:736861626172657368612d39393730 3c:4d53465420352e30 37:010£03062c2e2f1£f21£92b
Feb 26 02:53:03 :202534: <DBUG> |dhcpdwrap| |dhcp| Datapath vlanlO: DISCOVER
00:26:¢c6:52:6b:7c Options 74:01 3d:010026c6526b7c 0c:41525542412d46416c73653232
3c:4d53465420352e30 37:010£03062c2e2f1£21£92b 2b:dc00

(host) 7~ [md] (config) #show log network all| include REQUEST

Feb 26 02:53:04 :202536: <DBUG> |dhcpdwrap| |dhcp| Datapath vlanlO: REQUEST
00:26:c6:52:6b:7c reqIP=10.10.10.254 Options 3d:010026c6526b7c 36:0a0a0a02
0c:41525542412d46416c73653232
51:00000041525542412d46416c736532322e73757279612e636f6d 3c:4d53465420352e30
37:010£03062c2e2f1£21£92b 2b:dc0100

Feb 26 02:53:04 :202536: <DBUG> |dhcpdwrap| |dhcp| Datapath vlanlO: REQUEST
00:26:c6:52:6b:7c reqIP=10.10.10.254 Options 3d:010026c6526b7c 36:0a0a0a02
0c:41525542412d46416c73653232
51:00000041525542412d46416c736532322e73757279612e636f6d 3c:4d53465420352e30
37:010£03062c2e2f1£f21f92b 2b:dc0100

Feb 26 02:56:02 :202536: <DBUG> |dhcpdwrap| |dhcp| Datapath vlanlO: REQUEST
00:26:c6:52:6b:7c reqIP=10.10.10.254 Options 3d:010026c6526b7c
0c:41525542412d46416c73653232
51:00000041525542412d46416c736532322e73757279612e636f6d 3c:4d53465420352e30
37:010£03062c2e2f1£21£92b 2b:dc0100

The following command sets the client's user role to “guest” if the client associates to the “Guest” ESSID.
The rule description indicates that is was created for special customers.

(host) " [md] (config) aaa derivation-rules user derivel
set role condition essid equals Guest set-value guest description
createdforspecialcustomers

The example rule shown below sets a user role for clients whose host name (DHCP option 12) has a
value of 6C6170746F70, which is the hexadecimal equivalent of the ASCII string “laptop”. The first two
digits in the Value field are the hexadecimal value of 12 (which is 0C), followed by the specific signature
to be matched.

(host) "~ [md] (config) aaa derivation-rules user device-role
set role condition dhcp-option equals 0C6C6170746F70 set-value laptop role

Release Modification

ArubaOSs 8.0.0.0 Command introduced.
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Command Information

Platform License Command Mode

All platforms Base operating system. The Config mode on Mobility
PEFNG license must be Conductor.
installed for a user role to be
assigned.
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aaa inservice

aaa inservice <server-group> <server>

Description

This command designates an out of service authentication server to be in service.

By default, Mobility Conductor marks an unresponsive authentication server as “out of service” for a
period of 10 minutes (you can set a different time limit with the aaa timers dead-time command). The
aaa inservice command is useful when you become aware that an “out of service” authentication

server is again available before the dead-time period has elapsed. You can use the aaa test-server
command to test the availability and response of a configured authentication server.

Parameter Description

<server-group> Server group to which this server is assigned.
<server> Name of the configured authentication server.
Example

The following command sets an authentication server to be in service:

aaa inservice corp-rad radl

Command History

Release Modification

ArubaOSs 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.Mobility Conductor
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aaa ipv6 user add

aaa ipv6 user add <ipvéaddr>
authentication-method {dotlx|stateful-dotlx}
mac <macaddr>
name <username>
profile <aaa-profile>
role <role>

Description

This command should only be used for troubleshooting issues with a specific IPv6 client. This command
manually assigns a user role or other values to a specified IPv6 client. For example, you can create a role
debugging that includes a policy to mirror session packets to a specified destination for further
examination, then use this command to assign the debugging role to a specific client. Use the aaa ipvé
user delete command to remove the client or device from the role.

Issuing this command does not affect ongoing sessions that the client may already have. For example, if
a clientis in the “employee” role when you assign them to the “debugging” role, the client continues any
sessions allowed with the “employee” role. Use the aaa ipv6 user clear-sessions command to clear
ongoing sessions.

Parameter Description

<ipvé6addr> IPv6 address of the user to be added.
authentication-method Authentication method for the client.
dotlx 802.1X authentication.
stateful-dotlx Stateful 802.1X authentication.
mac <macaddr> MAC address of the client.
name <username> Name of the client.
profile <aaa-profile> AAA profile for the client.
role <role> User role for the client.
Example
The following commands create a role that logs HTTPS traffic, then assign the role to a specific IPv6
client:
host) [\md] (config) #ip access-list session ipvé6-log-https

( ) (

(host) [\md] (config-submode) #any any svc-https permit log

(host) [\md] (config) #user-role ipv6-web-debug

(host) [\md] (config-submode) #session-acl ipv6-log-https

(host) [\md] (config) #aaa ipv6 user add 2002:d81f:f9f0:1000:e409:9331:1d27:ef44 role

ipv6-web-debug
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Command History

Release Modification

Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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aaa ipv6 user clear-sessions

aaa 1ipv6 user clear-sessions <ipaddr>

Description

This command clears any ongoing sessions that the client already had before being assigned a role with
the aaa ipv6 user add command.

Parameter Description
<ipv6addr> IPv6 address of the client.
Example

The following command clears ongoing sessions for an IPv6 client:

(host) [/md] (config) #aaa user clear-sessions

2002:d81f:f9f0:1000:e409:9331:1d27:ef44

Command History

Release Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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aaa ipv6 user delete

aaa 1pv6 user delete {<ipvb6addr>|all|mac <macaddr>|name <username>|role <role>}

Description

This command allows you to manually delete clients, users, or roles. For example, if you used the aaa
ipvé user add command to assign a user role to an IPv6 client, you can use this command to remove
the role assignment.

Parameter Description

<ipvéaddr> IPv6 address of the client to be deleted.

all Deletes all connected IPv6 clients.

mac <macaddr> MAC address of the IPv6 client to be deleted.

name <username> Name of the IPv6 client to be deleted.

role <role> Role of the IPv6 client to be deleted.
Example

The following command a role:

(host) [/md] (config) f#aaa ipv6 user delete role web-debug

Command History

Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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aaa ipv6 user logout

aaa ipv6 user logout <ipvéaddr>

Description

This command logs out an authenticated IPv6 client. The client must reauthenticate.

Parameter Description
<ipvé6addr> IPv6 address of the client to be logged out.
Example

The following command logs out an IPv6 client:

(host) [/md] (config) #aaa user logout 2002:d81f:f9f0:1000:409:9331:1d27:ef44

Command History

Release Description

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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aaa log

[no] aaa log

Description

Enable per-user log files for AAA events.

By default, logging is always enabled. Issue the no aaa 1og command to disable per-user logging and
re-enable it again using the command aaa 1log.

Example

The example below enables per-user AAA log files.

(host) " [md] (config) #aaa log

Command History

Release Modification

Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa profile

aaa profile <profile>

ageout-bridge-user

authentication-dotlx <dotlx-profile>

authentication-mac <mac-profile>

clone <profile>

devtype-classification

dh-groups

dotlx-default-role <role>

dotlx-server—-group <group>

download-role

enforce-dhcp

initial-role <role>

l12-auth-fail-through

mac-default-role <role>

mac-server—-group <group>

max-ip ipv4 wireless <max ipv4 users>

multiple-server-accounting

no ...
open ssid radius accounting
pan-integration
radius-accounting <group>
radius-acct-session-id-in-access
radius-interim-accounting
radius-roam-accounting
reauth-wired-user-vlan-change
rfc-3576-server <ipaddr>
user-derivation-rules <profile>
user—-idle-timeout
username-from-dhcp-optl2
wired-to-wireless-roam
xml-api-server <ipaddr>

Description

This command configures the authentication for a WLAN.

Parameter Description

<profile>

Name that identifies this instance of the profile. The name
must be 1-63 characters.

default

ageout-bridge-user

Enables ageout mechanism for wireless clients in bridge
mode.

authentication-dotlx <dotlx-profile>

Name of the 802.1X authentication profile associated with
the WLAN.

authentication-mac <mac-profile>

Name of the MAC authentication profile associated with
the WLAN.

clone <profile>

Name of an existing AAA profile configuration from which
parameter values are copied.

ArubaOS 8.x | Reference Guide




Parameter Description

devtype-classification The device identification feature can automatically identify
different client device types and operating systems by
parsing the User-Agent strings in a client's HTTP packets.
When the devtype-classification parameter is enabled, the

output of the show user and show user-table

commands shows each client's device type, if that client
device can be identified.

enabled
dh-groups Set supported D-H groups for EnhancedOpen
dotlx-default-role <role> Configured role assigned to the client after 802.1X

authentication. If derivation rules are present, the role
assigned to the client through these rules take precedence
over the default role. This parameter requires the PEFNG

license.
guest
dotlx-server—-group <group> Name of the server group used for 802.1X authentication.
download-role Enables role download from ClearPass Policy Manager if
not defined.
2
enforce-dhcp When you enable this option, clients must complete a

DHCP exchange to obtain an IP address. disabled

initial-role <role> Role for unauthenticated users.
logon

12-auth-fail-through To select different authentication method if one fails.
disabled

mac-default-role <role> Configured role assigned to the user when the device is

MAC authenticated. If derivation rules are present, the role
assigned to the client through these rules take precedence
over the default role. This parameter requires the PEFNG

license.

guest
mac-server-group group Name of the server group used for MAC authentication.
max-ip ipv4 wireless <max ipv4 users> Control the number of IPv4 addresses that can be

associated to single wireless user. Increasing the max-ip
limit may prevent the system from scaling to maximum
users on all Mobility Conductor or managed devices.
Range: 1-32

2

multiple-server-accounting If enabled, the Mobility Conductor sends RADIUS
accounting to all servers in RADIUS accounting server

group.
disabled
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Parameter Description

no Negates any configured parameter.

open ssid radius accounting Initiates RADIUS accounting as soon as the user associates
to an Open SSID without any authentication. Do not
enable this parameter for wired users. If enabled, the
Mobility Conductor sends RADIUS accounting packets for
unauthenticated wired users.

disabled
pan-integration The profile requires mapping at a Palo Alto Networks
(PAN) firewall.
disabled
radius-accounting <group> Name of the server group used for RADIUS accounting.
radius-acct-session-id-in-access Use this to include Acct-Session-Id in RADIUS Access-
Request.
radius-interim-accounting By default, the RADIUS accounting feature sends only start

and stop messages to the RADIUS accounting server. Issue
the interim-radius-accounting command to allow the
managed device to send Interim-Update messages with
current user statistics to the server at regular intervals.

disabled

rfc-3576-server <ip-addr> IPv4 or IPv6 address of a RADIUS server that can send user
disconnect, session timeout and CoA messages, as
described in RFC 3576, Dynamic Authorization Extensions
to RADIUS. This parameter requires the PEFNG license.

radius-roam-accounting Enable the managed device to send Interim-Update
messages (without user statistics) to the server, when a
client roams to a different AP.

reauth-wired-user-vlan-change When a wired user moves across VLANSs, a trigger is
created to reauthenticate this user.
Enabled

user-derivation-rules <profile> User attribute profile from which the user role or VLAN is
derived.

user-idle-timeout The user idle timeout for this profile. Specify the idle

timeout value for the client in seconds. A value of 0,
deletes the user immediately after disassociation from the
wireless network. Valid range is 30-15300 in multiples of
30 seconds. Enabling this option overrides the global
settings configured in the AAA timers. If this is disabled,
the global settings are used.

disabled

username-from-dhcp-optl2 Enter a username from dhcp option 12 for non-802.1X
users.

wired-to-wireless-roam Keeps user authenticated when roaming from the wired

side of the network.
enabled
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Parameter Description

xml-api-server <ip-addr> IP address of a configured XML API server. This parameter

requires the PEFNG license.

The AAA profile defines the user role for unauthenticated users, the default user role for MAC or 802.1X
authentication, and UDRs. The AAA profile contains the authentication profile and authentication server
group.

There are predefined AAA profiles available, default-dot1x, default-mac-auth, and default-open. These
profiles have the parameter values shown in the following table.

Parameter default-dot1x default-mac-auth default-open
authentication-dotlx default N/A N/A
authentication-mac N/A default N/A
dotlx-default-role authenticated guest guest
dotlx-server-group N/A N/A N/A
initial-role logon logon logon
mac-default-role guest authenticated guest
mac-server-group default default default
radius-accounting N/A N/A N/A
rfc-3576-server N/A N/A N/A
user-derivation-rules N/A N/A N/A
wired-to-wireless roam enabled enabled enabled

Changing the max-ip ipv4 wireless parameter from the default value is recommended for special
deployments. If your WLAN has multiple device IP associated to single MAC address, you can increase
the this value from the default value of 2.

The default value is 2 IPv4 users per wireless user. Total number of IPv4 users created can be a
maximum of two times the license. If you configure 32 max-ip IPv4 users , total number of IPv4 users is
32 times the license. This can prevent the managed device from scaling to the maximum limit of IP
users. Total number of IPv4 users should be scaled down to offset this issue.

Increasing the value of the max-ip ipv4 wireless parameter may increase the look-up time due to an
increase in the creation and deletion of IPv4 users on the managed device. In a deployment where there
is Captive Portal and 802.1X authentication implemented, increasing the number of IPv4 users can
further deplete performance.

Example

The following command configures an AAA profile that assigns the employee role to clients after they
are authenticated using the 802.1X server group radiusnet.
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(host) " [md] (config) #aaa profile corpnet
(host) ~[md] (AAA Profile "corpnet")dotlx-default-role employee
(host) " [md] (AAA Profile "corpnet")dotlx-server-group radiusnet

Command History

Release Modification

Aruba0s5 8.7.0.0 The ageout-bridge-user parameter was introduced.

Aruba0s 8.5.0.0 The rfc-3576-server <ipaddr> parameter was updated to
also support IPv6 address of the server.

Aruba0s 8.3.0.0 The reauth-wired-user-vlan-change parameter was added.
Aruba0s 8.1.0.0 The radius-roam-accounting parameter was added.
Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system, except | Config mode on Mobility
for noted parameters. Conductor.
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aaa password-policy mgmt

aaa password-policy mgmt
certificate-lock-out
certificate-lock-out-time
enable
min-char-difference
no
password-lock-out
password-lock-out-time
password-max-character-repeat.
password-min-digit
password-min-length
password-min-lowercase-characters
password-min-special-character
password-min-uppercase-characters
password-not-username

Description

Defines a policy for creating management user passwords. By default, the password for a management
user has no requirements other than a minimum length of 6 alphanumeric or special characters. You do
not need to configure a different management user password policy unless your company enforces a
best practices password policy for management users with root access to network equipment.

Parameter Description

certificate-lock-out Configure the number of failed attempts within 3 minute
window to lockout the user.

Provides ability to reduce the number of login attempts that
can be made in a short time. Automatically clears the lockout at
the end of configured lock-out period.

Range: 0-10 attempts.

Default: 0 (By default, the user lockout feature is disabled)

certificate-lock-out-time Configure the number of minutes for which the user is locked
out.

The lockout is cleared without administrator intervention.
Range: 1 min to 1440 min (24 hrs).

Default: 3 min.

enable Enable the password management policy.

password-lock-out The number of failed attempts within a 3 minute window that
causes the user to be locked out for the period of time
specified by the password-lock-out-time parameter.

Range: 0-10 attempts. By default, the password lockout feature
is disabled, and the default value of this parameter is 0
attempts.

password-lock-out-time The number of minutes a user who has exceeded the
maximum number of failed password attempts is locked out of
the network. After this period has passed, the lockout is cleared
without administrator intervention.
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Parameter Description

When a management user gets locked out, that event is logged
in the managed device log file. The management user lockout
warning message can have any one of the following warning
IDs.
m 125060 = Password policy locked out a management user
created via the mgmt -user command in the serial console
CLI.
m 125061 = Password policy locked out a management user
created via the WebUI or the mgmt-user command in the
Telnet or SSH CLI.
m 133109 = Password policy locked out a management user

created via the local-userdb command in the CLI.
Range: 1-1440
3

password-max-character-repeat The maximum number of consecutive repeating characters
allowed in a management user password.

Range: 0-10 characters. By default, there is no limitation on the
numbers of character that can repeat within a password, and
the parameter has a default value of 0 characters.

password-min-digit The minimum number of numeric digits required in a
management user password.

Range: 0-10 digits. By default, there is no requirement for
numerical digits in a password, and the parameter has a
default value of 0.

password-min-length The minimum number of characters required for a
management user password

Range: 6-64 characters. Default: 6.

Starting from ArubaOS 8.10.0.0, the range of characters in the
management user password is increased from 6-64 to 6-128.

password-min-lowercase-characters The minimum number of lowercase characters required in a
management user password.

Range: 0-10 characters. By default, there is no requirement for
lowercase letters in a password, and the parameter has a
default value of 0.

password-min-special-characters The minimum number of special characters (!, @, #, $, %, », &, *,
<>{}L1:.comma, |, + ~ " )inpassword. Range: 0-10
special characters.

Default: 0 (minimum number of special character required is
disabled by default, The following ('), '(";, -, space, =, /,?) are
dis-allowed).

password-min-special-character The minimum number of special characters required in a
management user password.

Range: 0-10 characters. By default, there is no requirement for
special characters in a password, and the parameter has a
default value of 0. See Usage Guidelines below for a list of
allowed and disallowed special characters

password-min-uppercase-characters The minimum number of uppercase characters required in a
management user password.
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Parameter Description

Range: 0-10 characters. By default, there is no requirement for
uppercase letters in a password, and the parameter has a
default value of 0.

password-not-username Password cannot be the current username or the username
spelled backwards of the management user.

Example

The following command sets a management password policy that requires the password to have a
minimum of nine characters, including one numerical digit and one special character:

(host) 7~ [md] (config) aaa password-policy mgmt
enable

password-min-digit 1

password-min-length 9
password-min-special-characters 1

Related Commands

Command Description
show aaa password-policy mgmt This command displays the current management password
policy.

Command History

Release Modification

Aruba0s 8.10.0.0 The range of characters in the management user password is
increased from 6-64 to 6-128.

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa query-user <auth-server> <user—-name> <mac-address>

Troubleshoot an authentication failure by verifying that the user exists in the authentication server
database. If the Admin-DN binds successfully but the wireless user fails to authenticate, issue this
command to troubleshoot whether the problem is with the wireless network, the managed device, or
the authentication server. The aaa query-user <auth server> <username> <mac-address>command
to make the managed device sends a search query to find the user. If that search fails in spite of the
user being in the server database, it is most probable that the base DN where the search was started
was not correct. In such case, it is advisable to make the base DN at the root of the authentication

server tree.
Parameter Description
<auth-server> Name of a configured authentication server.
<user-name> Name of a user whose authentication record you want to view.
<mac-address> MAC address of the client.

The example below shows part of the output for an LDAP record for the username JDOE.

(host) [mynode] #aaa query-user eng JDOE

(host) [mynode] #objectClass: top

(host) [mynode] #objectClass: person

(host) [mynode] #objectClass: organizationalPerson
(host) [mynode] #objectClass: user

(host) [mynode] #cn: John Doe

(host) [mynode] #sn: Doe

(host) [mynode] #userCertificate:
0\202\005\2240\202\0041\240\003\002\001\002\002\012H\011\333K
(host) [mynode] #userCertificate:
0\202\005\2240\202\004|\240\003\002\001\002\002\012]\350\346F
(host) [mynode] #userCertificate:
0\202\005\2240\202\0041\240\003\002\001\002\002\012\023\001\017\240
(host) [mynode] #userCertificate:
0\202\005\2240\202\0041\240\003\002\001\002\002\012\031\224/\030
(host) [mynode] #userCertificate:
0\202\005~0\202\004£\240\003\002\001\002\002\012\031\223\246\022
(host) [mynode] #userCertificate:
0\202\005\2240\202\0041\240\003\002\001\002\002\012\037\177\374\305
(host) [mynode] #givenName: JDE

(host) [mynode] #distinguishedName: CN=John Doe,CN=Users,DC=eng, DC=net
(host) [mynode] #instanceType: 4

(host) [mynode] #whenCreated: 20060516232817.0%

(host) [mynode] #whenChanged: 20081216223053.0%2

(host) [mynode] #displayName: John Doe

(host) [mynode] #uSNCreated: 24599

(host) [mynode] #memberOf: CN=Cert Admins,CN=Users,DC=eng, DC=net
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(host)
(host)
(host)
(host)

[mynode]
[mynode]
[mynode]
[mynode]

#memberOf: CN=ATAC,CN=Users,DC=eng,DC=net
#uSNChanged: 377560

#department: eng

#name: John Doe

Command History

Release

Modification

ArubaOSs 8.0.0.0

Command introduced.

Command Information

Platforms

License

Command Mode

All platforms

Base operating system.

Enable mode on Mobility
Conductor.

| aaa query-user
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aaa radius-attributes

aaa radius-attributes add <attribute> <attribute-id> {datel|integer|ipaddr|string} [vendor
<name> <vendor-id>]

Description

This command configures RADIUS attributes to statically configure values to be included in RADIUS
Access-Requests and Accounting-Requests. Add RADIUS attributes for use in SDRs. Use the show aaa
radius-attributes command to display a list of the current RADIUS attributes recognized by the
Mobility Conductor. To add a RADIUS attribute to the list, use the aaa radius-attributes cOmmand.

Parameter Description

add <attribute> <attribute-id> Adds the specified attribute name (alphanumeric string),
associated attribute ID (integer), and type (date, integer, IP
address, or string).

date Adds a date attribute.

integer Adds an integer attribute.

ipaddr Adds an IP address attribute.

string Adds a string attribute.

vendor (Optional) Display attributes for a specific vendor name and
vendor ID.

Example

The following command adds the VSA Aruba-User-Role:

(host) 7 [md] (config) aaa radius-attributes add Aruba-User-Role 1 string vendor
Arubas 14823

Command History

Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.

ArubaOS 8.x | Reference Guide



aaa radius modifier

aaa radius modifier <rad modifier name>
clone <source>
exclude <name>
include <name> {[static <static val>]| [dynamic <ap-groupl>|<ap-macaddrl>|<ap-
namel>|<essid1>|<user—vlan1>|<wIth>|<ap—group2>|<ap—macaddr2>|<ap—
name?2>|<essid2>|<user-vlan2>]<delimiter>}
no..

Description

This command configures the RADIUS modifier profile to customize the attributes that are included,
excluded and modified in the RADIUS request before it is sent to the authentication server.

Use the show aaa radius modifier command to display a list of RADIUS modifier profiles . To create a
RADIUS modifier profile with customized attributes, use the aaa radius-attributes command.

Parameter Description

<rad modifier name> The specified RADIUS modifier profile name
clone <source> Copy data from another Radius Modifier Profile
exclude <name> Attribute to be excluded in RADIUS request
include <name> Attribute/Value to be included in RADIUS request
static <static val> Static data. (1-128 bytes string in length)
dynamic First dynamic field. Use the following parameters:

= ap-group1: Use AP group as the first dynamic field.

= ap-macaddr1: Use AP mac address as the first dynamic field.
ap-name1: Use AP name as the first dynamic field.

essid1: Use essid as the first dynamic field.

user-vlan1: Use the current VLAN-ID of user as the first
dynamic field.

with (Optional) Connect to the second dynamic field. Use the following
parameters:

= ap-group2: Use AP group as the second dynamic field.

= ap-macaddr2: Use AP mac address as the second dynamic
field.

® ap-name2: Use AP name as the second dynamic field.

® essid2: Use essid as the second dynamic field.

® user-vlan2: Use the current VLAN-ID of user as the second
dynamic field.

delimiter Delimiter (at, colon, dash, dollar, hash, none, percent, semicolon,
slash, space) used in the string.

no Delete Command.

Example
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Example for Included attribute

(host) [md] (config) #aaa radius-attributes add BW-Area-Code 18 integer vendor
Boingo 22472

(host) [md] (Radius Modifier Profile "radmodifierl") # include BW-Area-Code static
"212"
(host) [md] (Radius Modifier Profile "radmodifierl") # no include BW-Area-Code

Example for excluded attribute

(host) [md] (config) #aaa radius-attributes add BW-Area-Code 18 integer vendor
Boingo 22472

(host) [md] (Radius Modifier Profile "radmodifierl") # exclude BW-Area-Code
(host) [md] (Radius Modifier Profile "radmodifierl") # no exclude BW-Area-Code

Example for modified attribute
Default attributes to carry to radius server can be modified with include option.

(host) [md] (Radius Modifier Profile "radmodifierl") # include "Aruba-location-id"
static "Shim-office"

Command History

Version Modification

Aruba0s 8.2.0.0 The exclude and include parameters were added.

Aruba0Ss 8.1.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa rfc-3576-server <ipaddr>
clone <source>
enable-radsec
event-timestamp-requi..
key <psk>
no ...
replay-protection
window-duration

This command configures a RADIUS server that can send user disconnect, session timeout, and CoA
messages, as described in RFC 3576, Dynamic Authorization Extensions to RADIUS.

The disconnect, session timeout and change-of-authorization messages sent from the server to
managed device contains information to identify the user for which the message is sent. Starting from
ArubaOSs 8.5.0.0, the managed device also accepts disconnect, session timeout, and CoA message
requests from IPv6 address based DAC, and identifies user sessions based on the user's IPv6 address.
Managed Device supports the following attributes for identifying the users who authenticate with an
RFC 3576 server:

= user-name: name of the user to be authenticated

= framed-ip-address: user IPv4 address

= framed-ipv6-address: user IPv6 address

® calling-station-id: phone number of a station that originated a call
® accounting-session-id: unique accounting ID for the user session.

If the authentication server sends both supported and unsupported attributes to managed device, the
unknown or unsupported attributes will be ignored. If no matching user is found managed device will
send a 503: Session Not Found error message back to the RFC 3576 server.

Parameter Description

<ipaddr> IPv4 or IPv6 address of the server.

clone <source> Name of an existing RFC 3576 server configuration from which
parameter values are copied.

enable-radsec Enable RADSEC for the server.

event-timestamp-required To enable discard of DAC request, if Event-Timestamp is not
present in DAC request. This option will only come into the effect,
if replay-protection is enabled.

key <psk> Shared secret to authenticate communication between the
RADIUS client and server.

no Negates any configured parameter.
replay-protection Enable replay protection for DAC requests.
window-duration Number in seconds. Default value is 300. This parameter is used:
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Parameter Description

- To check stale DAC requests.

- To specify the minimum time-span in seconds between two
valid requests with same identifiers, to check replay protection
and identify duplicates.

Example

The following command configures an RFC 3576 server:

(host) " [md] (config) aaa rfc-3576-server 10.1.1.245
clone default
key P@$SwOrD;

Related Commands

Command Description
show aaa state user View information for a user whose session timeout is altered by a
RFC 3576 server.

Command History

Release Modification

Aruba0s 8.5.0.0 The <ipaddr> sub-parameter was updated to also support IPv6
address of the server.

Aruba0Ss 8.2.0.0

Event-timestamp-required, replay-protection, and

window-duration parameters were added.

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa server—-group <group>
allow-fail-through
auth-server <name> [match-authstring contains|equals|starts-with <string>] [match-fgdn
<string>] [position <number>] [trim-fgdn]
clone <source>
load-balance
no ...
set rolelvlan condition <attribute> contains|ends-with|equals|not-equals|starts-with
<string> set-value <set-value-str> [position <number>]

This command allows you to add a configured authentication server to an ordered list in a server group,
and configure server rules to derive a user role, VLAN ID or VLAN name from attributes returned by the
server during authentication.

You create a server group for a specific type of authentication or for accounting. The list of serversin a
server group is an ordered list, which means that the first server in the group is always used unless it is
unavailable (in which case, the next server in the list is used). You can configure servers of different
types in a server group, for example, you can include the internal database as a backup to a RADIUS
server. You can add the same server to multiple server groups. There is a predefined server group
internal that contains the internal database.

Parameter Description

<group> Name that identifies the server group. The name must be 32
characters or less.

allow-fail-through When this option is configured, an authentication failure with the
first server in the group causes the Mobility Conductor to attempt
authentication with the next server in the list. The Mobility
Conductor attempts authentication with each server in the
ordered list until either there is a successful authentication or the
list of servers in the group is exhausted.

auth-server <name> Name of a configured authentication server.

match-authstring This option associates the authentication server with a match rule
that the Mobility Conductor can compare with the user or client
information in the authentication request. With this option, the
user or client information in the authentication request can be in
any of the following formats:

<domain>\<user>

<user>@<domain>

host/<pc-name>.<domain>

An authentication request is sent to the server only if there is a
match between the specified match rule and the user or client
information. You can configure multiple match rules for an
authentication server.

contains The rule matches if the user or client information contains the
specified string.
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Parameter Description

equals The rule matches if the user or client information exactly matches
the specified string.

starts-with The rule matches if the user or client information starts with the
specified string.

match-fgdn <string> This option associates the authentication server with a specified
domain. An authentication request is sent to the server only if
there is an exact match between the specified domain and the
<domain> portion of the user information sent in the
authentication request. With this option, the user information
must be in one of the following formats:

<domain>\<user>

<user>@<domain>

position <number> Position of the server in the server list. 1 is the top.

trim-fgdn This option causes the user information in an authentication
request to be edited before the request is sent to the server.
Specifically, this option:

removes the <domain>\ portion for user information in the
<domain>\<user> format

removes the @<domain> portion for user information in the
<user>@<domain> format.

clone <source> Name of an existing server group from which parameter values
are copied.
load-balance Enables load-balancing of authentication requests among

different servers in a server group.

no Negates any configured parameter.

set rolel|vlan Assigns the client a user role, VLAN ID or VLAN name based on
attributes returned for the client by the authentication server.
Rules are ordered: the first rule that matches the configured
condition is applied.

VLAN IDs and VLAN names cannot be listed together.

condition Attribute returned by the authentication server.

contains The rule is applied if and only if the attribute value contains the
specified string.

ends-with The rule is applied if and only if the attribute value ends with the
specified string.

equals The rule is applied if and only if the attribute value equals the
specified string.

not-equals The rule is applied if and only if the attribute value is not equal to
the specified string.

starts-with The rule is applied if and only if the attribute value begins with the
specified string.

set-value User role or VLAN applied to the client when the rule is matched.
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Parameter Description

value-of Sets the user role or VLAN to the value of the attribute returned.
The user role or VLAN ID returned as the value of the attribute
must already be configured on the Mobility Conductor when the
rule is applied.

Example

The following command configures a server group corp-servers with a RADIUS server as the main
authentication server and the internal database as the backup. The command also sets the client's user
role to the value of the returned Class attribute.

(host) ~[md] (config) aaa server-group COrp-servers
auth-server radiusl position 1

auth-server internal position 2

set role condition Class value-of

load-balance

Command History

Release Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa tacacs-accounting

aaa tacacs-accounting
command {action|all|configuration]|show}
no
server—-group <sg>

Description
This command configures reporting of commands issued from a managed device to a TACACS+ server
group.
command The types of commands that are reported to the TACACS server
group.
action Reports action commands only.
all Reports all commands.
configuration Reports configuration commands only.
show Reports show commands only.
no Delete command.
server-group <sg> The TACACS server group to which the reporting is sent.
Example

The following command enables accounting and reporting of configuration commands to the server-
group “tacacs1™

(host) [mm] (config) #aaa tacacs-accounting
(host) " [mm] (config-submode) #server-group tacacsl
(host) " [mm] (config-submode) #command configuration

Command History

Release Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information
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Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa test-server

aaa test-server {mschapv2|pap} <server-name> <username> <passwd> {<STRING>} {<verbose>}

Description

This command allows you to check a configured RADIUS authentication server or the internal database.
You can use this command to check for an out of service RADIUS server.

Parameter Description

mschapv?2 Use MSCHAPv2 authentication protocol.

pap Use PAP authentication protocol.

<server-name> Name of the configured authentication server.

<username> Username to use to test the authentication server.

<passwd> Password to use to test the authentication server.

<STRING> MAC address of the user.

<verbose> RADIUS server response for a successful or failed authentication.
Example

The following commands add a user in the internal database and verify the configuration:

(host) [mynode] #local-userdb add username raduserl password raduser
(host) [mynode] #aaa test-server mschapv2 internal raduserl raduser verbose

Starting from ArubaOS 8.1.0, the aaa test-server command has a new verbose option that displays
the RADIUS server's response on a successful or failed authentication.

The following command displays the RADIUS server attributes as returned by the server.

(host) [mynode] #aaa test-server mschapv2 internal raduserl raduser verbose
Authentication Successful

Processing time (ms) : 1.397

Attribute value pairs in response

Vendor Attribute Value

MS-CHAPv2
Role guest

Command History
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Release Modification

ArubaOs 8.1.0.0

The verbose parameter was added.

Aruba0Ss 8.0.0.0

Command introduced.

Command Information

Platforms

All platforms

License Command Mode
Base operating system. Enable mode on Mobility
Conductor.
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aaa timers

aaa timers
dead-time <minutes>
idle-timeout <time> [seconds]
logon-lifetime <0-255>
stats—-timeout <time> [seconds]

Description

This command configures the timers that you can apply to clients and servers.

Parameter Description

dead-time <minutes> Maximum period, in minutes, that the Mobility Conductor
considers an unresponsive authentication server to be out of
service.

This timer is only applicable if there are two or more
authentication servers configured on the Mobility Conductor. If
there is only one authentication server configured, the server is
never considered out of service and all requests are sent to the
server.

If one or more backup servers are configured and a server is
unresponsive, it is marked as out of service for the dead time;
subsequent requests are sent to the next server on the priority list
for the duration of the dead time. If the server is responsive after
the dead time has elapsed, it can take over servicing requests
from a lower-priority server; if the server continues to be
unresponsive, it is marked as down for the dead time.

0-60

10
idle-timeout Maximum number of minutes after which a client is considered
<1-15300> idle if there is no user traffic from the client.

The timeout period is reset if there is a user traffic. If there is no IP
traffic in the timeout period or there is no 802.11 traffic as
indicated in the station ageout time that is set in the wlan ssid
profile, the client is aged out. Once the timeout period has
expired, the user is removed immediately and no ping request is
sent. If the seconds parameter is not specified, the value defaults
to minutes.

1-255
5

logon-lifetime Maximum time, in minutes, that unauthenticated clients are
allowed to remain logged on.

0-255
5

stats-timeout User Interim stats timeout value. If the seconds parameter is not
specified, the value defaults to minutes. Starting from ArubaOS
8.7.1.3, the range of this parameter has been modified to 1-60.

5-60
10
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Example

The following command changes the idle time to 10 minutes:

(host) " [md] (config) aaa timers idle-timeout 10

Related Commands

Command Description

show aaa timers Displays AAA timer values.
show datapath Displays datapath user statistics such as current entries, pending

deletes, high water mark, maximum entries, total entries,
allocation failures, invalid users and maximum link length.

Command History

Release Modification

ArubaOSs 8.2.0.0 The range of stats-timeout parameter was added.

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa trusted-ap

aaa trusted-ap <macaddr>

Description

This command configures a trusted non-Aruba AP.

Parameter Description
<macaddr> MAC address of the AP.
Example

The following command configures a trusted non-Aruba AP:

aaa trusted-ap 00:40:96:4d:07:6e

Command History

Release Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.

ArubaOS 8.x | Reference Guide



aaa user add

aaa user add <ipaddr> [<nusers>] [authentication-method {dotlx|mac|stateful-dotlx|vpn]
web}] [mac-addr <macaddr>] [name <username>] [profile <aaa profile>] [role <role>]

Description

This command manually assigns a user role or other values to a specified client or device.

This command should only be used for troubleshooting issues with a specific client or device. This
command allows you to manually assign a client or device to a role. For example, you can create a role
debugging that includes a policy to mirror session packets to a specified destination for further
examination, then use this command to assign the debugging role to a specific client. Use the aaa user
delete command to remove the client or device from the role.

Note that issuing this command does not affect ongoing sessions that the client may already have. For
example, if a client is in the employee role when you assign them to the debugging role, the client
continues any sessions allowed with the employee role. Use the aaa user clear-sessions command
to clear ongoing sessions.

Parameter Description

<ipaddr> IP address of the user to be added.
<nusers> Number of users to create starting with <ipaddr>.
authentication-method Authentication method for the user.
dotlx 802.1X authentication.
mac-addr MAC authentication.
stateful-dotlx Stateful 802.1X authentication.
vpn VPN authentication.
web Captive portal authentication.
mac <macaddr> MAC address of the user.
name <username> Name for the user.
profile <aaa profile> AAA profile for the user.
role <role> Role for the user.
Example

The following commands create a role that logs HTTPS traffic, then assign the role to a specific client:

(host) [mynode] (config) #ip access-list session log-https
(host) [mynode] (config-submode) #any any svc-https permit log
(host) [mynode] (config-submode) #user-role web-debug
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(host) [mynode] (config-submode) #session-acl log-https

In enable mode:

(host) [mynode] (config) #aaa user add 10.1.1.236 role web-debug

Command History

Release Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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aaa user clear-sessions

aaa user clear-sessions <ipaddr>

Description

This command clears any ongoing sessions that the client already had before being assigned a role with
the aaa user add command.

Parameter Description
<ip-addr> IP address of the user.
Example

The following command clears ongoing sessions for a client:

(host) [mynode] (config) #aaa user clear-sessions 10.1.1.236

Command History

Modification

Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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aaa user delete

aaa user delete {]alll|<ip-addr>|<ap-ip-addr>|ap-name|mac <macaddr>|name <username>|role
<role>}

Description

This command allows you to manually delete clients, users, or roles. For example, if you used the aaa
user add command to assign a user role to a client, you can use this command to remove the role
assignment. Note that you must provide either AP name or AP IP address if you want to delete bridge-
mode clients.

Starting from ArubaOS 8.6.0.0, this command can be executed from the Mobility Conductor using the
ipaddr <ipaddr>andmac <macaddr> parameters.

Parameter Description

all Deletes all connected clients.

<ip-addr> IP address of the client to be deleted.

<ap-ip-addr> IP address of the AP to be deleted.

ap-name Name of the AP to be deleted.

mac <macaddr> MAC address of the client to be deleted.

name Name of the client to be deleted.

role Role of the client to be deleted.
Example

To delete a user role:

(host) [mynode] (config) aaa user delete role web-debug

To delete a bridge-mode client:

(host) [mynode] (config) aaa user delete ap-name ap303 mac 58:94:6b:31:d0:£0

To delete a user from Mobility Conductor;

(host) [mm] (config) aaa user delete mac 58:94:6b:31:d0:£0

Command History

ArubaOS 8.x | Reference Guide



Release Modification

Aruba0s 8.6.0.0 This command can be executed from the Mobility Conductor
using the ip-addr<ip-addr> and macaddr

<macaddr>parameters.
Aruba0s 8.2.0.0 The ip-addr parameter was added.
ArubaOSs 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Managed
Device and Mobility Conductor
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aaa user-del-req-timeout

aaa user-del-reg-timeout <timeout wvalue>

Description

This command is used to configure the user delete request timeout value. The previously entered CLI
will be marked complete or timed out when the configured timeout value expires.

Parameter Description

<timeout value> Timeout value in minutes.
Range: 1 to 30
Default: 5 minutes

Example

The following command configures the user delete request,

(host) [mynode] (config) #aaa user-del-reg-timeout 10

Command History

Release Modification

ArubaOS 8.6.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa user fast-age

aaa user fast-age

Description

This command enables fast aging of user table entries.

When this feature is enabled, if a device comes up on the network with a different IP address, the old IP
address of the device is immediately deleted. If the user fast-age feature is not configured, the Mobility
Conductor retains up to two IPv4 and two IPv6 addresses per device , and these IPs are aged out only
when the device becomes inactive.

Command History

Release Modification

Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor executed on the
managed device node.
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aaa user logout

aaa user logout <ipaddr>

Description

This command logs out an authenticated client.

Parameter Description
<ipaddr> IP address of the authenticated client to be logged out.
Example

The following command logs out a client:

(host) [mynode] #aaa user logout 10.1.1.236

Command History

Release Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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aaa user monitor

aaa user monitor <ipaddr>|off

Description

This command checks to see whether the attributes of an authenticated user differs from those in the
SOS. It also installs a timer that polls the SOS every 60 seconds and checks the following:

BB ACLs
®pstream bandwidth contract
Bownstream bandwidth contract

Parameter Description

<ipaddr> IP address of the user whose attributes are being checked.
of f Disable aaa user monitoring.
Example

The following command checks user SOS attributes:

(host) [mynode] (config) #aaa user monitor 10.1.1.236

Command History

Modification

ArubaOS 8.0.0.0

Command introduced.

Command Information

Platforms

License

Command Mode

All platforms

Base operating system.

Enable mode on Mobility
Conductor.

| aaa user monitor
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aaa user purge-log

aaa user purge-log

Description

This command clears aaa user log files for deleted users, it has no parameters. Per-user log files for AAA
events can be used for troubleshooting issues with a specific client or device.

Example

(host) [mynode] (config) #aaa user purge log

Command History

Release Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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aaa user stats-poll

aaa user stats-poll <secs>

Description

This command enables user statistics polling. If enabled, ArubaOS will poll user data verify that user
information in the datapath of the Mobility Conductor is in synchronization with the data in the
authentication module of the Mobility Conductor.

Parameter Description
<secs> This command enables user statistics polling, and defines the
time interval between polls. The supported range is 60-600
seconds.
Example

The following command enables user statistics polling with an interval of 10 minutes:

(host) 7~ [md] (config) aaa user stats-poll 600

Command History

Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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aaa xml-api

aaa xml-api server <server id>
clone <server>
default-authentication-role <role>
key <key>
no ...

Description

This command configures an external XML API server, which is used for authentication and subscriber
management from external agents. This command configures an external XML API server. For example,
an XML API server can send a blacklist/denylist request for a client to the managed device. The server
configured with this command is referenced in the AAA profile for the WLAN (see aaa profile on page

88).
Parameter Description
server IP address of the external XML API server.
clone Name of an existing XML API server configuration from which
parameter values are copied.
default-authentication-role <role> Name of the role to be assigned to users after completing XML
server authorization.
key Preshared key to authenticate communication between the
Mobility Conductor and the XML API server.
no Negates any configured parameter.
Example

The following configures an XML API server:

(host) " [md] (config) aaa xml-api server 10.210.1.245
key gwerTYuiOP

Command History

Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information
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Platforms License Command Mode

All platforms PEFNG license. Config mode on Mobility
Conductor.

acl-debug alias-rule-hits type

acl-debug alias-rule-hits type
role <name>
route <name>
session <name>

Description
E ®  Aruba7220 Series controllers support a maximum of 8192 entries in the ACE table.
NOTE = Aruba9000 Series and Aruba7000 Seriescontrollers support a maximum of 16384 entries in the ACE table.

Issue this command under the supervision of Aruba technical support to enable the collection and
display of advanced ACL debugging information.

This command allocates hits-indices for role, route, and session ACEs expanded in an ACE with aliases.

Parameter Description

role <name> Name of the role for which you want to record advanced
debugging information.

route <name> Name of the route for which you want to record advanced
debugging information.

session <name> Name of the session for which you want to record advanced
debugging information.

The action command acl-debug alias-rule-hits type <acl-type> <name> iS used to allocate hits-
indices for expanded-ACEs, and clear the Consolidate-Hits flag in the ACE.

i

Expanded-ACEs refer to the ACES expanded in Datapath as per the netdestination usage in the ACE.

The Consolidate-Hits flag is a new flag introduced in ArubaOS 8.8.0.0 and is used to conserve the hits-indices
allocation. In ArubaOSs 8.7.0.0, hits-indices were allocated to all expanded-ACEs. In Aruba 8.8.0.0, the default
behavior is to avoid that allocation and allow the user to allocate using the debug commands. This is a behavior
change in ArubaOS 8.8.0.0 and is done to conserve the hits-indices usage.

I

As this is a change in the ACL, Auth will download the ACEs and ACL to Datapath. The corresponding
clear command cmd - clear acl-debug alias-rule-hits type <acl-type> <name> Will reclaim the
hits-indices allocated to the ACL, and re-download the ACEs and ACLs with the Consolidated-Hits flag
set.

The action command could fail when a lot ACLs are being debugged and current system limits are
exceeded. In that case, a failure message indicates that the hits-indices allocation for the ACL has failed.
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The action commands in the examples below are to be executed only when an ACL is being debugged.

This section illustrates an example user-role with Consolidated-Hits set by default and hits-indices
allocated during debugging.

ACL Hits debugging with Consolidated-Hits Flag set (default)

(host) [mynode] #show acl acl-table | include sacl-allow-internal,rolel

101 session 925 1 2 sacl-allow-internal 0

102 session 0 0 1 apprf-rolel-sacl O

103 role 927 3 4 rolel O

(A7210) #show acl ace-table acl 103 verbose

927: any netdest-id: 35 0 0-0 0-0 £9000080001:permit alias-dst consolidated-hits
928: any any 0 0-0 0-0 £80001l:permit

929: any any 255 0-0 0-0 £100001l:permit

930: any any 0 0-0 0-0 £180000:deny

<no hits-table indices are allocated>

(A7210) #show acl hits role rolel

User Role ACL Hits

Role Policy Src Dst Service/Application Action Dest/Opcode New Hits Total Hits
Index

Ipv4/Ipv6

rolel sacl-allow-internal any dst-internal any permit 8 8 8607 ipv4
rolel allowall any any any permit 69 113 8608 ipv4
rolel allowall any any any-vé6 permit 0 48 8609 ipv6

ACL Hits debugging with hits-indices allocated (debug mode)

(host) [mynode] #show acl ace-table acl 103 verbose

927: any netdest-id: 35 0 0-0 0-0 £1000080001:permit alias-dst hits-index: 24589
24589: any 10.1.1.41 255.255.255.255 0 0-0 0-0 £8000l:permit

24590: any 10.7.0.7 255.255.255.255 0 0-0 0-0 £80001l:permit

24591: any 10.9.198.121 255.255.255.255 0 0-0 0-0 £80001l:permit

928: any any 0 0-0 0-0 £80001l:permit

929: any any 255 0-0 0-0 f£100001:permit

930: any any 0 0-0 0-0 £180000:deny

<hits-table indices are allocated>

(A7210) #show acl hits role rolel

User Role ACL Hits

Role Policy Src Dst Service/Application Action Dest/Opcode New Hits Total Hits
Index Ipv4/Ipv6

rolel sacl-allow-internal any dst-internal any permit 8 8 24589 ipv4
rolel sacl-allow-internal any dst-internal any permit 6 6 24590 ipv4
rolel allowall any any any permit 69 113 8608 ipv4

rolel allowall any any any-vé6 permit 0 48 8609 ipv6
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Command Description

show acl acl-table

This command shows ACL table in Auth.

show acl ace-table

This command shows ACE table in Auth.

Command History

Release

Modification

ArubaOs 8.8.0.0

Command introduced.

Command Information

Platforms

All platforms

License Command Mode
Base operating system. Config mode on Mobility
Conductor.

| acl-debug alias-rule-hits type
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activate

activate sync
add-only
ca-cert <cacert>
device-whitelist-enable / device-allowlist-enable
device-interval <frequency>
get-activation-key
interval <days>
no ...
password <password
provisionurl <provisionurlname>
sync
url <urlname>
username <username>
whitelist download / allowlist download
whitelist-enable / allowlist-enable

Description

This command synchronizes a managed device or a remote AP whitelist/allowlist on Mobility Conductor
with the Activate whitelist/allowlist database. The Mobility Conductor and the Activate server must have
layer-3 connectivity to communicate.

Parameter Description

add-only Allow only addition or modification of entries to the
Activate remote AP whitelist/allowlist database. This
parameter is enabled by default. If this setting is
disabled, the activate-whitelist-download/activate
allowlist download command can both add and remove
entries from the Activate database.

ca-cert <cacert> Use this command to manually upload self signed
certificate and establish a trust relationship for a
successful IPsec connection between the managed
device and Activate server.

device-whitelist-enable / device-allowlist-enable | Use this command to enable managed device's
whitelist/allowlist synchronization with the Activate

server. This feature is disabled by default.

device-interval <frequency> Number of hours between the automatic
synchronization of the controller's whitelist/allowlist
entries with the Activate server. The supported range is

1-168 hours.
get-activation-key Issue this command to get activation key for the device.
interval Number of days between the automatic
<days> synchronization of the controller remote AP

whitelist/allowlist entries with Activate.
The supported range is 1-7 days, and the default value
is 1 day.

no Removes or disables an existing parameter.
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Parameter Description

password Activate user password.
<password>
provisionurl <provisionurlname> Enter the URL of the page that provisions the devices to

be managed by the Activate server. The default URL is
https://devices.arubanetworks.com .

sync Execute the activate sync command to immediately
synchronize the list of managed devices on the Activate
server with the managed device whitelist/allowlist on
Mobility Conductor. By default, this list is synchronized

every hour.

username Activate username.

<username>

url<urlname> Enter the URL of the Activate server where users can
provision and manage devices. The default URL
ishttps://activate.arubanetworks.com.

whitelist download / allowlist download Issue this command to download and synchronize
Mobility Conductor's remote AP and managed device
whitelist/allowlist from the Activate server.

whitelist-enable / allowlist-enable Issue this command to enable secure remote AP and
managed device whitelist/allowlist synchronization with
the Activate service. This feature is disabled by default.

Example

The following example synchronizes the Activate whitelist/allowlist with the remote AP whitelist/allowlist
on the controller:

(host) [mynode] (config)# activate whitelist download / allowlist download

Command History

Release Modification

Aruba0sSs 8.9.0.0 The following terminologies are updated:
® Allinstances of master have been replaced with conductor.
® Allinstances of whitelist have been replaced with

allowlist.

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

| activate ArubaOS 8.x | Reference Guide


https://devices.arubanetworks.com/
https://activate.arubanetworks.com/

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor, except for the

whitelist/allowlist

download and sync

parameters, which are available
in enable mode only.
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add ap arm client-match unsupported

add ap arm client-match unsupported <mac-addr>

Description

This command marks a station as unsupported by ClientMatch .

This is an internal command used to diagnose and debug ClientMatch issues, and should be used only
under the supervision of customer support.

Parameter Description

<mac-addr> MAC address of the station to be ignored by ClientMatch.

Command History

Version Description

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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adp

adp
discovery
igmp-join
igmp-vlan <igmp-vlan-id>

Description

This command configures the ADP. Aruba APs send out periodic multicast and broadcast queries to
locate Mobility Conductor. If the APs are in the same broadcast domain as Mobility Conductor and ADP
is enabled on the managed device, the managed device automatically responds to the queries of APs
with its IP address. If the APs are not in the same broadcast domain as Mobility Conductor, you need to
enable multicast on the network. You also need to make sure that all routers are configured to listen for
IGMP join requests from the managed device and can route the multicast packets. Use the show adp

config command to verify that ADP and IGMP join options are enabled on the managed device.

Parameter Description

discovery Enables or disables ADP on the managed device.
enabled

igmp-join Enables or disables sending of Internet Group Management
Protocol (IGMP) join requests from a managed device.

enabled

igmp-vlan VLAN to which IGMP reports are sent.
0

Command History

Release Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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airgroup

airgroup
active-domain
blocked-service
cppm-server
disallow-vlan
dlna
domain
exclude-switch
ipv6
mdns
policy
send-query
server
server-refresh
test-server
version

Description

This command configures AirGroup settings.

Parameter Description

active-domain <string> Configures
active domain
for AirGroup
cluster.

NOTE: This
parameter is
available only

in Config
mode.
blocked-service Enable tracking
blocked
services.
cppm-server Configures the
aaa following in
rfc-3576-server <rfc3576 server> AirGroup AAA
rfc3576 udp port <rfc3576 udp port> profile:
server-dead-time <server-dead-time> rfc-3576-
server-group <server-group> server
query-interval <1..24> <rfc3576_
server>:

Configures RFC
3576 server IP
address.
rfc3576_udp_
port <rfc3576_
udp_port>:
Configures
UDP port
number.
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Parameter Description

server-dead-
time <server-
deadtime>:
Server dead
timein
minutes. To
disable the
server dead
time, set the
value to 0.
server-
group<server-
group>: Name
of the server
group.

NOTE: This
parameter is
available only
in Config
mode.

disallow-vlan Configures the
<1..4094> servers|users following
string servers|users disallowed
VLAN.
<1..4094>
{servers|user
s}: Blocks all
AirGroup
servers/users
on this VLAN
ID.
string
{servers|user
s}: Blocks all
AirGroup
servers/users
on this VLAN
name.

NOTE: This
parameter is
available only
in Config
mode.

dlna Configures
AirGroup DLNA
support.

NOTE: This
parameter is
available only
in Config
mode.
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Parameter Description

domain <string>
description <description>
ip-address <ipaddr>
no

Configures
AirGroup
domain.

NOTE: This
parameter is
only available
in Config
mode.

exclude-switch <mac>

Excludes
management
of AirGroup on
this managed
device where:
<mac>: MAC
address of
managed
device.

NOTE: This
parameter is
only available
in Config
mode.

ipvé

Configures IPv6
support for
AirGroup.

NOTE: This
parameter is
only available
in Config
mode.

mdns

Configure
AirGroup mdns
support.

NOTE: This
parameter is
only available

in Config
mode.
policy ap-fgln device-mac <mac> Configures
{add <string>}|{remove <string>}|{string} shared AP-

FQLN for this
server

policy ap-group device-mac <mac>
{add <string>}|{remove <string>}|{<string>}

Configure
shared AP-
group for this
server

| airgroup
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Parameter Description

policy ap-name device-mac <mac>
{add <string>}|{remove <string>}|{<string>}

Configure
shared AP-
name for this
server

policy ap-neighborhood device-mac <mac> number

Consider
neighborhood
of configured
AP names

policy autoassociate device-mac <mac>
{ap-fgln} | {ap-group} | {ap-name}

Auto associate
this wireless
server with its
AP-name/AP-
FQLN/AP-

group.

policy shared-group device-mac <mac>
{add <string>} | {remove <string>}|{<string>}

Configure
groups shared
with this server

policy shared-role device-mac <mac>
{add <string>} | {remove <string>}|{<string>}

Configure
shared role-
name for this
server

policy shared-user device-mac <mac>
{add <string>} | {remove <string>}|{<string>}

Configure
users shared
with this server

policy XX:XX:XX:XX:XX:XX

Server MAC
address in
XXXX XX XXXX:
XX format.

send-query <client mac address>
{service-id <service-id> | ap-name <ap-name> | vlan <vlan id> | user-
role <user role> |
user-group <user group> | user-name <user name>}

Sends a query
to get the list of
servers that
are available
for a client.

server enforce-registration

Configures
mDNS devices
to be visible
only if allowed
through
ClearPass
Policy
Manager.

NOTE: This
parameter is
only available
in Config
mode.
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Parameter Description

server-refresh Sends refresh
service <string> vlan <1..4094> packet to
refresh the
cache of
AirGroup
server.
<service
<string> vlan
<1..4094>:
AirGroup
service.
<mac>: MAC
address of
AirGroup
server.

<mac>

test-server <name> <macaddr> Tests AirGroup
RADIUS server.
<name>:
Name of
RADIUS server.
<macaddr>;
MAC address
of RADIUS
server.

version Switches

verl between

ver?2 AirGroup
version1 (older
AirGroup) and
version2
(redesigned
AirGroup) on
the Mobility
Conductor.

NOTE: This
parameter is
only available
on the Mobility
Conductor.

Example

Access the CLI and use the following command to configure AirGroup command:

(host) [mynode] #airgroup policy shared-group device-mac 00:la:le:aa:bb:cc add
test
(host) [mynode] (config) #airgroup exclude-switch 00:la:le:aa:bb:cc

Related Commands
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Description

show airgroup This command displays AirGroup settings.

Command History

Release Modification

ArubaOs 8.11.0.0 The send-query parameter was introduced.
Aruba0s5 8.8.0.0 The version parameter was introduced.
Aruba0s 8.1.0.0 The static parameter was removed.
Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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airgroupprofile

airgroupprofile

activate {airgroupprofile <airgroup profile> [<mode> {<centralised>| <distributed>}]}

cppm <name>
clone <source>
query-interval-time <query-interval-time>
rfc-3576-server <rfc-3576-server>
rfc3576 _udp port <rfc3576 udp port>
server—-dead-time <server-dead-time>
server-group <server-group>
no

domain <name>
clone <source>
description <description>
ip-addr <ip-addr>
no

ipv6 <name>
clone <source>

network <network-profile-name>
blacklist-mac/denylist-mac <macaddr>
clone
include-domain-name
max-ip-per-device <number of ip addresses>
max-servers-in-location
max-servers-per-query
max-tokens-per-device <number of tokens>
no
wired-server-expiry
wireless-server-expiry

service <service-name>
clone <source>
description
id <string>
no

<profile-name>
active-domain-profile <airgroup-domain-name>
autoassociate [apfgln|apgroup|apname]
clone <source>
cppm-profile <airgroup-cppm-name>
disallow-role <role>[type{servers|users} [service]]
disallow-vlan <vlan>|[type{servers|users} [service]]
enforce-registration
ipvo-profile <ipvé6-profile-name>
network-profile <network-profile-name>
no
service <airgroup-service-name>

Description

This command configures an AirGroup profile.

Parameter Description

activate Configures the active AirGroup profile.
airgroupprofile <airgroup profile>
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Parameter Description

mode {centralised|distributed}

This parameter is supported only on
the managed devices.
m airgroupprofile: Configure the
AirGroup profile.
= mode: Configure AirGroup
profile in centralised or distributed
mode.

cppm <name>
clone <source>
no
query-interval-time <query-interval-time>
rfc-3576-server <rfc-3576-server>
rfc3576 _udp port <rfc3576 udp port>
server—-dead-time <server-dead-time>
server—group <server-group>

Configures an AirGroup ClearPass
Policy Manager profile.
m clone: Copy profile data from
another AirGroup profile.
m no: Delete the command.
m query-interval-time: Specify
the time interval, in seconds.
between general queries.
m rfc-3576-server: Configure RFC
3576 server IP address.
m rfc3576_udp_port: Configure
UDP port number.
m server-dead-time: Configure
the server dead time, in minutes.
To disable the server dead time,
set the value to 0. The default
value is 10 minutes.
m server-group: Configure the
name of the server group.
This parameter is supported only on
the managed devices.

domain <name>
clone <source>
description <description>
ip-addr <ip-addr>
no

Configures an AirGroup domain
profile.
m clone: Copy domain profile data
from another AirGroup profile.
m description: Configure the
domain name description.
m ip-addr: Configure the IP
address of the controller.
m no: Delete the command.
This parameter is supported only on
the managed devices.

ipv6 <name>
clone <source>

Configures an AirGroup IPv6 profile.
clone: Copy IPv6 profile data from
another AirGroup profile.

This parameter is supported only on
the managed devices.

network <network-profile-name>
blacklist-mac/denylist-mac <macaddr>
clone
include-domain-name
max-ip-per-device <number of ip addresses>
max-servers—-in-location
max-servers-per-query
max-tokens-per-device <number of tokens>
no
wired-server-expiry
wireless-server-expiry

Configures the network profile.
m blacklist-mac/denylist-mac:
Blocks the client or server based
on the MAC address or MAC OUL.
m clone: Copy data from another
Network profile.
m include-domain-name:
Includes the domain name for
username based policies.
m Default: disabled
= max-ip-per-device: Limits the

ArubaOS 8.x | Reference Guide




Parameter Description

number of maximum allowed IP
addresses per server.
m Default: 4
m Range: 1to 64
= max-servers-in-location:
Limits the maximum number of
servers in location.
m Default: 100
® max-servers-per-query: Limits
the maximum number of servers
per query .
m Default: 30
= max-tokens-per-device: Limits
the number of maximum tokens
allowed per server or client.
m Default: 40
m Range: 1 to 64
m no: Delete the command.
m wired-server-expiry: Specify
expiry time for wired servers in
minutes.
m Default: 10
m wireless-server-expiry: Specify
expiry time for wireless servers in
minutes.
m Default: 120
This parameter has the following
limitations:
m User defined network-profile is
not supported.
m The default network-profile is
always enabled and cannot be
disabled when any
airgroupprofile is activated.
m The default network-profile can
be modified only from /md
hierarchy node.
m In case of multiple islands, the
network-profile is activated only to
the island where the
airgroupprofile is activated.

service <service-name> Configures an AirGroup service
clone <source> profile. By default, the following
description <service desc> services are available:
id <service id> custom

default-airplay
default-airprint
default-allowall
default-amazontv
default-dial
default-dlna-media
default-dlna-print
default-googlecast
default-itunes
default-remotemgmt
default-sharing

no

]
|)—>IIIIIIIIIIII
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Parameter Description

Clone: Copy service profile data from
another AirGroup service profile.
Description: Description of AirGroup
service profile.

ID: Identity of AirGroup service profile.
No: Disable AirGroup service profile.
This parameter is supported only on
the managed devices.

<profile-name>

active-domain-profile <airgroup-domain-name>
autoassociate {apfgln | apgroup | apname}

clone <source>

cppm-profile <airgroup-cppm-name>

disallow-role <role>|[type{servers|users}[service]]
disallow-vlan <vlan>|[type{servers|users}[service]]
enforce-registration

ipveo-profile <ipv6-profile-name>

network-profile <network-profile-name>

service <airgroup-service-name>

no

Configures an AirGroup profile.
m active-domain-profile:
Configure an AirGroup domain
profile.
m autoassociate: Auto associate
servers with the AirGroup profile.
Use the following sub-parameters:
m apfqln: Auto associate with
AP FQLN.
m apgroup: Auto associate with
AP Group.
m apname: Auto associate with AP
Name.
m clone: Copy profile data from
another AirGroup profile.
m cppm-profile: Configure CPPM
profile for the AirGroup profile.
m disallow-role: Configure
disallowed roles with AirGroup
profile.
m disallow-vlan: Configure
disallowed vlans with AirGroup
profile.
m enforce-registration: Enforce
server registration with AirGroup
profile.
m ipv6-profile: Configure an IPv6
profile with AirGroup profile.
m network-profile: Configure
AirGroup Network profile with
AirGroup profile.
m service: Configure AirGroup
service profile name.
This parameter is supported only on
the managed devices.

(host) [md] (config) #airgroupprofile service DIAL

Access the CLI and use the following command to configure an AirGroup profile for the DIAL service:

(host) [md] (Airgroup Service Profile "DIAL") #description This is the

DIAL service

The following example configures the network default parameter:
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host) [md] (config) #airgroupprofile network default

(host) [md] (Network profile "default") #blacklist-mac/denylist-mac <macaddr>
(host) [md] (Network profile "default") #max-ip-per-device <number of ip
addresses>

(host) [md] (Network profile "default") #max-tokens-per-device <number of tokens>

Related Commands

Command Description

show airgroupprofile This command displays AirGroup settings.

Command History

Release Modification

Aruba0Ss 8.11.0.0.0 The include-domain-name sub-parameter was added to the
network default parameter.

Aruba0s 8.9.0.0 All instances of blacklist have been replaced with denylist.

Aruba0s 8.6.0.3 The network default parameter was introduced.

Aruba0Ss 8.2.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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airmatch ap

airmatch ap freeze all-aps|[ap-group <ap-group>] | [ap-name <ap-name>] | [ip-addr <ip-addr>] |

[ip6-addr <i6p-addr>] [band <band>] | [channel <channel>]| [eirp <dBm>]| [lms lms-ip
<lms-ip>] | [lms-ipv6 <lms-ipv6>]

airmatch ap unfreeze all-aps| [ap-group <ap-group>] | [ap-name <ap-name>] | [ip-addr <ip-
addr>] | [ip6-addr <i6p-addr>] band <band> | [channel <channel>]| [eirp <dBm>]| [lms lms-ip
<lms-ip>] | [lms-ipv6 <lms-ipv6>]

Description

The airmatch ap freeze command deploys the specified channel and EIRP values to a radio
immediately, then freezes those values, regardless of whether the AirMatch RF planning schedule is
enabled or disabled. A radio set with the airmatch ap freeze command uses a static radio
configuration until those settings get explicitly canceled with the airmatch ap unfreeze command. This
command can be used to freeze either the channel or the EIRP value, or both values. For example, you
can freeze the channel on an AP radio, while allowing the EIRP values to be updated by AirMatch.

Syntax
Parameter Description
freeze Apply the specified AirMatch settings on the radio, then freeze
those settings until they are manually removed.
This parameter supports both single radio and dual-radio APs.
unfreeze Remove AirMatch settings manually applied using the Freeze
command.
This parameter supports both single radio and dual-radio APs.
all-aps Freeze or unfreeze AirMatch settings on all APs.
ap-group <ap-group> Freeze or unfreeze AirMatch settings on the specified AP group
ap-name <ap-name> Freeze or unfreeze AirMatch settings on the specified AP
ip-addr <ip-addr> Freeze or unfreeze AirMatch settings on the AP with the specified
IPv4 IP address.
ip6-addr <ié6p-addr> Freeze or unfreeze AirMatch settings on the AP with the specified
IPv6 IP address.
band <band> Set AirMatch settings for the specified radio band. Supported
values are 2.4GHz and 5GHz. The radio band must be specified if
you use the unfreeze parameter to unfreeze an AP radio.
The values, 5GHzu for upper-band radios and 5GHzl for lower-
band radios are supported by the following APs.
m AP-344
m AP-345
m AP-555
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Parameter Description

channel <channel> Channel number for the AP 802.11a/b/g, 802.11nor 802.11ac
physical layer, (example: 1, 1+, 36, 36+, 36E, 36S, 36E+149E). The
available channels depend on the regulatory domain (country).

m 36Sis 160 MHz wide contiguous channel

m 36E+149E is 160 MHz wide channel defined as 2 separate 80

MHz channel ranges

eirp <dBm> The transmission power level (in dBm) to be assigned to the AP
radio(s). Starting with ArubaOS 8.2, you can specify EIRP values in
increments of .1 dBm. 270 Series access points support both
positive and negative EIRP values. All other APs support positive
EIRP values only.

The following legacy APs do not support advanced power controls,
and can only be configured in positive EIRP values in increments
of .5dBm.

90 Series

100 Series

110 Series

170 Series

RAP-155

lms Include this parameter to freeze or unfreeze AP channels on a
lms-ip <lms-ip> local controller. This parameter is only valid if you freeze or
lms-ipv6 <lms-ipv6> unfreeze channels using the ap-group or all-aps options.

Example

(host) [mynode] (config)# airmatch ap freeze {ip-addr <ip-addr>}|{ip6-addr <ip6-
addr>} | {ap—name <ap-name>} | {ap-group <ap-group>}|{all-aps} {band <band>} | {channel
<channel>} | {eirp <eirp>}{lms {lms-ip <lms-ip>}|{{lms-ipv6 <lms-ipv6>}}

Unfreezing a radio configuration with the airmatch ap unfreeze command does not mean that there
will automatically be an immediate change in the channel and EIRP values for that radio. It does,
however, mean that the AirMatch algorithm can assign a new set of values at the next update.

(host) [mynode] (config)# airmatch ap unfreeze {ip-addr <ip-addr>}|{ip6-addr <ip6-
addr>} | {ap—name <ap-name>} | {ap-group <ap-group>}|{all-aps} band <band> {channel
<channel>} | {eirp <eirp>}{lms {lms-ip <lms-ip>}|{{lms-ipv6 <lms-ipv6>}}

Related Commands

Command Description

airmatch profile ‘ This command configures the AirMatch profile.

Command History
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Release Modification

ArubaOSs 8.6.0.0 The values, 5GHzu for upper-band radios and 5GHzl for lower-
band radios are supported by AP-555 access points.

Aruba0s 8.3.0.0 The freeze and unfreeze parameters support dual 5 GHz radio

APs.

Aruba0s5 8.2.0.0 The eirp parameter supports the configuration of EIRP values in

.1 dBm increments. EIRP values for 270 Series access points can
be configured as a negative value.

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
Mobility Conductor Base operating system. Config mode on Mobility
Conductor.
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airmatch ap-partition

airmatch ap-partition start <cluster-name>

Description

This command will start AP partitioning for a specific cluster.

Parameter Description
start <cluster-name> Start partitioning of the APs for the specified cluster name.
Example

(host) [mynode] #airmatch ap-partition start test
AP Partitioning starts for cluster test.

Command History

Release Modification

Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
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airmatch db-dump

airmatch db-dump
all
collection

Description

This command creates a dump of the database used by AirMatch. The dump file can be exported using
the copy command.

Parameter Description

all Create a dump file of the entire AirMatch database

collection <collection> Create a dump file of a specific collection of AirMatch files by
specifying the name of a collection type.

Example

The following command creates a dump file of the collection of AirMatch AMON statistics.

(host) [mynode]# airmatch db-dump all

Related Commands

Command Description

airmatch ap Aradio set with the airmatch ap freeze command uses a
static radio configuration until those settings get explicitly

canceled with the airmatch ap unfreeze command.

airmatch profile This command configures the AirMatch profile.

airmatch runnow Manually initiate AirMatch RF computations and solution
deployment instead of waiting for the next scheduled update
period.

Command History

Release Modification

Aruba0sS 8.0.1.0 Command introduced.

Command Information
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Platforms License Command Mode

Mobility Conductor Base operating system. Enable mode on Mobility
Conductor.
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airmatch profile
he-pooling-client-density <he-pooling-client-density>
dfs-ch-deploy-interval
deploy-hour <0-23>
no ...
noise-event-period-2g <noise-event-period-2g>
noise-event-period-5g <noise-event-period-5g>
quality-threshold <quality-threshold>
quality-threshold-2-4GHz
quality-threshold-5GHz
quality-threshold-6GHz
radar-event-period-5g <radar-event-period-5g>
schedule enable|disable
solver—-feas-deploy-threshold <solver-feas-deploy-threshold>
use-intf-device

This command configures the AirMatch profile.

The AirMatch channel and EIRP optimization features deprecate the channel planning and EIRP
optimization features in the legacy ARM feature. AirMatch is supported on Mobility Conductor only,
while legacy ARM channel optimization and EIRP features continue to be supported by stand-alone
controllers running ArubaOS 8.x.

AirMatch channel planning evens out channel distributions in any size of network, and in any subset of
the contiguous network (as much as allowed by the network configuration, regulatory domain and AP
hardware capability). AirMatch also minimizes channel coupling, where adjacent radios are assigned to
the same channel. The computing power of Mobility Conductor impacts channel distribution
calculations, so channel coupling may occasionally be allowed in complex networks to keep the
computing time practical.

AirMatch EIRP planning automatically considers the local density of the network to manage the APs'
coverage and modulation and coding scheme (MCS) operation, and optimizes EIRP changes across
neighboring AP radios in order to offer users the best roaming experience.

The AirMatch schedule disable setting is different from the ARM setting of disable or maintain. The
ARM disable setting changes the AP radio channel and EIRP values back to the default values specified
in 802.11a and 802.11g radio profiles for that radio. The ARM maintain setting freezes current channel
and EIRP settings for that radio. In contrast, the AirMatch schedule disable option simply means the
centralized algorithm will stop selecting a new channel, bandwidth, or EIRP setting; the network
operator still can override the previous settings assigned by AirMatch with static channel or EIRP values,
and the AP radio can continue to voluntarily change channels to avoid radar interference or high noise
levels.

AirMatch Channel Assignments

Each AP in a Mobility Conductor deployment measures its RF environment for a five minute period,
every 30 minutes, by default. The AP then sends AMON messages about the radio feasibility to the
managed device based on thehardware capability for the AP, radio and regulatory domain, and RF
neighbors. The managed device forwards these messages to the Mobility Conductor. The Mobility
Conductor adds this information to a database, computes an optimal solution, and deploys the latest RF
plan by sending updated settings to the APs. By default, this configuration update is sent at 5 AM (as per
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the Mobility Conductor system clock), but time of this configuration update can be modified via the
AirMatch profile.

An exception to this daily update is an automatic channel change due to a radar detection event or high
noise interference. If an AP detects a radar event on its current operating channel, that AP automatically
changes to another supported channel to avoid radar interference, and does not wait for the daily RF
configuration update from the Mobility Conductor. An AP may also automatically change channels if a
very high noise level is detected on the current channel, if at least one other channel is free of noise.

In ArubaOSs 8.0, AirMatch moves a radio to a random channel when a radar event is detected, or if a
high noise floor is detected on a non-static channel. Starting with ArubaOS 8.0.1, AirMatch uses the
criteria described in Table 6 to assign a new channel.

Table 6: Channel Assignment Logic

Issue Prompting Channel Change Channel Selection Criteria

Detected radar AirMatch selects a channel with a minimum interference index
from the channels without high noise or a radar condition.

High channel noise The channel selection criteria varies between static and non-static
channels.
m |f static channel is configured, the channel does not change
due to a high noise condition.
m For a non-static channel, AirMatch selects a channel with a
minimum interference index from the channels without high
noise or a radar condition.

Channel Quality Improvement Thresholds

ArubaOSs 8.0.1 introduces the AirMatch channel quality improvement threshold, which allows you to
select the minimum channel improvement that can trigger a new scheduled channel solution. The
default threshold value is a 15% improvement. If a proposed channel change will not produce an
improvement that meets or exceeds this threshold, AirMatch will not trigger a channel change.

EIRP settings are not impacted by the channel quality improvement threshold. A new EIRP plan is
deployed at the scheduled deployment hour every day, regardless of channel quality improvement
levels.

This channel quality setting only applies to scheduled updates. If you manually trigger an update using
the airmatch runnow command, AirMatch will deploy the new solution regardless of the level of

improvement.
Parameter Description
deploy-hour <0-23> Specify a number from 0-23 to select the hour during which

AirMatch updates are sent to the APs (in 24-hour format). If the
managed device to which the AP is associated is in a different time
zone than Mobility Conductor, the AirMatch solution will be
deployed according to the time zone of the managed device. If
this parameter is set in both the AirMatch profile and the 802.11a
radio profile, the setting in the 802.11a radio profile will take
precedence.

0-23
5
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Parameter Description

he-pooling-client-density <he-pooling- Specify a HE pooling client density in percentage to be considered
client-density> for 802.11ax pooling. Va HE pooling client density of 0 disables HE
pooling.
0-100
20
dfs-ch-deploy-interval Configures the time interval (in minutes) between the
deployment of radios assigned to operate on DFS channels.
0,1
0
no ... Negates any configured parameter
noise-event-period-2g Use this advanced configuration parameter under the supervision
<noise-event-period-2g> of Aruba support only.
noise-event-period-5g Use this advanced configuration parameter under the supervision
<noise-event-period-5g> of Aruba support only.
quality-threshold Use the quality-threshold parameter to change the

<quality-threshold> percentage of channel quality improvement that will trigger an

AirMatch RF update. If a proposed channel change will not
produce an improvement that meets or exceeds this threshold,
AirMatch will not trigger a channel change.

This setting only applies to scheduled updates. If you manually

trigger an update using the airmatch runnow command,
AirMatch will deploy the new solution regardless of the level of
improvement.

If scheduled updates are enabled, the new channel plan is
deployed on the specified deployment hour only if it is improved
by greater than this threshold value. A new EIRP plan is deployed
on the deployment hour every day.

0-100
8

quality-threshold-2-4GHz Use the quality-threshold-2-4GHz parameter to change the
percentage of 2.4 GHz channel quality improvement that will
trigger an AirMatch RF update. If a proposed channel change will
not produce an improvement that meets or exceeds this
threshold, AirMatch will not trigger a channel change.

This setting only applies to scheduled updates. If you manually

trigger an update using the airmatch runnow command,
AirMatch will deploy the new solution regardless of the level of
improvement.

If scheduled updates are enabled, the new channel plan is
deployed on the specified deployment hour only if it is improved
by greater than this threshold value for 2.4 Ghz radio. A new EIRP
plan is deployed on the deployment hour every day.

0-100
8
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Parameter Description

quality-threshold-5GHz Use the quality-threshold-5GHz parameter to change the
percentage of 5 GHz channel quality improvement that will trigger
an AirMatch RF update. If a proposed channel change will not
produce an improvement that meets or exceeds this threshold,
AirMatch will not trigger a channel change.

This setting only applies to scheduled updates. If you manually

trigger an update using the airmatch runnow command,
AirMatch will deploy the new solution regardless of the level of
improvement.

If scheduled updates are enabled, the new channel plan is
deployed on the specified deployment hour only if it is improved
by greater than this threshold value for 2.4 Ghz radio. A new EIRP
plan is deployed on the deployment hour every day.

0-100
8

quality-threshold-6GHz Use the quality-threshold-6GHz parameter to change the
percentage of 6 GHz channel quality improvement that will trigger
an AirMatch RF update. If a proposed channel change will not
produce an improvement that meets or exceeds this threshold,
AirMatch will not trigger a channel change.

This setting only applies to scheduled updates. If you manually

trigger an update using the airmatch runnow command,
AirMatch will deploy the new solution regardless of the level of
improvement.

If scheduled updates are enabled, the new channel plan is
deployed on the specified deployment hour only if it is improved
by greater than this threshold value for 2.4 Ghz radio. A new EIRP
plan is deployed on the deployment hour every day.

0-100

8
radar-event-period-5g Use this advanced configuration parameter under the supervision
<radar-event-period-5g> of Aruba support only.
schedule enabled | disabled If the AirMatch schedule updates are changed from the default

enabled setting to disabled, the Mobility Conductor continues to
receive RF updates from the APs, but no channel and EIRP
changes are executed by Mobility Conductor at the scheduled
time.

When AirMatch schedules are disabled, the centralized algorithm
stops selecting a new channel, bandwidth, stops EIRP setting. A
network operator still can override the previous settings assigned
by AirMatch with static channel or EIRP values, and the AP radio
can continue to voluntarily change channels to avoid radar
interference or high noise levels.

enabled
solver-feas-deploy-threshold Use this advanced configuration parameter under the supervision
<solver-feas-deploy-threshold> of Aruba support only.
use-intf-device Enable this configuration to include interferer in the RF-domain
and partition computation .
Disabled
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Parameter Description

CAUTION: Enabling this parameter will highly impact AirMatch
solution.

Example
To hold the existing AirMatch RF configuration :

(host) [mynode] (config)# airmatch profile schedule disabled
To change the time of the daily AirMatch RF updates from the default 5 AM to 2 AM:

(host) [mynode] (config)# airmatch profile deploy-hour 2

Related Commands

Command Description

airmatch ap A radio set with the airmatch ap freeze command uses a
static radio configuration until those settings get explicitly
canceled with the airmatch ap unfreeze command.

airmatch db-dump This command creates a dump of the database used by AirMatch.
The dump file can be exported using the copy command.

airmatch runnow Manually initiate AirMatch RF computations and solution
deployment instead of waiting for the next scheduled update
period.

show airmatch profile This command displays the configuration settings in the AirMatch
profile.

Command History

Release Modification

ArubaOSs 8.10.0.0 The dfs-ch-deploy-interval parameter was introduced.

Aruba0s 8.7.0.0 The he-pooling-client-density parameter was introduced.

Aruba0s$8.2.1.0 The default value of the quality-threshold parameter was

changed to 8%.

Aruba058.1.0.0 The eirp-offset parameter was removed from this command,

and was introduced in rf dot11a-radio-profile and rf dot11g-radio-
profile commands.
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Release Modification

Aruba0s 8.0.1.0 The quality-threshold parameter was added.

Aruba0s 8.0.0.0 This command was introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Configuration mode on
Mobility Conductor.
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airmatch runnow

airmatch runnow
eirp
full
incremental
opmode
quick

Description

Manually initiate AirMatch RF computations and solution deployment instead of waiting for the next
scheduled update period.

Parameter Description

eirp Initiates only the EIRP optimization.
full Initiate the process to perform a full optimization of all APs.
incremental Optimize only the new APs that have never been optimized by a

previous AirMatch solution.

opmode Generate an AirMatch solution with an opmode update.

quick Quickly generate an AirMatch solution. This option may produce
an AirMatch solution that is not as optimal as a full or regularly-
scheduled optimization.

Example

To initiate a full optimization of all APs, access the Mobility Conductor CLI in enable mode and issue the
following command:

(host) [mynode] #airmatch runnow full

Related Commands

Command Description

airmatch ap Aradio set with the airmatch ap freeze command uses a
static radio configuration until those settings get explicitly
canceled with the airmatch ap unfreeze command.

airmatch profile This command configures the AirMatch profile.

Command History
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Release Modification

ArubaOs 8.3.0.0

The following parameters were introduced:
m eirp

B opmode

ArubaOs 8.0.0.0

Command introduced.

Command Information

Platforms

All platforms

License Command Mode
Base operating system. Enable mode on Mobility
Conductor.
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airslice

airslice-profile <profile-name>
airslice-app-monitoring
airslice-policy
clone
no

airslice-visibility
record-limit <record-count>
record-limiy unlimited

Description

This command configures or modifies an Air Slice profile.

Parameter Description

airslice-profile <profile-name>

Configure the Air Slice profile.

airslice-app-monitoring

Enables traffic monitoring for applications.

airslice-policy

Optimizes the community quality of applications.

clone

Copies data from another Air Slice profile.

no

Deletes the profile.

airslice-visibility Configure the Air-Slice visibility module.

record-limit <record-count> Specify the maximum number of records to be stored for clients.

No limit on the number of records to be stored for clients. All
records are stored.

record-limit unlimited

Example

The following command configures an Air Slice profile:

(host) [mynode] (config) #airslice-profile <name>
(host) [mynode] (airslice profile <name>) airslice-app-monitoring
(host) [mynode] (airslice profile <name>) airslice-policy

Command History

Modification

Release

Aruba0Ss 8.7.0.0 Command introduced.

Command Information
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Platforms License Command Mode

Air Slice is supported on all 802.11ax Base operating system. Config mode on Mobility
APs. However, Air Slice is supported Conductor.

only on 5 GHz radio and not on 6 GHz

radio for 630 Series access points.
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ale-configuration

ale-configuration
ale sta associated
anonymize
ip <ip-addr> username <uname> password <passwd>
nbapi publish

Description

Use this command to enable ALE configuration. After ALE is enabled, you can configure ALE anonymize,
STA channel, IP address, and NB API.

Parameter Description

ale sta associated Publish ALE_STA channel for associated clients only.
anonymize Station Mac Anonymization.

ip VLAN to which IGMP reports are sent.

nbapi publish Enable publishing of data available via zmq, including station,

virtual AP, AP, radio, RSSI, visability_rec, destination, application;
and REST APl including details about floor, campus, building,
Virtual AP, AP, station, radio.

no Disable ALE on the Mobility Conductor.

Example

To enable ALE configuration:
(host) [mynode] (config) #ale-configuration
To enable anonymize in ALE:

(host) [mynode] (config) #ale-configuration
(host) [mynode] (config-submode) #anonymize

Related Commands

Command Description

show ale-configuration This command displays ALE configuration.

Command History
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Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
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whitelist-db cpsec add / allowlist-db cpsec add

whitelist-db cpsec add / allowlist-db cpsec add
mac-address <name>

ap-group <ap_group>

ap-name <ap name>

description <description>

Description

This command adds an AP entry to the campus AP whitelist/allowlist.

You can manually add entries to the campus AP whitelist/allowlist to grant valid APs secure
access to the network.

Parameter Description

mac-address <name> MAC address of the AP you want to enter into the campus
AP whitelist/allowlist database.

ap-group <ap_group> (Optional) Name of the AP group.
If the AP group is not entered, a campus AP boots with
"default" as AP group.

ap-name <ap_ name> (Optional) Name of the AP.
If the AP name is not entered, a campus AP boots with its
MAC address as AP name.

description <description> (Optional) Brief description of the AP. If the description
includes spaces, enclose the description in quotation marks.

Example

The following example creates a new campus AP whitelist/allowlist entry for an AP with the MAC
address 00:16:CF:AF:3E:E1:

(host) #whitelist-db cpsec add mac-address 00:16:CF:AF:3E:E1 / allowlist-db
cpsec add mac-address 00:16:CF:AF:3E:E1

ap-group default

ap-name AP-225

description "AP-225 in lobby"

Related Command



Command Description

show whitelist-db cpsec/show allowlist-db cpsec Show the campus AP whitelist/allowlist for the
control plane feature.

Command History

Release Modification

Aruba0s58.9.0.0 All instances of whitelist have been replaced with
allowlist.
Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




whitelist-db cpsec del / allowlist-db cpsec del

whitelist-db cpsec del / allowlist-db cpsec del mac-address <mac-address>

Description

This command removes individual whitelist/allowlist entries for an AP that has been either
removed from the network, or is no longer a candidate for automatic certificate provisioning. If
the AP whose entry you deleted is still connected to the network and the control plane security
feature is configured to send certificates to all APs (or a range of addresses that include that AP),
then the managed device will send the AP another certificate, and the AP will reappear in the
campus whitelist/allowlist.

Parameter Description

mac-address <mac-address> MAC address of the AP you want to remove from the campus
AP whitelist/allowlist.

Example

The following example removes an AP with the MAC address 10:14:CA:AF:3E:E1 from the campus
AP whitelist/allowlist:

(host) [mynode] (config) #whitelist-db cpsec del mac-address
10:14:CA:AF:3E:El/allowlist-db cpsec del mac-address 10:14:CA:AF:3E:E1l

Related Commands

Command Description

show whitelist-db cpsec/show allowlist-db cpsec Show the campus AP whitelist/allowlist for the
control plane feature.

whitelist-db cpsec revoke / allowlist-db cpsec revoke Revoke a certificate from an invalid or
suspected rogue AP in the campus AP
whitelist/allowlist.

Command History



Release Modification

Aruba0s58.9.0.0 All instances of whitelist have been replaced with
allowlist.
Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platform License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




whitelist-db cpsec modify / allowlist-db cpsec modify

whitelist-db cpsec modify / allowlist-db cpsec modify
mac-address <name>
ap-group <ap_group>
ap-name <ap name>
cert-type {factory-cert|switch-cert}
description <description>
mode {disable|enable}
revoke-text <revoke-text>
state {approved-ready-for-cert|certified-factory-cert}

Description

This command modifies an existing entry in the campus AP whitelist/allowlist.

Parameter Description

mac-address <name> MAC address of an AP in the campus AP whitelist/allowlist
database.

ap-group <ap_group> (Optional) Name of the AP group to which an AP is assigned.
If AP group is not entered, a campus AP boots with "default"
as the AP group.

ap-name <ap name> (Optional) Name of an AP.

If AP name is not entered, a campus AP boots with its MAC
address as the AP name.

cert-type (Optional) Type of certificate used by an AP.
{factory-cert|switch-cert} m factory-cert: AP uses a factory-installed certificate.
m switch-cert: AP uses a controller-signed certificate.

description <description> (Optional) Brief description of an AP. If the description
includes spaces, enclose the description in quotation marks.

mode {disable]|enable} (Optional) Mode of an AP.

m disable: Disables an AP in the campus AP whitelist. A
disabled AP cannot contact a managed device over a
secure connection.

m enable: Enables a disabled AP in the campus AP
whitelist/allowlist.

revoke-text <revoke-text> (Optional) Brief description why an AP was revoked.

state (Optional) State of an AP.

{approved-ready-for-cert| m approved-ready-for-cert: AP is approved and is ready
certified-factory-cert} to receive a certificate.

m certified-factory-cert: AP is certified and has a factory-
installed certificate.




Example

The following example changes the AP group, AP name, certificate type, description, mode,
revoke text, and state of an AP with MAC address 00:1E:37:CB:D4:52:

(host) [node] #whitelist-db cpsec modify mac-address 00:1E:37:CB:D4:52/
allowlist-db cpsec modify mac-address 00:1E:37:CB:D4:52

ap-group default

ap-name ap-225

cert-type factory-cert

description "AP-225 in lobby"

mode disable

revoke-text "Maintenance"

state approved-ready-for-cert

Related Command

Command Description

show whitelist-db cpsec/show allowlist-db cpsec Show the campus AP whitelist/allowlist for the
control plane feature.

Command History

Release Modification

Aruba0s58.9.0.0 All instances of whitelist have been replaced with
allowlist.
Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platform License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




whitelist-db cpsec purge / allowlist-db cpsec purge

whitelist-db cpsec purge / allowlist-db cpsec purge

Description

This command clears all entries in the campus AP whitelist/allowlist.

If your network includes both Mobility Conductor and managed devices, then each campus AP
whitelist/allowlist is synchronized across all managed devices. If you purge the entire list on one
managed device, that action will clear the campus AP whitelist/allowlist on every managed device
in the network. To delete an individual entry, use the command whitelist-db cpsec del / allowlist-

db cpsec del.

Example

The following example removes all APs from the campus AP whitelist/allowlist:

(host) [node] (config) #whitelist-db cpsec purge/allowlist-db cpsec purge

Related Command

Command Description

show whitelist-db cpsec/show allowlist-db cpsec Show the campus AP whitelist/allowlist for the
control plane feature.

Command History

Release Modification

Aruba0s 8.9.0.0 All instances of whitelist have been replaced with
allowlist.
Aruba0Ss 8.0.0.0 Command introduced.

Command Information



Platform License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor/Mobility
Conductor.




whitelist-db cpsec revoke / allowlist-db cpsec revoke

whitelist-db cpsec revoke / allowlist-db cpsec revoke mac-address <mac-address>
revoke-text <revoke-text>

Description

This command revokes a certificate from an AP in the campus AP whitelist/allowlist. Use this
command to revoke a certificate from a invalid or suspected rogue AP.

Parameter Description

mac-address <mac-address> MAC address of the AP you want to remove from the cpsec
whitelist/allowlist database.

revoke-text <revoke-text> A brief description why the AP’s certificate was revoked, up to
64 alphanumeric characters. If this comment includes spaces,
you must enclose the comment in quotation marks.

Example

The following example revokes a certificate from an AP. This command does not delete a
whitelist/allowlist entry for a revoked AP, but marks its entry with the revoked state.

(host) [node] (config) #whitelist-db cpsec revoke mac-address
00:1E:37:CA:D4:51 / allowlist-db cpsec revoke mac-address 00:1E:37:CA:D4:51
revoke-text "revoking cert from a rogue AP."

Related Command

Command Description

show whitelist-db cpsec/show allowlist-db cpsec Show the campus AP whitelist/allowlist for the
control plane feature.

Command History

Release Modification

Aruba0s 8.9.0.0 All instances of whitelist have been replaced with

allowlist.

Aruba0sS 8.0.0.0 Command introduced.




Command Information

Platform License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




whitelist-db rap add /allowlist-db rap add

whitelist-db rap add /allowlist-db rap add mac-addr <mac-address>
ap-group <ap-group>
ap-name <ap-name>
description <description>
full-name <full-name>
mode enable|disable
remote-ip <ip-addr>

Description

This command adds an AP entry to the Remote AP whitelist/allowlist. You can manually add
entries to the remote AP whitelist/allowlist to grant valid Remote APs secure access to the
network.

Parameter Description

mac-address <mac-address> MAC address of the AP you want to enter into the remote AP
whitelist/allowlist database.

ap-group <ap-group> AP group of the remote AP.
ap-name <ap-name> Name of the Remote AP.
description <description> Description of the remote AP. If the description includes

spaces, it must be enclosed within quotation marks.

full-name <full-name> Name of the client using the remote AP.
remote-ip <ip-addr> IP address used to assign a static inner IP address for the
remote AP.
Example

The following example creates a new Remote AP whitelist/allowlist entry for an AP with the MAC
address 00:16:CF:AF:3E:E1:

(host) [node] (config) #whitelist-db rap add mac-address 00:16:CF:AF:3E:E1 /
allowlist-db rap add mac-address 00:16:CF:AF:3E:E1l

Related Commands



Command Description

show whitelist-db rap / show allowlist-db rap View detailed information for the remote AP
whitelist/allowlist database.

Command History

Release Modification

Aruba0s58.9.0.0 All instances of whitelist have been replaced with

allowlist.

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platform License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




whitelist-db rap del / allowlist-db rap del

whitelist-db rap del / allowlist-db rap del mac-addr <mac-address>

Description

This command removes an AP entry from the Remote AP whitelist/allowlist.

You can manually remove entries from the Remote AP whitelist/allowlist to revoke a Remote AP's
secure access to the network.

Parameter Description

mac-address <mac-address> MAC address of the AP you want to remove from the remote
AP whitelist/allowlist database.

Example

The following example revokes and deletes a Remote AP whitelist/allowlist entry for an AP with
the MAC address 00:16:CF:AF:3E:E1:

(host) [node] (config) #whitelist-db rap del mac-address 00:16:CF:AF:3E:E1 /
allowlist-db rap del mac-address 00:16:CF:AF:3E:E1l

Related Command

Command Description

whitelist-db rap add /allowlist-db rap add Add an entry into the remote AP whitelist/allowlist.

whitelist-db rap revoke/allowlist-db rap revoke Revoke an AP’s access without removing the entry
from the whitelist/allowlist.

Command History

L E RS Modification

Aruba0s 8.9.0.0 All instances of whitelist have been replaced with

allowlist.

Aruba0S 8.0.0.0 Command introduced.




Command Information

Platform License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




whitelist-db rap modify / allowlist-db rap modify

whitelist-db rap modify / allowlist-db rap modify mac-addr <mac-address>
ap-group <ap-group>
ap-name <ap-name>
description <description>
full-name <full-name>
mode enable|disable
remote-ip <ip-addr>
remote-ipv6e <ipvo-addr>

Description

This command removes an AP entry from the Remote AP whitelist/allowlist.

You can manually remove entries from the Remote AP whitelist/allowlist to revoke a Remote AP's
secure access to the network.

Parameter Description

mac-address <mac-address> MAC address of the remote AP whose whitelist/allowlist
database entry you want to modify.

ap-group <ap-group> AP group of the remote AP.
ap-name <ap-name> Name of the Remote AP.
description <description> Description of the remote AP. If the description includes

spaces, it must be enclosed within quotation marks.

full-name <full-name> Name of the client using the remote AP.

mode enable|disable Enable or disable the remote AP without deleting it from the
database.

remote-ip <ip-addr> IPv4 address used to assign a static inner IP address for the
remote AP.

remote-ipvé <ipvé6-addr> IPv6 address used to assign a static inner IP address for the
remote AP.

Example

The following example modifies a Remote AP whitelist/allowlist entry for an AP with the MAC
address 00:16:CF:AF:3E:ET:

(host) [node] (config) #whitelist-db rap modify mac-address 00:16:CF:AF:3E:El
/ allowlist-db rap modify mac-address 00:16:CF:AF:3E:E1
description “AP moved to second floor”



Related Command

Command Description

whitelist-db rap add /allowlist-db rap add Add an entry into the Remote AP whitelist/allowlist.

Command History

Release Modification

Aruba0s58.9.0.0 All instances of whitelist have been replaced with
allowlist.
Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platform License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




whitelist-db rap purge / allowlist-db rap purge

whitelist-db rap purge / allowlist-db rap purge

Description

This command clears all entries in the entire Remote AP whitelist/allowlist.

If your network includes both Mobility Conductor and managed devices, then each Remote AP
whitelist/allowlist is synchronized across all managed devices. If you purge the entire Remote AP
whitelist/allowlist on one managed device, that action will clear the Remote AP whitelist/allowlist
on every managed device in the network.

Example

The following example removes all APs from the Remote AP whitelist/allowlist:

(host) [node] (config) #whitelist-db rap purge/allowlist-db rap purge

Related Commands

Command Description

whitelist-db rap del / allowlist-db rap del Delete an individual entry in the Remote AP
whitelist/allowlist.

show whitelist-db rap / show allowlist-db rap Show the remote AP whitelist/allowlist for the control
plane feature.

Command History

Release Modification

Aruba0s58.9.0.0 All instances of whitelist have been replaced with
allowlist.
Aruba0sS 8.0.0.0 Command introduced.

Command Information



Platform License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




whitelist-db rap revoke/allowlist-db rap revoke

whitelist-db rap revoke/allowlist-db rap revoke mac-address <mac-address> revoke-
comment <comment>

Description

This command revokes a certificate from an AP in the Remote AP whitelist/allowlist . Use this
command to revoke a certificate from a invalid or suspected rogue AP.

Parameter Description

mac-address <mac-address> MAC address of the AP you want to remove from the remote
AP whitelist/allowlist database.

revoke-comment <comment> A brief description why the AP’s certificate was revoked, up to
64 alphanumeric characters. If this comment includes spaces,
you must enclose the comment in quotation marks.

Example

The following example revokes a certificate from an AP. This command does not delete a
whitelist/allowlist entry for a revoked AP, but marks its entry with the revoked state.

(host) (config) #whitelist-db rap revoke mac-address 00:1E:37:CA:D4:51 /
allowlist-db rap revoke mac-address 00:1E:37:CA:D4:51
revoke-comment "revoking cert from a rogue RAP."

Related Command

Command Description

whitelist-db rap del / allowlist-db rap del Delete an entry from the Remote AP whitelist/allowlist .

Command History

Release Modification

Aruba0s58.9.0.0 All instances of whitelist have been replaced with

allowlist.

Aruba0sS 8.0.0.0 Command introduced.




Command Information

Platform License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




whitelist-db rap-local-switch-list/allowlist-db rap-local-switch-1list
del mac-addr <mac-address>

purge

This command deletes a managed device from the local switch table used by the Remote AP
whitelist/allowlist.

If your deployment includes Mobility Conductor and managed devices, then the remote AP
whitelist/allowlist on each managed device contains an entry for every remote AP on the network,
regardless of the managed device to which it is connected. Mobility Conductor also maintains a
whitelist/allowlist managed devices with remote AP. When you change a remote AP
whitelist/allowlist on any managed device, that managed device contacts Mobility Conductor to
check the local switch whitelist/allowlist, then contacts every other managed device on the local
switch whitelist/allowlist to notify it of the change.

If you ever remove a managed device from the network, you must also remove the managed
device from the local switch whitelist/allowlist. If the local switch whitelist/allowlist contains
entries for managed devices no longer on the network, then a remote AP whitelist/allowlist entry
can be marked for deletion but will not be physically deleted, as the managed device will be
waiting for an acknowledgment from another managed device no longer on the network. Any
unused managed device entries in the local switch whitelist/allowlist can significantly increase
network traffic and reduce memory resources.

Parameter Description

del mac-address Remove a single managed device from the local switch table.
<mac-address>

purge Clear all managed devices from the local switch table

The following example removes a managed device from the local switch whitelist/allowlist table:

(host) [node] (config) #whitelist-db rap-local-switch-list del mac-address
00:16:CF:AF:3E:E1 / allowlist-db rap-local-switch-list del mac-address
00:16:CF:AF:3E:E1



Command Description

whitelist-db rap add /allowlist-db rap add Add an entry into the remote AP whitelist/allowlist.

Command History

Release Modification

Aruba0s58.9.0.0 All instances of whitelist have been replaced with

allowlist.

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platform License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




whitelist-db rap-master-switch-list/allowlist-db rap-
master-switch-list

whitelist-db rap-master-switch-list /allowlist-db rap-master-switch-1list
del mac-addr <mac-address>

purge

Description

This command deletes a Mobility Conductor from the master/conductor switch table used by the
Remote AP whitelist/allowlist.

Each managed device with Remote APs managed through a Remote AP whitelist/allowlist has a
master/conductor switch whitelist/allowlist which contains the IP and MAC addresses of its
Mobility Conductor. If your network has a redundant Mobility Conductor, then this list will contain
more than one entry.

Though you can delete an entry from the master/conductor switch whitelist/allowlist, you should do so
only if you have removed a master/conductor switch from the network. Deleting a valid Mobility
Conductor from the master/conductor switch whitelist/allowlist can cause errors in your network.

Parameter Description

del mac-address Remove a single Mobility Conductor from the

<mac-address> master/conductor whitelist/allowlist.

purge Clear all Mobility Conductors from the Registered
master/conductor switch table.

Example

The following example removes a Mobility Conductor from the master/conductor switch
whitelist/allowlist table:

(host) [node] (config) #whitelist-db rap-master-switch-1list del mac-address
00:16:CF:AF:3E:E1 / allowlist-db rap-master-switch-list del mac-address
00:16:CF:AF:3E:E1

Related Command

Command Description

whitelist-db rap add /allowlist-db rap add Add an entry into the remote AP whitelist/allowlist.

Command History



Release Modification

Aruba0s58.9.0.0 All instances of whitelist have been replaced with
allowlist.
Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platform License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




allowed-address-list

allowed-address-1list
ipv4
ipvé

Description

This command configures addresses exempted when the deny-inter-user-bridging is enabled.

Parameter Description

ipv4 This parameter specifies the IPv4 address to be added to the
allowed address list.

ipvé This parameter specifies the IPv6 address to be added to the
allowed address list.

Example

(host) [mynode] #allowed-address-table ipv4 10.12.133.14
(host) [mynode] #allowed-address-table ipv4 10.12.133.15

Related Commands

Command Description

no allowed-address-list This command is used to remove the IP addresses that were
added using allowed-address-1ist command.

show allowed-address-list This command displays the list of allowed addresses that are
exempted.

Command History

Release Modification

Aruba0s 8.8.0.0 Command introduced.

Command Information



Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor and managed
device.




allow-sso

allow-sso <username> <role>

Description

This command configures the AMP SSO for a user name.

Parameter Description

username Enter the user name.

role Enter the role of the user.

Command History

Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system, Config mode on Mobility
except for noted parameters. | Conductor.




am

scan ip-addr <ipaddr> <channel> [band | bssid <bssid>]
test ip-addr <ip-addr>
auto-device-creation

start interval <interval> phy-type {80211a|80211g}
stop

create-device

ap phy-type {80211a|80211g} [bssid <bssid>] [mac <mac_address>]
client phy-type {80211a|80211g} [bssid <bssid>] [mac <mac address>]

ev-gen event id <event id> trap id <trap id> [ADDITIONAL INFO <ADDITIONAL
INFO> | ADDRESS TYPE <ADDRESS TYPE> |

AP CHANNEL <AP CHANNEL> | AP_LOCATION <AP LOCATION> |
AP _MAC ADDRESS <AP MAC ADDRESS> | AP RADIO NUM <AP RADIO NUM> |

ASSOCIATION TYPE <ASSOCTATION TYPE> | CONF_LEVEL <CONF_LEVEL> |

FRAME_TYPE <FRAME TYPE> | INTERFERING AP _INFO URL <INTERFERING AP INFO URL>
| MATCHED IP <MATCHED IP> | MATCHED MAC <MATCHED MAC> | -
NODE_MAC <NODE MAC> | RECEIVER MAC <RECEIVER MAC> | ROGUE INFO URL <ROGUE
INFO URL> | SIGNATURE NAME <SIGNATURE NAME> | SNR <SNR> -
SOURCE_MAC <SOURCE_MAC> | SPOOFED FRAME TYPE <SPOOFED FRAME TYPE> | TARGET
AP BSSID <TARGET AP BSSID> | TARGET AP SSID <TARGET AP SSID> | TRANSMITTER
MAC <TRANSMITTER MAC>] - - B

fake-noise
rap-ack-responses

rssi
suspect-rap bssid <bssid> match-type <match-type> match-method <match-method>
wired-mac

add {bssid <bssid> mac <mac>|enet-mac <enet-mac> mac <mac>|prop-wm mac <mac-
addr>|system-gw-wm mac <mac>|system-wm mac <mac>}

remove {bssid <bssid> mac <mac>|enet-mac <enet-mac> mac <mac>|prop-wm mac
<mac>|system-gw-wm mac <mac>|system-wm mac <mac>}

zero-wait-dfs

Description

The scan sub-command enables channel scanning for the specified air monitor. In addition, the
test sub-command enables the client to test an air monitor. These commands are intended to be
used with an AP that is configured as an air monitor.

Parameter Description

scan

Enable or disable channel scan.

ip-addr <ip-addr> IP address of the air monitor to be scanned.

<channel> Channel to which the scanning is tuned. Set to 0 to
enable scanning of all channels.

band Specify the band value from one of the following:
" 24GHz




Parameter Description

® 5GHz
= 6 GHz
bssid <bssid> BSSID of the air monitor.
test Enables the client to test an air monitor.
ip-addr <ip-addr> IP address of the air monitor.
auto-device-creation Sets the AP mode to add a monitored device and

client at every interval.

" start

= stop

Intervals are written as time in seconds.

interval <interval> Sets the interval in seconds at which the new AP
and client devices are added.

phy-type {80211a|80211g} Sets the band of the device.
= 80211a for a band
® 80211g for g band

create-device {ap | client} Creates an AP or client device.
n ap
= client
phy-type {80211a 80211g} Specifies the band for the device.
= 80211a
= 80211g
bssid <bssid> Specifies the bssid of the new device
mac <mac> Specifies the wired-mac address of the new device
ev-gen Create an IDS event from the AP.
event id <event-id> Specifies the event id to generate for the event.
trap id <trap id> Specifies the trap id to generate or use 65535 if

there are no traps. The various trap IDs are
explained here:

= ADDITIONAL_INFO—Additional information for
syslog

®  ADDRESS_TYPE—Address type (an integer
because it is enum)

®  AP_CHANNEL—Detecting AP channel or target
channel

= AP_LOCATION—Detecting AP Name




Parameter Description

= AP_MAC_ADDRESS—Detecting AP MAC

= AP_RADIO_NUM—Detecting AP Radio

= ASSOCIATION_TYPE—Association Type ex.
Association To Rogue

® CONF_LEVEL—Confidence level of suspected
rogue (5-100)

® FRAME_TYPE—Frame type (an integer because it
is enum)

= INTERFERING_AP_INFO_URL—URL

= MATCHED_IP—Matched IP for classification

= MATCHED_MAC—Matched MAC for
classification

= NODE_MAC—Node MAC

= RECEIVER_MAC—Receiver MAC

® ROGUE_INFO_URL—URL

= SIGNATURE_NAME—Name of signature
matched

® SNR—Signal-to-Noise Ratio

® SOURCE_MAC—Source MAC

= SPOOFED_FRAME_TYPE—Spoofed Frame type (
EAP Success)

= TARGET_AP_BSSID—Target AP BSSID

® TARGET_AP_SSID—Target AP SSID

® TRANSMITTER_MAC—Transmitter MAC

fake-noise Generate fake noise floor value.
rap-ack-responses Enable or disable rap ack responses for an AP.
rssi Test RSSI.
suspect-rap Test the suspect remote AP feature.

bssid <bssid> Specifies the BSSID of monitored AP.

match-type <match-type> Specifies the match type.

match-method <match-method> Specifies the match method.

wired-mac {add | remove} Tests the rogue AP classification feature. Specifies

the wired MAC table.

bssid <BSSID> mac <mac> Specifies BSSID of monitored AP and wired-MAC
address.
enet-mac <enet-mac> mac <mac> MAC address of ENET interface of AP and wired-

MAC address.




Parameter Description

prop-wm mac <mac> Specifies the propagate wired-MAC
system-gw-wm mac <mac> Specifies the system gateway MAC.
system-wm mac <mac> Specifies the system wired-MAC.
zero-wait-dfs Start or stop zero wait DFS testing for an AP.
Example

The following command sets the air monitor to scan all channels:

(host) (config) #am scan 10.1.1.244 0

Command History

L E RS Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.
amon cert

amon cert <cert-name>

Description

This command specifies the certificate name for Amon secure.

Parameter Description

<cert-name> Specify the certificate name.

Example



The example below enables AMON UDP.

(host) [mynode] (config) #amon cert

Command History

Version Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




amon msg-buffer-size

amon msg-buffer-size <msg-buffer-size>

Description

This command modifies the size of AMON packets on the managed device.

Parameter Description
<msg-buffer-size> The size of AMON packets on the managed device.
1152-40000
1264
Example

The following command caps the AMON message size at 1500 bytes:

(host) [mynode] (config) #amon msg-buffer-size 1500

Related Commands

Modification

show amon msg-buffer-size Displays the size of AMON packets on the managed device.

Command History

Release Modification

Aruba0s 8.1.0.0 The msg-buffer-size range was modified.

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




amon source-interface

amon source-interface <vlan-num>

Description

This command specifies the IPv4 address of the VLAN as the source IP address.

Parameter Description
<vlan-num> The IPv4 address of the VLAN.
Example

The following example sets the VLAN number.

(host) [mynode] (config) #amon source-interface <vlan-num>

Command History

Version Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




amon udp

[no] amon udp

Description
Enable the AirWave server to allow traffic on UDP port 8211.

Issue the no amon udp command to disable AMON UDP and re-enable it again using the
command amon udp.

Example
The example below enables AMON UDP.

(host) [mynode] (config) #amon udp

Command History

Version Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap am-filter-profile

ap am-filter-profile {default | <profile-name>}
allow-ap-group
allow-self
ap-group <ap-group>
ap-name <ap-name>
clone
filter-enable
no

Description

This command configures an AM filter.

Parameter Description

am-filter-profile <profile-name> Name of this instance of the profile

allow-ap-group Allows all APs in the same group as the AP
allow-self Allows AP to hear its own frames
ap-group <ap-group> Allows all APs in the group
ap-name <ap-name> Name of AP to allow
clone {default | <source>} Copy data from another AM filter
filter-enable Enable AM filtering
no Delete command

Example

The following command allows AM filtering for all APs in the test1 group:

(host) [mynode] (config) #ap am-filter-profile test
(host) [mynode] (AM Filter "test") #ap-group testl

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.




Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap ap-blacklist-time / ap ap-denylist-time

ap ap-blacklist-time <ap-blacklist-time>/ap ap-denylist-time <ap-denylist-time>
no...

Description

This command determines the time, in seconds, for which a client is manually blocked.

Parameter Description

<ap-blacklist-time>/<ap-denylist-time> The time, in seconds, that the client remains
blocked.
no ap ap-blacklist-time Removes the blacklist time configured using the

ap-blacklist-time command and restores the
default value of 3600 seconds.

Example

The following is an example of the ap ap-blacklist-time/ap ap-denylist-time command:

(host) I[mynode] (config) #ap ap-blacklist-time 55/ap ap-denylist-time 55

Command History

Release Modification

Aruba0s 8.9.0.0 All instances of blacklist have been replaced with
denylist.

Aruba0s 8.7.1.1 Theno ap ap-blacklist-time parameter was introduced.

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on the Mobility
Conductor.




ap arm client-match

ap arm client-match
activate rules file-name <file-name>
restore rules

Description

This command allows the managed device to use a newer set of ClientMatch rules without
updating the entire operating system, reducing network downtime.

The ClientMatch rules that manage client associations are primarily based upon the client RF
environment, and apply uniformly to all types of clients, regardless of device type or operating
system. ArubaOS supports incremental updates to ClientMatch rules to support network devices
running newer operating systems that may be incompatible with the existing ClientMatch client
association rules. This feature allows the managed device to use a newer set of ClientMatch rules
without updating the entire operating system, reducing network downtime.

Parameter Description

activate rules file-name <file-name> File name of the client-match rules update package.

restore rules Issue this command to remove an imported client-
match rules update package and restore the default
ClientMatch values.

Example

Use the WebUI or CLI to upload a custom update file of client -match rules to the /flash/config
folder on Mobility Conductor. This feature is not available for stand-alone controller
deployments.

(host) [mm] (config)# copy tftp: <tftphost> <filename> flash: <destname>

(host) [mm] (config)# copy ftp: <ftphost> <user> <password> flash: <destname>
(host) [mm] (config)# copy scp: <scphost> <username> <password> flash:
<destname>

Command History

Release Modification

Aruba0sS 8.0.0.0 ‘ Command introduced.

Command Information



Platforms License Command Mode

Mobility Conductor Base operating system. Config mode on Mobility
Conductor.




ap authorization-profile

ap authorization-profile {default | <profile-name>}
ap-authorization-group <profile-name>
clone {default | <source>}
no

Description

The AP authorization-profile specifies which configuration should be assigned to a remote AP that
has been provisioned but not yet authenticated at the remote site. By default, these yet-
unauthorized APs are put into the temporary AP group authorization-group and assigned the
predefined profile NoAuthApGroup. This configuration allows a user to connect to an
unauthorized remote AP through a wired port and then enter a corporate username and
password. Once a valid user has authorized the remote AP, the AP will be permanently marked as
authorized on the network and will then download the configuration assigned to that AP by its
permanent AP group.

Parameter Description

ap authorization-profile <profile-name> Name of this instance of the profile.
1-63
default
ap-authorization-group <profile-name> Name of a configuration profile to be assigned

to the group unauthorized remote APs.

clone {default | <source>} Copy data from another authorization profile.
default
no Delete command.
Example

The following command creates a new authorization profile with a non-default configuration for
unauthorized remote APs:

(host) [mynode] (config) #ap authorization-profile default2
(host) [mynode] ((AP Authorization profile "default2") #authorization-group
NoAuthApGroup2

Command History



Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap ble-configure

ap ble-configure
{ap-name <ap-name> | ip-addr <ip-addr>
cfg-ble-mac <cfg-ble-mac-addr>
delete-slot slot <slot>
interval <interval>

| ip6-addr <ip6-addr>}

generic-payload <generic-payload> slot <slot>

interval <interval>
major <major>
minor <minor>
UUID <uuid> interval

Description

This command configures beacon attributes like major, minor, and uuid on a managed device.

Syntax
Parameter Description
ap-name <ap-name> Name of the AP.
ip-addr <ip-addr> IP address of the AP.
ip6-addr <ipé6-addr> IPv6 address of the AP.

cfg-ble-mac <cfg-ble-mac-addr>

The MAC address of the BLE device to be configured.

delete-slot slot <slot>

Delete beacon config of the specified slot number.
For creating or deleting the beacon config, available
range is [0,2].

For deleting beacons from all slots, 3 is reserved.

generic-payload <generic payload>

Custom Beacon payload. This is a variable length hex
string.

major <major>

The IBeacon major number.
0-65535

minor <minor>

The IBeacon minor number.
0-65535

uuid <uuid>

The UUID of IBeacon. The UUID is always a fixed
length hex string, for example: 4152554E-F99B-4A3B-
86D0-947070693A78

interval

Beaconing interval in millisecond.
0-65535




Example

The following command sets beacon attributes:

[mynode] #ap ble-configure ap-name 325 2 cfg-ble-mac 84:eb:18:18:5e:£f8 major
1000 minor 2000

Command History

Release Modification

Aruba0S 8.4.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




ap ble-init-action

ap ble-init-action ap-name <ap-name> | ip-addr <ip-addr> | ip6-addr <ipv6 address>

Description

This command initiates BLE action for APs.

Parameter Description

ap-name <ap-name> Name of the AP.

ip-addr <ip-addr> IP address of the AP.

ip6-addr <ipvé6 address> IPv6 address of the AP.

add-log-level-str This parameter will define BLE daemon log level as one

of the following value:
® ageout
= amon
= apb

®  at-https- json
®  at-websocket-protobuf
® Azure -loTHub
= bcnerr
bentl v
beacon
bmreq
cfgupdate
cfgupdateerr
= devmgmt

® enocean

" error
fw-upgrade
fw-upgradeerr
info

iot-gw

tags

= warning

m f

ap-sleep-duration-min This parameter specifies AP sleep duration in minutes.

apb-clear-msg This parameter clears incoming message buffer.

apb-power-reset This parameter provides power-on reset for the on-
board BLE radio.




Parameter Description

apb-switch-bl This parameter switches APB to bootloader image during
image upgrades.

azure-clear-flash-provisioning This parameter clears DPS provisioning information in
the AP.
azure-dps-provisioning This parameter forces AP to execute DPS provisioning.
azure-iothub-connect This parameter forces AP to execute loTHub connecting.
clear-all-beacons This parameter deletes all beacon data.
clear-all-log-mac-filters This parameter clears all the BLE daemon log MAC filters.
clear-log-mac-filter This parameter clears the BLE daemon log MAC filter.
input-filter-disable This parameter disables input filter for storing devices in

the BLE table.

input-filter-enable This parameter enables input filter for storing devices in
the BLE table.

iot-coex-disable This parameter disables loT coexistence for onboard loT
radio.

iot-coex-enable This parameter enables IoT coexistence for onboard loT
radio

log-level BLE daemon log level specified as a number.

log-level-str BLE daemon log levels specified as comma-separated

values (without quotes). Possible values:
'info','warning','error','ageout’,'bmreq’,'fw-upgrade',’
fw-upgradeerr','cfgupdate,'cfgupdateerr’,'beacon’,'bentl
Vv','bcnerr','apb’,'tags','zf",'amon’,"iot_gw','at-https-
json','at-websocket-protobuf'.

log-mac-filter BLE daemon log MAC filter.

msg-select Set bits to enable specific messages from APB to
controller BLE Daemon - refer to BLE config CLI cmd.

ota-fw-upgrade Over the Air firmware upgrade for onboard BLE.
remove-beacon-mac Delete beacon with matching MAC address.

send-apb-update Send APB info update to BLE Relay on controller.
send-update Send loT payload message to BMC immediately.

start-log Enable BLE Daemon logging.




Parameter Description

stop-log Disable BLE Daemon logging.

zigbee permit-joining restart Re-start zigbee initial permit joining duration
all Re-start all devices.
mac <mac-address> Re-start specific devices.

Command History

Release Modification

Aruba0s 8.7.0.0 The fololowing parameters are introduced:
m input-filter-disable

m input-filter-enable

Aruba0S 8.4.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




apboot

apboot {all [global|local] |ap-group <ap-group> |ap-name <ap-name>|ip-addr
<ipaddr>|ip6-addr <ipbaddr>|wired-mac <macaddr>}

Description

This command reboots the specified APs.

You should not normally need to use this command as APs automatically reboot when you
reprovision them. Use this command only when directed to do so by your Aruba representative.

Parameter Description

all Reboot all APs.
global Reboot APs on all controllers.
local Reboot only APs registered on this controller. This is the
default.
ap-group Reboot APs in a specified group.
ap-name Reboot the AP with the specified name.
ip-addr Reboot the AP at the specified IP address.
ip6-addr Reboot the AP at the specified IPv6 address.
wired-mac Reboot the AP at the specified MAC address.
Example

The following command reboots a specific AP:

(host) [mynode] (config)# apboot ap-name Building3-Lobby

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information



Platforms License Command Mode

All platforms Base operating system. Enable and Config mode on
Mobility Conductor.




ap clarity-synthetic

ap clarity-synthetic {ap-name <ap-name> | wired-mac <wired-mac>}
amsip-addr <amsip-addr> forward-mode
gre test-id <test-id> | web-sockets test-id <test-id>
mixed-mode band <a|g> | station-mode
reset

Description

This command allows configuration of the Clarity-Synthetic feature. Clarity Synthetic enables the

controller to select and convert a supported AP to client mode. The converted AP acts like a Wi-Fi

client and starts synthetic data transaction within the network to monitor and detect the network
health.

The Clarity Synthetic feature is supported on 200 Series, 210 Series, and 220 Series access points.
This feature helps in detecting network health by using synthetic transaction from a Wi-Fi client.
This feature converts the radios of a supported AP to change from AP mode to station mode.

Parameter Description

ap clarity-synthetic Specifies the name of the AP or the AP
{ap-name <ap-name>|wired-mac <wired-mac>} wired MAC address.
amsip-addr <amsip-addr> forward-mode IP address of Clarity synthetic Server with

the forward mode specified for test

gre test-id <test-id> | GRE mode of forwarding or the web
web-sockets test-id <test-id> sockets mode of forwarding with unique
testid string

mixed-mode band <alg> | station-mode Specifies if AP operates in mixed mode
(for either the a or g band) or in only
station mode

reset Resets the AP from Clarity Synthetic
mode.

Example

The following command configures the IP address of the Clarity-Synthetic server (in the forward
mode used for test) and specifies the GRE mode of forwarding for an AP working in the a band :

(host) [mynode] #ap clarity-synthetic wired-mac ac:a3:1e:d6:30:f0 amsip-addr
5.6.7.5 forward-mode gre test-id 5 mixed-mode band a

Command History



Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

Mobility Conductor Base operating system. Enable or Config mode on
Mobility Conductor.




apconnect

apconnect {ap-name <name>|bssid <bssid>|ip-addr <ipaddr>}

Description

This command instructs a mesh point to disconnect from its current parent and connect to a new
parent.

To maintain a mesh topology created using the apconnect command, Aruba suggests setting the
mesh reselection-mode to reselect-never, otherwise the normal mesh reselection mechanisms
could break up the selected topology.

Parameter Description

ap-name <name> Specify the name of the mesh point to be connected to a new
parent.
bssid <bssid> Specify the BSSID of the mesh point to be connected to a new
parent.
ip-addr <ipaddr> Specify the IP address of the mesh point to be connected to a
new parent.
Example

The following command connects the mesh point “meshpoint1” to a new parent with the
specified BSSID.

(host) [mynode] (config) #apconnect ap-name meshpointl parent-bssid
00:12:6d:03:1c:f1l

Related Commands

Description

ap mesh-radio-profilereselection-modereselect-never Use this command to prevent the AP from re-
selecting a new parent.

Command History

Modification

Aruba0S 8.0.0.0 Command introduced.




Command Information

Platforms License Command Mode

All platforms Base operating system. Enable and Config mode on
Mobility Conductor.




ap consolidated-provision info

ap consolidated-provision info

Description

This command will get all the APs consolidated provision details and store in ap_provision_
info.txt.

Example

(host) [mynode] ap consolidated-provision info
Command Completed Successfully, Please retrive results in ap provision
info.txt file

Command History

Release Description

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platform License Command Mode

All platforms Base operating system. Enable or Config mode on
Mobility Conductor.




ap convert

ap convert
active {all-aps|specified-aps}
add {ap-group|ap-name}
cancel
clear-all
delete {ap-group|ap-name}
pre-validate {all-aps|specified-aps}

Description

This command is used to convert a Campus AP or a Remote AP to an Instant AP that is managed
by Aruba Central. However, Aruba does not support this feature for Instant AP deployments that
are managed through AirWave or local WebUI, and recommends using this command only in lab
or test environments for such deployments.

® This feature is not supported on 320 Series AP models with 256 MB of SDRAM, manufactured
between August 2015 and January 2016. These 320 Series AP models have a serial number that
begins with DD (for example, DD0003824).

® The converted APs are limited to the highest supported version of the corresponding Instant APs. For
example, if IAP-225 runs only up to Aruba Instant 8.6.0.0 version, the converted AP-225 will also
support up to Aruba Instant 8.6.0.0 version.

Parameter Description

active {all-aps|specified-aps} Convert active Campus AP or Remote AP to Instant
APs that are managed by Aruba Central.

NOTE: You can activate Instant AP conversion for all
registered APs or APs specified by ap convert ap-

group and/or ap convert ap-name commands.

add {ap-group|ap-name} Add AP group or AP name to list for AP conversion.

cancel Cancel conversion. Any APs that are currently
downloading the new image will continue to do so.

clear-all Remove all AP groups and AP names from list for
conversion.
delete {ap-group|ap-name} Delete AP group or AP name from list for

conversion.




Parameter Description

pre-validate {all-aps|specified-aps} Pre-validate the Campus AP or Remote AP to Aruba
Activate or Central connection.

NOTE: You can validate all registered APs or APs
specified by ap convert ap-group and/or ap
convert ap-name commands.

Example

The following example displays the options to convert all active Campus APs:

(host) [mynode] #ap convert active all-aps

activate Convert CAP from activate.
local-flash Convert CAP from MD local flash.
server Convert CAP from local server.

The following example displays the options to convert specific Campus AP or Remote APs from
local servers:

Before issuing the command, ensure that the Read permission is included for Others for the AP image

R files on the SCP server. This makes sure that the AP image file can be read during the conversion process.

(host) [mynode] #ap convert active specific-aps server

ftp Download image from ftp server.
http Download image from http server.
https Download image from https server.
scp Download image from scp server.
tftp Download image from tftp server.

The following example validates Campus APs or Remote APs to Activate or Central connection:

(host) [mynode] (config) #ap convert pre-validate all-aps

WARNING: This command will validate AP to Activate/Central connection, which
include NTP time sync. Do you want to proceed with the operation? [y/n]: y
(host) [mynode] (config) #

Command History

Release Description

Aruba0s 8.7.0.0 The pre-validate parameter was introduced.




Release Description

Aruba0s 8.6.0.0 Command introduced.

Command Information

Platform License Command Mode

All platforms Base operating system. Enable or Config mode on
Mobility Conductor.




ap-crash-transfer

ap-crash-transfer

Description

This command allows AP coredump files to be transferred to the controller flash memory if no
dumpserver is configured.

The command ap system-profile <profile> dump-server <server> Specifiesa server to
receive a core dump generated when an AP process crashes. If no dump server is configured,
issue the ap-crash-transfer command to save dump files to the controller flash memory.

If you define a dump server and issue the ap-crash-server command, the dump server
configuration takes precedence, and coredump files are sent to the dump server.

Example

(host) [mynode] (config) #ap-crash-transfer

Related Commands

Command Description

show ap-crash-transfer This command shows if AP coredump files can be transferred
to controller flash memory if no dumpserver is configured.

Command History

Release Modification

Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap debug dot 11r remove-key

ap debug dot 1llr remove-key <mac>
[ap-name <ap-name> | ip-addr <ip-addr>| ip6-addr <ip6-addr]

Description

Use this command to remove an r1 key from an AP when the AP does not have a cached r1 key
during Fast BSS Transition roaming.

Parameter Description

<mac> MAC address of the client.

ap-name <ap-name> Name of the AP.

ip-addr <ip-addr> IP address of the AP.

ip6-addr <ip6-addr> IPv6 address of the AP.
Examples

You can use the following command to remove an r1 key from an AP when the AP does not have
a cached r1 key during Fast BSS Transition roaming.

(host) [mynode] #ap debug dotllr remove-key <mac> ap-name <ap-name> | ip-
addr <ip-addr>

(host) [mynode] #ap debug dotllr remove-key 00:50:43:21:01:b8 ap-name
MAcage-105-GL

Execute the following command to check if the r1 key is removed from the AP:

(host) [mynode] #show ap debug dotllr state ap-name MAcage-105-GL
Stored R1 Keys

Station MAC Mobility Domain ID Validity Duration Rl Key

Related Commands

Command Description

show ap debug dot11r efficiency Use this command to check if the r1 key is removed from an
AP.




Command History

Release Modification

Aruba0s 8.2.0.0 The ip6-addr parameter was added.

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




ap debug advanced-stats

ap debug advanced-stats {ap-name <ap-name>}|{ ip-addr <ip-addr>}|{ ip6-addr <ip-
addr>}

Description
Issue this command under the supervision of Aruba technical support to enable the collection
and display of advanced AP debugging information.

The additional information collected when advanced net80211 or radio statistics are enabled on
an AP appears in the output of the show ap debug radio-stats command.

Parameter Description

ap-name <ap-name> Name of the AP for which you want to record advanced
debugging information.

ip-addr <ip-addr> IP address of the AP for which you want to record advanced
debugging information.

ip6-addr <ip6-addr> IPv6 address of the AP for which you want to record advanced
debugging information.

Command History

Modification

Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap debug client-trace stop

ap debug client-trace stop
{ap-name <ap-name>|ip-addr <ip-addr>|ip6-addr <ip6-addr>}<mac>

Description

This command stops tracing management packets from a client MAC address. You must issue the
command only under the guidance of Aruba technical support. This command is supported on
100 Series, 120 Series, and 130 Series access points only.

Parameter Description

ap-name <ap-name> Name of the AP.

ip-addr <ip-addr> IPv4 address of the AP.

ip6-addr <ipé6-addr> IPv6 address of the AP.
<mac> MAC address of the client.

Related Commands

Command Description

ap debug client-trace start Use this command to trace management packets from a
client MAC address.

show ap debug client-trace Use this command to show counts of different types of
management data frames traced from a client MAC address.

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

Available on all platforms Base operating system. Enable mode on Mobility
Conductor.




ap debug client-trace start

ap debug client-trace start
{ap-name <ap-name>|ip-addr <ip-addr>|ip6-addr <ip6-addr>}<mac>[length-range
{max |min<min>}

Description

This command traces management packets from a client MAC address. You must issue the
command only under the guidance of Aruba technical support. This command is supported on
100 Series, 120 Series, and 130 Series access points only.

Parameter Description

ap-name <ap-name> Name of the AP.
ip-addr <ip-addr> IPv4 address of the AP.
ip6-addr <ipé6-addr> IPv6 address of the AP.
<mac> MAC address of the client.
length-range {max|min<min>} The maximum and minimum length range of data
packet.
1-65535 bytes

Related Commands

Command Description

ap debug client-trace stop Use this command to stop tracing management packets from
a client MAC address.

show ap debug client-trace Use this command to show counts of different types of
management data frames traced from a client MAC address.

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information



Platforms License Command Mode

All platforms. Base operating system. Enable mode on Mobility
Conductor.




ap debug openflow

ap debug openflow flows
delete-all {ap-name <ap-name> |ip-addr <ip-addr>|ip6-addr <ip6-addr>}

Description
This command deletes all the OpenFlow flows, and should only be used under the guidance of
Aruba technical support.

Parameter Description

flows A list of OpenFlow flows.

delete-all Deletes all OpenFLow flows.
m ap-name - name of the AP to be deleted.

m ip-addr - IPv4 address of the AP.
m ip6-addr - IPv6 address of the AP.

Command History

L E RS Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

Available on all platforms Base operating system. Enable mode on Mobility
Conductor.




ap debug radio-diag-log

ap debug radio-diag-log {start | stop} {ap-name <ap-name> | ip-addr <ip-addr> |
ip6-addr <ip6-addr>} grep <pattern> [size <num-bytes>]

Description

This command collects WLAN firmware diagnostic logs to facilitate firmware debugging.
Configure the dump-collection-profile to use this command. When the radio-diag-log collection

is stopped using ap debug radio-diag-log stop command, the log file is automatically
transferred to the dump server that is configured in dump-collection-profile.

Parameter Description

start Starts logging the radio diagnostic messages.

grep Stores only the filtered output. The pattern supports the
same options as the AP shell's grep.

NOTE: The grep pattern is mandatory.

stop Stops logging the radio diagnostic messages.
size Size of the radio diagnostic messages.
Example

The following command collects the grep output:

(host) [mynode] #ap debug radio-diag-log start ap-name <name> grep "-e WMI -
e WAL"

Related Commands

Command Description
show ap debug radio-diag-log status This command displays the current diagnostic logging status
of an AP.

Command History



Release Modification

Aruba0sS 8.7.0.0 Command introduced.

Command Information

Platforms License Command Mode

AP-534, AP-535, AP-555 access Base operating system. Enable mode on Mobility Conductor.
points




ap debug radio-event-log

ap debug radio-event log [start|stop] [ap-name <name>|ip-addr <ip-addr>|ip6-addr
<ip6-addr>] radio <0|1> events [alllani|hex|rcfind|rcupdate|rx|size|text|tx]>]

Description

Start and stops packet log capture of radio events for debugging purposes, and sends a log file of
the events to a dump server when logging stops.

Parameter Description

start Start Wi-Fi packet log capture.
ap-name <ap-name> Name of the AP for which you want to capture packet log events.
radio 0|1 Include this parameter to start or stop packet log capture for the

specified radio.

events Classification the event type to capture, can be hex and multiple,
default all.

m all: Capture all of the following types of radio events

m ani : Adaptive Noise Immunity control events

m hex: Hex format of event

tx=0x1|rx=0x2 | rcfind=0x4 | rcupdate=0x8 | ani=0x10 | text=0x20

m rcfind: Transmission (Tx) control event

m rcupdate: Transmission (Tx) rate update event

m rx: Received (Rx) status register event

m size: radio log size,range 1024-10485760 bytes(1KB-10MB),

Default:3145728 bytes(3MB)

m text: Text record event

m tx: Transmission (Tx) control and Tx status register event

ip-addr <ip-addr> IPv4 address of the AP for which you want to capture packet log
events.
ip6-addr <ip6-addr> IPv6 address of the for which you want to capture packet log events.
stop Stop Wi-Fi packet log capture and send a log file of the events to a

dump server.

Example

The following commands starts and stops a Wi-Fi radio event log:

(host) [mynode] #ap debug radio-event-log start ap-name 6c:£f3:7f:c6:71:90
radio 0 events all



(host) [mynode] #ap debug radio-event-log stop ap-name 6c:£3:7f:c6:71:90
radio 0

Related Commands

Command Description

show ap debug dot11r efficiency Use this command to display the Radio log capture status.

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License

Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




ap debug radio-registers dump

ap debug radio-registers dump [[filename <filename> {alll|interrupt|gcu |radio}]ap-
name <name>|ip-addr <ip-addr>|ip6-addr <ip6-addr>]

Description

This command collects specified radio-register information for debugging purposes, dumps the
registers into a local file, and will automatically transfer the file to the dump-server that is
configured in ap-system-profile.

Parameter Description

ap-name Name of the access point.
filename Name of file where information is collected.
all All registers interrupted.
interrupt Interrupt related registers.
gcu Collect QCU information.
radio Radio ID (0 or 1).
ip-addr Collect radio register information for this specific AP radio.
ip6-addr Collect radio register information for the AP assigned to this
ipv6 address.
Example

The following command collects all radio registers from myap1 into a file called myradioregfile:

(host) [mynode] #ap debug radio-registers dump ap-name myapl filename
myradioregfile all

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information



Platforms License Command Mode

802.11n-capable APs Base operating system. Enable mode on Mobility
Conductor.




ap debug stm-trace

ap debug stm-trace category
[ip-addr <ip-addr> | loglevel | mac <mac>]

Description

This command enables / disables stm-trace categories.

Parameter Description

category The trace category to be enabled or disabled.

all - Traces all categories

amon - Traces in the category of AMON

auth - Traces in the category of authentication
bss - Traces in the category of BSSIDs

cluster - Traces in the category of cluster
config - Traces in the category of configuration
enet - Traces in the category of AP Enet port
management

gsm - Traces in the category of GSM

radio - Traces in the category of radio

sapm - Traces in the category of cluster

sos - Traces in the category of SOS

station - Traces in the category of stations
syslog - Traces in the category of syslog
system - Traces in the category of general system

ip-addr <ip-addr> Trace events related to the AP IP address.

loglevel The loglevel of the syslogs to be included in the trace.

m alert- Trace all logs equal or higher than LOG_ALERT

m critical - Trace all logs equal or higher than LOG_CRIT

m debug - Trace all logs equal or higher than LOG_DEBUG
m emergency - Trace all logs equal or higher than LOG_
EMERG

m error - Trace all logs equal or higher than LOG_ERR

m info - Trace all logs equal or higher than LOG_INFO

m notice - Trace all logs equal or higher than LOG_NOTICE
m warn - Trace all logs equal or higher than LOG_WARN

mac <mac> Trace events related to the client MAC address.

Examples

You can use the following command to trace all events related to the IP address.

(host) [mynode] #ap debug stm-trace category all ip-addr <ip-addr>



(host) [mynode] #ap debug stm-trace category all 10.20.10.20

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




ap deep-sleep

ap deep-sleep

ap-name <ap-name>
ip-addr <ip-addr>
ip6-addr <ip6-addr>
mac-list <mac list>
wired-mac <wired mac>

Description

This command is used to move the APs into deep-sleep mode.

Parameter Description

ap-name Name of an AP.

ip-addr IP address of AP.

ip6-addr IPv6 address of AP.

mac-list Semicolon separated MAC address list. The maximum
characters supported is 250.

wired-mac The MAC address of an AP.

Command History

Release Modification

Aruba0Ss 8.4.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




apdisconnect

apdisconnect {ap-name <name>|bssid <bssid>|ip-addr <ipaddr>}

Description

This command disconnects a mesh point from its parent.

Each mesh point learns about the mesh portal from its parent (a mesh node that is part of the
path to the mesh portal). This command directs a mesh point to disassociate from its parent. The
mesh point will attempt to associate with another neighboring mesh node, if available. The old
parent is not eligible for re-association for 60 seconds after disconnection.

Syntax
Parameter Description
ap-name Specifies the name of the parent AP.
bssid Specifies the BSSID of the parent AP.
ip-addr Specifies the IP address of the parent AP.
Example

The following command disconnects a specific mesh point from its parent:

(host) [mynode] (config) #apdisconnect ap-name meshpointl

Related Commands

Description
apconnect This command connects a mesh point to a new specified
parent.

Command History

Modification

Aruba0sS 8.0.0.0 Command introduced.




Command Information

Platforms License Command Mode

All platforms Base operating system. Enable and Config mode on
Mobility Conductor.




ap deploy-profile

ap deploy-profile
blacklist/denylist
default-ap-group
enable
ip-range <start> <end>
ipv6-range <start> <end>
no

Description

This command applies the AP deployment policy to the default AP group, and/or to the list of AP
MAC addresses included in the UAP blacklist/denylist table, and/or to the specified IP address
range. The AP deployment policy redirects the applicable APs to the Instant discovery process,
ensuring that the APs run only in controller-less mode.

Parameter Description

blacklist/denylist Enables the blacklist/denylist policy. Applies the AP
deployment policy to the APs whose MAC addresses are
included in the UAP blacklist/denylist table.

default-ap-group Applies the AP deployment policy to the default AP group.

enable Enables the AP deploy profile. The policies configured are
enforced only if this is enabled.

ip-range Applies the AP deployment policy to the specified IPv4
address range. You can define up to 128 IPv4 address ranges.
<start> Starting IPv4 address of the range.
<end> Ending IPv4 address of the range.
ipvé6-range Applies the AP deployment policy to the specified IPv6
address range. You can define up to 128 IPv6 address ranges.
<start> Starting IPv6 address of the range.
<end> Ending IPv6 address of the range.
no Removes the AP deploy profile configuration.
Example

The following set of commands enable the AP deployment policy :



(host) [mynode] (config) #ap deploy-profile
(host) [mynode] (ap deploy-profile) #enable

The following command applies the AP deployment policy to an IPv4 address range with a
starting IP address of 1.1.1.1 and ending IP address of 1.1.1.10:

(host) [mynode] (ap deploy-profile) #ip-range <1.1.1.1> <1.1.1.10>
The following command enables the blacklist/denylist policy in the AP deploy profile:
(host) [mynode] (ap deploy-profile) #blacklist/denylist
The following command removes the AP deployment policy configuration:

(host) [mynode] (config) #no ap deploy-profile

Related Commands

Command Description

show ap deploy-profile The show ap deploy-profile command displays the

complete list of IP address ranges to which the
AP deployment policy is applied.

uap-blacklist / uap-denylist This command adds AP MAC addresses to the UAP
blacklist/denylist database. When the blacklist/denylist policy
is enabled in the AP deploy profile, it is applied to this
blacklist/denylist database entries.

Command History

L E RS Modification

Aruba0s 8.9.0.0 All instances of blacklist have been replaced with

denylist.

Aruba0sS 8.2.0.0 Command introduced.

Command Information



Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap enet-link-profile

ap enet-link-profile {default | <profile>}
clone {default | <source>}
dot3az
dot3bz
duplex {auto | full | half}
no ...
poe
speed {10 | 100 | 1000 | 2500 | 5000 | auto}

Description

This command configures the duplex and speed of the Ethernet port on the AP. The configurable
speed is dependent on the port type.

Parameter Description

ap enet-link-profile <profile> Name of this instance of the profile. The name must be 1-63
characters long.

clone <source> Name of an existing Ethernet Link profile from which
parameter values are copied.

dot3az Enable support for the 803.az Energy Efficient Ethernet
standard, which allows the APs to consume less power
during periods of low data activity.

If this feature is enabled for an AP group, any APs in the
group that do not support 803.az will ignore this setting.

disabled

Enable support for IEEE 802.3bz standard. Only 330 Series
dot3bz access points are compliant with this standard.

enabled
duplex The duplex mode of the Ethernet interface, either full, half,

or auto-negotiated.
full, half, auto

auto
no Negates any configured parameter.
poe Enables PoE for APs that support PoE.
speed The speed of the Ethernet interface, either 10 Mbps, 100

Mbps, 1000 Mbps (1 Gbps), or auto-negotiated.
10, 100, 1000, 2500, 5000, auto
auto




Example

The following command configures the Ethernet link profile for full-duplex and 100 Mbps:

(host) [mynode] (config) #ap enet-link-profile enet
(host) [mynode] (AP Ethernet Link profile "enet") #duplex full
(host) [mynode] (AP Ethernet Link profile "enet") #speed 100

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

Available on all platforms Base operating system. Config mode on Mobility
Conductor.




apflash

apflash
all {global|local}
ap-group <ap-group>
ap-name <ap-name>
ap3lx-ap32x backup partition
ip-addr <ip-addr>
wired-mac <wired-mac>

Description

This command re-flashes the specified AP. Execute this command under the guidance of Aruba
technical support.

Parameter Description

all Re-flash all APs.
global Re-flash all APs on all managed devices.
local Re-flash all APs registered on this device. This is the default
setting.
ap-group Re-flash all APs in this group.
ap-name Re-flash AP with this name.
ap31x-ap32x backup partition Upgrades the backup partition of Aruba 310 Series and 320
Series access points running ArubaOS 6.4.x or earlier versions
to the ArubaOS version running on the Mobility Conductor.
ip-addr Re-flash AP with this IP address.
wired-mac Re-flash AP with this MAC address.
Example

The following command re-flashes an AP with an AP name ap-corp-325:

(host) [mynode] #apflash ap-name ap-corp-325

Command History



Release Modification

Aruba0Ss 8.6.017, 8.7.1.9, 8.9.0.3 The ap31x-ap32x backup partition parameter was
introduced.

Aruba0s 8.9.0.0 All instances of master have been replaced with conductor.

Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Available in the base Config mode on Mobility
operating system. Conductor.




ap flush-r1-on-new-r0

ap flush-rl-on-new-r0

Description

Use this command to enable or disable flushing of R1 keys, when RO is updated for d-tunnel or
bridge mode.

Example

The following example enables flushing of R1 keys:
(host) [mynode] (config) #ap flush-rl-on-new-r0
The following command displays the status of flushing of R1 keys:

(host) [mynode] (config) #show flush-rl-on-new-r0
Fast Roaming flush-rl-on-new-r0

Command History

Release Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode or Config mode
on the Mobility Conductor or
the managed device.




ap gap-db

ap gap-db

[reinit-

resync lms {lms-ip <lms-ip>}|{lms-ip6 <lms-ip6>} [{ap-name <ap-name>|{wired-mac
<wired-mac>}]

Description

Resynchronize an AP status on a managed device and Mobility Conductor.

A managed device sends AP status messages about the APs terminating on that managed device
to Mobility Conductor. In the event that an AP state appears to be different between Mobility
Conductor and the managed device, this command will resynchronize the AP status information
by allowing the managed device and Mobility Conductor to exchange a list of APs.

Parameter Description

reinit-db Re-initialize GAP DB.
resync Trigger a re-sync.
1lms Specify the managed device to be

synchronized.

lms-ip <lms-ip> Synchronize the status of all APs
Ims-ip6 <lms-ip6> terminating on the specified Managed
device. Specify either the IPv4 address
or the IPv6 address of the managed
device.

ap-name <ap-name> Synchronize only the AP with the
specified AP name.

wired-mac <wired-mac> Synchronize only the AP with the
specified MAC address.

Example

The following command triggers a resynchronization for an IPv4 address of the managed device.

(host) [mynode] #ap gap-db resync lms lms-ip 10.20.10.20

Command History



Release Modification

Aruba0s58.9.0.0 All instances of master have been replaced with conductor.

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




ap get-crash-dumps

ap get-crash-dumps
ap-name <ap-name>
ip-addr <ip-addr>
ip6-addr <ipé6-addr>

Description

This command allows AP crash dump files to be transferred to the controller flash memory on
demand from the AP flash memory.

Parameter Description

ap-name <ap-name> Name of the AP.

ip-addr <ip-addr> IP address of the AP.

ip6-addr <ip6-addr> IPv6 address of the AP.
Example

(host) [mynode] #ap get-crash-dumps ap-name ap535

Related Commands

Command Description

show ap get-crash-dumps-status This command displays the status of the crash dump file
transfers to a controller.

Command History

Release Modification

Aruba0sS 8.7.0.0 Command introduced.

Command Information



Platforms License Command Mode

AP-534, AP-535, AP-555 access points Base operating system. Config mode on Mobility
Conductor.




ap general-profile

ap general-profile
keepalive-timeout
no
periodic-sync
stale-ap-ageout-time
sync-interval

Description

This command configures the general profile of an AP.

Parameter Description

keepalive-timeout Specify the timeout interval in minutes for AP keepalive.
15-10080

no Negates any previous configuration.

periodic-sync Enables AP State periodic sync.

stale-ap-ageout-time Specify the time interval in hours after which AP information
is cleared automatically.
0-240
By default, this value is 0 and the auto clear function is
disabled.

sync-interval <sync-interval> Specifies AP State sync interval in minutes.
5-1440

Example

The following example enables the AP state periodic sync of an AP:

(host) [mynode] (config) #ap general-profile
(host) [mynode] (ap general-profile) #periodic-sync

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.




Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




ap-group

ap-group {default | <profile-name>}
am-filter-profile {default | <profile-name>}
airslice-profile <name>
airslice-visibility record-limit <record-count>
ap-multizone-profile {default | <profile-name>}
ap-system-profile {default | <profile-name>}
authorization-profile {default | <profile-name>}
clone {default | <source>}
dotll1-60GHz-radio-profile {default | <profile-name>}
dotll-6GHz-radio-profile {default | <profile-name>}
dotlla-radio-profile {default | <profile-name>}
dotlla-secondary-radio-profile {default | <profile-name>}
dotlla-traffic-mgmt-profile {default | <profile-name>}
dotllg-radio-profile {default | <profile-name>}
dotllg-traffic-mgmt-profile {default | <profile-name>}
enet-usb-port-profile {default | noAuthWiredPort | shutdown | <profile-name>}
enetO-port-profile {default | <profile-name>}
enetl-port-profile {default | <profile-name>}
enet2-port-profile {default | <profile-name>}
enet3-port-profile {default | <profile-name>}
enetd4-port-profile {default | <profile-name>}
event-thresholds-profile {default | <profile-name>}
gps-service-profile <profile-name>
ids-profile {default | <profile-name>}
iot radio-profile <profile-name>
mesh-accesslist-profile {default | <profile-name>}
mesh-cluster-profile {default | <profile-name>} [priority <1-16>]
mesh-radio-profile {default | <profile-name>}
no ...
provisioning profile {default | <profile-name>}
regulatory-domain-profile {default | <profile-name>}
rf-optimization-profile {default | <profile-name>}
usb-profile {default | <profile-name>}
virtual-ap {default | <profile-name>}
wifi-uplink-profile <wifi-uplink-profile> {priority}
zigbee service-profile <profile-name>

Description

This command configures an AP group. AP groups are at the top of the configuration hierarchy.
An AP group collects virtual AP definitions and configuration profiles, which are applied to APs in
the group.

Parameter Description

ap-group <profile-name> Profile name that identifies the AP
group. The name must be 1-63
characters long.




Parameter Description

NOTE: You cannot use quotes (“) in
the AP group name.

am-filter-profile
<profile-name>

Configures the AM filter profile.

airslice-profile <name>

Configures the Air Slice profile.

airslice-visibility record-limit <record-count>

Defines the maximum number of
records stored for clients.

ap-multizone-profile
<profile-name>

Configures the AP MultiZone
profile.

ap-system-profile
<profile-name>

Configures AP administrative
operations, such as logging levels.
See ap system-profile on page 354.

authorization-profile
<profile-name>

Restrictive group for unauthorized
AP.

clone <source>

Name of an existing AP group from
which profile names are copied.

dotll-60GHz-radio-profile
<profile-name>

Configures 802.11 60 GHz radio
profile. See rf dot11-60GHz-radio-
profile on page 1226.

dotll-6GHz-radio-profile
<profile-name>

Configures 802.11 6 GHz radio
profile.

dotlla-radio-profile
<profile-name>

Configures 802.11a radio settings
and load balancing for the AP
group; contains the ARM profile.
See rf dot11a-radio-profile on page

1196.

dotlla-secondary-radio-profile
<profile-name>

Configures 802.11a secondary
radio settings and load balancing
for the AP group; contains the ARM
profile.

dotlla-traffic-mgmt-profile
<profile-name>

Configures bandwidth allocation.
See wlan trafficcmanagement-
profile on page 4204.




Parameter Description

dotllg-radio-profile
<profile-name>

Configures 802.11g radio settings
and load balancing for the AP
group; contains the ARM profile.
See rf dot11a-radio-profile on page

1196.

dotllg-traffic-mgmt-profile
<profile—-name>

Configures bandwidth allocation.
See wlan trafficcmanagement-
profile on page 4204.

enet-usb-port-profile
default
NoAuthWiredPort
shutdown
<profile-name>

Allows connection of certain
devices that use a USB connection
as an Ethernet port. This
parameter configures the USB port
to function as a wired port
(downlink), which is governed by
AP wired-port profiles.

shutdown

NOTE: This parameter is not
applicable when a USB modem
that is connected to an IAP or
Remote AP functions as an uplink.

enetO-port-profile
<profile-name>

Configures the duplex and speed

of the Ethernet interface 0 on the

AP. For information on how these
profiles are defined, see ap wired-
port-profile on page 415.

enetl-port-profile
<profile-name>

Configures the duplex and speed

of the Ethernet interface 1 on the

AP. For information on how these
profiles are defined, see ap wired-
port-profile on page 415.

enet2-port-profile
<profile-name>

Configures the duplex and speed
of an Ethernet interface 2 on the
AP. These profiles are defined

using the command ap wired-port-
profile on page 415.

enet3-port-profile
<profile-name>

Configures the duplex and speed
of an Ethernet interface 3 on the
AP. These profiles are defined

using the command ap wired-port-
profile on page 415.

enet4-port-profile
<profile-name>

Configures the duplex and speed
of an Ethernet 4 interface on the
AP. For information on how these
profiles are defined, see ap wired-
port-profile on page 415.




Parameter Description

event-thresholds-profile Configures Received Signal

<profile-name> Strength Indication (RSSI) metrics.
See rf event-thresholds-profile on
page 1245.

gps-service-profile Configures GPS service profile.

<profile-name>

ids-profile Configures Aruba’s IDS. See ids
<profile-name> profile on page 706.
iot radio-profile Apply IoT radio profile.

<profile-name>

mesh-accesslist-profile Configures the mesh access list
profile.

mesh-cluster-profile Configures the mesh cluster

<profile-name> profile for mesh nodes that are

members of the AP group. There is
a “default” mesh cluster profile;
however, it is not applied until you
provision the mesh node. See ap_
mesh-cluster-profile on page 276.

priority <1-16> Configures the priority of the mesh
cluster profile. If more than two
mesh cluster profiles are
configured, mesh points use this
number to identify primary and
backup profile(s).

The lower the number, the higher

the priority.

1-16

1
mesh-radio-profile Configures the 802.11g and
<profile-name> 802.11a radio settings for mesh

nodes that are members of the AP
group. See ap mesh-ht-ssid-profile
on page 279.

Commands to configure mesh for
outdoor APs require the Outdoor
Mesh license.

no Negates any configured
parameter.
provisioning profile Configures the provisioning

<profile-name> profile.




Parameter Description

regulatory-domain-profile
<profile-name>

Configures the country code and

valid channels. See ap regulatory-
domain-profile on page 341.

rf-optimization-profile
<profile-name>

Configures coverage hole and
interference detection. See rf
optimization-profile on page 1252.

virtual-ap
<profile-name>

One or more profiles, each of
which configures a specified
WLAN. See wlan virtual-ap on page

4210.

wifi-uplink-profile
<wifi-uplink-profile>

Configures a specified Wi-Fi uplink.
See ap wifi-uplink-profile on page
407,

usb-profile <profile-name>

USB profile applied to the
AP group.

virtual-ap
<profile-name>

One or more profiles, each of
which configures a specified
WLAN. See wlan virtual-ap on page

4210.

zigbee service-profile <profile-name>

Apply zigbee related profile.

Example

The following command configures a virtual AP profile to the “default” AP group:

(host) [mynode] (config) #ap-group testl

(host) [mynode] (AP group "testl") #virtual-ap corpnet

The following command configures a Wi-Fi uplink profile to the “default” AP group:

(host) [mynode] (config)# ap-group wfu-test

Warning: WiFi uplink profile will not take effect until an AP is

reprovisioned

(host) [mynode] (AP group "wfu-test")# wifi-uplink-profile test-uplink

priority 1

Related Commands

Description

show ap-group

Shows configuration for an AP group.




Command History

Release Modification

Aruba0s 8.7.0.0 The following parameters were introduced:
B agirslice-profile

B airslice-visibility record-limit
B mesh-accesslist-profile

® usb-profile

Aruba0Ss 8.5.0.0 The following parameters were added:
m wifi-uplink-profile

B enet-usb-port-profile

Aruba0s 8.4.0.0 The dot11-60GHz-radio-profile parameter was added.

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system, except for Config mode on Mobility
noted parameters. Conductor.




ap image-preload

activate all-aps|specific-aps

add {ap-group <ap-group> | ap-name <ap-name>}
cancel

clear-all

delete {ap-group <ap-group> | ap-name <ap-name>}
[partition <part-num>

[max-downloads <max-downloads>]

Configure APs to preload a new software image from a managed device before it starts actively
running the new image.

The AP image preload feature minimizes the downtime required for a Mobility Conductor
upgrade by allowing the APs to download the new images before the Mobility Conductor actually
starts running the new version.

This feature allows you to select the maximum number of APs that are allowed to preload the
new software image at any one time, thereby reducing the possibility that the Mobility Conductor
may get overloaded or that network traffic may be impacted by all APs on the Mobility Conductor
attempting to download a new image at once.

APs can continue normal operation while they are downloading their new software version.
When the download completes, the AP sends a message to the Mobility Conductor, informing it
that the AP has either successfully downloaded the new software version, or that the preload has
failed for some reason. If the download fails, the AP will retry the download after a brief waiting
period.

You can allow every AP on a managed device to preload a new software version, or also create a
custom list of AP groups or individual APs that can use this feature. If a new AP associates to the
managed device while the AP image download feature is active, the managed device will check
the name and group of that AP to see if it appears in the preload list. If an AP is on the list, (and
does not already have the specified image in its Flash memory) that AP will start preloading its
image.

Once a software version has been downloaded by an AP, another version cannot be downloaded
until the AP reboots.

Parameter Description

activate Activate this feature, allowing APs in the preload list to start
downloading their new image from the managed device.

all-aps All APs will be allowed to pre-download the image.




Parameter Description

specific-aps

Only APs in the preload list will be allowed to preload the
image.

add

Add individual APs or AP groups to the list of APs allowed to
preload the image.

ap-group <group>

Add a group of APs to the preload list.

ap—-name <name>

Add an individual AP to the preload list.

cancel

Cancel the AP preload and clear the preload list. Any APs
downloading a new image at the time this command is issued
will continue to download the file.

clear-all

Clear all APs from the preload list.

delete

Delete an individual AP or AP group from the preload list. This
command may be issued before or after preloading is
activated. If it is executed after preloading has already been
activated, any APs downloading a new image at the time this
command is issued will continue to download the file. APs
that are still waiting to preload will be removed from the
preload list.

ap-group <group>

Remove the specified group of APs from the preload list

ap-name <name>

Remove an individual AP from the preload list

partition <partition-num>

Specify the partition from which the APs should download
their images. By default, the APs will preload images from the
default boot partition of the managed device.

max-downloads <max-downloads>

Specify the maximum number of APs that can simultaneously
download their image from the managed device. The default
value is ten APs.

Example

The following command enables the image preload feature and adds the APs in the AP groups

corp1 and corp2 to the preload list.

(host) [mynode] (config) #ap image-preload activate specific-aps
(host) [mynode] (config) #add ap-group corpl
(host) [mynode] (config) #add ap-group corp2

Command History




Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

Available on all platforms Base operating system. Enable mode on Mobility
Conductor.




ap-lacp-striping-ip
aplacp-enable
no
striping-ip <ip-addr> lms <LMS>

Define an AP LACP LMS map information profile that maps a GRE striping IP address to an
existing LMS-IP address.

The AP LACP LMS map information profile is a local profile that maps a LMS IP address (defined
in the AP system profile) to a GRE striping IP address. If 220 Series or 270 Series access points fail
over to a standby or backup controller, the AP LACP LMS map information profile on the new
controller defines the IP address that the APs use to terminate 802.11.g radio tunnels on the new
controller. This feature allows 220 Series, 270 Series, and 320 Series access points to continue to
support link aggregation to a backup controller in the event of a controller failure even if the
backup controller is in a different L3 network.

If your topology includes a backup controller you must define GRE striping IP settings in the active and the
backup controller.

Parameter Description

HNOTE

ap-lacp-striping-ip Configures the AP LACP LMS map information.
aplacp-enable Enables LACP IP striping. This feature is disabled by default.
no ... Negate any setting or return a configured parameter it to its

default value.

striping-ip <ip-addr> Specify an IPv4 address for the 802.11g radio of the controller
to allow LACP-enabled switches to send traffic for the two
controller radios on different links. Recommended value for
this parameter is Ims <ip-addr>+1.

lms <LMS> Enter the LMS IP address currently defined in the device's AP
system profile to map the existing LMS IP to the GRE striping
IP address.

The following commands enable LACP IP striping on the Mobility Conductor:

(host) [node] (config) #ap system-profile LACP



HNOTE

(host) [node] (AP system-profile "LACP") #lms-ip 192.0.2.1

(host) [node] (AP system-profile "LACP") #bkup-lms-ip 192.0.77.1
(host) [node] (AP system-profile "LACP") #exit

(host) [node] (config) #ap-lacp-striping-ip

(host) [node] (AP LACP LMS map information) #striping-ip 192.0.2.2 lms
192.0.2.1

(host) [node] (AP LACP LMS map information) #aplacp-enable

The following commands enable LACP IP striping on an L2-connected High Avability (HA) standby
or HA+VRRP controller:

(bkup-host) [node] (config) #ap-lacp-striping-ip

(bkup-host) [node] (config) (AP LACP LMS map information) #striping-ip
192.0.2.16 1lms 192.0.2.1

(bkup-host) [node] (config) (AP LACP LMS map information) #aplacp-enable

The following commands enable LACP IP striping on L3-connected High Availability (HA) standby
controllers, or HA controllers in dual HA mode, where each dual-mode controller acts as standby
for the APs served by the other dual-mode controller:

(bkup-host) [node] (config) #ap-lacp-striping-ip

(bkup-host) [node] (config) (AP LACP LMS map information) #striping-ip
10.1.1.14 1ms 192.0.2.1

(bkup-host) [node] (config) (AP LACP LMS map information) #striping-ip
192.0.2.2 1ms 192.0.2.1

(bkup-host) [node] (config) (AP LACP LMS map information) #aplacp-enable

If you are using High Availability between L3-connected or dual-mode controllers, you must configure two
different striping IPs (one for each subnet) to ensure that both controllers will have striping IPs mapped to
the corresponding LMS IP address.

® |n the upstream direction when the AP transmits GRE frames to the Mobility Conductor the
bonding driver must be in active-active mode and not in the default active-standby mode to
allow link aggregation.

® |f an AP's uplink access switch ports are configured in static port-channel mode, then the AP
will set the Ethernet bonding mode to static port-channel (xor mode) only if gre-striping-ip is
configured. If gre-striping-ip is not configured, then the AP goes back to active-standby
mode. In this scenario, the AP may go down depending on the behavior of the upstream
switch.

® |f an AP's uplink access switch ports are configured in dynamic LACP mode, the AP detects
LACP-PDUs and automatically sets the Ethernet bonding mode to LACP. If gre-striping-ip is



not configured, then the AP's Ethernet bonding mode will continue to be in LACP mode, but
the AP will send GRE traffic only through one Ethernet port.

® |n 320 Series and 330 Series access points, if AP uplink packet capture is taken, the
downstream traffic will have sequence number in GRE header. Wireshark Aruba wlan decoder
will not be able to decode these packets correctly since it looks for known Aruba GRE tunnel
IDs.

® Ensure that the gre-striping-ip is unique and not used by any other host on the subnet.

® | ACP support is limited to a use case where Enet 0 and Enet 1 ports of the AP are connected to
a switch, and LACP is enabled on the two corresponding switch ports.

® The port priority is not applicable to the AP as both ports need to be used. This value is always
set to the maximum numerical priority (OxFF), which is the lowest priority.

® The system priority is not configurable. It is set to the maximum numerical value (OxFFFF),
which is the lowest priority. This leaves control of the aggregate to the upstream switch.

® The timeout value is not configurable.
® The key is not configurable and the default key value is 1.

® | ACP cannot be enabled if wired AP functionality is enabled on the second port. You cannot
enable LACP if the Enet 1 port is shutdown.

The following show commands in the CLI can be used to troubleshoot Link Aggregation on 220
Series, 270 Series, 320 Series and 330 Series access points:

® show ap debug lacp ap-name <ap-name>—Using this command, you can view if LACP is active
on an AP. It displays the number of GRE packets sent and received on the two Ethernet ports.
Using this command with verbose option on 320 Series and 330 Seriesaccess points displays
packet re-ordering statistics of each wlan client.

B show ap database—The output of this command includes an LACP Striping flags to indicate
of the AP is configured with a LACP striping IP address,

® show datapath tunnel—Using this command on 220 Series/270 Series access points, you
can verify if the 2.4GHz tunnels are anchored on the gre-striping-ip (The GRE IDs for these
tunnels are in a range between 0x8300 and 0x83F0) . On 320 Series and 330 Series access
points, use the verbose option to verify that 5 Ghz tunnels have striping IP set in the column
StriplIP (The GRE IDs for these tunnels are in a range between 0x8200 and 0x82F0).

B show datapath station—On 320 Series and 330 Series access points, using this command
displays the LACP sequence number sent in the GRE header of the last packet to the client.
This information is displayed under Seq column.

B show ap remote debug anul-sta-entries—On 320 Series and 330 Series access points, using
this command displays LAG enabled/disabled per station and data drops due to LAG packet
reordering.

B show datapath user—Using this command, you can verify if the gre-striping-ip has an entry
with the ‘L’ (local) flag



B show datapath route-cache—Using this command, you can verify if the gre-striping-ip has
an entry with the LC MAC.

Related Commands

The following show commands display information about the settings defined in the AP
LACP LMS map information profile:

Command Description

show ap-lacp-striping-ip Displays all settings defined in AP LACP LMS map information
profile.

show ap database The output of this command displays an s flag to indicate that
the AP is enabled with a striping IP address.

show ap debug lacp The output of this command displays the striping IP address
of the AP, as defined in the AP LACP LMS map information
profile.

Command History

G EEE Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap-leds

ap-leds
{all | ap-group <ap-group> | ap-name <ap-name> | ip-addr <ip address> | wired-mac
<mac address>}

Description

This command allows you to make the LEDs on a defined set of APs either blink or display in the
currently configured LED operating mode. Note that if the LED operating mode defined in the
AP's system profile is set to “off”, then the normal parameter in the ap-1eds command will disable
the LEDs. If the LED operating mode in the AP system profile is set to “normal” then the normal
parameter in this command will allow the LEDs light as usual.

Parameter Description

all Controls the LED behavior for all APs.

global Selects all APs on all controllers.

= plink: Make LEDs blink for identification.

= fault-disable: Disable the fault LED if fault is detected.
This is applicable for APs with one LED only.

= fault-enable: Enable the fault LED if fault is detected. This
is applicable for APs with one LED only.

= npormal: Restore LEDs to their normal behavior.

local Selects all APs registered on this controller.

ap-group <ap-group> Controls the LED behavior for APs in the specified group.

ap-name <ap-name> Controls the LED behavior for the AP with the specified name.

ip-addr <ip-addr> Controls the LED behavior for the AP with the specified IP
address.

wired-mac <mac-addr> Controls the LED behavior for the AP with the specified MAC
address.

Example

The following command causes all local APs to blink their LEDs for identification purposes:

(host) [mynode] (config) #ap-leds

Command History



Release Modification

Aruba0s58.9.0.0 All instances of master have been replaced with conductor.

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on
Mobility Conductor.




ap lldp med-network-policy-profile {default | <profile-name>}
application-type
guest-voice
guest-voice-signaling
softphone-voice
streaming-video
video-conferencing
video-signaling
voice
voice-signaling
clone {default | <source>}
dscp <dscp>
12-priority <l2-priority>
no ...

tagged

vlan <vlan>

Define an LLDP MED network policy profile that defines DSCP values and L2 priority levels for a
voice or video application.

LLDP-MED (media endpoint devices) is an extension to LLDP that supports interoperability
between VolIP devices and other networking clients. LLDP-MED network policy discovery lets
endpoints and network devices advertise their VLAN IDs (for example, voice VLAN), priority levels,
and DSCP values. ArubaOS supports a maximum of eight LLDP -MED Network Policy profiles.

Creating an LLDP MED network policy profile does not apply the configuration to any AP or AP
interface or interface group. To apply the LLDP-MED network policy profile, you must associate it
to an LLDP profile, then apply that LLDP profile to an AP wired port profile.

Parameter Description

ap lldp med-network-policy-profile Configures an AP LLDP-MED Network Policy Profile.
< i - >
profile-name Default
application-type Specifies the type of application that this profile
manages.
guest-voice Use this application type if the AP services a separate

voice network for guest users and visitors.

guest-voice-signaling Use this application type if the AP is part of a network
that requires a different policy for guest voice
signaling than for guest voice media. Do not use this
application type if both the same network policies
apply to both guest voice and guest voice signaling
traffic.




Parameter Description

softphone-voice Use this application type if the AP supports voice
services using soft phone software applications on
devices such as PCs or laptops.

streaming-video Use this application type if the AP supports broadcast
or multicast video or other streaming video services
that require specific network policy treatment. This
application type is not recommended for video
applications that rely on TCP with buffering.

video-conferencing Use this application type of the AP supports video
conferencing equipment that provides real-time,
interactive video and audio services.

video-signaling Use this application type if the AP is part of a network
that requires a different policy for video signaling
than for the video media. Do not use this application
type if both the same network policies apply to both
video and video signaling traffic.

voice Use this application type if the AP services IP
telephones and other appliances that support
interactive voice services. This is the default
application type.

voice-signaling Use this application type if the AP is part of a network
that requires a different policy for voice signaling than
for the voice media. Do not use this application type if
both the same network policies apply to both voice
and voice signaling traffic.

clone {default | <source>} Makes a copy of an existing profile by specifying that
profile name.

dscp <dscp> Selects a DSCP priority value for the specified
application type by specifying a value from 0-63,
where 0 is the lowest priority level and 63 is the
highest priority.

0-63

0

12-priority <L2-priority> Select a 802.1p priority level for the specified
application type, by specifying a value from 0-7,
where 0 is the lowest priority level and 7 is the highest
priority.

0-7

0

no Negates any setting or return a configured parameter
it to its default value.




Parameter Description

tagged Specifies if the policy applies to a to a VLAN that is
tagged with a VLAN ID or untagged. The default value
is untagged. When an LLDP-MED network policy is
defined for use with an untagged VLAN, then the L2
priority field is ignored and only the DSCP value is
used.

untagged

vlan <vlan> Specifies a VLAN by VLAN ID (0-4094) or VLAN name.
0

Example

The following commands create a LLDP MED network policy profile for streaming video
applications and marks streaming video as high-priority traffic.

(host) [mynode] (config) #ap lldp med-network-policy-profile vid-stream
(host) [mynode] (AP LLDP-MED Network Policy Profile "vid-stream") #dscp 48
(host) [mynode] (AP LLDP-MED Network Policy Profile "vid-stream") #12-
priority 6

(host) [mynode] (AP LLDP-MED Network Policy Profile "vid-stream") #tagged
(host) [mynode] (AP LLDP-MED Network Policy Profile "vid-stream") #vlan 10

Next, the LLDP MED network policy profile is assigned to an LLDP profile, and the LLDP profile is
associated with an AP wired-port profile.

(host) [mynode] (config) #ap lldp profile videol

(host) [mynode] (AP LLDP Profile "videol") #ap lldp-med-network-policy-
profile vid-stream

(host) [mynode] (AP LLDP Profile "videol") #

(host) [mynode] (config) #ap wired-port-profile corp?2

(host) [mynode] (AP wired port profile "corp2") #lldp-profile videol

Command History:

L E RS Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information



Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap lldp profile

ap 1lldp profile {default | <profile-name>}
clone {default | <source>}
dotl-tlvs [port-vlan | vlan-name]
dot3-tlvs [link-aggregation | mac| mfs| power]
lldp-med-network-policy-profile {default | <lldp-med-network-policy-profile>}

lldp-med-tlvs [capabilities | inventory | network-policy]

no ...

optional-tlvs [capabilities | management-address | port-description | system-
description | system-name]

receive

transmit

transmit-hold <transmit-hold [1-100>
transmit-interval <transmit-interval[l1-3600]>

Description

Define an LLDP profile that specifies the TLV elements to be sent in LLDP PDUs.

LLDP is a Layer-2 protocol that allows network devices to advertise their identity and capabilities
on a LAN. Wired interfaces on Aruba APs support LLDP by periodically transmitting LLDP PDUs
consisting of TLV elements. Use this command to specify the TLV that should be sent by the AP
interface associated with the LLDP profile.

Parameter Description

ap lldp profile <profile-name> Configures an AP LLDP profile.
default
clone <profile> Make a copy of an existing LLDP profile.
default
dotl-tlvs Specify the 802.1 TLV that the AP will send in LLDP

PDUs. By default, the AP will send every 802.1 TLV.

port-vlan Transmit the LLDP 802.1 port VLAN TLV. If the native
VLAN is configured on the port, the port-vian TLV will
send that value, otherwise it will send a value of 0.

vlan-name Transmit the LLDP 802.1 VLAN name TLV. The AP
sends a value of "Unknown" for VLAN 0, or "VLAN
<number>" for non-zero VLAN numbers.

dot3-tlvs Specify the 802.3 TLV that the AP will send in LLDP
PDUs. By default, the AP will send every 802.3 TLV.

link-aggregation Transmit the 802.3 link aggregation TLV to indicate
that link aggregation is not supported.




Parameter Description

mac Transmit the 802.3 MAC or PHY Configuration or
Status TLV to indicate the duplex and bit rate capacity,
and current duplex and bit rate settings of the AP
interface.

mfs Transmit the 802.3 Maximum Frame Size TLV to show
the maximum frame size capability of the AP.

power Transmit the 802.3 Power via media dependent
interface (MDI) TLV to show the power support
capabilities of the AP interface. This parameter is
supported by the RAP-3WNP and 130 Series only.

lldp-med-network-policy-profile Specify the LLDP MED Network Policy profile to be
<profile> associated with this LLDP profile.
1ldp-med-tlvs Specify the LLDP-MED TLV that the AP will send in
LLDP PDUs. By default, the AP will not send any LLDP-
MED TLV.
capabilities Transmit the LLDP-MED capabilities TLV. The AP will
automatically send this TLV if any other LLDP-MED TLV
is enabled.
inventory Transmit the LLDP-MED inventory TLV. An AP cannot

send this TLV unless it also sends the LLDP-MED
capabilities TLV.

network-policy Transmit the LLDP-MED network-policy TLV. An AP
cannot send this TLV unless it also sends the LLDP-
MED capabilities TLV.

optional-tlvs Specify the optional TLV that the AP will send in LLDP
PDUs.
capabilities Transmit the system capabilities TLV to indicate which

capabilities are supported by the AP.

management-address Transmit a TLV that indicates the management IP
address of the AP, in either IPv4 or IPv6 format.

port-description Transmit a TLV that gives a description of the wired
port of an AP in an alphanumeric format.

system-description Transmit a TLV that describes the model number and
software version of the AP.

system-name Transmit a TLV that sends the AP name or wired MAC
address.
receive Issue this command to enable LLDP PDU reception.

This parameter is enabled by default.




Parameter Description

transmit Issue this command to enable LLDP PDU
transmission. This parameter is enabled by default.

transmit-hold <transmit-hold> Enter a value from 1-100. This value is multiplied by
the transmit interval to determine the number of
seconds to cache learned LLDP information before
that information is cleared.

If the transmit-hold value is at the default value of 4,
and the transmit interval is at its default value of 30
seconds, then learned LLDP information will be
cached for 4 x 30 seconds, or 120 seconds.

1-100
4

transmit-interval The interval between LLDP TLV transmission seconds.
<transmit-interval> The supported range is 1-3600 seconds and the
default value is 30 seconds.

1-3600
30

Example

The following command configures an LLDP profile, allows the AP interface to send the port-vlian
and vlan-name TLV.

(host) [mynode] (config)#ap lldp profile 8021TLVs
(host) [mynode] (AP LLDP Profile "8021TLVs") #dotl-tlvs port-vlan
(host) [mynode] (AP LLDP Profile "8021TLVs") #dotl-tlvs vlan-name

Command History

Release Modification

Aruba0sS 8.0.0.0 ‘ Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility

Conductor.




ap mesh-accesslist-profile <name>
ap-name <ap-name>
type [allow | deny]
clone <source>
no

Description

This command configures a mesh access list profile. Mesh access list profile defines the list of APs
each AP is allowed to discover in a mesh topology.

Parameter Description

ap mesh-accesslist-profile <name> Defines the name of the mesh access list profile.
ap-name <ap-name> APs that are either allowed or denied to be discovered.
type Allows or Denies APs to be discovered.
allow Allows the APs in the list to be discovered. All other APs

not in the list will be denied.

deny APs in the list will not be discovered. All other APs not in
the list will be allowed.

clone <source> Copies data from a different mesh access list profile.

no Deletes the profile.

The mesh access list profile is associated to an AP group or an AP using the following commands:

(host) [mynode] (config) #ap-group default

(host) [mynode] (AP group "default") #mesh-accesslist-profile Guest
(host) [mynode] (config) #ap-name AP-505

(host) [mynode] (AP name "AP-505") #mesh-accesslist-profile Guest

Example

The following commands configure a mesh access list profile:

(host) [mynode] (config) #ap mesh-accesslist-profile Guest

(host) [mynode] (Mesh Accesslist profile "Guest") #ap-name lab-1
(host) [mynode] (Mesh Accesslist profile "Guest") #ap-name AP-303
(host) [mynode] (Mesh Accesslist profile "Guest") #ap-name AP-3034
(host) [mynode] (Mesh Accesslist profile "Guest") #type allow



Command History

Release Modification

Aruba0S§ 8.7.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap mesh-cluster-profile <profile-name>
clone <source>
cluster <cluster>
no
opmode {opensystem|wpal2-psk-aes}
rf-band {alglall}
rf-split5G-band-range { first | full | lower |upper }
wpa-hexkey <wpa-hexkey>
wpa-passphrase <wpa-passphrase>

Mesh cluster profiles are specific to mesh nodes (APs configured for mesh) and provide the
framework of the mesh network. You must define and configure the mesh cluster profile before
configuring an AP to operate as a mesh node.

You can configure multiple mesh cluster profiles to be used within a mesh cluster. You must
configure different priority levels for each mesh cluster profile. See ap-group or ap-name for
more information about priorities.

Cluster profiles, including the default profile, are not applied until you provision your APs for
mesh.

Parameter Description

ap mesh-cluster-profile Configures a mesh cluster profile. Give a name to the mesh
<profile-name> cluster profile. The name must be 1-63 characters long.
clone <source> Copies parameter values from an existing mesh cluster
profile.
cluster <cluster> Indicates the mesh cluster name. The name can have a

maximum of 32 characters and is used as the MSSID for the
mesh cluster. When you first create a new mesh cluster
profile, the profile uses the default cluster name “Aruba-

mesh”. Use the cluster parameter to define a new, unique
MSSID before you assign APs or AP groups to the mesh
cluster profile. If you want a mesh cluster to use WPA2-PSK-
AES encryption, do not use spaces in the mesh cluster name, as
this may cause errors in mesh points associated with that
mesh cluster.

no Negates any configured parameter.

opmode Configures one of the following data encryption types:

m opensystem: No encryption.

m wpa2-psk-aes: WPA2 with AES encryption using a pre-
shared key.




Parameter Description

Best practices are to select wpa2-psk-aes and use the wpa-

passphrase parameter to select a passphrase. Keep the
passphrase in a safe place.

opensystem, wpa2-psk-aes

opensystem

rf-band Configures the RF band in which multiband mesh nodes must
operate:
m a:802.11a
m g:802.11g
m all: all bands. Mesh feature will be enabled on both a
and g bands.
Best practices are to use 802.11a radios for mesh
deployments.

a

rf-split5G-band-range This command configures the 5 GHz radio used for the mesh

link. This parameter takes effect only when split 5 GHz or dual
5 GHz radio is enabled on the AP. Reboot the AP must for the

configuration to take effect.

first Configures the functioning 5 GHz radio as the mesh link.

full Configures both the sub bands of the 5 GHz radio as the
mesh link. The radio assignment however depends on factors
such as hopcount to the mesh portal, availability of
neighboring mesh APs, and preferred uplink radio setting of
the mesh profile. This is the default setting.

lower Configures the lower 5 GHz radio as the mesh link.
upper Configures the upper 5 GHz radio as the mesh link.
wpa-hexkey <wpa-hexkey> Configures a WPA PSK.
wpa-passphrase Sets the WPA password that generates the PSK.

<wpa-passphrase>

Example

The following command configures a mesh cluster profile named cluster1, for the mesh cluster
headquarters:

(host) [mynode] (config) #ap mesh-cluster-profile clusterl
(host) [mynode] (Mesh Cluster profile "clusterl")cluster headquarters

Related Commands



Command Description

show ap mesh-cluster-profile Displays the complete list of cluster profiles and their profile

status. Include the <profile-name> parameter to view the
settings for a specific mesh cluster profile.

Command History

Release Modification

Aruba0s 8.7.0.0 The rf-band all and rf-split5G-band-range
parameters were introduced.
Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap mesh-ht-ssid-profile

ap mesh-ht-ssid-profile {default | <profile-name>}
40MHz-enable
80MHz-enable
ba-amsdu-enable
clone {default | <source>}
high-efficiency-enable
high-throughput-enable
ldpc
legacy-stations
max-rx—a-mpdu-size {8191 | 16383 | 32767 | 65535}
max-tx-a-mpdu-size <max-tx-a-mpdu-size>
max-tx—-a-msdu-count-be <max-tx-a-msdu-count-be>
max-tx—-a-msdu-count-bk <max-tx-a-msdu-count-bk>
max-tx—-a-msdu-count-vi <max-tx-a-msdu-count-vi>
max-tx—-a-msdu-count-vo <max-tx-a-msdu-count-vo>
max-vht-mpdu-size {3895 | 7991 | 11454}
min-mpdu-start-spacing {0.25 | 0.5 | O | 1 | 2 | 4 | 8 | 16}
mpdu-agg
no
short-guard-intv1-20MHz
short-guard-intv1-40MHz
short-guard-intv1-80MHz
stbc-rx-streams {0 | 1}
stbc-tx-streams
supported-mcs-set
temporal-diversity
very-high-throughput-enable
vht-supported-mcs-map <supported-mcs-set>
vht-txbf-explicit-enable

Description

The mesh HT SSID profile defines settings unique to 802.11n-capable, high-throughput APs. If
none of the APs in your mesh deployment are 802.11n-capable APs, you do not need to configure
a HT SSID profile.

If you modify a currently provisioned and running high-throughput SSID profile, your changes
take effect immediately. You do not reboot the Mobility Conductor or the AP.

Parameter Description
ap mesh-ht-ssid-profile Configures a Mesh HT SSID profile. Enter the name of an
<profile-name> existing mesh high-throughput SSID profile to modify that

profile, or enter a new name or create a new mesh HT
profile. The mesh HT profile can have a maximum of 32
characters.




Parameter Description

To view existing HT SSID radio profiles, use the command
show ap mesh-radio-profile.

default
40MHz-enable Enable or disable the use of 40 MHz channels.
enabled
80MHz-enable Enable or disable the use of 80 MHz channels.
enabled
ba-amsdu-enable Enable or Disable Receive AMSDU in BA negotiation.
enabled
clone <source> Copy configuration information from a source profile into

the currently selected profile.

high-efficiency-enable Enables high-efficiency (802.11ax) features on this SSID.
high-throughput-enable Enable or disable HT (802.11n) features

on this SSID.

enabled
ldpc If enabled, the AP will advertise Low-density Parity Check

(LDPC) support. LDPC improves data transmission over
radio channels with high levels of background noise.

enabled

legacy-stations Allow or disallow associations from legacy (non-HT)
stations. By default, this parameter is enabled (legacy
stations are allowed).

enabled

max-rx-a-mpdu-size Maximum size of a received aggregate MPDU, in bytes.
8191, 16383, 32767, 65535

max-tx-a-mpdu-size Maximum size of a transmitted aggregate MPDU, in bytes.
<max-tx-a-mpdu-size> 1576-65535
max-tx-a-msdu-count-be Maximum number of MSDUs in a TX A-MSDU on best-effort
<max-tx-a-msdu-count-be> AC. TX-AMSDU disabled if 0.

0-15

2
max-tx-a-msdu-count-bk Maximum number of MSDUs in a TX A-MSDU on

<max-tx-a-msdu-count-bk> background AC. TX-AMSDU disabled if 0.




Parameter Description

0-15

2
max-tx-a-msdu-count-vi Maximum number of MSDUs in a TX A-MSDU on video AC.
<max-tx-a-msdu-count-vi> TX-AMSDU disabled if 0.

0-15

2
max-tx-a-msdu-count-vo Maximum number of MSDUs in a TX A-MSDU on voice AC.
<max-tx-a-msdu-count-vo> TX-AMSDU disabled if 0.

0-15

0
max-vht-mpdu-size Maximum size of a VHT MPDU.

3895, 7991, 11454

11454
min-mpdu-start-spacing Minimum time between the start of adjacent MPDUs within

an aggregate MPDU, in microseconds.
0,0.25,05,1,2,4,8,16
0

mpdu-agg Enable or disable MPDU aggregation.

HT mesh APs are able to send aggregated MDPUs, which
allow an AP to receive a single block acknowledgment
instead of multiple ACK signals. This option, which is
enabled by default, reduces network traffic overhead by
effectively eliminating the need to initiate a new transfer
for every MPDU.

enabled
no Delete command.
short-guard-intv1-20Mhz Enable or disable use of short (400 ns) guard interval for

130 Series APs in 20 MHz mode.

A guard interval is a period of time between transmissions
that allows reflections from the previous data transmission
to settle before an AP transmits data again. An AP identifies
any signal content received inside this interval as unwanted
inter-symbol interference, and rejects that data.

The 802.11n standard specifies two guard intervals: 400 ns
(short) and 800 ns (long). Enabling a short guard interval
can decrease network overhead by reducing unnecessary
idle time on each AP. Some outdoor deployments, may,
however require a longer guard interval. If the short guard
interval does not allow enough time for reflections to settle
in your mesh deployment, inter-symbol interference values
may increase and degrade throughput.




Parameter Description

enabled

short-guard-intv1-40Mhz Enable or disable use of short (400 ns) guard interval in 40
MHz mode.

A guard interval is a period of time between transmissions
that allows reflections from the previous data transmission
to settle before an AP transmits data again. An AP identifies
any signal content received inside this interval as unwanted
inter-symbol interference, and rejects that data.

The 802.11n standard specifies two guard intervals: 400 ns
(short) and 800 ns (long). Enabling a short guard interval
can decrease network overhead by reducing unnecessary
idle time on each AP. Some outdoor deployments, may,
however require a longer guard interval. If the short guard
interval does not allow enough time for reflections to settle
in your mesh deployment, inter-symbol interference values
may increase and degrade throughput.

enabled

short-guard-intvl1-80Mhz Enable or disable use of short (400 ns) guard interval in 80
MHz mode.

A guard interval is a period of time between transmissions
that allows reflections from the previous data transmission
to settle before an AP transmits data again. An AP identifies
any signal content received inside this interval as unwanted
inter-symbol interference, and rejects that data.

The 802.11n standard specifies two guard intervals: 400 ns
(short) and 800 ns (long). Enabling a short guard interval
can decrease network overhead by reducing unnecessary
idle time on each AP. Some outdoor deployments, may,
however require a longer guard interval. If the short guard
interval does not allow enough time for reflections to settle
in your mesh deployment, inter-symbol interference values
may increase and degrade throughput.

enabled

stbc-rx-streams Controls the maximum number of spatial streams usable
for STBC reception. 0 disables STBC reception, 1 uses STBC
for MCS 0-7. Higher MCS values are not supported.
(Supported on the 130 Series, 170 Series and AP-105 only.
The configured value will be adjusted based on AP
capabilities.)

0-1
1

stbc-tx-streams Controls the maximum number of spatial streams usable
for STBC transmission. 0 disables STBC transmission, 1
uses STBC for MCS 0-7. Higher MCS values are not
supported. (Supported on 170 Series, 130 Series and
AP-105 only. The configured value will be adjusted based
on AP capabilities.)




Parameter Description

0-1
supported-mcs-set A list of Modulation Coding Scheme (MCS) values or ranges
<supported-mcs-set> of values to be supported on this SSID. The MCS you

choose determines the channel width (20 MHz vs. 40 MHz)
and the number of spatial streams used by the mesh node.
The default value is 0-31—16-23 are supported on 130
Series/RAP-15x/802.11ac APs only; 24-31 are supported on
320 Series/330 Series only. To specify a smaller range of
values, enter a hyphen between the lower and upper
values. To specify a series of different values, separate each
value with a comma.

0-31
0-31

temporal-diversity Shows if temporal diversity has been enabled or disabled.
When this feature is enabled and the client is not
responding to 802.11 packets, the AP will launch two
hardware retries; if the hardware retries are not successful
then it attempts software retries.

disabled
very-high-throughput-enable Shows if very-high-throughput (820.11ac) features are
enabled or disabled.
enabled
vht-supported-mcs-map Comma-separated list of max supported MCS for spatial
<supported-mcs-set> streams 1 through 4. Valid values for max MCS are 7, 8, 9,

and - (if spatial stream is not supported). Max MCS of a
spatial stream cannot be higher than the MCS of the
previous stream. If an MCS is not valid for a particular
combination of bandwidth and number of spatial streams,
it will not be used for Tx and Rx.

9,9,9,9

vht-txbf-explicit-enable Enable or Disable use of VHT Explicit Transmit
Beamforming.

enabled

The following command configures a mesh HT SSID profile named “HT1"” and sets some non-
default settings for MPDU aggregation:

(host) [mynode] (config) #ap mesh-ht-ssid-profile HT1



(host) [mynode] (Mesh High-throughput SSID profile "HT1") #max-rx-a-mpdu-

size 32767

(host) [mynode] (Mesh High-throughput SSID profile "HT1") #max-tx-a-mpdu-
size 32767

(host) [mynode] (Mesh High-throughput SSID profile "HT1") #min-mpdu-start-
spacing .25

Related Commands

Command Description

show ap mesh-ht-ssid-profile View a complete list of mesh HT SSID profiles and their status.

show ap mesh-ht-ssid-profile View the settings of a specific mesh radio profile.

Command History

Release Modification

Aruba0s 8.6.0.0 The high-efficiency-enable parameter was added.

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap mesh-radio-profile

ap mesh-radio-profile {default | <profile-name>}
a-tx rates [6 | 9 | 12 | 18 | 24 | 36 | 48 | 54]
allowed-vlans <vlan-list>
children <children>
clone {default | <source>}
eapol-rate-opt
g-tx rates [1| 2 | 5 | 6 | 9 | 11 | 12 | 18 | 24 | 36 | 48 | 54]
heartbeat-threshold <heartbeat-threshold>
hop-count <hop-count>
link-threshold <link-threshold>
max-retries <max-retries>
mesh-ht-ssid-profile {default | <profile-name>}
mesh-mcast-opt
mesh-mobility
mesh-survivability
metric-algorithm {best-link-rssi | distributed-tree-rssi}
mobility-beacon-miss <mobility-beacon-miss>
mobility-rssi <mobility-rssi>
mpv <mpv>
no
optimize-scan-interval
prefer-uplink-radio {2g | 5g | 5g-lower | 5g-upper | 6GHz | none}
reselection-mode {reselect-anytime | reselect-never | startup-subthreshold |
subthreshold-only}
rts-threshold <rts-threshold>

Description

Mesh radio profiles are specific to mesh nodes (APs configured for mesh) and determine the RF
or channel used by mesh nodes to establish mesh links and the path to the mesh portal. You can
configure multiple radio profiles; however, you select and deploy only one radio profile per mesh
cluster.

Radio profiles, including the “default” profile, are not active until you provision your APs for mesh.
If you modify a currently provisioned and running radio profile, your changes take place
immediately. You do not reboot the Mobility Conductor or the AP.

Parameter Description

ap mesh-radio-profile Configures a
<profile> Mesh Radio
profile. Give a
name to this
instance of the
profile. The
name must be
1-63 characters
long.




Parameter Description

default

a-tx rates

Indicates the
transmit rates
for the 802.11a
radio.

The AP attempts
to use the
highest
transmission
rate to establish
ameshlink. Ifa
rate is
unavailable, the
AP goes
through the list
and uses the
next highest

rate.
6,9, 12,18, 24,
36, 48, 54

allowed-vlans

Specifies a list
of VLAN IDs that
can be used by
a mesh link on
APs associated
with this mesh
radio profile

<vlan-list>

A comma-
separated list of
VLAN IDs. You
can also specify
a range of VLAN
IDs using a dash
(for example, 1-
4095)

children <children>

Indicates the
maximum
number of
children a mesh
node can
accept.

1-64
64




Parameter Description

clone <source>

Name of an
existing mesh
radio profile
from which
parameter
values are
copied.

default

eapol-rate-opt

Use a more
conservative
rate for more
reliable delivery
of EAPOL
frames.

disabled

g-tx rates

Indicates the
transmit rates
for the 802.11b
or 802.11g
radio.

The AP attempts
to use the
highest
transmission
rate to establish
ameshlink. Ifa
rate is
unavailable, the
AP goes
through the list
and uses the
next highest
rate.

1,2,56,9 11,
12,18, 24, 36,
48, 54

heartbeat-threshold
<heartbeat-threshold>

Indicates the
maximum
number of
heartbeat
messages that
can be lost
between
neighboring
mesh nodes.

1-255
30




Parameter Description

hop-count <hop-count> Indicates the
maximum hop
count from the

mesh portal.

1-32

8
link-threshold Indicates the
<link-threshold> minimal RSSI

value. If the RSSI
value is below
this threshold,
the link may be
considered a
sub-threshold
link. A sub-
threshold link is
a link whose
average RSSI
value falls
below the
configured
threshold.

If this occurs,
the mesh node
may try to find a
better link on
the same
channel and
cluster (only
neighbors on
the same
channel are
considered).
The supported
threshold is
hardware
dependent, with
a practical
range of 10-90.

12

max-retries Maximum
<max-retries> number of
times a mesh
node can re-
send a packet.

0-15
4




Parameter Description

mesh-ht-ssid-profile HT SSID Profile

<profile-name> for the mesh
feature.
default

mesh-mcast-opt Enables or
disables

scanning of all
active stations
currently
associated to a
mesh point to
select the
lowest
transmission
rate based on
the slowest
connected
mesh child.
When enabled,
this setting
dynamically
adjusts the
multicast rate to
that of the
slowest
connected
mesh child.
Multicast
frames are not
sent if there are
no mesh
children.

Best practices
are to use the
default value.

enabled

mesh-mobility Enables fast
roaming on a
mobility mesh
point based on
low RSSI or
missed beacon
frames.

disabled




Parameter Description

mesh-survivability Allows mesh
points and
portals to
become active
even if the
Mobility
Conductor
cannot be
reached by
bridging LAN
traffic. This is a
beta feature
that is disabled
by default; it
should not be
enabled unless
you are
instructed to do
so by Aruba
technical

suppport.
distributed-
tree-rssi

metric-algorithm Specifies the
algorithm used
by a mesh node
to select its
parent.

distributed-
tree-rssi

mobility-beacon-miss <mobility-beacon-miss> Triggers fast
roaming on a
mobility mesh
point when
number of
consecutive
missed beacon
frames reaches
the threshold
value.

10-25
16

mobility-rssi <mobility-rssi> Triggers fast
roaming on a
mobility mesh
point when RSSI
of the parent is
lower than the
threshold value.




Parameter Description

10-50
15

best-link-rssi Selects the
parent with the
strongest RSSI,
regardless of
the number of
children a
potential parent
has.

distributed-tree-rssi Selects the
parent based on
link-RSSI and
node cost based
on the number
of children.

This option
evenly
distributes the
mesh points
over high
quality uplinks.
Low quality
uplinks are
selected as a
last resort.

mpv <mpv> This parameter
is experimental
and reserved
for future use.

0-4094
0

no Negates any
configured
parameter.

optimize-scan-interval Configures the
time period to
perform mesh
scanning.
Range: 1 to
100 hours

Default: 24
hours




Parameter Description

prefer-uplink-radio Configures the
preferred 5 GHz
radio for mesh
links. Mesh link
neighbors
identified in this
radio band will
be prioritized
over other
neighbors
identified in
other radio
band. This
parameter will
take effect only
when dual 5
GHz or split 5
GHz radio is
enabled on the
AP and when rf-
split5G-band-
range is set to
full.

2g Configures 2.4G
radio band as
preferred
uplink.

5g Configures 5G
radio band as
preferred
uplink.

5g-lower Configures 5G
radio band as
preferred
uplink.

5g-upper Configures 5G
radio band as
preferred uplink

6GHz Configures 6
ArubaOS 8.9.0.0 or later GHz radio band
versions) as preferred
uplink .

NOTE: This sub-
parameter is
applicable to
Wi-Fi 6E APs




Parameter Description

only.

none Does not
specify any
radio band as
preferred uplink

reselection-mode Specifies the
method used to
find a better
mesh link.

Best practices
are to use the
default value
startup-
subthreshold.

start-
subthreshold

reselect-anytime Starting from
ArubaOS
8.8.0.0, mesh
points using the
reselect-any-
time reselection
mode will
perform
periodically
triggered
optimize
scanning. This
time period is
defined using
the optimize-
scan-interval
parameter. If no
better parent is
found, the mesh
point returns to
its original
parent.




Parameter Description

This initial scan
first evaluates
more distant
mesh points
before
evaluating
closer mesh
points, and
incurs a
dropout of 5-8
seconds for
each mesh
point.

Prior to
ArubaOS
8.8.0.0, Mesh
points using the
reselect-
anytime
reselection
mode perform a
single topology
readjustment
scan within 9
minutes of
startup and 4
minutes after a
link is formed. If
no better
parent is found,
the mesh point
returns to its
original parent.
This initial scan
evaluates more
distant mesh
points before
closer mesh
points, and
incurs a
dropout of 5-8
seconds for
each mesh
point.




Parameter Description

After the initial
startup scanis
completed,
connected
mesh nodes
evaluate mesh
links every 30
seconds. If a
mesh node
finds a better
uplink, the
mesh node
connects to the
new parent to
create an
improved path
to the mesh
portal.

reselect-never Connected
mesh nodes do
not evaluate
other mesh
links to create
an improved
path to the
mesh portal.




Parameter Description

startup-subthreshold Mesh points
using the
startup-
subthreshold
reselection
mode perform a
single topology
readjustment
scan within 9
minutes of
startup and 4
minutes after a
link is formed. If
no better
parent is found,
the mesh point
returns to its
original parent.
This initial
startup scan
evaluates more
distant mesh
points before
closer mesh
points, and
incurs a
dropout of 5-8
seconds for
each mesh
point.

After that time,
each mesh
node evaluates
alternative links
if the existing
uplink falls
below the
configured
threshold level
(the link
becomes a sub-
threshold link).
Best practices
are to use the
default startup-
subthreshold
value.




Parameter Description

If a mesh point
using the
startup-
subthreshold
mode reselects
a more distant
parent because
its original,
closer parent
falls below the
acceptable
threshold, then
as long as that
mesh point is
connected to
that more
distant parent,
it will seek to
reselect a
parent at the
earlier distance
(or less) with
good link
quality.

For example, if
a mesh point
disconnects
from a mesh
parent 2 hops
away and
subsequently
reconnects to a
mesh parent 3
hops away, then
the mesh point
will continue to
seek a
connectionto a
mesh parent
with both an
acceptable link
quality and a
distance of two
hops or less,
even if the more
distant parent
also has an
acceptable link
quality.




Parameter Description

subthreshold-only Starting from
ArubaQS
8.8.0.0, the
connected
mesh nodes
evaluate
alternative links
only if the signal
strength of the
existing uplink
is lesser than
the signal
strength of link
threshold.

Prior to
ArubaQS
8.8.0.0,
Connected
mesh nodes
evaluate
alternative links
only if the
existing uplink
becomes a sub-
threshold link.




Parameter Description

Starting with
Aruba0S 3.4.1,
if a mesh point
using the
subthreshold-
only mode
reselects a
more distant
parent because
its original,
closer parent
falls below the
acceptable
threshold, then
as long as that
mesh point is
connected to
that more
distant parent,
it will seek to
reselect a
parent at the
earlier distance
(or less) with
good link
quality. For
example, if a
mesh point
disconnects
from a mesh
parent 2 hops
away and
subsequently
reconnects to a
mesh parent 3
hops away, then
the mesh point
will continue to
seek a
connectionto a
mesh parent
with both an
acceptable link
quality and a
distance of two
hops or less,
even if the more
distant parent
also has an
acceptable link
quality.




Parameter Description

rts-threshold Defines the

<rts-threshold> packet size sent
by mesh nodes.
Mesh nodes

transmitting
frames larger
than this
threshold must
issue RTS and
wait for other
mesh nodes to
respond with
CTS to begin
transmission.
This helps
prevent mid-air
collisions.

256-2346
2333

Example

The following example creates a mesh radio profile named “radio2” and associates a mesh HT
profile named meshHT1.

(host) [mynode] (config) #ap mesh-radio-profile radio2
(host) [mynode] (Mesh Radio profile "radio2") #mesh-ht-ssid-profile meshHT1

The following example configures fast roaming on a mobility mesh point.

(host) [mynode] (config) #ap mesh-radio-profile mesh radio roaming

(host) [mynode] (Mesh Radio profile "mesh radio roaming") #mesh mobility
(host) [mynode] (Mesh Radio profile "mesh radio roaming") #mobility-rssi 20
(host) [mynode] (Mesh Radio profile "mesh radio roaming") #mobility-beacon-
miss 10

The following example configures 6 GHz radio band on the mesh node for AP-635 access point
(ArubaQSs 8.9.0.0 or later versions).

(host) [mynode] (config) #ap mesh-radio-profile default
(host) [mynode] (Mesh Radio profile "default") #prefer-uplink-radio 6GHz

Related Commands



Command Description

show ap mesh-radio-profile To view the settings of a specific mesh radio profile.

Command History

Release Modification

Aruba0Ss 8.9.0.0 The 6GHz sub-parameter under prefer-uplink-radio
parameter was introduced.

ArubaOs 8.8.0.0 The following changes were introduced:

m The optimize-scan-interval parameter was
introduced.

m The functionality of reselect-any-time and
subthreshold-only reselection-modes were changed.

m The mesh-mobility, mobility-beacon-miss <mobility-
beacon-miss>, and mobility-rssi <mobility-rssi>
parameters were introduced.

Aruba0Ss 8.7.0.0 The prefer-uplink-radio parameter was introduced.

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.

ap modem

ap modem
upgrade <all-aps>|<specific-aps>

activate
max-downloads <max-downloads>

server
ftp {username <username>|<hostname>} |
http {username <username>|<hostname>} |
https {username <username>|<hostname>} |
scp {username <username>|<hostname>} |
tftp <hostname>

Description



This command upgrades the firmware version of Aruba AP USB LTE modem from the managed
device. The managed device first downloads the modem firmware, and then the Remote AP
downloads the firmware from the managed device.

Parameter Description

upgrade <all-aps>|<specific-aps> Upgrades modem firmware for all
registered APs or the APs specified by ap-
group or ap-name.

activate Downloads modem firmware from
activate.
max-downloads <max-downloads> Specify how many applications can
download modem firmware at the same
time.

The default value is 10.

server Downloads modem firmware from the

local server.

ftp {username <username>|<hostname>} Downloads modem firmware from the FTP
server.

http {username <username>|<hostname>} Downloads modem firmware from the
HTTP server.

https {username <username>|<hostname>} Downloads modem firmware from the
HTTPS server.

scp {username <username>|<hostname>} Downloads modem firmware from the SCP
server.

tftp <hostname> Downloads modem firmware from the
TFTP server.

Example

The following example upgrades modem firmware from the TFTP server for all registered APs.

(host) [mynode] #ap modem upgrade all-aps tftp 144.37.254.3 ArubaOS 90xx
lte fw v20 77807

Related Command

Description

ap modem-upgrade This command configures the firmware upgrade of Aruba
USB LTE modem.




Command History

Release Modification

Aruba0sS 8.10.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable or config mode on
managed devices.

ap modem-upgrade

ap modem-upgrade
{activate | add <ap-group|ap-name>| clear-specific-list | delete <ap-
group|ap-name>| reset}

Description

This command configures the firmware upgrade of Aruba USB LTE modem, and decides which
AP gets upgraded when you issue the ap modem upgrade <specific-aps>command.You can
add or remove specific AP name or AP group, as well as remove all the AP names and AP groups
from the list for modem firmware upgrade. You can also reset the entire firmware upgrade
before initiating a new upgrade.

Parameter Description

activate {disable | enable} Disable or enable automatical upgrade
from activate.

add [ap-group <ap-group>|ap-name <ap-name>] Adds AP group or AP name to the list
for modem firmware upgrade.

clear-specific-list Removes all AP groups and AP names
from list for modem upgrade.

delete [ap-group <ap-group>|ap-name <ap-name>] Deletes AP group or AP name from list
for modem upgrade.

reset Resets the existing modem firmware
upgrade.




Parameter Description

This parameter resets the entire
upgrade process before a new upgrade
is initiated. Hence, you must issue the
ap modem-upgrade reset command
between two firmware upgrade
processes.

NOTE: This parameter does not
interrupt or cancel the existing
firmware download on APs.

Example

The following example removes the AP name from the list for modem firmware upgrade.

(host) [mynode] #ap modem-upgrade delete ap-name test

Related Command

Command Description

ap modem This command upgrades the firmware version of Aruba AP
USB LTE modem.

Command History

Release Modification

Aruba0sS 8.10.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable or config mode on
managed devices.




ap multizone-profile

ap multizone-profile <profile-name>

clone <source>

datazone <zone>
controller-ip <ipvé4>
controller-ipv6 <ipvé>
description <description>
max-nodes <num nodes>
max-vaps <num nodes>

multizone-enable

no

primaryzone
max-nodes <num nodes>
max-vaps <num_nodes>

Description

MultiZone feature allows AP to terminate to multiple managed devices that reside in different
zones. A zone is a collection of managed devices under a single administration domain. The zone
can have a single managed device or a cluster. This command allows you to create an AP
MultiZone profile, set the data zone index, and controller-ip.

Parameter Description

<profile-name> Name of the profile.
clone Copy data from one AP MultiZone profile to another.
datazone Data zone Index [1 - 4].
controller-ip <ipv4> The IPv4 address of the managed device to be configured

on one of the data zones.

controller-ipvé <ipvé6> The IPv6 address of the managed device to be configured
on one of the data zones.

description <description> The description of the data zone. The range of the string is
1-32.
max-nodes <num_nodes> (Optional) The maximum number of managed devices

allowed for the data zone. The range should be between 1 -
11, as the primary zone must have at least one managed
device. Default value is 1.

max-vaps <num_vaps> (Optional) The maximum number of ESSIDs allowed for the
data zone. The range should be between 1 - 16. Default
value is 3.




Parameter Description

multizone-enable If enabled, AP enters MultiZone mode. Default value is
disabled.
no Delete command.
primaryzone This parameter is used to configure the primary zone.
max-nodes <num_ nodes> (Optional) The maximum number of managed devices

allowed for the primary zone. The range should be between
1-11, as the primary zone must have at least one managed
device. Default value is 1.

max-vaps <num_ vaps> (Optional) The maximum number of ESSIDs allowed for the
primary zone. The range should be between 1 - 16. Default
value is 3.
Example

The following command enables AP MultiZone:

(host) [mynode] (config) #ap multizone-profile <default> multizone-enable

The following command configures IPv6 address of the managed device and sets maximum
number of managed devices and ESSIDs on the data zone:

(host) [mynode] (config) (ap multizone-profile <default>)# datazone 1
controller-ipv6 2001:1001::201 max-nodes 2 max-vaps 3

Command History

Release Modification

ArubaOSs 8.4.0.0 The following sub-parameters were introduced in the
datazone parameter:

m controller-ipv6 <ipvé>

B description <description>

B max-nodes <num nodes>

B max-vaps <num vaps>
The following sub-parameters were introduced in the
primaryzone parameter:

B max-nodes <num nodes>

B max-vaps <num_vaps>




Release Modification

Aruba0s5 8.1.0.0 The primaryzone parameter was added.
Aruba0s 8.0.1.0 The num-nodes sub-parameter was added.
ArubaOs 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

Available on all platforms Base operating system. Config mode on Mobility
Conductor.




apmove

apmove
all
ap-group <ap-group>
ap-mac <ap-mac>

Description

When HA is enabled, use this command to move an AP or group of APs to their managed devices.
This command should be used when it is necessary to move a single AP, all APs in an ap-group, or
all APs to switchover to their standby managed device without an actual failure of the active
managed device. For example, this allows the network admin to manually move one or more APs
to their managed device and perform a planned upgrade or maintenance on the active managed
device.

Parameter Description

all Move all APs.
ap-group <ap-group> Move all APs belonging to the specified AP group.
ap-mac <ap-mac> Move all APs belonging to the MAC of the specified AP.
target-v4 Target managed device IPv4 address.
target-v6 Target managed device IPv6 address.

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

Available on all platforms. Base operating system. Config mode on Mobility
Conductor.




ap-name <profile-name>
airslice-profile <name>
am-filter-profile {default | <profile-name>}
ap-multizone-profile {default | <profile-name>}
ap-system-profile {default | <profile-name>}
authorization-profile {default | <profile-name>}
clone {default | <source>}
dotll-60GHz-radio-profile {default | <profile-name>}
dotll-6GHz-radio-profile {default | <profile-name>}
dotlla-radio-profile {default | <profile-name>}
dotlla-secondary-radio-profile {default | <profile-name>}
dotlla-traffic-mgmt-profile {default | <profile-name>}
dotllg-radio-profile {default | <profile-name>}
dotllg-traffic-mgmt-profile {default | <profile-name>}
enetO-profile {default | <profile-name>}
enetl-profile {default <profile-name>}
enet2-profile {default
enet3-profile {default
enetd4-profile {default

\
| <profile-name>}
| <profile-name>}
| <profile-name>}
event-thresholds-profile {default | <profile-name>}

exclude-mesh-cluster-profile-ap {default | <profile-name>}

exclude-virtual-ap {default | <profile-name>}
exclude-wifi-uplink-profile {default | <profile-name>}
gps—-service-profile {default | <profile-name>}

ids-profile {default | <profile-name>}

iot radio-profile <profile-name>
mesh-accesslist-profile {default | <profile-name>}
mesh-cluster-profile {default | <mesh-cluster-profile>} priority <priority>
mesh-radio-profile {default | <profile-name>}

no

regulatory-domain-profile {default | <profile-name>}
regulatory-domain-profile {default | <profile-name>}
rf-optimization-profile {default | <profile-name>}
usb-profile {default | <profile-name>}

virtual-ap {default | <profile-name>}
wifi-uplink-profile {default | <profile-name>}
zigbee service-profile <profile-name>

This command configures a specific AP. Profiles that are applied to an AP group can be
overridden on a per-AP name basis, and virtual APs can be added or excluded on a per-AP name
basis. If a particular profile is overridden for an AP, all parameters from the overriding profile are
used. There is no merging of individual parameters between the AP and the AP group to which
the AP belongs.



Parameter Description

ap-name <profile-name> Configures an AP name. Give a
name that identifies the AP. By
default, the name of an AP can
either be its Ethernet MAC address,
or if the AP has been previously
provisioned with an earlier version
of ArubaQSs, a name in the format
<building>.<floor>.<location>. The
name must be 1-63 characters long.

NOTE: You cannot use quotes (“) in
the AP name.

airslice-profile <name> Configures an Air Slice profile.

am-filter-profile Configures AM filter profile.
<profile-name>

am-multizone-profile Configures AP MultiZone profile.
<profile-name>

ap-system-profile Configures AP administrative
<profile-name> operations, such as logging levels.
See ap system-profile on page 354.

authorization-profile Restrictive group for unauthorized
<profile-name> AP.
clone <source> Name of an existing AP name from

which profile names are copied.

dot11-60GHz-radio-profile Configures 802.11 60GHz radio
<profile-name> settings for the AP group; contains
the ARM profile.

dotl1-6GHz-radio-profile Configures 802.11 6GHz radio
<profile-name> settings for the AP group; contains
the ARM profile.

dotlla-radio-profile Configures 802.11a radio settings
<profile-name> for the AP group; contains the ARM
profile. See rf dot11a-radio-profile
on page 1196.
dotlla-secondary-radio-profile Configures 802.11a secondary radio
<profile-name> settings for the AP group; contains

the ARM profile.

dotlla-traffic-mgmt-profile Configures bandwidth allocation.
<profile-name> See wlan trafficcmanagement-
profile on page 4204.




Parameter Description

dotllg-radio-profile
<profile-name>

Configures 802.11g radio settings
for the AP group; contains the ARM
profile. See rf dot11g-radio-profile

on page 1228,

dotllg-traffic-mgmt-profile
<profile-name>

Configures bandwidth allocation.
See wlan trafficcmanagement-
profile on page 4204.

enetO-profile
<profile-name>

Configures the duplex and speed of
the Ethernet O interface on the AP.
See ap enet-link-profile on page
241.

enetl-profile
<profile-name>

Configures the duplex and speed of
the Ethernet 1 interface on the AP.
See ap enet-link-profile on page
241.

enet2-profile
<profile-name>

Configures the duplex and speed of
the Ethernet 2 interface on the AP.
See ap enet-link-profile on page
241.

enet3-profile
<profile-name>

Configures the duplex and speed of
the Ethernet 3 interface on the AP.
See ap enet-link-profile on page
241.

enetd4-profile
<profile-name>

Configures the duplex and speed of
the Ethernet 4 interface on the AP.
See ap enet-link-profile on page
241.

event-thresholds-profile
<profile-name>

Configures Received Signal Strength
Indication (RSSI) metrics. See rf
event-thresholds-profile on page
1245

exclude-mesh-cluster-profile-ap <profile-name>

Excludes the specified mesh cluster
profile from this AP.

The Secure Enterprise Mesh license
must be installed.

exclude-virtual-ap
<profile-name>

Excludes the specified virtual AP
profiles from this AP.

exclude-wifi-uplink-profile
<profile-name>

Excludes the specified Wi-Fi uplink
profiles from this AP.

gps-service-profile
<profile-name>

Configures GPS service profile.




Parameter Description

ids-profile
<profile-name>

Configures Aruba’s IDS. See ids
profile on page 706.

iot
<profile-name>

Applies iot related profile.

mesh-accesslist-profile

Configures the mesh access list
profile.

mesh-cluster-profile
<profile-name>

Configures the mesh cluster profile
for the AP (mesh node). There is a
“default” mesh cluster profile;
however, it is not applied until you
provision the mesh node. See ap_
mesh-cluster-profile on page 276.
The Secure Enterprise Mesh license
must be installed.

priority <priority>

Configures the priority of the mesh
cluster profile. If more than two
mesh cluster profiles are
configured, mesh points use this
number to identify primary and
backup profile(s).

The supported range of values is 1-
16. The lower the number, the
higher the priority.

1

mesh-radio-profile
<profile-name>

Configures the 802.11g and 802.11a
radio settings for the AP (mesh
node). See ap mesh-ht-ssid-profile
on page 279.

The Secure Enterprise Mesh license
must be installed.

no

Negates any configured parameter.

regulatory-domain-profile
<profile-name>

Configures the country code and
valid channels. See ap regulatory-
domain-profile on page 341.

rf-optimization-profile
<profile-name>

Configures load balancing and
coverage hole and interference

detection. See rf optimization-
profile on page 1252.

usb-profile <profile-name>

Configures USB profile.

virtual-ap <profile-name>

One or more profiles, each of which
configures a specified WLAN. See
wlan virtual-ap on page 4210.




Parameter Description

wifi-uplink-profile <profile-name> Configures Wi-Fi uplink profile.
zigbee service-profile <profile-name> Apply zigbee related profile.
Example

The following command excludes a virtual AP profile from a specific AP:

(host) [mynode] (config) #ap-name 00:0b:86:c0:cf:d8
(host) [mynode] (AP name "00:0b:86:c0:cf:d") #exclude-virtual-ap corpnet

Related Command

Command Description

show ap-name To view the AP settings.

Command History:

Release Modification

Aruba0Ss 8.7.0.0 The following parameters were introduced:
B airslice-profile

B mesh-accesslist-profile

Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap packet-capture

clear <ap-name|ip-addr|ip6-addr>] <pcap-id> radio <0|1]2>

close-port <port>

interactive <ap-name|ip-addr|ip6-addr> <filter-spec> <target-ip> <target-port>
radio <0]1|2> channel <channel>

open-port <port>

pause <ap-name|ip-addr|ip6-addr> <pcap-id> radio <0|1|2>

raw-start [<ap-name|ip-addr|ip6-addr>] <target-ip> <target-port> <format> radio
<011]2> channel <channel> maxlen <maxlen>

resume [<ap-name|ip-addr|ip6-addr>] <pcap-id> radio <0|1]2>

stop <ap-name|ip-addr|ipé-addr> <pcap-id> radio <0]1]|2>

wired-start <ap-name|ip-addr|ip6-addr> <target-ip> <target-port>

wired-stop <ap-name|ip-addr|ip6-addr> <target-ip> <target-port>

These commands manage WiFi packet capture (PCAP) on Aruba APs. The WiFi packets are
encapsulated in a UDP header and sent to a client running a packet analyzer like Wildpacket's
Airopeek, Omnipeek, or Wireshark.

These commands direct an AP to send Wi-Fi packet captures to a client packet analyzer utility
such as Airmagnet, Wireshark and so on, on a remote client.

Before using these commands, you need to start the packet analyzer utility on the client and
open a capture window for the port from which you are capturing packets. The packet analyzer
cannot be used to control the flow or type of packets sent from APs.

The packet analyzer processes all packets. However, you can apply display filters on the capture
window to control the number and type of packets being displayed. In the capture window, the
time stamp displayed corresponds to the time that the packet is received by the client and is not
synchronized with the time on the AP.

Filter specification (used in ap packet-capture interactive) supports the following:
®Wpe (beacon/rts/cts/data/ack/ctrl/mgmt/all)

&a (mac address)

Wss (mac address)

®a (mac address)

#B (mac address)

@ir (tods, fromds)

metry (1, 0)

®ag (1,0)

wep (1,0)

Filter spec examples:

(type eq beacon) or ((sta eq 000000010203) and (dir eq tods))

(type == data) && ((sta = 000000010203) | | (sta == 000000010203))



(type != beacon)
(wepng 1)
(type eq all)

Syntax

Parameter Description

clear Clears the packet capture session.
ap-name <ap-name> Name of the AP.
ip-addr <ip-addr> IP address of the AP.
ip6-addr <ip6-addr> IPv6 address of the AP.

<pcap-id>

ID of the PCAP session.

radio <0-2>

ID of the radio sending the packets

close-port <port>

(CPsec Campus APs and Remote APs only) Close or disallow
access to this UDP port on the AP for packet capture
purposes.

interactive

Start an interactive packet capture session between an AP
and a client running a packet analyzer.

ap-name <ap-name> Name of the AP.
ip-addr <ip-addr> IP address of the AP.
ip6-addr <ip6-addr> IPv6 address of the AP.

<filter-spec>

Packet Capture filter specification. See Usage Guidelines for
details.

<target-ip>

IP address of the client running the packet analyzer.

<target-port>

UDP port number on the client station where the captured
packets are sent.

radio <0-2>

ID of the radio sending the packets

channel <channel>

(Optional or Applicable only in AM mode) Number of a radio
channel to tune into to capture packets.

open-port <port>

(CPsec Campus APs and Remote APs only) Enable or allow
access to this UDP port on the AP for packet capture
purposes.




Parameter Description

pause Pause a packet capture session.
ap-name <ap-name> Name of the AP.
ip-addr <ip-addr> IP address of the AP.
ip6-addr <ip6-addr> IPv6 address of the AP.

<pcap-id>

ID of the PCAP session.

raw-start

Stream packets from the driver to a client running the packet
analyzer.

ap-name <ap-name> Name of the AP.
ip-addr <ip-addr> IP address of the AP.
ip6-addr <ip6-addr> IPv6 address of the AP.

<target-ip>

IP address of the client running the packet analyzer.

<target-port>

UDP port number on the client station where the captured
packets are sent.

<format>

Packet capture format. Enter any number between 0 and 6 to
select the one of the following formats:

0 - pcap

1 - peek

2 - airmagnet

3 - pcaptradio header

4 - ppi

5 - peek with 11n/11ac header
6 - radiotap

radio <0-2>

ID of the radio sending the packets

channel <channel>

(Optional or Applicable only in AM mode) Number of a radio
channel to tune into to capture packets.

maxlen <maxlen>

(Optional) Limit the length of 802.11 frames to include in the
capture to a specified maximum.

resume Resume a packet capture session.
ap-name <ap-name> Name of the AP.
ip-addr <ip-addr> IP address of the AP.
ip6-addr <ip6-addr> IPv6 address of the AP.

<pcap-id>

ID of the PCAP session.




Parameter Description

radio <0-2> ID of the radio sending the packets.
stop Stop a packet capture session.
ap-name <ap-name> Name of the AP.
ip-addr <ip-addr> IP address of the AP.
ip6-addr <ip6-addr> IPv6 address of the AP.
<pcap-id> ID of the PCAP session.
radio <0-2> ID of the radio sending the packets
wired-start Start a wired ethernet packet stream to an external viewer.
ap-name <ap-name> Name of the AP.
ip-addr <ip-addr> IP address of the AP.
ip6-addr <ip6-addr> IPv6 address of the AP.
<target-ip> IP address of the client running the packet analyzer.
<target-port> UDP port number on the client station where the captured
packets are sent.
wired-stop Halt a wired ethernet packet stream currently being sent to
an external viewer.
ap-name <ap-name> Name of the AP.
ip-addr <ip-addr> IP address of the AP.
ip6-addr <ip6-addr> IPv6 address of the AP.
<target-ip> IP address of the client running the packet analyzer.
<target-port> UDP port number on the client station where the captured
packets are sent.

Examples

The following command starts a raw packet capture session for the AP ly115 on radio 0, and
sends the packets to the client at 10.64.102.4 on port 5000.

(host) [mynode] (config) #ap packet-capture raw-start ap-name 1lyl15
10.64.102.4 5000 O radio O
Packet capture has started for pcap-id:1



The following commands start an interactive packet capture session for the AP ap1.

#ap packet-capture open-port 5555
#ap packet-capture interactive ap-name apl "type eq all" 192.168.0.3 5555

radio 0

The output of the command in the example below displays packet capture session statistics for
the AP ap1. In this example, the output has been divided into multiple sections to better fit on the
pages of this document. In the actual CLI, it will appear in a single, long table.

#show ap packet-capture status ap-name apl

Packet Capture Sessions at apl, IP 10.3.44.167

pcap-id filter type intf channel max-pkts
1 ______ ;;;;_;q all ;;;;ractive g;:£3:7f:ba:65:70 1;;____ 6 _______
max-pkt-size num-pkts status url target Radio ID

65536 3759 in-progress 192.168.0.3/5555 0

Related Commands

Command Description

vlan ‘ To view the status of outstanding packet capture sessions.

Command History

Release Modification

Aruba0Ss 8.6.0.0 Radio ID 2 was introduced for AP-555 access points.

Aruba0sS 8.0.0.0 Command Introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Works in Access Point, AM,
and Spectrum Monitor
modes on all AP models in
enable mode.




ap process restart

ap process restart
{ap-name <ap-name>}|{ip-addr <ip>}|{ip6-addr <ip6>}

Description

Use this command to restart the AP process of a particular AP. This command should only be
used under the guidance of Aruba technical support.

Parameter Description

ap-name <ap-name> Name of the AP.
ip-addr <ip-addr> IPv4 address of the AP.
ip6-addr <ip6-addr> IPv6 address of the AP.

Command History

Release Modification

Aruba0sS§ 8.0.0.0 Command Introduced.

Command Information

Platforms License Command Mode

Available on all platforms. Base operating system. Enable mode on Mobility
Conductor or managed
devices.




ap provisioning-profile {default | <profile-name>}
ap-lldp-pse-detect {disabled | enabled}
ap-poe-power-optimization
ap2xx-prestandard-poe-detection
apdotlx-factory-cert
apdotlx-passwd <apdotlx-passwd>
apdotlx-timeout-bypass
apdotlx-timeout-retries
apdotlx-tls
apdotlx-tls-suffix
apdotlx-tls-suffix-domain <apdotlx-tls-suffix-domain>
apdotlx-username <apdotlx-username>
cellular nw preference {3g-only | 4g-only | advanced | auto}
clone {default | <source>}
link-priority-cellular <link-priority-cellular>
link-priority-ethernet <link-priority-ethernet>
link-priority-wifi <link-priority-wifi>

master/conductor {clear | set <masterstr>/<conductorstr>}
master-prefernce/conductor-preference <ipv4 | ipvé>
no

pppoe-passwd <pppoe-passwd>
pppoe-service-name <pppoe-service-name>
pppoe-user <pppoe-user>

remote-ap

uplink-vlan <uplink-vlan>

usb-csr

usb-dev <usb-dev>

usb-dial <usb-dial>

usb-init <usb-init>

usb-modeswitch <usb-modeswitch [-v | -p | -V | -P | -M]>
usb-passwd <usb-passwd>
usb-power-mode {auto | enable | disable}

usb-tty <usb-tty>

usb-tty-control <usb-tty-control>
usb-type

usb-user <usb-user>

This command defines a provisioning profile for an AP or group of APs. The AP provisioning
profile allows you to define a set of provisioning parameters to an AP group. These settings can
be saved or assigned to an AP group by using the ap-group <group> provisioning-profile

<profile>command.

In order to enable cellular uplink for a Remote AP it must have the device driver for the USB data card and
the correct configuration parameters. ArubaOS includes device drivers for the most common hardware
types, but you can use the usb commands in this profile to configure a Remote AP to recognize and use an
unknown USB modem type.



Parameter Description

ap provisioning-profile
<profile-name>

Configures a provisioning
profile for an AP or a group
of APs. Give a name for the
profile.

ap-lldp-pse-detect

Enabling causes the AP
to detect the POE type

via LLDP POE TLV. Use

one of the following

parameters:
m enabled: The AP
uses PSE TYPE in the
POE TLV to detect the
PSE type.
m disabled: The AP
detects the POE using
the HW classification.

ap-poe-power-optimization

Enabling optimization
minimizes the POE draw of
the AP. Enabling
optimization may disable
some parts of the AP.
Disabling optimization
ensures all features are
enabled. Use one of the
following parameters:

= enabled: USB and

Ethernet port (eth1) are

shut down on AP.

m disabled: AP

operates in normal

mode.

disabled

ap2xx-prestandard-poe-detection

Configures the
prestandard PoE detection
on 200 Series APs.

The POE+ pre-standard
detection is only available
on 200 Series APs.

It consists of a basic
voltage comparator. If the
line voltage is equal to or
greater than 51V, the PSE
is assumed to be 802.3at
compatible.




Parameter Description

apdotlx-factory-cert Enables AP to use factory
certificates when doing
802.1x EAP-TLS.Custom
cert available.

apdotlx-timeout-bypass Enables AP to be
provisioned when 802.1X
authentication times out.

apdotlx-timeout-retries Sets the apdot1x timeout
threshold. If the auth
timeouts over this
threshold, the AP wiill
bypass apdot1x auth.

apdotlx-passwd Sets the password of the
AP to authenticate to
802.1X using PEAP.

apdotlx-tls Enables AP to perform
802.1x authentication
using EAP-TLS.

apdotlx-tls-suffix Enables AP to use EAP-TLS
username as suffix.
disabled

apdotlx-tls-suffix-domain <apdotlx-tls-suffix-domain> Sets the suffix domain for

AP dot1x EAP-TLS
username. If defined, use
EAP-TLS username as
suffix, else use aruba.ap.

1-63

apdotlx-username <apdotlx-username> Sets the username of the
AP to authenticate to
802.1X using PEAP.

cellular nw preference The cellular network
{3g-only | 4g-only | advanced | auto} preference setting allows
you to select how the
modem should operate.
= auto (default)
m 3g only: Locks the
modem to operate only
in 3G.
m 4g only: Locks the
modem to operate only
in 4G.
m advanced: The




Parameter Description

Remote AP controls the
cellular network service
selection based on an
Received Signal
Strength Indication
(RSSI) threshold-based
approach. Initially the
modem is set to the
default auto mode. This
allows the modem
firmware to select the
available network. The
Remote AP determines
the RSSI value for the
available network type
(for example 4G),
checks whether the
RSSI is within required
range, and if so,
connects to that
network. If the RSSI for
the modem’s selected
network is not within
the required range, the
Remote AP will then
check the RSSI limit of
an alternate network
(for example, 3G), and
reconnect to that
alternate network.

The Remote AP will
repeat the above steps
each time it tries to
connect using a 4G
multimode modem in
this mode.

The Remote AP
determines the RSSI
value for the available
network type (for
example 4G), checks
whether the RSSI is
within required range,
and if so, connects to
that network.

If the RSSI for the
modem'’s selected
network is not within
the required range, the
Remote AP will then
check the RSSI limit of
an alternate network
(for example, 3G), and
reconnect to that




Parameter Description

alternate network. The
Remote AP will repeat
the above steps each
time it tries to connect
using a 4G multimode
modem in this mode.

auto

clone <source> Clones an existing AP
provisioning profile.

link-priority-cellular Sets the priority of the
<link-priority-cellular> cellular uplink. By default,
the cellular uplink is a
lower priority than the
wired uplink; making the
wired link the primary link
and the cellular link the
secondary or backup link.
Configuring the cellular
link with a higher priority
than your wired link
priority will set your
cellular link as the primary
controller link.

0-255

0
link-priority-ethernet Sets the priority of the
<link-priority-ethernet> wired uplink. Each uplink

type has an associated
priority; wired ports having
the highest priority by

default.
link-priority-wifi Sets the priority of the wifi
<link-priority-wifi> link.
0-255
master/conductor Changes the FQDN or IP
address for the Mobility
Conductor.
set <masterstr>/<conductorstr> Specifies the IP address or
FQDN for the Mobility
Conductor.
clear Clear the definition for the

Mobility Conductor in this
profile.




Parameter Description

master preference/conductor preference <ipv4 | ipvé6> Configures the preferred IP
protocol (IPv4 or IPv6) for
AP Conductor discovery.

Default: IPv4
no Negates any configured
parameter.
pppoe-passwd PPPOE password for the
<pppoe-passwd> AP.
pppoe-servicename PPPoOE service name for
<pppoe-service-name> the AP.
pppoe-user <pppoe-user> PPPoE username for the
AP.
remote-ap Specifies that the profile is

to be associated with a
remote AP using
certificates.

uplink-vlan <uplink-vlan> If you configure an uplink
VLAN on an AP connected
to a portin trunk mode,
the AP sends and receives
frames tagged with this
VLAN on its Ethernet
uplink.

By default, an AP has an
uplink vlan of 0, which
disables this feature.

If an AP is provisioned with
an uplink VLAN, it must be
connected to a trunk mode
port or the frames of the
AP will be dropped.

0-4095
0

usb-csr Configures the USB
storage for CSR and private
Key file

usb-dev <usb-dev> Configures the USB device
identifier.




Parameter Description

usb-dial <usb-dial> Configures the dial string
for the USB modem. This
parameter only needs to
be specified if the default
string is not correct.

usb-init <usb-init> The initialization string for
the USB modem. This
parameter only needs to
be specified if the default
string is not correct.

usb-modeswitch <usb-modeswitch> USB cellular devices on
-v for default vendor remote APs typically
-p for default product register as modems, but
-V for target vendor may occasionally register

as a mass-storage device.
If a remote AP cannot
recognize its USB cellular
modem, use the usb-
modeswitch command to
specify the parameters for
the hardware model of the
USB cellular data-card.
You must enclose the
entire modeswitch
parameter string in
quotation marks.

-P for target product
-M for message content

usb-passwd <usb-passwd> A PPP password, if
provided by the cellular
service provider.

usb-power-mode Set the USB power mode
{auto| enable|disable} to control the power to the
USB port.
usb-tty <usb-tty> The TTY device path for the

USB modem. This
parameter only needs to
be specified if the default
path is not correct.

usb-tty-control The TTY device control
<usb-tty-control> path for the USB modem.
This parameter only needs
to be specified if the
default path is not correct.

usb-type Specify the USB driver
type.

acm: Use ACM driver
airprime: Use Airprime
driver




Parameter Description

ether: Use CDC Ether
driver for direct IP 4G
device
hso: Use HSO driver for
newer Option
huawei-cdc: Use Huawei
driver for 4G device
m Inetgear-gobi: Use
Gobi driver for Netgear
340U or 341U 4G
device
m none: Disable 3G or
2G network on USB
m option: Use Option
driver
m option-novatel-
u620: Use Option
driver for Novatel
U620L 4G device
m pantech-3g: Same
as "pantech-uml290" -
to support upgrade
m pantech-auto: Use
Pantech driver for
Automatic modem
mode
m pantech-uml290:
Use Pantech USB driver
for UML290 device
m ptumlusbnet: Use
Pantech USB driver for
4G device
m rndis: Use a RNDIS
driver for a 4G device
m rndis-1800: Same as
RNDIS - to use for L800
4G device
= rndis-pantech-
uml295: Use RNDIS
driver for Pantech UML
295 4G device
m sierra-evdo: Use
EVDO Sierra Wireless
driver
m sierra-gsm: Use
GSM Sierra Wireless
driver
m sierrausbnet: Use
SIERRA Direct IP driver
for 4G device
m storage: Use USB
flash as storage device
for storing Remote AP
certificates




Parameter Description

usb-user <usb-user> The PPP username
provided by the cellular
service provider.

Examples

The following commands create a provisioning profile named profile_branch, in which the cellular link is the
primary uplink because it has a higher priority than the Ethernet link:

(host) [mynode] (config) #ap provision-profile profile branch

(host) [mynode] (Provisioning profile "profile branch") #link-priority-
cellular 2

(host) [mynode] (Provisioning profile "profile branch") #link-priority-
ethernet 1

(host) [mynode] (Provisioning profile "profile branch") #usb-type acm
(host) [mynode] (Provisioning profile "profile branch") #usb-modeswitch "-v
0x106c -p 0x3b06 -V 0x106c -P 0x3717 -M
5534243b82e238c24000000800008££020000000000000000000000000000™

The following example configures the preferred IP protocol for AP master/conductor discovery:

(host) [mynode] (config) #ap provision-profile profile branch
(host) [mynode] (Provisioning profile "profile branch") #master/conductor-
preference ipv6

Related Commands

Command Description

provision-ap Change provisioning parameters for an individual AP. This
command does not save the provisioning parameters settings
in a reusable profile.

Command History

Modification

ArubaOs 8.9.0.0 The following parameters have been modified:
All instances of master have been replaced with conductor.

All instance of master-preference have been replaced with

conductor-preference.




Release Modification

All instance of masterstr have been replaced with

conductorstr.

Aruba0Ss 8.8.0.0 The following parameters were added:
B apdotlx-timeout-bypass

B gpdotlx-timeout-retries

Aruba0s58.7.0.0 The master-preference parameter was introduced.

ArubaOs 8.4.0.0 The following parameters were added:
m apdotlx-tls-suffix

B apdotlx-tls-suffix-domain

ArubaOs 8.2.0.0 The following parameters were added:

B apdotlx-factory-cert
B apdotlx-tls

B ap-lldp-pse-detect

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap provisioning-rule

ap provisioning-rule <profile-name>
action
a-ant-gain <a-ant-gain>
ap-group <ap-group>
g-ant-gain <g-ant-gain>
radio-0-5ghz-ant-gain <radio-0-5ghz-ant-gain>
radio-1-5ghz-ant-gain <radio-1l-5ghz-ant-gain>
clone <source>
condition
any-ap
ap-type <ap-model>
ip-range {<start> <end>}
network {<ipaddr> <mask len>}
no...

Description

This command defines the conditions to select a group of APs and the subsequent actions to
provision the APs. These settings can be saved or assigned to an AP group via the command ap

provisioning-rule <profile-name>.

Parameter Description

ap provisioning-rule Configures a condition for a group
<profile-name> of APs and the related actions to
provision the APs. Give a name
for the profile.

action Specify action that corresponds to
the conditions, when rule is
applied. When an AP satisfies all
the criteria in conditions, the
managed device executes the

actions.

a-ant-gain <a-ant-gain> Antenna gain for 802.11a (5 GHz)
antenna.

ap-group <ap-group> Name of the AP group to which

the AP belongs.

g-ant-gain <g-ant-gain> Antenna gain for 802.11g (2.4
GHz) antenna.

radio-0-5ghz-ant-gain <radio-0-5ghz-ant-gain> Antenna gain for radio 0 (5 GHz)
antenna. This parameter is only
needed for APs that support dual
5 GHz mode.




Parameter Description

radio-1-5ghz-ant-gain <radio-1-5ghz-ant-gain> Antenna gain for radio 1 (5 GHz)
antenna. This parameter is only
needed for APs that support dual
5 GHz mode.

clone <source> Copy data from another AP
provisioning rule.

condition Specify conditions to narrow the
scale of AP based on each criteria
in the conditions.

any-ap Specify this provisioning rule's
condition to any AP. The rule with
this condition has lowest priority
and is applied only when other
conditions are not met.

ap-type <ap-type> Specify specific AP models that
match with unprovisioned APs.

ip-range {<start> <end>} Apply the AP provisioning rules to
the specified IPv4/IPv6 address
range. It contains the following
parameters:
m start: Starting IPv4/IPv6
address of the range.

m end:Ending IPv4/IPv6
address of the range.

network {<ipaddr> <mask len>} Specify network that matches
with unprovisioned APs in this
subnet. It has the following
parameters:

m addr: IPv4/IPv6 address.

m mask_len: Prefix/length of
the netmask.

no Remove any existing
configuration.

Examples

The following commands add the condition and associated action for an auto-provisioning profile:

(host) [mm] (config) #ap provisioning-rule test
(host) [mm] (ap provisioning rule "test") #condition ap-type AP-103
(host) [mm] (ap provisioning rule "test") #action ap-group corpl



Related Commands

Command Description

show ap provisioning-rule This command displays the details of an AP auto-provisioning rule.

Command History

Release Modification

Aruba0sS 8.4.0.0 Command introduced.

Command Information

Platforms License

Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap provisioning-rules

ap provisioning-rules <profile-name>
no...
provision-rule [<rule> {priority <priority>}]

Description

This command defines the priority of the provisioning rules that are actively used by the Auto-
provisioning feature in APs.

Parameter Description

no Removes any existing configuration.

provision-rule <rule> Specify action that corresponds to the conditions, when a rule
is applied. When an AP satisfies all the criteria in conditions,
the managed device executes the actions.

priority <priority> Specify the priority level to determine the precedence of the
rules. The lowest value takes highest priority.
1-64
Example

The following command defines the priority of the rule for an auto-provisioning profile:

(host) [mm] (ap provisioning rules) #provision-rule rulel priority 1

Related Commands

Command Description

show ap provisioning-rules This command displays information about the priority level of
AP provisioning rules.

Command History

Release Modification

Aruba0Ss 8.4.0.0 Command introduced.




Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap randomize-channel

ap randomize channel ap-group <ap-group> phy-type <phy-type>

Description

This command will instruct the AP to change to a random channel and this command works only
when ARM is in maintain mode.

Parameter Description

ap-group <ap-group> Name of the AP group.
phy-type <phy-type> PHY Type of Radio. Possible values are '80211a' and
'80211¢g'
Example

The following command instruct the AP to change to a random channel:

(host) [mynode] ap randomize-channel ap-group default phy-type 8021la

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




ap redeploy controller-less

ap redeploy controller-less
all
ap-group <ap-group>
ap-name <ap-name>
ip-addr <ip-addr>
ip6-addr <ip6-addr>
wired-mac <wired-mac>

Description

This command sets the AP preference role to controller-less, allowing the AP to bypass controller
discovery and immediately initiate Instant discovery during AP image upgrade. APs with the
controller-less preference role are deployed as controller-less APs,

E The ap redeploy controller-less command is applicable to Unified APs (UAPs) only.

NOTE
Parameter Description

all Deploys all APs as controller-less APs.

ap-group <ap-group> Deploys all APs in the specified AP group as controller-less
APs.

ap-name <ap-name> Deploys a specific AP as a controller-less AP.

ip-addr <ip-addr> Deploys the AP with a specific IP address as a controller-less

ip6-addr <ip6-addr> Deploys the AP with a specific IPv6 address as a controller-
less AP.

wired-mac <wired-mac> Deploys the AP with a specific MAC address as a controller-
less AP.

Example

The following command deploys all APs as controller-less APs.

(host) [mynode] #ap redeploy controller-less all

Command History



Release Modification

Aruba0sS 8.2.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




ap-regroup

ap-regroup {ap-name <name>|serial-num <num>|wired-mac <macaddr>} <group>

Description

This command moves a specified AP into a group. All APs discovered by the Mobility Conductor
are assigned to the “default” AP group. An AP can belong to only one AP group at a time. You can

move an AP to an AP group that you created with the ap-group command.

This command automatically reboots the AP.

Parameter Description

ap-name Name of the AP.
serial-num Serial number of the AP.
wired-mac MAC address of the AP.
<group> Name that identifies the AP group. The name must be 1-63
characters.
Example

The following command moves an AP to the ‘corpnet’ group:

(host) [mynode] (config) #ap-regroup wired-mac 00:0f:1e:11:00:00 corpnet

Command History

Release Modification

Aruba0s58.9.0.0 All instances of master have been replaced with conductor.

Aruba0S 8.0.0.0 Command introduced.

Command Information



Platforms License Command Mode

All platforms Base operating system. Enable and Config mode on
Mobility Conductor.




ap regulatory activate

ap regulatory activate <filename>

Description

This command activates the specified regulatory certificate

Parameter Description

<filename> Name of the regulatory certificate to be activated.

Related Commands

Command Description

show ap regulatory This command displays information about the current
regulatory certificate.

show ap allowed-channels This command displays information about the supported
channels.

Command History

L E RS Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




ap regulatory-domain-profile {default | <profile-name>
clone <source>}
country-code <country-code>
no
oob switch
utb filter block <5GHz | 6GHz>
valid-1la-160mhz-channel-group <valid-lla-160mhz-channel-group>
valid-1la-40mhz-channel-pair <valid-1la-40mhz-channel-pair>
valid-1la-80mhz-channel-group <valid-1la-80mhz-channel-group>
valid-lla-channel <valid-lla-channel>
valid-11g-40mhz-channel-pair <valid-11g-40mhz-channel-pair>
valid-1llg-channel <valid-llg-channel>
valid-6ghz-channel <valid-6ghz-channel>

This command configures an AP regulatory domain profile. This profile configures the country
code and valid channels for operation of APs. The list of valid channels only affects the channels
that may be selected by ARM or by the Mobility Conductor when no channel is configured.
Channels that are specifically configured in the AP radio settings profile (see rf dot11a-radio-
profile, rf dot11g-radio-profilerf dot11g-radio-profile) must be valid for the country and the AP
model.

A Mobility Conductor shipped to certain countries, such as the U.S. and Israel, cannot terminate
APs with regulatory domain profiles that specify different country codes from the Mobility
Conductor. For example, if a controller is designated for the U.S., then only a regulatory domain
profile with the “US” country code is valid; setting APs to a regulatory domain profile with a
different country code will result in the radios not coming up. For controllers in other countries,
you can mix regulatory domain profiles on the same controller; for example, one controller can
support APs in Japan, Taiwan, China, and Singapore.

In order for an AP to boot correctly, the country code configured in the AP regulatory domain
profile must match the country code of the LMS. If none of the channels supported by the AP
have received regulatory approval by the country whose country code you selected, the AP will
revert to Air Monitor mode.

This command is used to override available channels in the list of channels allowed for use in that
country. If you do not add any channels to the AP regulatory domain profile, it means the AP can
use any of the available channels. If you want to disable use of an entire band, best practices is to
use the rf-dotlla-radio-profile, rf-dotllg-radio-profile, OF rf dotll-6ghz-radio-
profile commands to disable the radio. Alternatively, if you want to disable a specific bandwidth,
use the Max Channel Bandwidth and Min Channel Bandwidth settings in the radio profiles,
and AirMatch will enforce this setting.



After an upgrade, the 6 GHz channel information is not populated in the existing regulatory domain
profile by default. To add 6 GHz channels, you must change the country code to a different country code,
apply the change, and then revert it to the original country code. Another option is to create a new profile
or copy the existing regulatory domain profile into a new regulatory domain profile to save the

configuration.

Parameter Description

ap regulatory-domain-profile
<profile>

Configures a Regulatory Domain profile. Give
a name to this instance of the profile. The
name must be 1-63 characters long.

clone <source>

Name of an existing regulatory domain
profile from which parameter values are
copied.

country-code <country-code>

Code that represents the country in which
the APs will operate. The country code
determines the 802.11 wireless transmission
spectrum.

Improper country code assignment can
disrupt wireless transmissions. Most
countries impose penalties and sanctions for
operators of wireless networks with devices
set to improper country codes.

no

Negates any configured parameter.

oob switch

If enabled, OOB scanning on 6 GHz band is
allowed. If disabled OOB scanning on 6 GHz
band is blocked. This switch is valid only for
AP-615 access points in the 5GHz-and-
2.4GHz operation mode. Disable the switch
to enable the use of UNII-4 band.

Default: Enabled.

utb filter block

This parameter is used to control the band
on which the UTB limitation is applied in the
regulatory-domain-profile. The utb filter
supports channel band on both 5 GHz and 6
GHz.

Listed below are the two options available:

® 5 GHz - Select 5 GHz for upper band
blocking.

® 6 GHz - Select 6 GHz for lower band

blocking.
Default value: 6 GHz




Parameter Description

valid-1la-40mhz-channel-pair Specifies a channel pair valid for 40 MHz
<valid-1la-40mhz-channel-pair> operation in the 802.11a frequency band for
the specified regulatory domain. The two
channels must be separated by a dash.
Changing the country code causes the valid
channel lists to be reset to the defaults for
the country

valid-1la-80mhz-channel-group Specifies which 80 MHz channels on the a
<valid-1la-80mhz-channel-group> band are available for assignment by ARM
and for Mobility Conductor to randomly
assign if the user has not specified a channel.
The channel numbers below correspond to
channel center frequency.

Changing the country code causes the valid
channel lists to be reset to the defaults for
the country.

valid-1la-160mhz-channel-group Specifies a valid 802.11a channel group for

<valid-lla-160mhz-channel-group> 160 MHz channel on the a band. The channel
numbers below correspond to channel
center frequency.

Changing the country code causes the valid
channel lists to be reset to the defaults for
the country.

valid-1la-channel <valid-1la-channel> Specifies a single 802.11a channel number
for 20 MHz operation within the specified
regulatory domain.

Changing the country code causes the valid
channel lists to be reset to the defaults for
the country.

valid-11g-40mhz-channel-pair Specifies a channel pair valid for 40 MHz
<valid-11g-40mhz-channel-pair> operation in the 802.11g frequency band for
the specified regulatory domain. The two
channels must be separated by a dash.
Changing the country code causes the valid
channel lists to be reset to the defaults for
the country.

valid-11g-channel <valid-1lg-channel> Specifies a single 802.11g channel number
for 20 MHz operation within the specified
regulatory domain.

Changing the country code causes the valid
channel lists to be reset to the defaults for
the country.

valid-6ghz-channel <valid-6ghz-channel> Specifies a single 6 GHz channel number
within the specified regulatory domain.
Changing the country code causes the valid
channel lists to be reset to the defaults for
the country.




The following example configures the regulatory domain profile for APs in Japan:

(host) [mynode] (config) #ap regulatory-domain-profile rdl
(host) [mynode] (Regulatory Domain profile "rdl") #country-code JP

The following example configures a regulatory domain profile for APs in the United States and
specifies that the channel pair of 36 and 40, is allowed for 40 MHz mode of operation on the 5
GHz frequency band:

(host) [mynode] (config) #ap regulatory-domain-profile usal

(host) [mynode] (Regulatory Domain profile "usal") #country-code US

(host) [mynode] (Regulatory Domain profile "usal") #valid-1la-40mhz-channel-
pair 36-40

The following example configures a regulatory domain profile for APs in the United States and
specifies that the channel pair of 5 and 1, is allowed for 40 MHz mode of operation on the 2.4
GHz frequency band:

host) [mynode] (config) #ap regulatory-domain-profile usal

host) [mynode] (Regulatory Domain profile "usal") #country-code US

host) [mynode] (Regulatory Domain profile "usal") #valid-11g-40mhz-channel-
pair 1-5

The following example configures a regulatory domain profile for a Wi-Fi 6E AP specifying the
country code and 6 GHz channel on the 6 GHz radio band (ArubaOS 8.9.0.0 or later versions).

host) [mynode] (config) #ap regulatory-domain-profile reg-635
host) [mynode] (Regulatory Domain profile "reg-635") #country-code US
host) [mynode] (Regulatory Domain profile "reg-635") #valid-6ghz-channel 165

The following example configures a UTB Filter Blocking parameter for 5 GHz band (ArubaOS
8.9.0.0 or later versions).

(host) [mynode] (config) #ap regulatory-domain-profile reg-635
(host) [mynode] (Regulatory Domain profile "reg-635") #utb filter block
(host) [mynode] (Regulatory Domain profile "reg-635") #utb filter block 5GHz

The following example configures AP's regulatory domain profile:

(host) [/md] (config) #ap regulatory-domain-profile
clone Copy data from another Regulatory Domain profile
country-code Country Code



no Delete Command

oob switch enabled - allows OOB scanning on 6GHz Band. disabled
- blocks OOB scanning on 6GHz Band. Default enabled.
utb filter block 6GHz - Selects 6GHz lowerband blocking. 5GHz -

Selects 5GHz upper band blocking. Default 6GHz.

valid-1la-160mhz-chan.. Valid 802.1la channel group for 160MHz (e.g., 36-64)
valid-11a-40mhz-chann.. Valid 802.1la channel pair for 40MHz (e.g., 36-40)
valid-11a-80mhz-chann.. Valid 802.1la channel group for 80MHz (e.g., 36-48)

valid-lla-channel Valid 802.11la channel

valid-11g-40mhz-chann.. Valid 802.11g channel pair for 40MHz (e.g., 1-5)
valid-1llg-channel Valid 802.11g channel

valid-6ghz-channel Valid 6GHz channel

Related Commands

Command Description

show ap allowed-channels To view the supported channels.

Command History

Release Modification

Aruba0Ss 8.11.0.0 The oob_switch parameter was introduced.

ArubaOs 8.9.0.0 The following parameters were introduced:
® utb filter block (RT-6923-Rashmi)

® valid-6ghz-channel <valid-6ghz-channel>

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap regulatory reset

ap regulatory reset

Description
This command returns the Mobility Conductor to the factory default Regulatory-Cert.

Related Commands

Command Description

show ap regulatory This command displays information about the current
regulatory certificate.

show ap allowed-channels This command displays information about the supported
channels.

Command History

Release Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.

ap remote-debug-pkt

ap remote-debug-pkt [dump [start|stop] |match|mirror|reset|type] [ap-name <ap-
name>|ip-addr<ip-addr>|ip6-addr<ip6-addr>]

Description

This command enables the packet debugging functionality to debug and troubleshoot data
packets handled by the AP. Configure the packet debugging functionality by issuing the ap
remote-debug-pkt type and ap remote-debug-pkt match to select the packet data type and
filter respectively.



The ap remote-debug-pkt type command is necessary to select the debugging type, whereas ap
E remote-debug-pkt match is an optional command. If no match is configured, the filter is not applied and
NOTE all the data packets are logged.

Issue the ap remote-debug-pkt dump command to view the selected data packets and ap
remote-debug-pkt mirror ip-addr <ip-addr> command to mirror the data packets to a network
device. The ap remote-debug-pkt reset command clears the packet debugging configuration.

Parameter Description

dump [start|stop] Start or stop the
debug packet
dump to display
data packets of the
selected type.

match [ap-name <ap-name>|ip-addr<ip-addr>|ip6-addr<ip6-addr>] Filter packets
based on the AP
name, IPv4
address, or IPv6
address.

mirror [ap-name <ap-name>|ip-addr<ip-addr>|ip6-addr<ip6-addr>] Mirror the
specified packets
to the network
device at the
mentioned IPv4 or
IPv6 address.

reset [ap-name <ap-name>|ip-addr<ip-addr>|ip6-addr<ip6-addr>] Reset the packet
debugging
configuration.

type [ap-name <ap-name>|ip-addr<ip-addr>|ip6-addr<ipé-addr>] Select the packet
type for
debugging.
Debugging packet
types include the
following packet
types: arp, dhcp,
and all.

Example

The following command starts and stops the debug packet dump for specified AP name.

(host) [mynode] #ap remote-debug-pkt dump <start/stop> ap-name <ap-name>

Related Command



Command Description

show ap remote-debug-pkt Issue this command to display the packet debugging details
of an AP.

Command History

Release Modification

Aruba0S 8.11.0.0 Command introduced.

Command Information

Platforms License

Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




ap-rename

ap-rename {ap-name <name>|serial-num <num>|wired-mac <macaddr>} >

Description

This command changes the name of an AP to the specified new name. An AP name must be
unique within your network.

This command automatically reboots the AP.

Parameter Description

ap-name Current name of the AP.

serial-num Serial number of the AP.

wired-mac MAC address of the AP.
Example

The following command renames an AP:

(host) [mynode] (config) #ap-rename wired-mac 00:0f:1e:11:00:00 building3-
lobby

Command History

Modification

Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable and Config mode on
Mobility Conductor.




ap sesimagotag-esl ugr-radio-firmware

ap sesimagotag-esl ugr-radio-firmware tftp <tftphost> <filename> all <global|local>
| ap-group <ap-group> | ap-name <ap-name> | ip-addr <ip-addr> | wired-mac <wired-
mac>

Description

This command will upgrade the ESL-Radio Firmware.

Parameter Description

tftp <tftphost> IPv4 address of the TFTP server
<filename> File name of the TFTP server.
all Upgrades ESL-Rado Firmare of all Aps.
global Upgrades APs on all controllers.
local Upgrades APs on the present controllers
ap-group <ap-group> Name of the AP group.
ap-name <ap-name> Name of the AP.
ip-addr <ip-addr> IP address of the AP.
wired-mac MAC address of the AP.

Command History

Modification

ArubaQsS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




ap spectrum clear-webui-view-settings

ap spectrum clear-webui-view-settings

Description

Clear a saved spectrum dashboard view. Saved spectrum view preferences may not be
backwards compatible with the spectrum analysis dashboard in earlier versions of ArubaOS. If
you downgrade to an earlier version of ArubaOS and your client is unable to load a saved
spectrum view in the spectrum dashboard, access the CLI in enable mode and issue this
command to delete the saved spectrum views and display default view settings in the spectrum
dashboard.

Example

The following command removes the WebUI spectrum view settings file of an user:

(host) [mynode] #ap spectrum clear-webui-view-settings

Command History

Release Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms RF Protect license. Enable mode on Mobility
Conductor.




ap spectrum local-override

no
override ap-name <ap-name> spectrum-band <2.4ghz | 5ghz>

Description

Convert an AP or AM into a spectrum monitor by adding it to the spectrum local-override list.
There are two ways to change an AP that supports the spectrum monitor feature into a spectrum
monitor. You can assign that AP to a 802.11a and 802.11g radio profile that is already set to
spectrum mode, or you can temporarily change the AP into a spectrum monitor using a local
spectrum override profile. When you use a local spectrum override profile to override the mode
setting of an AP, that AP will begin to operate as a spectrum monitor, but will remain associated
with its previous 802.11a and 802.11g radio profiles. If you change any parameter (other than the
overridden mode parameter) in the spectrum monitor's 802.11a or 802.11g radio profiles, the
spectrum monitor will immediately update with the change. When you remove the local
spectrum override, the spectrum monitor will revert back to its previous mode, and remain
assigned to the same 802.11a and 802.11g radio profiles as before.

Parameter Description

no Negates any previous AP spectrum local-override
configuration

override ap-name <ap-name> Specifies the name of an AP whose radio should be converted
to a spectrum monitor radio.

spectrum band Specifies the spectrum band or portion of the band to be
monitored by the spectrum monitor radio

For 2GHz, channels 1-14
For 5 GHz, channels 36-64, 100-140 and 149-165
2 GHz

Related Commands

Description

show ap spectrum local-override This command shows a list of AP radios currently converted
to spectrum monitors via the spectrum local-override list.

Command History



Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms RF Protect license. Config mode on Mobility
Conductor.




ap system-profile

ap system-profile <profile-name>
aeroscout-rtls-server ip-or-dns <ipaddr-or-dns> port <port> include-unassoc-sta
{disable|enable}
airmatch-measure-duration <airmatch-measure-duration>
airmatch-report-enabled
airmatch-report-period <airmatch-report-period>
am-scan-rf-band {a | all | g}
ap-arp-attack-protection
ap-console-password <ap-console-password>
ap-console-protection
ap-deploy-hour
ap-poe-mode {failover | shared}
ap-usb-power-mode {auto | enable | disable}
bkup-band {a | all | g}
bkup-lms-ip <ipaddr>
bkup-lms-ipv6 <ipaddr>
bkup-mode {static | dynamic | off}
bkup-passwords <password>
ble-op-mode {Beaconing | Disabled | DynamicConsole | PersistentConsole}
bootstrap-threshold <number>
bridge-offload
clone {default | <source>}
console-enable
console-log-1vl
disable-factory-reset
disable-tftp-image-upgrade
dns-domain <domain>
double-encrypt
driver-log-level <severity-level>
dscp-to-dotlp-priority-mapping <dscp-to-dotlp-priority-mapping>
dual-5ghz-mode {automatic | disabled | enabled}
dump-server <dump-server>
dump-collection-profile {default | profile-name}
flex-radio-mode {2.4GHz|2.4GHz-and-5GHz |5GHz}
flex-dual {2.4GHz-and-6GHz|5GHz-and-2.4GHz|5GHz-and-6GHz}
flex-dual-mode {2.4GHz-and-6GHz|5GHz-and-2.4GHz |5GHz-and-6GHz |Automatic}
gre-offload
he-pooling-enable
health-check [burst size <burst-size> | frequency <frequency> | mode <mode> |
packet-size <packet-size>| report <report>| retries <retries>}
health-check-option
heartbeat-dscp <heartbeat-dscp>
heartbeat-interval <heartbeat-interval>
image-url <image-url>
ipm-enable
ipm-power-reduction-step-prio {all | ipm-step {cpu throttle 25 | cpu throttle 50
| cpu throttle 75 | disable alt eth | disable pse T disable_usb | raaio 2ghz B
chain 1x1 | radio 2ghz chain 2x2 | radio Zghz_chain 3x3 | radio 2ghz poaer 3dB |
radio_Zghz power 6dB \_radio_2ghz disable | radio 5§hz chain 1x1 | radio 5§hz
chain 2x2 T radio S5ghz chain 3x3 T radio 5ghz powgr 3dB | radio S5ghz powgr 6dB |
radio 5ghz disable | radio 5ghz 2 chain 1x1 | radio 5ghz 2 chain 2x2 | radio
5ghz_§_cha§n_3x3 | radio_5§hz_2:pgwer_3aB | radio_SEhz_Z:pgwer_6aB | radio_5§hz_



2 disable | radio 6ghz chain 1x1 | radio 6ghz chain 2x2 | radio 6ghz chain 3x3 |
radio 6ghz disable | radio 6ghz power 3dB | radio 6ghz power 6dB } priority
<priority>}

(For versions prior to ArubaOS 8.11.0.0)

ipm-power-reduction-step-prio {all | ipm-step {cpu throttle 25 | cpu throttle 50
| cpu_throttle 75 | disable alt eth | disable psel | disable pse2 | disable usb |

radio 1 chain 1x1 | radio 1 chain 2x2 | radio 1 chain 3x3 | radio 1 power 3dB |
radio 1 power 6dB | radio 1 disable | radio 0 chain 1x1 | radio O chain 2x2 |
radio 0 chain 3x3 | radio 0 chain 4x4 | radio 0 chain 5x5 | radio 0 chain 6x6 |
radio 0 chain 7x7 | radio 0 power 3dB | radio 0 power 6dB | radio 0O disable |
radio 2 chain 1x1 | radio 2 chain 2x2 | radio 2 chain 3x3 | radio 2 power 3dB |
radio 2 power 6dB | radio 2 disable | radio 2 chain 1x1 | radio 2 chain 2x2 |
radio 2 chain 3x3 | radio 2 disable | radio 2 power 3dB | radio 2 power 6dB }
priority <priority>} (ArubaOS 8.11.0.0 or later versions)

itm-enable

led-mode {normal | off}

led-override

Ims-hold-down-period <lms-hold-down-period>

Ims-ip <lms-ip>

Ims-ipv6 <lms-ipv6>

Ims-ping-interval <lms-ping-interval>

Ilms-preemption

maintenance-mode

max-request-retries <max-request-retries>

mcast-aggr

mcast-aggr-allowed-vlan <vlan-list>

mgmt-dscp <mgmt-dscp>

mtu <mtu>

native-vlan-id <native-vlan-id>

no

number ipsec retries <number ipsec retries>
pmm-report-min-interval

rap-bw-resv-1 acl <aclname> <bw-value> [priority <priority>]
rap-bw-resv-2 acl <acl-name> <bw-value> [priority <priority>]
rap-bw-resv-3 acl <acl-name> <bw-value> [priority <priority>]
rap-bw-total <rap-bw-total>

rap-corp-dns-server <ipv4 address>

rap-corp-dns-server 1ipvé <ipvé6 address>
rap-dhcp-default-router <rap-dhcp-default-router>
rap-dhcp-dns-server <rap-dhcp-dns-server>

rap-dhcp-lease <rap-dhcp-lease>

rap-dhcp-pool-end <rap-dhcp-pool-end>

rap-dhcp-pool-netmask <rap-dhcp-pool-netmask>
rap-dhcp-pool-start <rap-dhcp-pool-start>

rap-dhcp-server-id <rap-dhcp-server-id>

rap-dhcp-server-vlan <rap-dhcp-server-vlan>

rap-gre-mtu <rap-gre-mtu>

rap-local-network-access

recovery-mode {auto | legacy}

request-retry-interval <request-retry-interval>

rf-band <a | g>

rtls-server ip-or-dns <ip-or-dns> port <port> key <key> station-message-frequency
<seconds> [include-unassoc-sta {enable | disable}]
rtls-server—-compat mode

secondary-master/secondary-conductor <secondary-master>/<secondary-conductor>
sesImagotag-esl-channel



sesImagotag-esl-radio-coexistence
sesImagotag-esl-server

sesImagotag-esl-serverip

sesImagotag-esl-tls—-auth
sesImagotag-esl-tls-fgdn-verify

session-acl <session-acl>

slow timer recovery

spanning-tree

split-5ghz-mode

syscontact <syscontact>

telnet

wids—-ampdu-optimization

wired-poe-bounce-interval <wired-poe-bounce-interval>
wired-port-bounce-interval <wired-port-bounce-interval>

This command configures an AP system profile. The AP system profile configures AP
administrative operations, such as AirMatch and AP health check options and logging levels.

By default, each AP in a Mobility Conductor deployment measures its RF environment for a 5-
minute duration, every 30 minutes. The Mobility Conductor uses this information to compute an
optimal solution, then deploys the latest RF plan by sending updated settings to the APs. Use the
airmatch settings in the AP system profile to modify these default report intervals, or to disable
or re-enable AirMatch reports to the APs.

The AP Health check feature configured via the health-check parameters uses ping probes to
check reachability and latency levels for the connection between the AP and the managed
devices. Recorded latency information appears in the output of the show ap ip health-check
command. If the managed device IP address becomes unreachable from the AP uplink, this
feature records the time that the connection failed, and saves that information in a log file (tmp
or ap_hcm_log) on the AP.

Starting from ArubaOS 8.2.0.0, the no ipm-power-reduction-step-prio ipm-step <ipm-step>
priority <priority number> Ssub-command forthe ap system-profile <profile>command
set is simplified. If you want to remove one step or priority, you only need to specify the step and
not the priority. For example: no ipm-power-reduction-step-prio ipm-step <ipm-step>

Parameter Description

ap system-profile <profile> Configures AP system
profile. Give a name
for this instance of the
profile. The name must
be 1-63 characters

long.
aeroscout-rtls- Enables the AP to send
server RFID tag information

to an AeroScout RTLS
server.




Parameter Description

RTLS station reporting
includes information
for APs and the clients
that the AP has
detected.

ip-or-dns <ip-or-dns> IPv4/IPv6 address or
the DNS of the
AeroScout server to
which location reports
are sent.

port <port> Port number on the
AeroScout server to
which location reports

are sent.
include-unassoc-sta If you select the
enable|disable include-unassoc-sta

enable option, the
station reports will also
include information
about clients not
associated to any AP.
By default,
unassociated clients
are notincluded in
station reports.

disabled
airmatch-measure-duration Change the AirMatch
<airmatch-measure-duration> RF measurement

duration from the
default value of 5
minutes to any value in
the range 5-60
minutes. A value of 0
disables AirMatch RF
environment
measurements.

5-60
5




Parameter Description

airmatch-report-enabled Each AP in a Mobility
Conductor deployment
measures its RF
environment for a
duration specified by
airmatch-measure-
duration, every 30
minutes by

default. Mobility
Conductor uses this
information to
compute an optimal

solution.

enabled
airmatch-report-period Change the frequency
<airmatch-report-period> period which AirMatch

starts measuring the
RF environment.

5-180 minutes.
30

am-scan-rf-band Scanning band for
multiple RF radios.

a, g all
all

a Sets the scanning band
to 802.11a only.

g Sets the scanning band
to 802.11g only.

all Sets the scanning band
to apply to all bands.

ap-arp-attack-protection Drop ARP packets
coming from wired or
wireless clients with AP
gateway IP address. In
other words, disallow
ARP attack from
untrusted ports.

enabled




Parameter Description

ap-console-password Set the AP console
<ap-console-password> password on the
managed device. If the
user does not set any
password, the
managed device
generates a default
random password
which can be viewed
by executing the
encrypt disable
command followed by
the show ap system-
profile <profile-
name> command.

6-32

ap-console-protection Enable the AP console
password.

enabled

ap-deploy-hour Configure hour-of-day
for solution
deployment for all
radios of an AP.
Overrides Airmatch
profile if a valid hour is

specified.

0-23
ap-poe-mode Configure the required
{failover | shared} PoE mode on the AP

platforms hat support
dual PoE mode.
m Failover:
Enables the source
PoE power from
either of the
Ethernet ports.
= Shared: Enables
the combined
power from both
the PoE sources.

ap-usb-power-mode {auto|enable|disable} Set the USB power
mode to control the
power to the USB port.
Listed below are the
power modes:
m auto- Detect
USB power mode
automatically




Parameter Description

m disable- Disable

USB power

= enable- Enable

USB power
This parameter can be
configured only on AP-
214, AP-215, AP-224,
AP-225, AP-205H, AP-
303H, AP-304, AP-305,
AP-314, AP-315, AP-
324, AP-325, AP-334,
AP-335, AP-344, AP-
345, AP-203R, and AP-
203RP access points
only.

auto

bkup-band a | all

g

Band on which the
Mobility Conductor
broadcasts the backup
ESSID.

a, g, all
all

bkup-lms-ip
<bkup-lms-ip>

In multi-controller)
networks, specifies the
IP address of a backup
to the IP address
specified with the Ims-
ip parameter.

bkup-lms-ipv6
<bkup-lms-ipvé6>

In multi-controller IPv6
networks, specifies the
IPv6 address of a
backup to the IPv6
address specified with
the Ims-ipvé
parameter.




Parameter Description

bkup-mode
dynamicl|off|static

This parameter allows
AP console access
using a backup ESSID,
allowing users to
access an AP console
after the AP has
disconnected from the
Mobility Conductor.
When the AP
advertises a backup
ESSID in either static or
dynamic mode, a user
is able to access and
debug the AP remotely
through a virtual AP.
Select dynamic or
static to enable this
feature and select the
mode by which the
Mobility Conductor
broadcasts the backup
ESSID. This feature is
disabled by default.

dynamic, off, static
off

bkup-passwords
<bkup-passwords>

Allows client access to
adjust the band and
mode settings for the
backup ESSID.

ble-op-mode
{Beaconing |
Disabled |
DynamicConsole |
PersistentConsole}

Determines how the
built-in BLE chip in the
AP functions. BLE chip
can bein one of the
following four modes:
m Beaconing: The
built-in BLE chip of
the AP functions as
an iBeacon
combined with
beacon
management
functionality.
m Disabled: The
built-in BLE chip of
the AP is turned off.
This is the default
setting.
| |
DynamicConsole:
The built-in chip of




Parameter Description

the AP functions as
aregular iBeacon
combined with
beacon
management
functionality.
However, when the
link to the Mobility
Conductor is lost,
the built-in chip
temporarily
enables access to
the AP console over
BLE. This state of
the BLE device may
be rolled back to
any of the other
modes if the AP
receives a different
configuration
setting for the ble-
op-mode
parameter from
the new LMS.
n
PersistentConsole
: The built-in chip of
the AP provides
access to the AP
console over BLE
using a mobile
application. This
functionality is the
superset of the
Beaconing mode.
BLE is disabled on
ArubaOS FIPS build.

disabled

ble-token <ble-token> The BLE endpoint
authorization token is
a text string of 1-255
characters used by the
BLE to authorize to
and securely
communicate with the
BMC. This token is
unique for each
deployment.

1-255




Parameter Description

ble-url <ble-url>

URL of the Meridian
server to which the
BLE sends monitoring
data.

bootstrap-threshold
<bootstrap-threshold>

Configures number of
consecutive missed
heartbeats on a GRE
tunnel (heartbeats are
sent once per second
on each tunnel) before
an AP rebootstraps.
On the Mobility
Conductor, the GRE
tunnel timeout is 1.5 x
bootstrap-threshold;
the tunnel is torn
down after this
number of seconds of
inactivity on the
tunnel.

1-65535
8

bridge-offload

Enables the hardware
acceleration of bridge
traffic.

clone <source>

Name of an existing AP
system profile from
which parameter
values are copied.

console-enable

Enables console port
on the AP.

enabled

console-log-1lvl
{alerts | critical |
debugging |
emergencies |

errors |
informational |
notifications |
warnings}

Specifies the level of
driver log prints sent
to AP console. The
description of different
log levels are as
follows:

= emergencies: To

send driver log

prints when system

is unusable

m alerts: To send

driver log prints

when Immediate

action is needed

m critical: To send




Parameter Description

driver log prints
when critical
conditions exist
m errors: To send
driver log prints
when there are
error conditions
m warnings: To
send driver log
prints for warning
conditions
= notifications: To
send driver log
prints when a
normal, but
significant
condition occurs
= informational:
To send driver log
prints for
informational
messages
m debugging: To
send driver log
prints for
debugging
messages
Do not change the
console log level
without prior
supervision from the
Aruba Technical
Support team.

emergencies

disable-factory-reset Disables factory reset
when the AP is
operational.
disabled
dscp-to-dotlp-priority-mapping Configures semicolon-

separated mapping
between IP DSCP value
and VLAN 802.1p
priority.

Format: <DSCP
range/list (O-
63)>:<802.1p value (0-
7)>

Format Example:
24:4:32,34:3;45-
56:1;57-60,62:7




Parameter Description

dns-domain
<dns-domain>

Name of domain that
is resolved by
corporate DNS servers.
Use this parameter
when configuring split
tunnel.

double-encrypt

This parameter applies
only to remote APs.
Use double encryption
for traffic to and from
a wireless client that is
connected to a
tunneled SSID.

When enabled, all
traffic is re-encrypted
in the IPsec tunnel.
When disabled, the
wireless frame is only
encapsulated inside
the IPsec tunnel.

All other types of data
traffic between the
Mobility Conductor
and the AP (wired
traffic and traffic from
a split-tunneled SSID)
are always encrypted
in the IPsec tunnel.

disabled

driver-log-level

{alerts | critical |
debugging | emergencies |
errors | informational |
notifications | warnings}

Configures the level of
driver log prints sent
to syslog server. The
description of different
log levels are as
follows:
= emergencies: To
send driver log
prints when system
is unusable
m alerts: To send
driver log prints
when Immediate
action is needed
m critical: To send
driver log prints
when critical
conditions exist
m errors: To send
driver log prints
when ther are error
conditions




Parameter Description

m warnings: To
send driver log
prints for warning
conditions

= notifications: To
send driver log
prints when a
normal, but
significant
condition occurs
= informational:
To send driver log
prints for
informational
messages

m debugging: To
send driver log
prints for
debugging
messages

warnings

dual-5ghz-mode Mode for Dual 5GHz
{automatic|disabled|enabled} APs:
m automatic: Dual
5GHz Mode is
enabled or disabled
automatically.
m disabled: Dual
5GHz modeis
disabled.
= enabled: both
radios operate on
5GHz band.
The dual-5ghz-mode
parameter is
supported only on 340
Series (AP-344 and AP-
345) access points.
However, the
automatic mode is
not supported on AP-
344 access points.




Parameter Description

For example, if the
configuration for dual-
5ghz-mode is set to
automatic, AP-344
access points do not
support a dynamic
mode change. Users
must manually set
dual-5ghz-mode to
Enabled if they require
AP-344 access points
to operate in the dual
5GHz mode.
Additionally, users
must purchase the
required dual 5GHz
external antenna.

In a conductor-local or
a stand-alone
controller mode,
automatic is treated
as disabled. In a
Mobility Conductor-
Managed Device
mode, automatic
indicates that AirMatch
determines when to
modify the operating
mode from dual band
to the dual 5GHz

mode.

automatic
dump-server <dump-server> (For versions prior to ArubaOS (For debugging
8.4.0.0) purposes) Specifies the

server to receive a core
dump generated when
an AP process crashes.

dump-collection-profile (ArubaOS 8.4.0.0 or later Specifies the profile for
versions) collecting core dump
{default | profile-name} when an AP process
crashes.
clone Copies data from

another dump
collection profile.

dynamic-pcap-interval Configures dynamic
PCAP collection
interval in minutes.

0-30




Parameter Description

no Deletes the command.

server-ip Configures the server
IP(v4/v6) for the dump
collection.

server-password Configures the server

password for the
dump collection.

server-path Configures the server
file path for the dump
collection.

server-port Configures the server
port for the dump
collection.

server-username Configures the server
username for the
dump collection.

system-dump-enable Enables the collection
of system dump when
an AP process crashes.

transfer-mode Configures the Dump
Transfer Mode.

transfer-enable Enables AP to transfer
core dump to
controller and server.

NOTE: By default, the
transfer-enable
sub-parameter is
enabled allowing the
AP to transfer the core
dump and when
disabled the core
dump is stored on the
AP.

flex-radio-mode {2.4GHz|2.4GHz-and-5GHz|5GHz} The mode for flexible

radios. Use the

following parameters:
m 2.4GHz—The
radio operates on
2.4GHz.
m 2.4GHz-and-
5GHz—The radio
operates on both
2.4GHz and 5GHz.




Parameter Description

m 5GHz—The radio
operates on 5GHz.

flex-dual {2.4GHz-and-6GHz|5GHz-and-2.4GHz |5GHz-and-6GHz} Enables the flex dual
band support for an
AP on stand-alone
controllers. The flex
dual band can be in
one of the following
three modes:
m 2.4GHz-and-
6GHz—The radio 0
operateson 2.4
GHz and radio 1
operates on 6 GHz.
m 5GHz-and-
2.4GHz—The radio
0 operates on 5
GHz and radio 1
operateson 2.4
GHz.
m 5GHz-and-
6GHz—The radio 0
operates on 5 GHz
and radio 1
operates on 6 GHz.

flex-dual-mode {2.4GHz-and-6GHz|5GHz-and-2.4GHz|5GHz-and- Enables the flex dual
6GHz | Automatic} band support for an
AP in a Mobility

Master-Managed
Device topology. The
flex dual band can be
in one of the following
four modes:
m 2.4GHz-and-
6GHz—The radio 0
operateson 2.4
GHz and radio 1
operates on 6 GHz.
m 5GHz-and-
2.4GHz—The radio
0 operateson 5
GHz and radio 1
operates on 2.4
GHz.
m 5GHz-and-
6GHz—The radio 0
operates on 5 GHz
and radio 1
operates on 6 GHz.
= Automatic—
The radio 0
operates on 5GHz,




Parameter Description

radio 1 operates on
2.4GHz, and
AirMatch will assign
the operating
mode dynamically.

gre-offload HW acceleration of
GRE traffic (for test
purpose only)

disabled

he-pooling-enable Enables HE pooling.
Disabling this
parameter overrides
Airmatch decision to
include APs in HE
pooling.

health-check The AP Health check
feature configured via

the health-check
parameters uses ping
probes to check
reachability and
latency levels for the
connection between
the AP and the
managed device.
Recorded latency
information appears in

the output of the show

ap ip health-check

command. If the
managed device

IP address becomes
unreachable from the
AP uplink, this feature
records the time that
the connection failed,
and saves that
information in a log file
(tmp or ap_hcm_log)
on the AP.

burst-size <size> Number of probes to
be sent during the
probe frequency
interval defined by the
frequency health-
check parameter.

1-16




Parameter Description

5

frequency
<frequency>

Probe interval, in
seconds. The WAN
health-check feature
sends the number of
probes defined by the
burst-size
parameter during each
frequency interval
defined by this
frequency
parameter.

10-300
10

mode <mode>

Ping probe mode is the
only mode currently
supported by this
feature.

ping

packet-size
<packet-size>

The size, in bytes, of a
ping datagram.

10-2000
32

report <report>

Number of seconds
between health check
reports sent from the
AP to the controller.
usage reports.

60-3600
60

retries <retries>

Number of times the
attempts to resend a
probe.

1-10
3




Parameter Description

health-check-option Issue the ap system-

profile <profile>
health-check-
option command to

enable the AP Health
check feature.

disabled
heartbeat-dscp Define the DSCP value
<heartbeat-dscp> of AP heartbeats. Use
this feature to
prioritize AP

heartbeats and
prevent the AP from
losing connectivity with
the Mobility Conductor
over high-latency or
low-bandwidth WAN
connections.

0-63

0
heartbeat-in Set the interval
<heartbeat-interval> between heartbeat

messages between a
remote or campus AP
and its associated
Mobility Conductor. An
increase in the
heartbeat interval
increases the time it
will take for an AP to
detect the loss in
connectivity to the
Mobility Conductor,
but can reduce
internet bandwidth
consumed by a remote
AP.

1-60
1

image-url <image-url> Provide the image URL
for an alternate
AP image.




Parameter Description

ipm-enable Enables the

IPM system. To disable
this feature, execute
theno ipm-enable
command.

disabled

ipm-power-reduction-step-prio all Sets up all the IPM
power reduction steps.

ipm-power-reduction-step-prio ipm-step Set IPM power and
temperature reduction
steps.

cpu_throttle 25 Configure this option
to reduce the CPU
frequency to 25%.

cpu_throttle 50 Configure this option
to reduce the CPU
frequency to 50%.

cpu_throttle 75 Configure this option
to reduce the CPU
frequency to 75%.

disable alt eth Disables the second
Ethernet port.

disable psel Disable the first PSE
port.

disable pse2 Disable the second PSE
port.

disable usb Disable the USB port.

radio 2ghz_chain 1x1 (For versions prior to ArubaOS Configure this option

8.11.0.0) to reduce 2.4 GHz

chains to 1x1.

radio 1 chain 1x1 (ArubaOS 8.11.0.0 or later versions) Configure this option
to reduce radio 1
chains to 1x1.

radio 2ghz chain 2x2 (For versions prior to ArubaOS Configure this option
8.11.0.0) to reduce 2.4 GHz
chains to 2x2.

radio 1 chain 2x2 (ArubaOS 8.11.0.0 or later versions) Configure this option
to reduce radio 1
chains to 2x2.




radio 2ghz_chain 3x3 (For versions prior to ArubaOS
8.11.0.0)

Parameter Description

Configure this option
to reduce 2.4 GHz
chains to 3x3.

radio 1 chain 3x3 (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce radio 1
chains to 3x3.

radio 2ghz disable (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to disable the 2.4 GHz
radio band.

radio 1 disable (ArubaOS 8.11.0.0 or later versions)

Configure this option
to disable radio 1.

radio 2ghz power 3dB (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce the 2.4 GHz
radio power by 3 dB
from the maximum
value.

radio 1 power 3dB (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce the radio 1
power by 3 dB from

the maximum value.

radio 2ghz power 6dB (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce the 2.4 GHz
radio power by 6 dB
from the maximum
value.

radio 1 power 6dB (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce the radio 1
power by 6 dB from

the maximum value.

radio 5ghz 2 chain 1x1 (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce the
secondary 5 GHz radio
chains to 1x1.

radio 2 chain 1x1 (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce the radio 2
chains to 1x1.

radio 5ghz_2 chain 2x2 (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce the
secondary 5 GHz radio
chain to 2x2.




radio 2 chain 2x2 (ArubaOS 8.11.0.0 or later versions)

Parameter Description

Configure this option
to reduce the radio 2
chains to 2x2.

radio 5ghz_2 chain 3x3 (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce the
secondary 5 GHz radio
chain to 3x3.

radio 2 chain 3x3 (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce the radio 2
chains to 3x3.

radio 5ghz 2 disable (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to disable the
secondary 5 GHz radio.

radio 2 disable (ArubaOS 8.11.0.0 or later versions)

Configure this option
to disable radio 2.

radio 5ghz_2 power 3dB (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce the 5 GHz
radio power by 3 dB
from the maximum
value.

radio 2 power 3dB (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce the radio 2
power by 3 dB from

the maximum value.

radio 5ghz_2 power 6dB (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce the 5 GHz
radio power by 6 dB
from the maximum
value.

radio 2 power 6dB (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce the radio 2
power by 6 dB from

the maximum value.

radio 5ghz chain 1x1 (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce 5 GHz chains
to 1x1.

radio 0 chain 1x1 (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce radio 0
chains to 1x1.

radio 5ghz_chain 2x2 (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce 5 GHz chains
to 2x2.




radio 0 chain 2x2 (ArubaOS 8.11.0.0 or later versions)

Parameter Description

Configure this option
to reduce radio 0
chains to 2x2.

radio 5ghz_chain 3x3 (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce 5 GHz chains
to 3x3.

radio 0 chain 3x3 (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce radio 0
chains to 3x3.

radio 5ghz chain 4x4 (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce 5 GHz chain
to 4x4.

radio 0 chain 4x4 (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce radio 0
chains to 4x4.

radio 5ghz_chain 5x5 (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce 5 GHz chains
to 5x5.

radio 0 chain 5x5 (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce radio 0
chains to 5x5.

radio 5ghz chain 6x6 (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce 5 GHz chain
to 6x6.

radio 0 chain 6x6 (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce radio 0
chains to 6x6.

radio 5ghz_chain 7x7 (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce 5 GHz chain
to 7x7.

radio 0 chain 7x7 (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce radio 0
chains to 7x7.

radio 5ghz_disable (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to disable the 5 GHz
radio band.

radio 0 disable (ArubaOS 8.11.0.0 or later versions)

Configure this option
to disable radio 0.




radio 5ghz _power 3dB (For versions prior to ArubaOS
8.11.0.0)

Parameter Description

Configure this option
to reduce the 5 GHz
radio power by 3 dB
from the maximum
value.

radio 0 power 3dB (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce the radio 0
power by 3 dB from

the maximum value.

radio 5ghz power 6dB (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce the 5 GHz
radio power by 6 dB
from the maximum
value.

radio 0 power 6dB (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce the radio 0
power by 6 dB from

the maximum value.

radio 6ghz chain 1xl (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce 6 GHz chains
to 1x1.

radio 2 chain 1x1 (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce radio 2
chains to 1x1.

radio _6ghz_chain 2x2 (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce 6 GHz chains
to 2x2.

radio 2 chain 2x2 (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce radio 2
chains to 2x2.

radio 6ghz chain 3x3 (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to reduce 6 GHz chains
to 3x3.

radio 2 chain 3x3 (ArubaOS 8.11.0.0 or later versions)

Configure this option
to reduce radio 2
chains to 3x3.

radio 6ghz_disable (For versions prior to ArubaOS
8.11.0.0)

Configure this option
to disable the 6 GHz
radio.

radio 2 disable (ArubaOS 8.11.0.0 or later versions)

Configure this option
to disable radio 2.




Parameter Description

radio_6ghz_power 3dB (For versions prior to ArubaOS Configure this option
8.11.0.0) to reduce the 6 GHz
radio power by 3 dB
from the maximum
value.

radio 2 power 3dB (ArubaOS 8.11.0.0 or later versions) Configure this option
to reduce the radio 2
power by 3 dB from

the maximum value.

radio 6ghz power 6dB (For versions prior to ArubaOS Configure this option
8.11.0.0) to reduce the 6 GHz
radio power by 6 dB
from the maximum
value.

radio 2 power 6dB (ArubaOS 8.11.0.0 or later versions) Configure this option
to reduce the radio 2
power by 6 dB from

the maximum value.

priority <priority> Sets the priorities for
IPM power reduction
steps.
itm-enable Enables the intelligent
temperature
monitoring system. If
enabled, the

temperature is
dynamically controlled
and the AP is allowed
to cool down. To
disable this feature,

issue the no itm-

enable command.

NOTE:

mThis feature can be
enabled only when
the IPM feature is
enabled.

wThis feature is
supported only on
AP-505H, AP-518, 570
Series, and 580 Series
access points.

disabled




Parameter Description

led-mode The operating mode
for the AP LEDs. This
option is available on
all 802.11n indoor
AP platforms.

normal
normal Display LEDs in normal
mode.
off Turn off all LEDs.
led-override Override the LED

action for single-LED
APs in normal LED
operating mode. If
enabled, this feature
disables the LED auto-
turn-off function.

disabled
1ms-hold-down- Time, in seconds, that
period the primary LMS must

be available before an
AP returns to that LMS
after failover.

1-3600
600

lms-ip <lms-ip> In multi-controller
networks, this
parameter specifies
the IP address of the
LMS —the managed
device—which is
responsible for
terminating user traffic
from the APs, and
processing and
forwarding the traffic
to the wired network.
This can be the IP
address of the
managed device or
Mobility Conductor.




Parameter Description

When using redundant
managed device as the
LMS, set this
parameter to be the
VRRP IP address to
ensure that APs always
have an active IP
address with which to
terminate sessions.

If the LMS-IP is blank,
the access point will
remain on the
managed device that it
finds using methods
like DNS or DHCP. If an
IP address is
configured for the LMS
IP parameter, the AP
will be immediately
redirected to the
managed device at
that address.

Ims-ipv6 <lms-ipv6>

In multi-controller IPv6
networks, specify the
IPv6 address of the
LMS—the managed
device—which is
responsible for
terminating user traffic
from the APs, and
processing and
forwarding the traffic
to the wired network.
This can be the IP
address of the
managed device or
Mobility Conductor.
When using redundant
managed device as the
LMS, set this
parameter to be the
VRRP IP address to
ensure that APs always
have an active IP
address with which to
terminate sessions.




Parameter Description

Ims-ping-interval
<lms-ping-interval>

Specifies the interval at
which application level
ping needs to be sent
to managed device to
check the reachability.
Applicable only for
Remote AP.

If this parameter is
changed, UDP session
timeout on an
intermediate router
which performs the
NAT function should
be set accordingly. The
preferred timeout
value is (Ims-ping-
interval + 30 seconds).

10-60
20

Ilms-preemption

Automatically reverts
to the primary LMS IP
address when it
becomes available.

disabled

maintenance-
mode

Enable or disable AP
maintenance mode.
This setting is useful
when deploying,
maintaining, or
upgrading the
network.

If enabled, APs stop
flooding unnecessary
traps and syslog
messages to NMS
systems or network
operations centers
when deploying,
maintaining, or
upgrading the
network. The Mobility
Conductor still
generates debug
syslog messages if
debug logging is
enabled.

disabled




Parameter Description

max-request-retries Maximum number of
<max-request-retries> times to retry AP-
generated requests,
including keepalive
messages. After the
maximum number of
retries, the AP either
tries the IP address
specified by the bkup-
Ims-ip (if configured)
or reboots.

1-65535
10

mcast-aggr Enable multicast
aggregation at AP.

disabled

mcast-aggr-allowed-vlan Enable list of VLANs
<vlan-list> where AP multicast
aggregation is allowed.

disabled

mgmt-dscp <mgmt-dscp> Sets the DSCP value of
AP management
packets.

0-63

mtu MTU, in bytes, on the
wired link for the AP.

1024-1578

native-vlan-id Native VLAN for bridge
<native-vlan-id> mode virtual APs
(frames on the native
VLAN are not tagged
with 802.1q tags).

1

no Negates any
configured parameter.

number-ipsec-retries The number of times
<number ipsec retries> the AP will attempt to
recreate an IPsec
tunnel with the
Mobility Conductor
before the AP will
reboot. A value of 0
disables the reboot.




Parameter Description

1-1000
85

rap-bw-resv-1
acl <aclname>
[priority <priority>]

rap-bw-resv-2
acl <aclname> <bwvalue>
[priority <priority>]

rap-bw-resv-3
acl <aclname>
[priority <priority>]

Session ACLs with
uplink bandwidth
reservation in Kbps.
You can specify up to
three session ACLs to
reserve uplink
bandwidth. The sum of
the three uplink
bandwidths should not
exceed the rap-bw-
total value. BW value
is in Kbps.

Optionally, you can
specify the priority for
class 1, class 2, and
class 3 traffic.

rap-bw-total
<rap-bw-total>

This is the total
reserved uplink
bandwidth (in Kbps).

rap-corp-dns-server <ipv4 address>

IPv4 address of the
Corporate DNS server

rap-corp-dns-server 1ipv6 <ipvé6 address>

IPv6 address of the
Corporate DNS server

rap-dhcp-default-router
<rap-dhcp-default-router>

IP address for the
default DHCP router.

192.168.11.1

rap-dhcp-dns-server
<rap-dhcp-dns-server>

IP address of the DNS
server.

192.168.11.1

rap-dhcp-lease
<rap-dhcp-lease>

The amount of days
that the assigned IP
address is valid for the
client. Specify the lease
in <days>.

0 indicates the IP
address is always valid;
the lease does not
expire.

0-30

0




Parameter Description

rap-dhcp-pool-end Configures a DHCP
<rap-dhcp-pool-end> pool for remote APs.
This is the last IP
address of the DHCP
pool.

192.168.11.254

rap-dhcp-pool-netmask Configures a DHCP
<rap-dhcp-pool-netmask> pool for remote APs.
This is the netmask
used for the DHCP
pool.

255.255.255.0

rap-dhcp-pool-start Configures a DHCP
<rap-dhcp-pool-start> pool for remote APs.
This is the first IP
address of the DHCP

pool.

192.168.11.2
rap-dhcp-server-id IP address used as the
<rap-dhcp-server-id> DHCP server identifier.

192.168.11.1
rap-dhcp-server-vlan VLAN ID of the remote
<rap-dhcp-server-vlan> AP DHCP server used if

the Mobility Conductor
is unavailable. This
VLAN enables the
DHCP server on the AP
(also known as the
remote AP DHCP
server VLAN). If you
enter the native VLAN
ID, the DHCP server is

unavailable.
rap-gre-mtu Configures the
<rap-gre-mtu> maximum size of the

GRE packets
exchanged between a
Remote AP and the
Mobility Conductor.

1024-1578
1200

rap-local-network-access Enable or disable local
network access across
VLANSs in a Remote AP.




Parameter Description

disabled

recovery-mode {legacy | auto} Select either the legacy
recovery mode or the
auto mode (fast
recovery).
m legacy— On
detecting a
firmware assert,
the AP transfers
the core-dump to
the managed
device and
executes an AP
reboot.
= auto—On
detecting a
firmware assert,
the AP executes the
fast recovery
process in the radio
affected instead of
rebooting the AP.
This reduces the
downtime of the AP
in the network. If
the AP detects a
coredump with a
valuable
information during
a firmware assert,
then it transfers the
core dump to the
managed device
and the AP reboots.
The fast recovery
mode for 530 Series
and 550 Series access
points is disabled by

default.

legacy
request-retry-interval Interval, in seconds,
<request-retry-interval> between the first and

second retries of AP-
generated requests. If
the configured interval
is less than 30
seconds, the interval
for subsequent retries
isiincreased up to 30
seconds.

1-65535




Parameter Description

10
rf-band For APs that support
{a | g} both a and b/g RF

bands, RF band in
which the AP should
operate:

m g=24GHz

m a=5GHz

g

rtls-server Enables the AP to send
RFID tag information
to an RTLS server.

ip-or-dns IPv4/IPv6 address or
the DNS of the RTLS
server to which
location reports are
sent.

port Port number on the
server to which
location reports are
sent.

key Shared secret key.

station-message-frequency Indicates how often
packets are sent to the
server.\

1-3600
30

[include-unassoc-sta RTLS station reporting
{enable | disable}] includes information
for APs and the clients
that the AP has
detected. If you

include the include-

unassoc-sta
parameter, the station
reports will also
include information
about clients not
associated to any AP.
By default,
unassociated clients
are not included in
station reports.




Parameter Description

disabled

rtls-server-compat mode The compatibility
mode controls the
format of tag frames
forwarded to the RTLS
server. Enabling this
mode will enable
legacy format (includes
a 2 byte padding), and
disabling this mode
will remove the
padding. The tag frame
format will be the
same across all AP

models.
secondary-master/secondary-conductor Assigns a remote AP as
<secondary-master>/<secondary-conductor> a secondary Mobility

Conductor in the event
the primary Mobility
Conductor can not be
reached.

sesImagotag-esl-channel Sets the channel of
SES-imagotag ESL
Radio.

There are 12 pre-
defined, independent
radio channels.
Channel 0 to 10 and
127 are valid channels
and channel 11 is an
invalid channel. The
recommended
channels are 3,5, 8, 9,
and 10 as they connect
faster. These channels
do not correspond to
standard 802.11
channels.

0-10 and 127

sesimagotag-esl-radio-coexistence Enables radio co-
existence features
between SES-imagotag
ESLradioand 2.4 G
WiFi radio




Parameter Description

sesimagotag-esl-server Sets the FQDN of SES-
imagotag ESL Server.
Server name takes
priority over IP
address. If server
name is configured,

IP address will not take
effect. If server name
is not configured,

IP address takes effect.
To disable SES-
imagotag ESL server,
do not configure
server name and IP
address.

sesimagotag-esl-serverip Sets the IP Address of
SES-imagotag ESL
Server. Adding server
IP addresses allows
bulk management and
control of multiple
servers at the same
time.

Starting from ArubaOS
8.7.1.9, a new option
to configure the port
number for

SES Imagotag dongles
is introduced. Custom
port can be set using
the port option. The
port setting is optional.
The domain name
configuration should
be followed by a colon
and the port number
:<port number>. If
the port number is not
defined the default
port will be used by
SES Imagotag dongles.
For example, (host)
[mynode] (AP system
profile
"test")sesimagotag-esl-
server
arubanetworks.com:6
4104

sesimagotag-esl-tls-auth Allows AP to
authenticate with SES-
Imagotag ESL server.




Parameter Description

sesimagotag-esl-tls-fgdn-verify

Allows AP to verify
TLS FQDN

session-acl
<session-acl>

Session ACL
configured with the ip
access-list session
command.

This parameter
requires the PEFNG
license.

If PEFNG license is
installed, ap uplink-acl
is applied, else no ACL
is applied.

slow_timer recovery

If you enable this
option, ArubaOS
checks for a slow CPU
timer, and if it detects
an issue, it restarts the
AP without logging a
reason for the reboot.
This feature is
supported on RAP-108
or RAP-109 access
points.

disabled

spanning-tree

Enables the spanning-
tree protocol.

disabled

split-5ghz-mode

Set mode for split-
5GHz capable APs
from one of the
following:

= Automatic : Split-
5GHz radio mode is
enabled or disabled
automatically

= Disabled: Split-
5GHz radio mode
will be disabled.

= Enabled: 8x8:85S
5GHz radio will be
split to 2 4x4:4SS
5GHz radios.




Parameter Description

syscontact SNMP system contact
information.
telnet Enables or disables

telnet or SSH to the AP.
Telnet is enabled on an
AP running ArubaOS
8.6.0.0 or previous
versions. SSH is
enabled on an AP
running ArubaOS
8.7.0.0 firmware
version.

disabled

wids-ampdu-optimization Enables or disables
WIDS aggregate MPDU
optimization.

disabled

wired-poe-bounce-interval <wired-poe-bounce-interval> Configures the down
time of PoE wired port
after the AP fails over
to backup cluster or
falls back to primary
cluster.

0-60 secs
0

NOTE: The port
bounce feature is
disabled when the
default value is 0.

wired-port-bounce-interval <wired-port-bounce-interval> Configures the down
time of Ethernet link
wired port after the AP
fails over to backup
cluster or falls back to
primary cluster.

0-60 secs
0

NOTE: The port
bounce feature is
disabled when the
default value is 0.

Example



The following command configures the Dual 5GHz mode option for 340 Series access points:

(host) [mynode] (config) #ap system profile <profile-name>
(host) [mynode] (AP system profile "<profile-name>") #dual-5ghz-mode enabled

The following commands configure LACP and AP LACP LMS map information settings:

(host) [mynode] (config) #ap system-profile LACP

(host) [mynode] (AP system profile "LACP") #lms-ip 192.0.2.1
(host) [mynode] (AP system profile "LACP") #exit
( ) (
( ) (

host) [mynode] (config) #ap-lacp-striping-ip
host) [mynode] (AP LACP LMS map information) #striping-ip 192.0.2.2 lms
192.0.2.1

(host) [mynode] (AP LACP LMS map information) #aplacp-enable

For more information on configuring LACP support, including important pre-deployment
considerations and troubleshooting information, refer to the ArubaOS User Guide. It is
recommended not to configure GRE striping IP address for stand-alone controller deployments.

The following command removes one IPM step or priotity from the AP system profile, "default":

(host) [mynode] (config) #ap system-profile default
(host) [mynode] (AP system profile "default") #no ipm-power-reduction-step-
prio ipm-step cpu throttle 50

The following command removes all IPM priorities set for an AP system profile:

(host) [mynode] (AP system profile "default") #no ipm-power-reduction-step-
prio all

The following commands configure the recovery mode parameter for 300 Series access points:

(host) [mynode] (config) #ap system-profile <profile-name>
(host) [mynode] (AP system profile "<profile-name>") #recovery-mode auto

The following commands configure the wired port downtime for both Ethernet link and PoE:

(host) [mynode] (config)#ap system-profile <profile-name>

(host) [mynode] (AP system profile "<profile-name>") # wired-poe-bounce-
interval <wired-poe-bounce-interval>

(host) [mynode] (AP system profile "<profile-name>") # wired-port-bounce-
interval <wired-port-bounce-interval>

(host) [mynode] (AP system profile "<profile-name>") # write memory



Release Modification

Aruba0S 8.11.0.0 The following modifications were introduced:
m The following new parameters were added:

® flex-dual {2.4GHz-and-6GHz|5GHz-and-
2.4GHz | 5GHz-and-6GHz}
® flex-dual-mode {2.4GHz-and-6GHz|5GHz-and-
2.4GHz | 5GHz-and-6GHz | Automatic}

m The following changes were made to the ipm-power-

reduction-step-prio ipm-step parameter:
®Replaced radio 2ghz chain 1x1 with radio 1
chain 1x1
®Replaced radio 2ghz chain 2x2 with radio 1
chain 2x2
®Replaced radio_2ghz_chain 3x3 with radio 1
chain 3x3
®Replaced radio 2ghz_disable with radio 1
disable
®Replaced radio 2ghz_power 3dBwith radio 1
power 3dB
®Replaced radio 2ghz power 6dBwith radio 1
power 6dB
®Replaced radio 5ghz_ 2 chain 1x1 with radio
2 chain 1x1
®Replaced radio 5ghz 2 chain 2x2 with radio
2 chain 2x2
®Replaced radio_5ghz_ 2 chain 3x3 with radio
2 chain 3x3
®Replaced radio_5ghz 2 disable with radio 2
disable
®Replaced radio_5ghz_2 power 3dBWwith radio
2 power 3db
®Replaced radio_5ghz_2 power 6dBWwith radio
2 power 6db
®Replaced radio_5ghz_chain 1x1 with radio 0
chain 1x1
®Replaced radio 5ghz chain 2x2 with radio 0
chain 2x2
®Replaced radio 5ghz_chain 3x3 with radio 0

chain 3x3




Release Modification

®Replaced radio 5ghz chain 4x4 with radio 0
chain 4x4

®Replaced radio_5ghz_chain 5x5 with radio 0
chain 5x5

®Replaced radio_5ghz_chain 6x6 with radio 0
chain 6x6

®Replaced radio_5ghz_chain 7x7 with radio 0
chain 7x7

®Replaced radio_5ghz_disable with radio 0
disable

®Replaced radio_5ghz_power 3dBwith radio 0
power 3dB

®Replaced radio 5ghz power 6dBwith radio 0
power 6dB

®Replaced radio _6ghz_chain 1x1 with radio 2
chain 1x1

®Replaced radio _6ghz chain 2x2 with radio 2
chain 2x2

®Replaced radio_6ghz_chain 3x3 with radio 2
chain 3x3

®Replaced radio _6ghz_disable with radio 2
disable

®Replaced radio_6ghz_power 3dBwith radio 2
power 3dB

®Replaced radio_6ghz_power 6dBwith radio 2
power 6dB
m The flex-radio-mode {2.4GHz|2.4GHz-and-

5GHz | 5GHz } parameter was removed for stand-alone
controllers only (ArubaOS 8.11.0.0 or later versions).

Aruba0Ss 8.10.0.0 The following modifications were introduced:

m The following sub-parameters were added to the ipm-

power-reduction-step-prio ipm-step parameter:
®radio 2ghz disable
®radio 5ghz disable
®radio 5ghz 2 chain 1x1
®radio 5ghz 2 chain 2x2

®radio 5ghz 2 chain 3x3




Release Modification

®radio 5ghz 2 disable
®radio 5ghz 2 power 3dB
® radio 5ghz 2 power 6dB
®radio 6ghz chain 1x1

® radio 6ghz chain 2x2

® radio 6ghz chain 3x3
®radio 6ghz disable

® radio 6ghz_ power 3dB

® radio 6ghz power 6dB

m The sub-parameter transfer-enable was added to
the dump-collection-profile parameter.

Aruba0Ss 8.9.0.0 The following parameters were modified:
All instances of master have been replaced with conductor.

All instances of secondary-master have been replaced with

secondary-conductor

ArubaOSs 8.8.0.0 The following parameters were added:

m wired-poe-bounce-interval <wired-poe-
bounce-interval>

B wired-port-bounce-interval <wired-port-
bounce-interval>

B sesImagotag-esl-radio-coexistence

B sesImagotag-esl-tls-auth

B sesImagotag-esl-tls-fqgdn-verify

The value, 127, was added to the sesImagotag-esl-
channel parameter.

Aruba0s8.7.1.9 The sesimagotag-esl-serverip parameter was enhanced.

Aruba0s 8.7.0.0 The following parameters were added:

m disable-factory-reset
B he-pooling-enable

® itm-enable
The following parameters were modified:

B telnet
m itm-enable

m ipm-power-reduction-step-prio ipm-step




Release Modification

Aruba0s 8.6.0.0 The sesimagotag-esl-server parameter was added.

ArubaOSs 8.5.0.0 The following parameters were added:

B rap-corp-dns-server <ipv4 address>

B rap-corp-dns-server 1ipv6 <ipvé6 address>

ArubaOs 8.4.0.0 The following modifications were introduced:

m The IPv6 address support was added to the ip-or-dns
parameter.

m The ap-usb-power-mode and wids-ampdu-
optimization parameters were added.

m The sesImagotag-esl-channel and sesImagotag-
esl-serverip parameters were added.

m The ap-usb-power-override parameter was
deprecated.
The following parameters were added:

B radio 5ghz chain 4x4
® radio 5ghz chain 5x5
® radio 5ghz chain 6x6
B radio 5ghz chain 7x7

m The dump-server <dump-server> parameter was
deprecated.
m The dump-collection-profile {default |

profile-name} parameter was introduced.

Aruba0Ss 8.3.0.0 The following new parameters were added:
® dual-5ghz-mode

B recovery-mode

B ap-deploy-hour

Aruba0s5 8.2.0.0 m The all sub-parameter was added to the ipm-power-
reduction-step-prio parameter.

m Theno ipm-power-reduction-step-prio ipm-
step <ipm-step> priority <priority number>
parameter was changed to no ipm-power-reduction-
step-prio ipm-step <ipm-step>.

m The flex-radio-mode parameter was added.

Aruba0S 8.0.0.0 Command introduced.

Command Information



Platforms License Command Mode

All platforms Base operating system, Config mode on Mobility
except for noted parameters. | Conductor.




ap test

ap test
airmatch
ap-name
bss-termination
dotllk-force-beacon-request
dotllk-force-link-measurement-request
dotllk-force-tsm-request
dotllv-force-bss-transition
force send delts
ip-addr
ip6-addr
netdest
network-check
rebootstrap
remote-dotllv-force-bss-transition
wan

Description

Execute this command to get the test results in an AP.

Parameter Description

ap test Run test command on AP.
ap-name |bar-retries|bar-times Name of the access point.
bss-termination Trigger timed BSS-

termination, sending BTM-
requests to MBO-STAs.

dotllk-force-beacon-request|stal<sta mac> Test force sending 802.11
Beacon Report Request
frame.

dotllk-force-link-measurement-request|sta|<sta mac> Test force sending 802.11
Link Measurement Request
frame.

dotllk-force-tsm-request|sta|<sta mac> Test force sending TSM
Report Request frame.

dotllv-force-bss-transition|stal<sta mac> Test force sending BSS
Transition Mgmt Request
frame.




Parameter Description

force send delts Force sending DELTS to the
client.
ip-addr IP Address of Access Point.
ip6-addr IPv6 address of Access Point.
netdest Trigger netdestination config
push.
network-check Check the network.
rebootstrap|ap-name|ip-addr|ip6-addr Rebootstrap AP.
remote-dotllv-force-bss-transition Test force sending BSS
Transition Management
Request frame.
wan | down | up Wan link test command.
m down — Trigger wan
down event.
m up — Trigger wan up
event.
Example

The following command displays different results of AP-related tests:

(host) [mynode] #ap test

Command History

Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




apugr

apugr
act part <partition>
add ap-name <ap-name>
move ap-name <ap-name> target <target>

Description

This command can be executed for cluster upgrade.

Parameter Description

act Active upgrade preload ap.
part <partition> AP preload partition.

add Adds upgrade preload AP.
ap-name <ap-name> Name of the AP.

move Moves an AP to another target
ap-name <ap-name> Name of the AP.
target <target> Ip address of the target controller.

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

Available on all platforms. Base operating system. Enable mode on Mobility
Conductor.




ap usb-acl-prof

ap usb-prof default | {<profile-name> clone | no | rule vendor <vendor> action
<action>}

Description
This command is used to create a AP USB ACL profile.

Parameter Description

default Name of the default AP USB ACL profile.
<profile-name> Name of the AP USB ACL profile.
clone Copy AP USB ACL profile data from another
AP USB ACL prdfile.
no Negate any configured parameter.
rule USB access rule.
vendor <vendor> Name of USB vendor. Available options are:

m Alcatel-L800
Amberbox-detector
Amberbox-gateway
C-motech-CNU-680
EpiValley-SEC-8089
Fraklin-u770-u772
Franklin-U300
Franklin-U301
Franklin-U600

Fujisoft
Globetrotter-ICON-225
Globetrotter-ICON-322
HanShow
Huawei-3276s-150
Huawei-D41HW
Huawei-E1552
Huawei-E157
Huawei-E160
Huawei-E169-E180-E220
Huawei-E170-E272-E220
Huawei-E173
Huawei-E1731-177DT06
Huawei-E1750
Huawei-E176-E176G-E1553
Huawei-E1762
Huawei-E180
Huawei-E180-E1692-E1762




Parameter Description

Huawei-E1820e
Huawei-E220
Huawei-E261
Huawei-E3131
Huawei-E3272s-153
Huawei-E3276
Huawei-E3276s-500
Huawei-E3372
Huawei-E3372h-153-hil
Huawei-E3372h-153-modem
Huawei-E352s-5
Huawei-E353
Huawei-E353-E1750-E367
Huawei-E367
Huawei-E3765
Huawei-E392
Huawei-e398
Huawei-E8372
Huawei-EC150
Huawei-EC167
Huawei-HWD12-LTE
Huawei-K3770
Huawei-K3772
Huawei-K4505
Huawei-K4510
Huawei-K4605
Huawei-K5150
Huawei-K5160
Huawei-KDDI-DATAOQ7
lcon-452
Longcheer-WM72
Netgear-340u
Netgear-341u
Novatel-M(C545
Novatel-MC551L
Novatel-MiFi-2200
Novatel-Ovation-U727
Novatel-U620L
Novatel-U720
Novatel-U727
Novatel-U760-Sprint
Novatel-U760-Virgin
NTT-DoCoMo-L-02A
NTT-DoCoMo-L-02C
NTT-DoCoMo-L-05A
NTT-DoCoMo-L-08C
Pantech-UM150
Pantech-UM175
Pantech-UM190
Pantech-UML290
Pantech-UML295




Parameter Description

Pantech-UML295-cold
Qualcomm-SXC-1080
SES-Imagotag-021
Sierra-250U
Sierra-305-308
Sierra-306-308-503-312U
Sierra-313u
Sierra-320U
Sierra-330U
Sierra-598
Sierra-881U
Sierra-885
Sierra-Compass-597
Sierra-Compass-885
Sierra-Tstick-C597
SIMTech
Solu-M-SLG-DM101
UGM1831

UMG181
Utstarcom-UM100C
ZTE-3565
ZTE-AC2726
ZTE-AC2736
ZTE-AC3781
ZTE-Fivespot
ZTE-K4505-z
ZTE-MF110
ZTE-MF180-HSDPA
ZTE-MF190-Egypt
ZTE-MF190-India
ZTE-MF190-Thailand
ZTE-MF591
ZTE-MF633-MF636
ZTE-MF637-MF656
ZTE-MF668
ZTE-MF683-HSDPA
ZTE-MF79S
ZTE-MF820
ZTE-MF820D
ZTE-MF823
ZTE-MF825C
ZTE-MF831
ZTE-MF832S
ZTE-MF832U
ZTE-MF832U-Zero

action <vendor> Action to perform is name of USB vendor matches. Available
options are:

m deny - Access to USB device is denied

m permit - Access to USB device is refused




Example

The following command creates a USB ACL profile named sample-usb-acl-profile with rule to
permit USB devices from HanShow:

(host) [mynode] (config) #ap usb-acl-prof sample-usb-acl-profile
(host) (mynode) (AP USB ACL Profile "sample-usb-acl-profile") #rule vendor
HanShow action permit

Related Commands

Command Description

show ap usb-acl-prof Shows configuration for AP USB ACL profile.

show ap usb-prof Shows configuration for AP USB profile.

show ap usb-device-mgmt Shows USB devices managed on an AP.

show ap debug usb-device-mgmt Shows debugging information of USB devices managed on an
AP.

ap usb-profile Configures AP USB profile.

Command History

Release Modification

Aruba0sS 8.7.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable Mode.




ap usb-profile

ap usb-profile default | {<profile-name> clone | no | usb-acl-profile}

Description

This command is used to create a AP USB profile.

Parameter Description

default Name of the default AP USB profile.
<profile-name> Name of the AP USB profile.
clone Copy AP USB profile data from another AP USB profile.
no Negate any configured parameter.
usb-acl-profile Apply USB ACL profile to AP USB profile.
Example

The following command creates an AP USB profile named sample-ap-usb-profile and applies a
USB ACL profile named sample-usb-acl-profile to it:

(host) [mynode] (config) #ap usb-profile sample-ap-usb-profile
(host) (mynode) (AP USB profile "sample-ap-usb-profile") #usb-acl-profile
sample-usb-acl-profile

Related Commands

Command Description

show ap usb-prof Shows configuration for AP USB profile.

show ap usb-acl-prof Shows configuration for AP USB ACL profile.

show ap usb-device-mgmt Shows USB devices managed on an AP.

show ap debug usb-device-mgmt Shows debugging information of USB devices managed on an AP.
ap usb-acl-prof Configures AP USB ACL profile.

Command History



Release Modification

Aruba0sS 8.7.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable Mode.




ap wake-up

ap wake-up
ap-name <ap-name>
ip-addr <ip-addr>
ip6-addr <ip6-addr>
mac-list <mac list>
wired-mac <wired mac>

Description

This command is used to wake up APs from the deep-sleep mode.

Parameter Description

ap-name Name of an AP.

ip-addr IP address of AP.

ip6-addr IPv6 address of AP.

mac-list Semicolon separated MAC address list. The maximum
characters supported is 250.

wired-mac The MAC address of an AP.

Command History

Release Modification

Aruba0Ss 8.4.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




ap wifi-uplink-profile

ap wifi-uplink-profile {default | <profile-name>}
allowed band {a | g | all}
bssid <bssid>
clone {default
essid <essid>
no
opmode {opensystem | personal | static-wep}
wepkeyl <wepkeyl>

<source> }

wepkey2 <wepkey2>

wepkey3 <wepkey3>

wepkey4 <wepkey4d>

weptxkey <weptxkey>

wpa-hexkey <wpa-hexkey>
wpa-passphrase <wpa-passphrase>

Description

This command configures a Wi-Fi uplink profile. When both wpa-hexkey and wpa-passphrase
parameters are configured, wpa-hexkey takes precedence.

Parameter Description

ap wifi-uplink-profile Name of this instance of the profile. The name must be 1-
<profile-name> 63 characters.
allowed band {a | g | all} The radio band(s) on which the Wi-Fi uplink is used. Select

one of the following options:
m a:802.11a band only (5 Ghz)
m g:802.11g band only (2.4 Ghz)
m all: Both 802.11a and 802.11g bands (5 GHz and 2.4

GHz)

all

bssid <bssid> Name of the required BSSID to which the client is
associated.

clone Copies data from another Wi-Fi uplink profile.

essid <essid> Name of the required ESSID to which the client is
associated.

no Negates any configured parameter.

opmode Name of the data encryption mode. Select one of the

following modes:
m opensystem—No authentication or encryption.
m personal—A wildcard mode that matches several
PSK mode key management suites and cipher suites,




Parameter Description

including WPA-PSK-TKIP, WPA-PSK-AES, WPA2-PSK-TKIP
and WPA2-PSK-AES.
m static-wep—WEP with static keys.

NOTE: The static-wep opmode is no longer supported
from ArubaOS 8.11.0.0 onwards.

opensystem

wepkeyl <wepkeyl> The first static WEP key associated with the key index. Can
be 10 or 26 hex characters in length.

NOTE: The wepkey1 <wepkey1> parameter is no longer
supported from ArubaOS 8.11.0.0 onwards.

wepkey2 <wepkey2> The second static WEP key associated with the key index.
Can be 10 or 26 hex characters in length.

NOTE: The wepkey2 <wepkey2> parameter is no longer
supported from ArubaOS 8.11.0.0 onwards.

wepkey3 <wepkey3> The third static WEP key associated with the key index. Can
be 10 or 26 hex characters in length.

NOTE: The wepkey3 <wepkey3> parameter is no longer
supported from ArubaOS 8.11.0.0 onwards.

wepkey4 <wepkeyd> The fourth static WEP key associated with the key index.
Can be 10 or 26 hex characters in length.

NOTE: The wepkey4 <wepkey4> parameter is no longer
supported from ArubaOS 8.11.0.0 onwards.

weptxkey <weptxkey> The key index to specify which static WEP key is to be used.
Canbe1, 2,3, or4.
1

NOTE: The weptxkey <weptxkey> parameter is no longer
supported from ArubaOS 8.11.0.0 onwards.

wpa-hexkey <wpa-hexkey> The WPA Pre-Shared Key (PSK). This key must be of 64
hexadecimal characters.

wpa-passphrase <wpa-passphrase> The WPA password that generates the PSK. The
passphrase must be between 8-63 characters, inclusive

Example

The following commands create a Wi-Fi uplink profile:



(host) [mynode] (config) # ap wifi-uplink-profile test-uplink

(host) [mynode] (WiFi uplink profile "test-uplink")# essid uplink-new

(host) [mynode] (WiFi uplink profile "test-uplink")# wpa-passphrase ***x**x*x
(host) [mynode] (WiFi uplink profile "test-uplink")# opmode personal

(host) [mynode] (WiFi uplink profile "test-uplink")# exit

Command History

Release Modification

Aruba0S 8.11.0.0 The following parameters were deprecated:
B static-wep under opmode

® wepkeyl <wepkeyl>

® wepkey2 <wepkey2>

B wepkey3 <wepkey3>

® wepkey4 <wepkey4d>

B weptxkey <weptxkey>

Aruba0sS 8.5.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system, Config mode on Mobility
except for noted parameters. | Conductor.




ap wipe out flash

ap wipe out flash
ap-name <ap-name>
ip-addr <ip-addr>

Description

Overwrite the entire AP compact flash, destroying its contents (including the current image file).
Use this command only under the supervision of Aruba technical support. If you delete the
current image in the AP's flash memory, the AP will not function until you reload another image.

Parameter Description

ap-name Wipe out the flash of the AP with the specified name.

ip-addr Wipe out the flash of the AP with the specified IP address.

Command History

Release Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ap wired-ap-profile {default | <profile-name>}
broadcast
clone {default | <source> }
forward-mode {bridge|split-tunnel]|tunnel}
no

switchport {access vlan <vlan> | mode {access|trunk} | trunk {allowed vlan <vlan-
list>| add <vlan-list> | except <vlan-list> | remove <vlan-list>}} | {native vlan
<vlan>}
trusted

wired-ap-enable
wired-ap-mode {normal|daisy-chain}

This command configures a wired AP profile. This command is only applicable to Aruba APs that
support a second Ethernet port. The wired AP profile configures the second Ethernet port (enet1)
on the AP.

For mesh deployments, this command is applicable to all Aruba APs configured as mesh nodes. If
you are using mesh to join multiple Ethernet LANs, configure and enable bridging on the mesh
point Ethernet port.

Mesh nodes only support bridge mode and tunnel mode on their wired ports (enet0 or enet1).
Split tunnel mode is not supported.

Use the bridge mode to configure bridging on the mesh point Ethernet port. Use tunnel mode to
configure secure jack operation on the mesh node Ethernet port.

When configuring the Ethernet ports on APs with multiple Ethernet ports, note the following
requirements:

M configured as a mesh portal, connect enet0O to the managed device to obtain an IP address. The
wired AP profile controls enet1.0nly enet1 supports secure jack operation.

M configured as a mesh point, the same wired AP profile will control both enet0O and enet1.

Parameter Description

ap wired-ap-profile Name of this instance of the profile. The name must be 1-63

<profile-name> characters.

broadcast Forward broadcast traffic to this tunnel.

clone <source> Name of an existing wired AP profile from which parameter
values are copied.




Parameter Description

forward-mode In this default forwarding mode, the AP handles all 802.11
association requests and responses, but sends all 802.11 data
packets, action frames and EAPOL frames over a GRE tunnel
to the managed device for processing. The managed device
removes or adds the GRE headers, decrypts or encrypts
802.11 frames and applies firewall rules to the user traffic as
usual. This parameter controls whether data is tunneled to
the managed device using generic routing encapsulation
(GRE), bridged into the local Ethernet LAN (for remote APs), or
a combination thereof depending on the destination
(corporate traffic goes to the managed device, and Internet
access remains local). All forwarding modes support band
steering, TSPEC or TCLAS enforcement, 802.11k and station
blacklisting/denylisting.

bridge 802.11 frames are bridged into the local Ethernet LAN. When
a remote AP or campus AP is in bridge mode, the AP handles
all 802.11 association requests and responses, encryption or
decryption processes, and firewall enforcement. The 802.11e
and 802.11k action frames are also processed by the AP,
which then sends out responses as needed.

An AP in bridge mode supports 802.1X and MAC
authentication types.

Virtual APs in bridge mode using static WEP should use key
slots 2-4 on the managed device. Key slot 1 should only be
used with Virtual APs in tunnel mode.

split-tunnel 802.11 frames are either tunneled or bridged, depending on
the destination (corporate traffic goes to the managed device,
and Internet access remains local). An AP in split-tunnel mode
supports only the 802.1X authentication type.

An AP in split-tunnel forwarding mode handles all 802.11
association requests and responses, encryption or
decryption, and firewall enforcement. The 802.11e and
802.11k action frames are also processed by the AP, which
then sends out responses as needed.

Virtual APs in split-tunnel mode using static WEP should use
key slots 2-4 on the managed device. Key slot 1 should only
be used with Virtual APs in tunnel mode.

tunnel In this default forwarding mode, the AP handles all 802.11
association requests and responses, but sends all 802.11 data
packets, action frames, and EAPOL frames over a GRE tunnel
to the managed device for processing. The managed device
removes or adds the GRE headers, decrypts or encrypts
802.11 frames and applies firewall rules to the user traffic as

usual.
no Negates any configured parameter.
switchport Configures the switching mode characteristics for the port.

access vlan <vlan> The VLAN to which the port belongs. The default is VLAN 1.




Parameter Description

mode {access]|trunk} The mode for the port, either access or trunk mode. The
default is access mode.

trunk allowed vlan Allows multiple VLANSs on the port interface.

{add <vlan-list> | You must define this parameter using VLAN IDs or VLAN
except <vlan-list>| names

remove <vlan-list>| VLAN IDs and VLAN names cannot be listed together.

<vlan-list}

trunk native vlan <vlan> The native VLAN for the port (frames on the native VLAN are
not tagged with 802.1q tags).

trusted Sets port as either trusted or untrusted. The default setting is
untrusted.

wired-ap-enable Enables the wired AP. The wired AP is disabled by default.

wired-ap-mode Enables the wired AP mode. The wired AP mode can be set to

daisy-chain or normal modes.

daisy-chain Enables daisy-chain mode. In this mode, the port works on
trusted bridge mode and it retains the previous wired port
configuration even when the controller is disconnected.

normal Enables the wired AP in normal mode.

Example

The following command configures the enet1 port on a multi-port AP as a trunk port:

(host) [mynode] (config) #ap wired-ap-profile wiredapl
(host) [mynode] (Wired AP profile "wiredapl") #switchport mode trunk
(host) [mynode] (Wired AP profile "wiredapl") #switchport trunk allowed 4,5

Command History

Release Modification

Aruba0s 8.4.0.0 The wired-ap-mode parameter was introduced.

Aruba0S 8.0.0.0 Command introduced.

Command Information



Platforms License Command Mode

All platforms Base operating system, Config mode Mobility
except for noted Conductor.
parameters.




ap wired-port-profile

ap wired-port-profile {default | <profile-name>}
aaa-profile {default | <profile-name>}
authentication-timeout <timeout>
auto-recovery-enable
auto-recovery-interval <auto-recovery-interval>
bridge-role
broadcast-threshold <broadcast-threshold>
clone {default | <source>}
enet-link-profile <profile-name>
lldp-profile {default | <profile-name>}
loop-detection-interval <loop-detection-interval>
loop-protect-enable
no
portfast
portfast-trunk
rap-backup
shutdown
spanning-tree
storm-control-broadcast
storm-control-broadcast-threshold
wired-ap-profile <profile-name>

Description

This command configures a wired port profile. This command is only applicable to APs with
Ethernet ports. Issue this command to enable or disable the wired port, define an AAA profile for
wired port devices, and associate the port with an ethernet link profile that defines its speed and
duplex values.

Parameter Description

ap wired-port-profile Name of this instance of the
<profile-name> profile. The name must be 1-63
characters.
aaa-profile <profile-name> Name of a AAA profile to be

used by devices connecting to
the wired port of the AP.

authentication-timeout Authentication timeout value, in

<timeout> seconds, for devices connecting
the wired port of the AP.
1-65535

5




Parameter Description

auto-recovery-enable Enables automatic recovery of
the port in the AP that is shut
down because of loop
protection. After the automatic
recovery, if the loop re-occurs,
then the port is shutdown again
Disabled

auto-recovery-interval <auto-recovery-interval> Specify the time, in seconds, to
automatically recover the port
in the AP that is shut down
because of loop protection.

30-43200
300

bridge-role <role> Role that is assigned to a user if
split-tunnel authentication fails.

broadcast-threshold <broadcast-threshold> Set the storm control threshold
in packets per second.
1-1000000
2000

clone <source> Create a new AP wired port

profile based upon the values of
an existing profile.

enet-link-profile Specify an Ethernet link profile
<profile-name> to be used by devices
associated with this wired port
profile. The Ethernet link profile
defines the duplex value and
speed to be used by the port.

lldp-profile <profile-name> Specify an LLDP profile to be
used by devices associated with
this wired port profile. The LLDP
profile specifies the type-length-
value (TLV) elements to be sent
in LLDP PDUs.

loop-detection-interval <loop-detection-interval> Specify the time, in seconds, to
send loop detection packets on
the ports of an AP.

1-10
2

loop-protect-enable Enables loop protection on the
ports of an AP.




Parameter Description

Disabled
no Negates any defined parameter
portfast Enables portfast for AP wired
ports.

Spanning tree must be enabled
before this command can be

used.

portfast-trunk Spanning tree must be enabled
before this command can be
used.

rap-backup Use the rap-backup parameter

to use the wired porton a
Remote AP for local connectivity
and troubleshooting when the
AP cannot reach the managed
device. If the AP is not
connected to the managed
device, no firewall policies will
be applied when this option is
enabled. (The AAA profile will be
applied when the AP is
connected to managed device).

shutdown Disable the wired AP port.

spanning-tree Enables the spanning-tree
protocol.

storm-control-broadcast Enables the broadcast storm

control. When this parameter is
enabled, if the AP detects a loop
on one of its Ethernet port, it
shuts down the Ethernet port.
This prevents the AP from
receiving or sending any frames.

storm-control-broadcast-threshold Specify the broadcast packets
per second on each Ethernet
port of an AP before the
Ethernet port is shut down.

2000

wired-ap-profile <profile-name> Name of a wired AP profile to be
used by devices connecting the
wired port of the AP. The wired
AP profile defines the
forwarding mode and
switchport values used by the
port.




Example

The following command defines a AAA profile for wired port devices:

(host) [mynode] (config) #ap wired-port-profile wiredportl
(host) [mynode] (AP wired port profile"wiredportl") #aaa-profile default-open

(host) [mynode] (AP wired port profile"wiredportl") #authentication-timeout
30

(host) [mynode] (AP wired port profile"wiredportl") #wired-ap-profile
wiredapl

Command History

Release Modification

Aruba0Ss 8.3.0.0 The following parameters were introduced:

B auto-recovery-enable

B auto-recovery-interval
m loop-detection-interval
B loop-protect-enable

B storm-control-broadcast

B storm-control-broadcast-threshold

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system, Config mode on Mobility
except for noted parameters. | Conductor.




ap zeroize-tpm-keys

ap zeroize-tpm-keys {ap-name <ap-name> | ip-addr <ip-addr> | ip6-addr <ip6-addr>}

Description

This command is used to erase the TPM content and render an AP permanently inoperable.

Parameter Description

ap-name <ap-name> Name of the AP.

ip-addr <ip-addr> IP address of the AP.

ip6-addr <ip6-addr> IPv6 address of the AP.
Example

Execute the following command to erase the TPM content and render an AP permanently
inoperable.

(host) [mynode] (config) #ap zeroize-tpm-keys 192.168.2.4

You are about to execute a command which will make the AP inoperable and
void the RMA.

Are you sure you want to proceed? [y/n]: y

TPM keys have been zeroized. Please reboot the AP.

Command History

Release Modification

Aruba0s 8.4.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable Mode.
arci-mon-log

arci-mon-log
enable



disable

Description
This command sets the status for ARCI MON debug logs.

Parameter Description

enable Enable ARCI MON debug logs.
disable Disable ARCI MON debug logs.
Example

The following command enables ARCI MON debug logs.

(host) [mynode]arci-mon-log enable

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Enable mode on Mobility
Conductor.

arci-set-mon-request-timeout

arci-set-mon-request-timeout <time>

Description

This command sets MON response timeout value for webUl request.



Parameter Description

<time> Specify MON response timeout value in seconds for webUI
request.
25 seconds
Example

The following command sets MON response timeout to 20 seconds for webUI request.

(host) [mynode]arci-set-mon-request-timeout 20

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




arm cellular-move-sta

arm cellular-move-sta <mac> <est-tput>

Description

This command triggers a cellular handoff assist.

Parameter Description

<mac> MAC address of STA to kick off from wifi.
<est-tput> Estimated throughput value(kbps).
Example

The following command triggers a cellular handoff assist.

(host) [mynode]arm cellular-move-sta 00:05:4e:50:14:aa 23

Command History

Release Modification

Aruba0s 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




arm move-sta

arm move-sta <client-mac> <newbssid>

Description

This command moves a client station to another BSSID.

Parameter Description

<mac> MAC address of the client to be moved to another BSSID
<newbssid> BSSID of the AP to which the client should associate.
Example

The following command moves a client with the MAC address 00:0B:86:01:7A:CO0 to the BSSID
00:1C:B3:09:85:15:

(host) [mynode] (config) #arm move-sta 00:0B:86:01:7A:C0 00:1C:B3:09:85:15

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms Licensing Command Mode

All platforms Base operating system. Enable or Config mode on
Mobility Conductor.




arp

arp <ipaddr> <macaddr>

Description

This command adds a static Address Resolution Protocol (ARP) entry. If the IP address does not
belong to a valid IP subnetwork, the ARP entry is not added. If the IP interface that defines the
subnetwork for the static ARP entry is deleted, you will be unable to use the arp command to
overwrite the entry’s current values; use the no arp command to negate the entry and then enter
a new arp command.

Parameter Description

<ipaddr> IP address of the device to be added.

<macaddr> Hardware address of the device to be added, in the format
XXIXXEXXIXXIXX XX,

Example

The following command configures an ARP entry:

(host) [node] (config) #arp 10.152.23.237 00:0B:86:01:7A:CO

Command History

Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms Licensing Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.
asp

asp login <username>



Description

This command is used to log in to Aruba Support Portal with a valid username and password.

Parameter Description
<username> Specify a username to log in to Aruba Support Portal (ASP)
Example

(host) [mynode]asp login default
Password: ***x*
Please configure asp enable in asp-profile

Command History

Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on Mobility
Conductor.




audit-trail

audit-trail [all]

Description

This command enables an audit trail. By default, audit trail is enabled for all commands in
configuration mode. Use the show audit-trail command to display the content of the audit
trail.

Parameter Description

all Enables audit trail for all commands, including enable mode

commands. The audit-trail command without this option
enables audit trail for all commands in configuration mode.

Example

The following command enables an audit trail:

(host) I[mynode] (config) #audit-trail

Related Commands

Command Description

show audit-trail Displays the audit trail log.

Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms Licensing Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




backup

backup {config|flash}

Description

This command backs up compressed critical files in flash.

Parameter Description

config Backs up flash config directories to configbackup.tar.gz.

flash Backs up flash directories to flashbackup.tar.gz file.

To restore these directories, use the following commands:

B restore flash:untar and uncompress the flashbackup.tar.gz file.

B restore config:untar and uncompress the configbackup.tar.gz file.

Command History

Release Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable and Config modes on
the Mobility Conductor.




banner
enforce accept
motd <delimiter> <textString>

This command defines a text banner to be displayed at the login prompt when a user accesses
Mobility Conductor. The banner you define is displayed at the login prompt for Mobility
Conductor. The banner is specific to the Mobility Conductor on which you configure it. The WebUI
displays the configured banner at its login prompt, but you cannot use the WebUI to configure
the banner.

The delimiter is a single character that indicates the beginning and the end of the text string in
the banner. Select a delimiter that is not used in the text string you define, because the Mobility
Conductor ends the banner when it sees the delimiter character repeated.

There are two ways of configuring the banner message:

® Enter a space between the delimiter and the beginning of the text string. The text can include
any character except a quotation mark (). Use quotation marks to enclose your text if you are
including spaces (spaces are not recognized unless your text string is enclosed in quotation
marks; without quotation marks, the text is truncated at the first space). You can also use the
delimiter character within quotation marks.

® Press the Enter key after the delimiter to be placed into a mode where you can simply enter

the banner text in lines of up to 255 characters, including spaces. Quotation marks are
ignored.

Parameter Description

enforce-accept Enforces the user to accept the content added in the banner
before logging in.

motd Enter a message, to be displayed as a banner.
<delimiter> Indicates the beginning and end of the banner text.
<textString> The text you want displayed.

up to 1023 characters

The following example configures a banner by enclosing the text within quotation marks:



(host) [mynode] (config) #banner motd * “Welcome to my controller. This
controller is in the production network, so please do not save configuration
changes. Zach Jenningsis awesome. Maintenance will be performed at 7:30 PM, so
please log off before 7:00 PM.”*

The following example configures a banner by pressing the Enter key after the delimiter:

(host) [mynode] (config) #banner motd *

Enter TEXT message [maximum of 1023 characters].

Each line in the banner message should not exceed 255 characters.
End with the character '*'.

Welcome to my controller. This controller is in the production network, so please
do not save configuration changes. Zach Jenningsis awesome.Maintenance will be
performed at 7:30 PM, so please log off before 7:00 PM.*

The banner display is as follows:

Welcome to my controller. This controller is in the production network, so please
do not save configuration changes. Zach Jenningsis awesome.Maintenance will be
performed at 7:30 PM, so please log off before 7:00 PM.

Command History

Release Modification

Aruba0s 8.4.0.0 The enforce-accept parameter was introduced.

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




banner via <delimiter> <textstring>

This command defines a login banner for Virtual Intranet Access (VIA) users. The banner you
define is displayed when a user accesses VIA. The WebUI displays the configured banner at its
login prompt, but you cannot use the WebUI to configure the banner.

The delimiter is a single character that indicates the beginning and the end of the text string in
the banner. Select a delimiter that is not used in the text string you define.

There are two ways of configuring the banner message:

Inter a space between the delimiter and the beginning of the text string. The text can include any
character except a quotation mark (“). Use quotation marks to enclose your text if you are
including spaces (spaces are not recognized unless your text string is enclosed in quotation
marks; without quotation marks, the text is truncated at the first space). You can also use the
delimiter character within quotation marks.

Mress the Enter key after the delimiter to be placed into a mode where you can simply enter the
banner text in lines of up to 255 characters, including spaces. Quotation marks are ignored.

Parameter Description

<delimiter> Indicates the beginning and end of the banner text.

<textstring> The text you want displayed.

up to 1023 characters

The following example configures a banner by enclosing the text within quotation marks:

(host) [mynode] (config) #banner via * “Welcome”*

The following example configures a banner by pressing the Enter key after the delimiter:

(host) [mynode] (config) #banner via *

Enter TEXT message [maximum of 1023 characters].

Each line in the banner message should not exceed 255 characters.
End with the character '*'.

Welcome*



Command History

Release Modification

Aruba0sS 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode
All platforms Base operating system. Config mode on Mobility
Conductor.

bimgr

blmgr
trace-level
category {all | cli | stm | syslog | utild}
loglevel {alert | critical | debug | emergency | error | info | notice |
warn }

Description

This command configures client denylist manager.

Parameter Description

trace-level Set parameters for debug tracing in client denylist manager.
category Specify one of the following trace category to enable or
disable:

m all: Traces all categories

cli: Traces in the category of CLI

stm: Traces in the category of STM
syslog: Traces in the category of syslog
utild: Traces in the category of UTILD

loglevel Specify one of the following log level of syslogs to be included
in the trace:
m alert: Trace all logs equal to or higher than LOG_ALERT.
m critical: Trace all logs equal to or higher than LOG_CRIT

m debug: Trace all logs equal to or higher than LOG_
DEBUG.
m emergency: Trace all logs equal to or higher than LOG_




Parameter Description

EMERG.

m error: Trace all logs equal to or higher than LOG_ERR.
m info: Trace all logs equal to or higher than LOG_INFO .
m notice: Trace all logs equal to or higher than LOG_
NOTICE.

m warn: Trace all logs equal to or higher than LOG_WARN

Example

The following example enables traces in the cli category and traces all logs equal to or higher
than error log.

(host) [mynode] (config) #blmgr trace-level category cli loglevel error

Command History

Modification

Aruba0Ss 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




block-redirect-url

block-redirect-url <string>

Description

This command defines the URL to which a session is redirected if it is denied.

Parameter Description

<string> Redirect URL. This must be an absolute URL, with an http or
https prefix.

Example

The following command configures a redirect URL. Use the show block-redirect-url command
to view the configured redirect URLs.

(host) [mynode] (config) #block-redirect url https://www.redirectURL.com

Related Command

Command Description

show block-redirect-url Shows the redirect URL for blocked content.

Command History

Modification

Aruba0S 8.0.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Config mode on Mobility
Conductor.




ble_relay

ble relay {export-ap-ble-all-beacon-info | export-ap-ble-ibeacon-info | send sync
iotcfg | set-attr <azure-log-level> <br-loglvl> <tag-logging> <ws-connect> <ws-
loglvl>}

Description

This command configures the Bluetooth Low Energy (BLE) relay on devices.

Parameter Description

export-ap-ble-all-beacon-info Export AP's BLE radio all Beacons parameters to a
csv file.

export-ap-ble-custom-beacon-info Export AP's BLE radio Custom Beacon parameters to
a csv file.

export-ap-ble-ibeacon-info Exports AP's BLE radio iBeacon parameters to a CSV
file.

send_sync_iotcfg Sends synchronized loT configurations to the APs.

set-attr Sets the attribute value.

azure-log-level <azure-log-level> Set one of the following azure log level for debug:
" none

error

info

trace

all

br-loglvl <br-loglvl> Process debug log for one of the following:
level bitmap (AP-Transport-Profile (Ox1)
APB Info (0x2)

CLI (0x4)

Beacon Mgmt (0x8)

Asset Tracking (0x10)

Telemetry WS (0x20)

Telemetry HTTPS (0x40)

ZF (0x80)

SB API(0x100)

WSS (0x200)

AZURE(0x800))

tag-logging <tag-logging> Initiates or terminates the tag report logging. This
action is completed using binary numbers, for
example 1: initiate, 0: terminate.




Parameter Description

ws-connect <ws-connect> Initiates or terminates the web-socket connection.
This action is completed using binary numbers, for
example, 1: initiate, O: terminate.

ws-loglvl <ws-loglvl> Provides the log levels to debug a web-socket
connection.

Example

The following command exports the AP's BLE iBeacon information into a CSV file:

(host) [mynode] #ble relay export ap ble ibeacon info
ble info.txt file ready to be copied out

Command History

Release Modification

Aruba0s 8.4.0.0 The export-ap-ble-ibeacon-info parameter was
introduced.
Aruba0sS 8.2.0.0 Command introduced.

Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on the Mobility
Conductor.




ble_relay set-attr

ble relay set-attr {azure-log-level <azure-log-level> | br-loglvl <br-loglvl> |
tag-logging <tag-logging> | ws-connect <ws-connect> | ws-loglvl <ws-loglvl>}

Description

This command configures the attribute values of Bluetooth Low Energy (BLE) relay.

Parameter Description

azure-log-level <azure-log-level> Set one of the following azure log level for debug:
" none

error

info

trace

all

br-loglvl <br-loglvl> Process debug log for one of the following:
level bitmap (AP-Transport-Profile (0x1)
APB Info (0x2)

CLI (0x4)

Beacon Mgmt (0x8)

Asset Tracking (0x10)

Telemetry WS (0x20)

Telemetry HTTPS (0x40)

ZF (0x80)

SB API(0x100)

WSS (0x200)

AZURE(0x800))

tag-logging <tag-logging> Initiates or terminates the tag report logging. Enter
one of the following values:

m 1:initiate

m O: terminate

ws-connect <ws-connect> Initiates or terminates the WebSocket connection.

ws-loglvl <ws-loglvl> Enter the log level to debug the WebSocket
connection.

Command History

LG EEE Modification

Aruba0sS 8.2.0.0 Command introduced.




Command Information

Platforms License Command Mode

All platforms Base operating system. Enable mode on the Mobility
Conductor.




ble service-profile

ble service-profile <profile-name> {advertisement-format ibeacon|clone
<source>|include-ap-group <include-ap-group>|major <major-range>|minor <minor-
range>|no|radio-instance {alll|external|internal} |uuid <uuid>}

Description

This command configures a Bluetooth Low Energy (BLE) service profile.

Parameter Description

<profile-name> Name of the BLE service profile.
advertisement-format ibeacon Advertising behavior. Only iBeacon is supported.
advertisement-interval Interval for advertised beacon.
Range: [100-30000 ms] and increment in multiples of
100.
Default: 500ms
clone <source> Copy data from another BLE service profile.
custom-payload The payload for custom beacon.

The length is 3-31 bytes and each byte includes 2
ASCII characters.

include-ap-group <include-ap-group> Applies the BLE service profile to specified AP group.

major <major-range> Major range of iBeacon in minimum-maximum
format. Default value is 0-65535.

minor <minor-range> Minor range of iBeacon in minimum-maximum
format. Default value is 0-65535.

no Negates any configured parameter.
radio-instance loT radio instance to use.
all Use all loT radio instances.
external Use external loT radio instance.
internal Use internal loT radio instance.
uuid <uuid> IBeacon UUID in hexadecimal format of predefined
length. Example: 4152554E-F99B-4A3B-86D0-
947070693A78

Example



The following command exports the AP's BLE iBeacon information into a CSV file:

(host) [mynode]
(host) [mynode]

ibeacon

(host) [mynode]
(host) [mynode]
(host) [mynode]
(host) [mynode]
(host) [mynode]

(config)

(BLE

(BLE
(BLE
(BLE
(BLE
(BLE

86D0-947070693A78

service
service
service
service
service

Related Commands

Command

show ble service-profile

#ble service-profile default
service profile "default")

profile "default")
profile "default")
profile "default")
profile "default")
profile "default")

Description

Shows the BLE service profile.

#advertisement-format

#include-ap-group lobby
#major 0-65535

#minor 0-65535
#radio-instance all
#uuid 4152554E-F99B-4A3B-

Command History

Release

ArubaOs 8.7.0.0

Modification

Command introduced.

Command Information

Platforms

All platforms

License

Base operating system.

Command Mode

Config mode on the Mobility

Conductor.




boot

boot
cf-test [fast|read-only|read-write]
system partition <partition id>
verbose

Description

This command configures the boot options for the controller.

Parameter Description

cf-test Sets the type of compact flash test to run when booting the
controller.
fast Performs a fast test, which does not include media testing.
read-only Performs a read-only media test.
read-write Performs a read-write media test.
system partition {0 | 1} Enter system partition followed by the partition number (0

or 1) that you want the controller to use during the next boot
(login) of the controller.

NOTE: A controller reload is required before the new boot
partition takes effect.

verbose Prints extra debugging information at boot.

Example

The following command uses system partition 1 the next time the controller boots:

(host) [mynode] #boot system partition 1
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