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CHAPTER 1

Overview

This section contains the following topics:

* Introduction, on page 1

* Accessing the CLI Using a Router Console, on page 2
* Accessing the CLI from a Remote Console, on page 4
* CLI Session Management, on page 6

Introduction

The ESR6300 is a compact form factor embedded router module with a board size of 3.0" x 3.75". This module
may fit in an enclosure that is originally designed for PC/104 modules with some additional adaptation. The
more compact design simplifies integration and offers system integrators the ability to use the Cisco ESR6300
in a wide variety of embedded applications. The ESR card is available in two options. The first is a
Cisco-designed cooling plate customized to the ESR (ESR-6300-CON-K9. The second is without the cooling
plate for system integrators who want to design their own custom thermal solution (ESR-6300-NCP-K9).

The ESR6300 runs IOS-XE, which is a Linux-based OS that comes with many enhancements and more
features compared to the classic IOS version.

)

Note

\}

The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be
present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on RFP documentation, or language that is used by a referenced third-party product.

Note

10x development is not supported on the ESR6300. While this is platform independent code, it is unsupported
and untested on this device.

Complete details on the ESR6300 are found in the product data sheet that is located here:

https://www.cisco.com/c/dam/en/us/products/routers/cisco-embedded-series-router-c78-742901.pdf
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Accessing the CLI Using a Router Console

The ESR6300 router provides access to a console port through USB and RS232 support.

If your laptop or PC warns you that you do not have the proper drivers to communicate with the router, you
can obtain them from your computers manufacturer, or go here: https://www.silabs.com/developers/
usb-to-uart-bridge-vep-drivers

On a device fresh from the factory, you are greeted with a System Configuration Dialog where you respond
to basic configuration questions. If the router was ordered for the use of Cisco PnP connect services, in the
case of centralized provisioning, the router skips the initial dialog. The following is an example:

--— System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]: yes

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/nol: yes
Configuring global parameters:

Enter host name [Router]: <your-host-name>

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: <your-password>

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: <your-password>

The virtual terminal password is used to protect

access to the router over a network interface.

Enter virtual terminal password: <your-password>

Setup account for accessing HTTP server? [yes]: <return>

Username [admin]: <your-username>
Password [cisco]: <your-password>
Password is UNENCRYPTED.

Configure SNMP Network Management? [no]: <return>

Current interface summary

Any interface listed with OK? value "NO" does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 172.27.168.161 YES NVRAM up up
GigabitEthernet0/0/1 15.0.0.1 YES NVRAM administratively down down
GigabitEthernet0/1/0 unassigned YES unset administratively down down
GigabitEthernet0/1/1 unassigned YES unset administratively down down
GigabitEthernet0/1/2 unassigned YES unset administratively down down
GigabitEthernet0/1/3 unassigned YES unset administratively down down
Async0/2/0 unassigned YES unset up down

. Cisco Embedded Service 6300 Series Software Configuration Guide


https://www.silabs.com/developers/usb-to-uart-bridge-vcp-drivers
https://www.silabs.com/developers/usb-to-uart-bridge-vcp-drivers

| Overview
Accessing the CLI Using a Router Console .

VirtualPortGroup0 192.168.0.1 YES NVRAM up up
Vlanl unassigned YES unset administratively down down
vmil unassigned YES unset down down

Names and IP addresses in this next section are shown as examples.
Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface Vlanl:
Configure IP on this interface? [no]: yes
IP address for this interface: 192.168.1.1
Subnet mask for this interface [255.255.255.0] : <return>
Class C network is 192.168.1.0, 24 subnet bits; mask is /24

Would you like to configure DHCP? [yes/nol: yes
Enter DHCP pool name: wDHCPool

Enter DHCP network: 192.168.1.0

Enter DHCP netmask: 255.255.255.0

Enter Default router: 192.168.1.1

The following configuration command script was created:

hostname <your-hostname>

enable secret 9 $9$Z6f174fvoEdMgU$XZYs81l4phbgpXsb4819bzCng3ud4Bc2khlSTsoLoHNes
enable password <your-enable-password>

line vty 0 4

password <your-password>

username <your-username> privilege 15 password <your-password>
no snmp-server

|

1

interface GigabitEthernet0/0/0

shutdown

no ip address

linterface GigabitEthernet0/0/1

|

interface GigabitEthernet0/1/0

|

interface GigabitEthernet0/1/1

|

interface GigabitEthernet0/1/2

interface GigabitEthernet0/1/3

|

interface Vlanl

no shutdown

ip address 192.168.1.1 255.255.255.0
no mop enabled

ip dhcp pool wDHCPool

network 192.168.1.0 255.255.255.0
default-router 192.168.1.1

|

end

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2
Building configuration...

[CK]
Use the enabled mode 'configure' command to modify this configuration.
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Press RETURN to get started! <return>

*Jul 27 21:35:24.369: SCRYPTO ENGINE-5-KEY ADDITION: A key named TP-self-signed-3211716068
has been generated or imported by crypto-engine

*Jul 27 21:35:24.372: $SSH-5-ENABLED: SSH 1.99 has been enabled

*Jul 27 21:35:24.448: $PKI-4-NOCONFIGAUTOSAVE: Configuration was modified. Issue "write

memory" to save new IOS PKI configuration

*Jul 27 21:35:24.532: SCRYPTO_ENGINE-5-KEY ADDITION: A key named
TP-self-signed-3211716068.server has been generated or imported by crypto-engine

hostname>

The device now has a basic configuration that you can build upon.

Using the Console Interface

Step 1

Step 2

Step 3

Enter the following command:

Router > enable
(Go to Step 3 if the enable password has not been configured.) At the password prompt, enter your system password:
Password: enablepass

When your password is accepted, the privileged EXEC mode prompt is displayed.

You now have access to the CLI in privileged EXEC mode and you can enter the necessary commands to complete your
desired tasks.

To exit the console session, enter the quit command:

Router# quit

Accessing the CLI from a Remote Console

The remote console of the ESR6300 can be accessed through Telnet or the more secure SSH. Details on telnet
access follow in this chapter. For details on SSH access see the SSH chapter located here: Configuring Secure
Shell, on page 35

The following topics describe the procedure to access the CLI from a remote console:

Preparing to Connect to the Router Console Using Telnet

See the Cisco IOS-XE Device hardening guide at https://www.cisco.com/c/en/us/support/docs/ip/access-lists/
13608-21.html for details.

Configuring the diagnostic and wait banners is optional, but recommended. The banners are especially useful
as indicators to users about the status of their Telnet or SSH attempts.
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To access the router remotely using Telnet from a TCP/IP network, configure the router to support virtual
terminal lines using the line vty global configuration command. Configure the virtual terminal lines to require
users to log in and specify a password.

See the Cisco IOS Terminal Services Command Reference document for more information about the line vty
global configuration command.

To prevent disabling login on a line, specify a password with the password command when you configure
the login command.

If you are using authentication, authorization, and accounting (AAA), configure the login authentication
command. To prevent disabling login on a line for AAA authentication when you configure a list with the
login authentication command, you must also configure that list using the aaa authentication login global
configuration command.

For more information about AAA services, see the Cisco I0OS XE Security Configuration Guide: Secure
Connectivity and the Cisco IOS Security Command Reference documents. For more information about the
login line-configuration command, see the Cisco IOS Terminal Services Command Reference document.

In addition, before you make a Telnet connection to the router, you must have a valid hostname for the router
or have an IP address configured on the router. For more information about the requirements for connecting
to the router using Telnet, information about customizing your Telnet services, and using Telnet key sequences,
see the Cisco IOS Configuration Fundamentals Configuration Guide.

Using Telnet to Access a Console Interface

Step 1

Step 2

Step 3

From your terminal or PC, enter one of the following commands:

« connect host [port] [keyword]
» telnet host [port] [keyword]

Here, host is the router hostname or IP address, port is a decimal port number (23 is the default), and keyword is a
supported keyword. For more information about these commands, see the Cisco I0S Terminal Services Command

Reference document.

Note If you are using an access server, specify a valid port number, such as telnet 172.20.52.40 2004, in addition

to the hostname or IP address.

The following example shows how to use the telnet command to connect to a router named router:

unix host% telnet router
Trying 172.20.52.40...
Connected to 172.20.52.40.
Escape character is '"]'.
unix_host% connect

Enter your login password:

User Access Verification
Password: mypassword

Note If no password has been configured, press Return.

From user EXEC mode, enter the enable command:

Router> enable
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Step 4

Step 5

Step 6

Step 7

At the password prompt, enter your system password:

Password: enablepass

When the enable password is accepted, the privileged EXEC mode prompt is displayed:

Router#

You now have access to the CLI in privileged EXEC mode and you can enter the necessary commands to complete your
desired tasks.
To exit the Telnet session, use the exit or logout command.

Router# logout

CLI Session Management

An inactivity timeout is configurable and can be enforced. Session locking provides protection from two users
overwriting changes that the other has made. To prevent an internal process from using all the available
capacity, some spare capacity is reserved for CLI session access. For example, this allows a user to remotely
access a router.

Changing the CLI Session Timeout

Step 1

Step 2
Step 3

Step 4

configure terminal

Enters global configuration mode
line console 0
session-timeout minutes

The value of minutes sets the amount of time that the CLI waits before timing out. Setting the CLI session timeout
increases the security of a CLI session. Specify a value of 0 for minutes to disable session timeout.

show line console 0
Verifies the value to which the session timeout has been set, which is shown as the value for " 1dle sSession ".

Locking a CLI Session

Step 1

Before you begin

To configure a temporary password on a CLI session, use the lock command in EXEC mode. Before you can
use the lock command, you need to configure the line using the lockable command. In this example the line
is configured as lockable, and then the lock command is used and a temporary password is assigned.

Router# configure terminal

Enters global configuration mode.
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Step 2 Enter the line upon which you want to be able to use the lock command.
Router (config)# line console 0
Step 3 Router (config)# lockable

Enables the line to be locked.

Step4 Router (config) # exit

Step 5 Router# lock
The system prompts you for a password, which you must enter twice.

Password: <password>
Again: <password>
Locked
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CHAPTER 2

Using Cisco 10S XE Software

This chapter contains the following sections:

* Understanding Command Modes, on page 9

» Using Keyboard Shortcuts, on page 11

* Using the no and default Forms of Commands, on page 11

» Using the History Buffer to Recall Commands, on page 12

* Managing Configuration Files, on page 12

» Saving Configuration Changes, on page 12

» Filtering Output from the show and more Commands, on page 13
» Using Cisco Feature Navigator, on page 14

* Finding Support Information for Platforms and Cisco Software Images, on page 14
* Getting Help, on page 14

* Finding Command Options: Example, on page 15

* Using Software Advisor, on page 18

» Using Software Release Notes, on page 18

Understanding Command Modes

The command modes available in Cisco IOS XE are the same as those available in traditional Cisco I0S. Use
the CLI to access Cisco I0S XE software. Because the CLI is divided into many different modes, the commands
available to you at any given time depend on the mode that you are currently in. Entering a question mark (?)
at the CLI prompt allows you to obtain a list of commands available for each command mode.

When you log in to the CLI, you are in user EXEC mode. User EXEC mode contains only a limited subset
of commands. To have access to all commands, you must enter privileged EXEC mode, normally by using a
password. From privileged EXEC mode, you can issue any EXEC command—user or privileged mode—or
you can enter global configuration mode. Most EXEC commands are one-time commands. For example, show
commands show important status information, and clear commands clear counters or interfaces. The EXEC
commands are not saved when the software reboots.

Configuration modes allow you to make changes to the running configuration. If you later save the running
configuration to the startup configuration, these changed commands are stored when the software is rebooted.
To enter specific configuration modes, you must start at global configuration mode. From global configuration
mode, you can enter interface configuration mode and a variety of other modes, such as protocol-specific
modes.
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ROM monitor mode is a separate mode used when the Cisco IOS XE software cannot load properly. If a valid
software image is not found when the software boots or if the configuration file is corrupted at startup, the

software might enter ROM monitor mode.

The following table describes how to access and exit various common command modes of the Cisco IOS XE

software. It also shows examples of the prompts displayed for each mode.

Table 1: Accessing and Exiting Command Modes

Command Mode Access Method Prompt Exit Method
User EXEC Log in. Router> Use the logout command.
Privileged EXEC From user EXEC mode, use the | Router# To return to user EXEC mode,

enable command.

use the disable command.

Global configuration

From privileged EXEC mode,
use the configure terminal
command.

Router (config) #

To return to privileged EXEC
mode from global configuration
mode, use the exit or end
command.

Interface configuration

From global configuration
mode, specify an interface using
an interface command.

Router (config-if) #

To return to global configuration
mode, use the exit command.

To return to privileged EXEC
mode, use the end command.

Diagnostic

The router boots up or accesses
diagnostic mode in the
following scenarios:

* In some cases, diagnostic
mode will be reached when
the Cisco IOS process or
processes fail. In most
scenarios, however, the
router will reload.

A user-configured access
policy is configured using
the transport-map
command that directs a
user into diagnostic mode.

A break signal (Ctrl-C,
Ctrl-Shift-6, or the send
break command) is
entered and the router is
configured to go to
diagnostic mode when the
break signal is received.

Router (diag) #

If failure of the Cisco I0S
process is the reason for
entering diagnostic mode, the
Cisco 10S problem must be
resolved and the router rebooted
to get out of diagnostic mode.

If the router is in diagnostic
mode because of a
transport-map configuration,
access the router through
another port or by using a
method that is configured to
connect to the Cisco I0S CLIL
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Command Mode

Access Method

Prompt

Exit Method

ROM monitor

From privileged EXEC mode,
use the reload EXEC command.
Press the Break key during the
first 60 seconds while the

rommon#>

system is booting.

To exit ROM monitor mode,
manually boot a valid image or
perform a reset with autoboot
set so that a valid image is
loaded.

Using Keyboard Shortcuts

Commands are not case sensitive. You can abbreviate commands and parameters if the abbreviations contain
enough letters to be different from any other currently available commands or parameters.

The following table lists the keyboard shortcuts for entering and editing commands.

Table 2: Keyboard Shortcuts

Key Name

Purpose

Ctrl-B or the Left Arrow key

Move the cursor back one character.

Ctrl-F or the Right Arrow key

Move the cursor forward one character.

Ctrl-A Move the cursor to the beginning of the command
line.

Ctrl-E Move the cursor to the end of the command line.

Esc B Move the cursor back one word.

Esc F Move the cursor forward one word.

Using the no and default Forms of Commands

Almost every configuration command has a no form. In general, use the no form to disable a function. Use
the command without the no keyword to re-enable a disabled function or to enable a function that is disabled
by default. For example, IP routing is enabled by default. To disable IP routing, use the no ip routing command;
to re-enable IP routing, use the ip routing command. The Cisco 10S software command reference publications
provide the complete syntax for the configuration commands and describe what the no form of a command

does.

Many CLI commands also have a default form. By issuing the <command> default command-name, you
can configure the command to its default setting. The Cisco 10S software command reference publications
describe the function from a default form of the command when the default form performs a different function
than the plain and no forms of the command. To see what default commands are available on your system,
enter default ? in the appropriate command mode.
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Using the History Buffer to Recall Commands

The history buffer stores the last 20 commands you entered. History substitution allows you to access these
commands without retyping them, by using special abbreviated commands.

The following table lists the history substitution commands.

Table 3: History Substitution Commands

Command Purpose

Ctrl-P or the Up Arrow key Recalls commands in the history buffer, beginning
with the most recent command. Repeat the key
sequence to recall successively older commands.

Ctrl-N or the Down Arrow keyl Returns to more recent commands in the history buffer
after recalling commands with Ctrl-P or the Up
Arrow key.

Router# show history While in EXEC mode, lists the last few commands

you entered.

Managing Configuration Files

The startup configuration file is stored in the nvram: file system and the running configuration files are stored
in the system: file system. This configuration file storage setup is also used on several other Cisco router
platforms.

I0S XE provides encryption of the configuration file. Encryption is discussed in length in the IOS XE hardening
device guide which can be found here:https://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html

As a matter of routine maintenance on any Cisco router, users should back up the startup configuration file
by copying the startup configuration file from NVRAM to one of the router’s other file systems and,
additionally, to a network server. Backing up the startup configuration file provides an easy method of
recovering the startup configuration file if the startup configuration file in NVRAM becomes unusable for
any reason.

The copy command can be used to back up startup configuration files.

For more detailed information on managing configuration files, see the “Managing Configuration Files”
section in the Cisco IOS XE Configuration Fundamentals Configuration Guide.

Saving Configuration Changes

Use the copy running-config startup-config command to save your configuration changes to the startup
configuration so that the changes will not be lost if the software reloads or a power outage occurs. For example:
Router# copy running-config startup-config

Destination filename [startup-config]? enter

Building configuration...
[CK]
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IR1101#
*Sep 24 08:50:26.666: %SYS-6-PRIVCFG_ENCRYPT SUCCESS: Successfully encrypted private config
file

\)

Note It may take a few minutes to save the configuration.

This task saves the configuration to the NVRAM.

Filtering Output from the show and more Commands

You can search and filter the output of show and more commands. This functionality is useful if you need to
sort through large amounts of output or if you want to exclude output that you need not see.

To use this functionality, enter a sShow or more command followed by the “pipe” character (| ); one of the
keywords begin, include, or exclude; and a regular expression on which you want to search or filter (the
expression is case sensitive):

show command | {append | begin | exclude | include | redirect | section | tee} regular-expression

The output matches certain lines of information in the configuration file.

Example

In this example, a modifier of the show interface command (include protocol) is used to provide only the
output lines in which the expression protocol is displayed:

Router# show interface | include protocol

GigabitEthernet0/0/0 is administratively down, line protocol is down (disabled)
0 unknown protocol drops

GigabitEthernet0/1/0 is down, line protocol is down (notconnect)
0 unknown protocol drops

GigabitEthernet0/1/1 is down, line protocol is down (notconnect)
0 unknown protocol drops

GigabitEthernet0/1/2 is down, line protocol is down (notconnect)
0 unknown protocol drops

GigabitEthernet0/1/3 is down, line protocol is down (notconnect)
0 unknown protocol drops

GigabitEthernet0/0/5 is up, line protocol is up (connected)

0 unknown protocol drops

Cellular0/4/0 is up, line protocol is up

0 unknown protocol drops

Cellular0/4/1 is administratively down, line protocol is down

0 unknown protocol drops

Cellular0/5/0 is up, line protocol is up

0 unknown protocol drops

Cellular0/5/1 is administratively down, line protocol is down

0 unknown protocol drops

Async0/2/0 is up, line protocol is down

0 unknown protocol drops

Vlanl is up, line protocol is up , Autostate Enabled

0 unknown protocol drops

Vlanl72 is up, line protocol is down , Autostate Enabled

0 unknown protocol drops

Vlanl75 is down, line protocol is down , Autostate Enabled

0 unknown protocol drops

IR1800#
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Using Cisco Feature Navigator

Use Cisco Feature Navigator to find information about platform support and software image support. Cisco
Feature Navigator is a tool that enables you to determine which Cisco IOS XE software images support a
specific software release, feature set, or platform. To use the navigator tool, an account on Cisco.com is not
required.

Finding Support Information for Platforms and Cisco Software

Images

The Cisco I0S XE software is packaged in feature sets consisting of software images that support specific
platforms.

All of the Cisco IOS-XE configuration guides can be found here: https://www.cisco.com/c/en/us/support/
i0s-nx-os-software/ios-xe-17/series.html.

The group of feature sets that are available for a specific platform depends on which Cisco software images
are included in a release. To identify the set of software images available in a specific release or to find out
if a feature is available in a given Cisco I0S XE software image, you can use Cisco Feature Navigator or see
the https://www.cisco.com/c/en/us/support/ios-nx-os-software/ios-xe-17/series.html.

Getting Help

Entering a question mark (?) at the CLI prompt displays a list of commands available for each command
mode. You can also get a list of keywords and arguments associated with any command by using the
context-sensitive help feature.

To get help that is specific to a command mode, a command, a keyword, or an argument, use one of the
following commands.

Command Purpose

help Provides a brief description of the help system in any
command mode.

abbreviated-command-entry ? Provides a list of commands that begin with a
particular character string.

Note There is no space between the command
and the question mark.

abbreviated-command-entry <Tab> Completes a partial command name.

? Lists all the commands that are available for a
particular command mode.
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Command Purpose

command ? Lists the keywords or arguments that you must enter
next on the command line.

Note There is a space between the command
and the question mark.

Finding Command Options: Example

This section provides information about how to display the syntax for a command. The syntax can consist of
optional or required keywords and arguments. To display keywords and arguments for a command, enter a
question mark (?) at the configuration prompt or after entering a part of a command followed by a space. The
Cisco 10S XE software displays a list and brief descriptions of the available keywords and arguments. For
example, if you are in global configuration mode and want to see all the keywords and arguments for the arap
command, you should type arap ?.

The <cr> symbol in command help output stands for carriage return. On older keyboards, the carriage return
key is the Return key. On most modern keyboards, the carriage return key is the Enter key. The <cr> symbol
at the end of command help output indicates that you have the option to press Enter to complete the command
and that the arguments and keywords in the list preceding the <cr> symbol are optional. The <cr> symbol
by itself indicates that no more arguments or keywords are available, and that you must press Enter to complete
the command.

The following table shows examples of using the question mark (?) to assist you in entering commands.

Table 4: Finding Command Options

Command Comment

Router> enable Enter the enable command and password to access

Password: <password> privileged EXEC commands. You are in privileged

Router# 113 2
EXEC mode when the prompt changes to a ““ #
from the “ >, for example, Router> to Router#

Router# configure terminal Enter the configure terminal privileged EXEC

Enti; ;Eg;gzuratlon commands, one per line. End .,mmand to enter global configuration mode. You
Wl .

Router (config) # are in global configuration mode when the prompt
changes to Router (config)#

Router (config) # interface GigabitEthernet ? Enter interface configuration mode by specifying
<0-0> GigabitEthernet interface number the interface that you want to configure, using the
Router (config) # interface GigabitEthernet 0,2 |INterface GigabitEthernet global configuration
<0-5> Port Adapter number command.

Router (config)# interface GigabitEthernet 0/0/?| Enter ? to display what you must enter next on the

<0-63> GigabitEthernet interface number command line.
Router (config)# interface GigabitEthernet When the <cr> symbol is displayed, you can press
0/0/0? Enter to complete the command.

<0-71>

You are in interface configuration mode when the
Router (config-if) # prompt changes to Router(config-if)#
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Command

Comment

Router (config-if)# ?

Interface configuration commands:

ip
Protocol

keepalive
lan-name
1lc2

load-interval
calculation

locaddr-priority

logging
interface

loopback
loopback on an

mac-address

MAC address
mls
commands
mpoa

configuration commands

mtu

(MTU)
netbios
access list

no
its defaults
nrzi-encoding
encoding
ntp

Router (config-if) #

Interface Internet
config commands
Enable keepalive
LAN Name command

LLC2 Interface Subcommands
Specify interval for load
for an interface
Assign a priority group
Configure logging for

Configure internal

interface
Manually set interface

mls router sub/interface
MPOA interface

Set the interface
Maximum Transmission Unit

Use a defined NETBIOS
or enable

name-caching

Negate a command or set

Enable use of NRZI

Configure NTP

Enter ? to display a list of all the interface
configuration commands available for the interface.
This example shows only some of the available
interface configuration commands.
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Command Comment
Router (config-if)# ip ? Enter the command that you want to configure for
Interface IP configuration subcommands: the interface. This example uses the ip command.
access-group Specify access control
for packets Enter ? to display what you must enter next on the
accounting Enable IP accounting on . .
s command line. This example shows only some of
this interface X R X
address Set the IP address of an|theavailable interface IP configuration commands.
interface
authentication authentication subcommands

bandwidth-percent Set EIGRP bandwidth limit]

broadcast-address Set the broadcast address

of an interface

cgmp Enable/disable CGMP

directed-broadcast Enable forwarding of
directed broadcasts

dvmrp DVMRP interface commands

hello-interval Configures IP-EIGRP hellq
interval

helper-address Specify a destination
address for UDP broadcasts

hold-time Configures IP-EIGRP hold
time

Router (config-if) # ip

Router (config-if)# ip address ? Enter the command that you want to configure for
A.B.C.D 1P address , the interface. This example uses the ip address
negotiated IP Address negotiated over]

PPP command.

Router (config-if)# ip address Enter ? to display what you must enter next on the

command line. In this example, you must enter an
IP address or the negotiated keyword.

A carriage return (<cr>) is not displayed. Therefore,
you must enter additional keywords or arguments
to complete the command.

Router (config-if)# ip address 172.16.0.1 2 Enter the keyword or argument that you want to

A.B.C.D _ 1P subnet mask use. This example uses the 172.16.0.1 IP address.
Router (config-if) # ip address 172.16.0.1

Enter ? to display what you must enter next on the
command line. In this example, you must enter an
IP subnet mask.

<cr> is not displayed. Therefore, you must enter
additional keywords or arguments to complete the
command.
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Command Comment
Router (config-if)# ip address 172.16.0.1 Enter the IP subnet mask. This example uses the
299-255.255.0 % , 255.255.255.0 IP subnet mask.
secondary Make this IP address a
secondary address Enter ? to display what you must enter next on the
<cr> . .
Router (config-if)# ip address 172.16.0.1 command line. In this example, you can enter the

255.255.255.0 secondary keyword, or you can press Enter.

<cr> is displayed. Press Enter to complete the
command, or enter another keyword.

Router (config-if) # ip address 172.16.0.1 Press Enter to Complete the command.
255.255.255.0

Router (config-if) #

Using Software Advisor

Cisco maintains the Software Advisor tool. See Tools and Resources. Use the Software Advisor tool to see
if a feature is supported in a Cisco IOS XE release, to locate the software document for that feature, or to
check the minimum software requirements of Cisco IOS XE software with the hardware installed on your
router. You must be a registered user on Cisco.com to access this tool.

Using Software Release Notes

See the release notes for information about the following:

* Product overview

* Open and resolved severity 1 and 2 caveats
* Software image names

* New features

* Known limitations

Release notes are intended to be release-specific for the most current release, and the information provided
in these documents may not be cumulative in providing information about features that first appeared in
previous releases. For cumulative feature information, refer to the Cisco Feature Navigator at:
http://www.cisco.com/go/cfn/.
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CHAPTER 3

Basic Router Configuration

This chapter contains the following sections:

* ESR6300 Interface Naming, on page 19

* Basic Configuration, on page 20

* Configuring Global Parameters, on page 25

* Serial Port Support, on page 26

* Configuring the Gigabit Ethernet Interface, on page 26
* Configuring a Loopback Interface, on page 27

* Enabling Cisco Discovery Protocol, on page 29
* Configuring Command-Line Access, on page 29
* Configuring Static Routes, on page 30

* Configuring Dynamic Routes, on page 32

* Modular QoS (MQC), on page 34

ESR6300 Interface Naming

The supported hardware interfaces and their naming conventions are in the following table:

Hardware Interface 10S-XE Naming Convention

Gigabit Ethernet combo port WAN/Layer3 gigabitEthernet 0/0/0
gigabitEthernet 0/0/1

Gigabit Ethernet LAN/Layer 2 ports gigabitEthernet 0/1/0
gigabitEthernet 0/1/1
gigabitEthernet 0/1/2
gigabitEthernet 0/1/3

Console Port Line console 0

USB Port usbflash0: (IOS and rommon)
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Basic Configuration

The basic configuration is a result of the entries you made during the initial configuration dialog. This means
the router has at least one interface set with an IP address to be reachable, either through WebUI or to allow
the PnP process to work. Use the show running-config command to view the initial configuration, as shown
in the following example:

Router# show running-config
Building configuration...

Current configuration : 13001 bytes

|

! Last configuration change at 12:17:45 UTC Wed Sep 25 2019
|

version 17.1

service timestamps debug datetime msec

service timestamps log datetime msec

service call-home

platform gfp utilization monitor load 80

platform hardware throughput level 2G

no platform punt-keepalive disable-kernel-core

|

hostname Router

|

boot-start-marker

boot system bootflash:c6300-universalk9.2019-09-23 04.57 gpollepa.SSA.bin

boot-end-marker

|

|

no logging monitor

|

aaa new-model

--More--

*Sep 25 23:53:59.524: $PARSER-5-CFGLOG LOGGEDCMD: User:console logged command:'!ex! e
|

aaa authentication enable default none

aaa authorization exec default local

|

aaa session-id common

clock timezone UTC -8 0

call-home

! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
! the email address configured in Cisco Smart License Portal will be used as contact email
address to send SCH notifications.

contact-email-addr sch-smart-licensing@cisco.com

profile "CiscoTAC-1"

active

destination transport-method http

|

login on-success log

ipv6 unicast-routing

|

subscriber templating

|

multilink bundle-name authenticated

|

flow exporter 10.10.10.11

destination 10.10.10.11

|

crypto pki trustpoint SLA-TrustPoint
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revocation-check crl

|

crypto pki trustpoint DNAC-CA

enrollment mode ra

enrollment terminal

usage ssl-client

revocation-check crl none

|

crypto pki trustpoint TP-self-signed-2633875772

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-2633875772
revocation-check none

rsakeypair TP-self-signed-2633875772

|

!

crypto pki certificate chain SLA-TrustPoint

certificate ca 01

30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101
32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317
6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533
3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355
43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73
526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382
82010A02 82010100 A6BCBD96 131E05F7 145EA72C 2CD686E6 17222EAlL
CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAFO071A 9CAE6388
1C394D78 462EF239 C659F715 B98COA59 5BBB5CBD OCFEBEA3 700A8BF7
4AA4EB80D DB6FD1ICY9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDCSF
7390A3EB 2B5436AD C847A2C5 DABS53EB 69A9A535 58EI9F3E3 COBD23CF
68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BC8EOOF 539BA42B
C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5DSFB8
C55F0D76 61F9A4CD 3D992327 A8BBO3BD 4E6D7069 7CBADF8B DF5F4368
DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551DOF 0101FF04
06300F06 03551D13 0101FF04 05300301 O01FF301D 0603551D 0E041604
4B3D31E5 1B3E6Al7 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01
03820101 00507F24 D3932A66 86025D9F E838AES5C 6D4DF6BO 49631C78
604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1
D98987BF E40CBDY9E 1AECAOC2 2189BB5C 8FA85686 CD98B646 5575B146
467A3DF4 4D565700 6ADFOFOD CF835015 3CO4FF7C 21E878AC 11BA9CD2
7CATBT7E6 ClAF74F6 152E99B7 B1FCF9BB E973DE7F 5BDDEB86 C71E3B49
S5FBODAO6 B92AFE7F 494E8AS9E 07B85737 F3A58BELl 1A48A229 C37ClE69
80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD
418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F
D697DF7F 28

quit

crypto pki certificate chain DNAC-CA

crypto pki certificate chain TP-self-signed-2633875772
certificate self-signed 01

30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101
31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D
69666963 6174652D 32363333 38373537 3732301E 170D3139 30393235
35305A17 0D333030 31303130 30303030 305A3031 312F302D 06035504
4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D32
37353737 32308201 22300D06 092A8648 86F70D01 01010500 0382010F
0A028201 0100E848 4E2F3B31 OFAO018F3 32D29Al16 D8FDD1E1l 14820D00
994283C8 938803DA 3344AF4E BB4E94CD AS8FDD1B8 AE35DC14 97BB8EC6
438D80A9 6EC125BE 77246D7C 7D3F15DA CA340EDE 238595C5 CE70A762
CA08037A 83E31EFB 5D070986 3C2553C0O C5B63A45 3ALlFE935 EF0F74E2
F21408A8 6AE6C799 DOF882D1 A2CA684D 29DA01A3 A31527F1 C613FF3F
82ADFC5E 9461AA9A 546448AC BB3D82B6 449D3BCO C844C92B 9D951423
936E1147 AF8C5367 D34ECCA7 833AF8D1 CAC6FOCD 8A41BDD3 AE68CBD7
D984763C 33E7F772 13A0E35B C9FA823E F6262FAl 269407B1 68BE318D
2C32B3DF FC9D0203 010001A3 53305130 0F060355 1D130101 FF040530
301F0603 551D2304 18301680 14F5FA3B 95F59783 28BF5857 1EF8C95B
98301D06 03551DOE 04160414 F5FA3B95 F5978328 BF58571E F8C95BCC

0B050030
43697363
30313934
040A1305
696E6720
010F0030
F1EFF64D
8A38E520
D8F256EE
EA2956AC
58BD7188
42C68BB7
8F27D191
95135E44
04030201
1449DC85
010B0500
240DA905
6C9E3D8B
8DFC66A8
55A9232C
1765308B
39F08678
230E3AFB
719BB2F0

05050030
43657274
30303034
03132649
36333338
00308201
1DOAOAEF
DC475C5F
315934B4
2D5AC8CS8
547CEC2F
7869250E
FAQ794FF
EB3E13E2
030101FF
CC6F758C
6F758C98

Basic Configuration .
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300D0609 2A864886
24FB2D90 D044B831
4633531E 8DFFA22A
CE802EE9 825A93AD
0303DB1lE 5B524CA9
36D50FB1 8471FF91
DAEB023C C3672AB6
5352D388 7414DED9
02A312DF 31E49F1F
quit

|

F70D0101
EDF45EB8
A46373F5
EA304F4B
0AAFF669
5C613CDE
F3CA2792
964AB488
F10F9D39

no license feature hseck9
license udi pid ESR-6300-NCP-K9 sn FOC23032UUN
license boot level network-advantage addon dna-advantage

archive

log config
logging enable
logging size 1000

05050003
7671C54B
9AEFFBDC
DE495E02
7319074B
836C1CDO
6585700A
68F6B3D7
D9ATB12A

notify syslog contenttype plaintext

path bootflash:saved-config

maximum 5

82010100
9F309ACY
A33DC696
25142F57
CE560D90
DB876E34
E9B3F173
0EB39A46
62F7875A

memory free low-watermark processor 49965

diagnostic bootup level minimal

spanning-tree extend system-id

username cisco privilege 15 password 0 cisco

|
redundancy

mode none
|

vlan internal allocation policy ascending

1ldp run
|

bridge irb
|

interface VirtualPortGroupO
ip address 192.168.0.1 255.255.255.0

ip nat inside

ipv6é address autoconfig

ipv6 enable

no mop enabled
no mop sysid

|

interface GigabitEthernet0/0/0
ip address 172.27.168.161 255.255.255.128

media-type r3j45
negotiation auto
|

interface GigabitEthernet0/0/1
ip address 15.0.0.1 255.255.255.0

ip nat inside
shutdown
media-type sfp
negotiation auto

ipv6 enable
|

interface GigabitEthernet0/1/0

shutdown
|

interface GigabitEthernet0/1/1

shutdown
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interface GigabitEthernet0/1/2

shutdown

|

interface GigabitEthernet0/1/3

shutdown

|

interface Vlanl

no ip address

|

interface vmil

no ip address

|

iox (Note: Some protocols appear in the configuration although they are not supported)
ip forward-protocol nd

ip http server

ip http authentication local

ip http secure-server

ip route 0.0.0.0 0.0.0.0 GigabitEthernet0/0/0 172.27.168.129

ip ssh rsa keypair-name sshkeys

ip ssh version 2

|

snmp-server group mac v3 priv read mac write mac notify maca
snmp-server group fips v3 priv read fips write fips notify fips
snmp-server group cgnms v3 priv

snmp-server group cg-nms-administrator v3 priv

snmp-server view mac mib-2 included

snmp-server view mac system included

snmp-server view mac sysUpTime included

snmp-server view fips mib-2 included

snmp-server view fips system included

snmp-server view fips sysUpTime included

snmp-server community public RO RO

snmp-server community private RW

snmp-server enable traps snmp authentication linkdown linkup coldstart warmstart
snmp-server enable traps vrrp

snmp-server enable traps pfr

snmp-server enable traps flowmon

snmp-server enable traps dsl

snmp-server enable traps entity-perf throughput-notif
snmp-server enable traps ds3

snmp-server enable traps call-home message-send-fail server-fail
snmp-server enable traps tty

snmp-server enable traps eigrp

snmp-server enable traps ospf state-change

snmp-server enable traps ospf errors

snmp-server enable traps ospf retransmit

snmp-server enable traps ospf lsa

snmp-server enable traps ospf cisco-specific state-change nssa-trans-change
snmp-server enable traps ospf cisco-specific state-change shamlink interface
snmp-server enable traps ospf cisco-specific state-change shamlink neighbor
snmp-server enable traps ospf cisco-specific errors

snmp-server enable traps ospf cisco-specific retransmit
snmp-server enable traps ospf cisco-specific lsa

snmp-server enable traps casa

snmp-server enable traps xgcp

snmp-server enable traps license

snmp-server enable traps smart-license

snmp-server enable traps cef resource-failure peer-state-change peer-fib-state-change
inconsistency

snmp-server enable traps memory bufferpeak

snmp-server enable traps config-copy

snmp-server enable traps config

snmp-server enable traps config-ctid
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snmp-server enable traps dhcp

snmp-server enable traps dsp card-status

snmp-server enable traps dsp oper-state

snmp-server enable traps dsp video-usage

snmp-server enable traps dsp video-out-of-resource
snmp-server enable traps fru-ctrl

snmp-server enable traps entity

snmp-server enable traps event-manager

snmp-server enable traps frame-relay multilink bundle-mismatch
snmp-server enable traps frame-relay

snmp-server enable traps frame-relay subif

snmp-server enable traps hsrp

snmp-server enable traps pimstdmib neighbor-loss invalid-register invalid-join-prune
rp-mapping-change interface-election

snmp-server enable traps ipmulticast

snmp-server enable traps isis

snmp-server enable traps ip local pool

snmp-server enable traps msdp

snmp-server enable traps mvpn

snmp-server enable traps ospfv3 state-change

snmp-server enable traps ospfv3 errors

snmp-server enable traps pim neighbor-change rp-mapping-change invalid-pim-message
snmp-server enable traps pppoe

snmp-server enable traps cpu threshold

snmp-server enable traps rsvp

snmp-server enable traps syslog

snmp-server enable traps l2tun session

snmp-server enable traps l2tun pseudowire status
snmp-server enable traps aaa_ server

snmp-server enable traps atm subif

snmp-server enable traps pki

snmp-server enable traps ethernet evc status create delete
snmp-server enable traps ether-oam

snmp-server enable traps ethernet cfm cc mep-up mep-down cross-connect loop config
snmp-server enable traps ethernet cfm crosscheck mep-missing mep-unknown service-up
snmp-server enable traps entity-state

snmp-server enable traps vdsl2line

snmp-server enable traps entity-sensor

snmp-server enable traps flash insertion removal lowspace
snmp-server enable traps srp

snmp-server enable traps nhrp nhs

snmp-server enable traps nhrp nhc

snmp-server enable traps nhrp nhp

snmp-server enable traps nhrp quota-exceeded

snmp-server enable traps otn

snmp-server enable traps pw vc

snmp-server enable traps ipsla

snmp-server enable traps sonet

snmp-server enable traps dlsw

snmp-server enable traps resource-policy

snmp-server enable traps lisp

snmp-server enable traps stpx inconsistency root-inconsistency loop-inconsistency
snmp-server enable traps dial

snmp-server enable traps sbc adj-status

snmp-server enable traps sbc blacklist

snmp-server enable traps sbc congestion-alarm

snmp-server enable traps c3g

snmp-server enable traps LTE

snmp-server enable traps vtp

snmp-server enable traps vlancreate

snmp-server enable traps ike policy add

snmp-server enable traps ike policy delete

snmp-server enable traps ipsec cryptomap add

snmp-server enable traps ipsec cryptomap delete
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snmp-server enable traps ipsec cryptomap attach
snmp-server enable traps ipsec cryptomap detach
snmp-server enable traps ipsec tunnel start
snmp-server enable traps ipsec tunnel stop
snmp-server enable traps ipsec too-many-sas
snmp-server enable traps gdoi gm-start-registration
snmp-server enable traps gdoi gm-registration-complete
snmp-server enable traps gdoi gm-re-register
snmp-server enable traps gdoi gm-rekey-rcvd
snmp-server enable traps gdoi gm-rekey-fail
snmp-server enable traps gdoi ks-rekey-pushed
snmp-server enable traps gdoi gm-incomplete-cfg
snmp-server enable traps gdoi ks-no-rsa-keys
snmp-server enable traps gdoi ks-new-registration
snmp-server enable traps gdoi ks-reg-complete
snmp-server enable traps gdoi ks-role-change
snmp-server enable traps gdoi ks-gm-deleted
snmp-server enable traps gdoi ks-peer-reachable
snmp-server enable traps gdoi ks-peer-unreachable
snmp-server enable traps firewall serverstatus
snmp-server enable traps bulkstat collection transfer
snmp-server enable traps alarms informational
snmp-server enable traps vrfmib vrf-up vrf-down vnet-trunk-up vnet-trunk-down

|
control-plane
|
mgcp behavior
mgcp behavior
mgcp behavior
mgcp behavior
|

rsip-range tgcp-only
comedia-role none
comedia-check-media-src disable
comedia-sdp-force disable

mgcp profile default

|

line con O
stopbits 1
speed 115200
line vty 0 4

transport input all
transport output all

line vty 5 15

transport input all
transport output all
|

app-hosting system-resources

end

Configuring Global Parameters

To configure global parameters for your router, follow these steps.

Procedure

Command or Action

Purpose

Step 1

configure terminal

Example:

Router> enable

Enters global configuration mode when using the console
port.

Use the following to connect to the router with a remote
terminal:

Cisco Embedded Service 6300 Series Software Configuration Guide .



. Serial Port Support

Basic Router Configuration |

Command or Action

Purpose

Router# configure terminal
Router (config) #

telnet router-name or address
Login: login-id

Password: * ok Kk kK Kk kKK

Router> enable

Step 2 hostname name

Example:

Router (config) # hostname ESR6300

Specifies the name for the router.

Step 3 enable password password

Example:

Router (config) # enable password crlny5ho

Specifies a password to prevent unauthorized access to the
router.

Note In this form of the command, password is not
encrypted. To encrypt the password use enable
secret password as noted in the previously
mentioned Device Hardening Guide.

Serial Port Support

Additional protocol capabilities have been added to the ESR6300 to bring it into feature compatibility with

the IR1101. These include:

* SCADA Gateway functionality (IEC10x and DNP3)

* Raw Socket (TCP and UDP)
* Line Relay

* Reverse Telnet

All of the configuration and show commands will be the same as are available on the IR1101 platform.

https://www.cisco.com/c/en/us/td/docs/routers/access/1101/software/configuration/guide/b _IR1101config.html

Configuring the Gigabit Ethernet Interface

The default configuration for the Gigabit Ethernet Interface (GI10/0/0 and GI0/0/1) on the ESR6300 are only
Layer 3 (L3). The Gigabit Ethernet Interface on the ESR6300 is a combo port, which means it is a RJ45+SFP
connector. These interfaces are combo ports, which means you can connect either through the RJ45 or SFP
port by configuring the "media-type" to either auto-select, rj45 or sfp

To manually define the Gigabit Ethernet interface, follow these steps, beginning from global configuration

mode.
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Configuring a Loopback Interface .

Command or Action

Purpose

Step 1 interface GigabitEthernet slot/bay/port Enters the configuration mode for an interface on the router.
Example:
Router (config) # interface GigabitEthernet 0/0/0
Step 2 ip address ip-address mask Sets the IP address and subnet mask for the specified
interface. Use this Step if you are configuring an [Pv4
Example:
address.
Router (config-if)# ip address 192.168.12.2
255.255.255.0
Step 3 ipv6 address ipv6-address/prefix Sets the IPv6 address and prefix for the specified interface.
Examole: Use this step instead of Step 2, if you are configuring an
ple: [Pv6 address. IPv6 unicast-routing needs to be set-up as
Router (config-if)é ipvé add well, see further information in the IPv6 Addressing and
outer (conrig-1i ipv a ress - P - . .
2001.db8: :ffif: 1/128 Basic Connegt|V|ty Configuration Gu.lde locaFed here:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6
basic/configuration/xe-16-10/ip6b-xe-16-10-book/
read-me-first.html
Step 4 ipv6 unicast-routing Enables forwarding of IPv6 unicast data packets.
Example:
Router (config)# ipvé unicast-routing
Step 5 no shutdown Enables the interface and changes its state from
administratively down to administratively up.
Example:
Router (config-if) # no shutdown
Step 6 exit Exits the configuration mode of interface and returns to the
global configuration mode.
Example:

Router (config-if) # exit

Configuring a Loopback Interface

Before you begin

The loopback interface acts as a placeholder for the static IP address and provides default routing information.

To configure a loopback interface, follow these steps.
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Command or Action

Purpose

Step 1 interface type number

Example:

Router (config) # interface Loopback 0

Enters configuration mode on the loopback interface.

Step 2 (Option 1) ip address ip-address mask

Example:

Router (config-if)# ip address 10.108.1.1
255.255.255.0

Sets the IP address and subnet mask on the loopback
interface. (If you are configuring an IPv6 address, use the
ipv6 address ipv6-address/prefix command described
below.

Step 3 (Option 2) ipv6 address ipv6-address/prefix

Example:

Router (config-if)# ipvé address
2001:db8::£ffff:1/128

Sets the IPv6 address and prefix on the loopback interface.

Step 4 exit

Example:

Router (config-if) # exit

Exits configuration mode for the loopback interface and
returns to global configuration mode.

Example

Verifying Loopback Interface Configuration

Enter the show interface loopback command. You should see an output similar to the following

example:

Router# show interface loopback 0
Loopback0 is up, line protocol is up
Hardware is Loopback
Internet address is 192.0.2.0/16
MTU 1514 bytes, BW 8000000 Kbit, DLY 5000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation LOOPBACK, loopback not set
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Output queue 0/0, O drops; input queue 0/75, 0 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0O frame, O overrun, 0 ignored, 0 abort
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped out
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Alternatively, use the ping command to verify the loopback interface, as shown in the following
example:

Router# ping 192.0.2.0
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.0, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Enabling Cisco Discovery Protocol

Cisco Discovery Protocol (CDP) is enabled by default on the router. It may be disabled if needed for security
purposes.

For more information on using CDP, see Cisco Discovery Protocol Configuration Guide, Cisco I0S XE
Release 3S.

Configuring Command-Line Access

To configure parameters to control access to the router, follow these steps.

N

Note Transport input must be set as explained in the previous Telnet and SSH sections of the guide.

Procedure
Command or Action Purpose
Step 1 line [aux |console |tty |vty] line-number Enters line configuration mode, and specifies the type of
line.
Example:
The example provided here specifies a console terminal for
Router (config) # line console 0 access.
Step 2 password password Specifies a unique password for the console terminal line.
Example:

Router (config-line)# password 5dr4Hepw3

Step 3 login Enables password checking at terminal session login.

Example:

Router (config-line) # login
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Command or Action

Purpose

Step 4 exec-timeout minutes [seconds]

Example:

Router (config-line)# exec-timeout 5 30
Router (config-line) #

Sets the interval during which the EXEC command
interpreter waits until user input is detected. The default is
10 minutes. Optionally, adds seconds to the interval value.

The example provided here shows a timeout of 5 minutes
and 30 seconds. Entering a timeout of 0 O specifies never
to time out.

Step 5 exit

Example:

Router (config-line) # exit

Exits line configuration mode to re-enter global
configuration mode.

Step 6 line [aux |console |tty |vty] line-number

Example:

Router (config)# line vty 0 4
Router (config-line) #

Specifies a virtual terminal for remote console access.

Step 7 password password

Example:

Router (config-line)# password aldf2adl

Specifies a unique password for the virtual terminal line.

Step 8 login

Example:

Router (config-line)# login

Enables password checking at the virtual terminal session
login.

Step 9 end

Example:

Router (config-line) # end

Exits line configuration mode, and returns to privileged
EXEC mode.

Configuring Static Routes

Static routes provide fixed routing paths through the network. They are manually configured on the router. If
the network topology changes, the static route must be updated with a new route. Static routes are private

routes unless they are redistributed by a routing protocol.

To configure static routes, follow these steps.
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Procedure

Configuring Static Routes .

Command or Action

Purpose

Step 1 (Option 1) ip route prefix mask {ip-address | Specifies a static route for the IP packets. (If you are
interface-type interface-number [ip-address]} configuring an IPv6 address, use the ipv6 route command
described below.)
Example:
Router (config)# ip route 192.10.2.3 255.255.0.0
10.10.10.2
Step 2 (Option 2) ipv6 route prefixymask {ipv6-address | Specifies a static route for the IP packets. See additional
interface-type interface-number [ipv6-address]} information for IPv6 here: https://www.cisco.com/c/en/us/
E le: td/docs/ios-xml/ios/ipv6_basic/configuration/xe-16-10/
xample: ip6b-xe-16-10-book/read-me-first.html
Router (config)# ipvé route 2001:db8:2::/64
2001:db8:3::0
Step 3 end Exits global configuration mode and enters privileged EXEC
mode.
Example:

Router (config) # end

In the following configuration example, the static route sends out all IP packets with a destination
IP address of 192.168.1.0 and a subnet mask of 255.255.255.0 on the Gigabit Ethernet interface to
another device with an IP address of 10.10.10.2. Specifically, the packets are sent to the configured
PVC.

You do not have to enter the command marked default. This command appears automatically in the
configuration file generated when you use the running-config command.

ip classless (default)
ip route 2001:db8:2::/64 2001:db8:3::0

Verifying Configuration

To verify that you have configured static routing correctly, enter the show ip route command (or
show ipv6 route command) and look for static routes marked with the letter S.

When you use an [Pv4 address, you should see verification output similar to the following:

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 1 subnets
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C 10.108.1.0 is directly connected, Loopback0
S* 0.0.0.0/0 is directly connected, FastEthernetO

When you use an IPv6 address, you should see verification output similar to the following:

Router# show ipvé route
IPv6 Routing Table - default - 5 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, Il - ISIS L1
I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE -
Destination
NDr - Redirect, O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1
OE2 - OSPF ext 2, ON1l - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
ls - LISP site, 1ld - LISP dyn-EID, a - Application

C 2001:DB8:3::/64 [0/0]

via GigabitEthernet0/0/2, directly connected
S 2001:DB8:2::/64 [1/0]

via 2001:DB8:3::1

Configuring Dynamic Routes

In dynamic routing, the network protocol adjusts the path automatically, based on network traffic or topology.
Changes in dynamic routes are shared with other routers in the network.

All of the Cisco IOS-XE configuration guides can be found here: https://www.cisco.com/c/en/us/support/
ios-nx-os-software/ios-xe-gibralter-16-10-1/model.html#ConfigurationGuides

Configuring Routing Information Protocol

To configure the RIP on a router, follow these steps.

Procedure
Command or Action Purpose
Step 1 router rip Enters router configuration mode, and enables RIP on the
router.
Example:
Router (config) # router rip
Step 2 version {1 | 2} Specifies use of RIP version 1 or 2.
Example:
Router (config-router) # version 2
Step 3 network ip-address Specifies a list of networks on which RIP is to be applied,
using the address of the network of each directly connected
Example:
network.
Router (config-router) # network 192.168.1.1
Router (config-router) # network 10.10.7.1
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Command or Action

Purpose

Step 4 no auto-summary

Example:

Router (config-router)# no auto-summary

Disables automatic summarization of subnet routes into
network-level routes. This allows subprefix routing
information to pass across classful network boundaries.

Step 5 end

Example:

Router (config-router) # end

Exits router configuration mode, and enters privileged
EXEC mode.

Example
Verifying Configuration

To verify that you have configured RIP correctly, enter the show ip route command and look for
RIP routes marked with the letter R. You should see an output similar to the one shown in the
following example:

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set
10.0.0.0/24 is subnetted, 1 subnets

C 10.108.1.0 is directly connected, Loopback0
R 3.0.0.0/8 [120/1] via 2.2.2.1, 00:00:02, Ethernet0/0/0

Configuring Enhanced Interior Gateway Routing Protocol

The Enhanced Interior Gateway Routing Protocol (EIGRP) is an enhanced version of the Interior Gateway
Routing Protocol (IGRP) developed by Cisco. The convergence properties and the operating efficiency of
EIGRP have improved substantially over IGRP, and IGRP is now obsolete.

The convergence technology of EIGRP is based on an algorithm called the Diffusing Update Algorithm
(DUAL). The algorithm guarantees loop-free operation at every instant throughout a route computation and
allows all devices involved in a topology change to synchronize. Devices that are not affected by topology
changes are not involved in recomputations

Details on configuring Enhanced Interior Gateway Routing Protocol (EIGRP), are found in the following
guide: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute _eigrp/configuration/xe-16-10/
ire-xe-16-10-book/ire-enhanced-igrp.html
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Configuring Open Shortest Path First (OSPF)

OSPF is an Interior Gateway Protocol (IGP) developed by the OSPF working group of the Internet Engineering
Task Force (IETF). OSPF was designed expressly for IP networks and it supports IP subnetting and tagging
of externally derived routing information. OSPF also allows packet authentication and uses IP multicast when
sending and receiving packets.

Cisco supports RFC 1253, OSPF Version 2 Management Information Base, August 1991. The OSPF MIB
defines an IP routing protocol that provides management information related to OSPF and is supported by
Cisco routers.

Details on configuring OSPF are found in the following
guide:https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute ospf/configuration/xe-16-12/iro-xe-16-12-book.html

Configuring Integrated Intermediate System-to-Intermediate System (IS-IS)
Routing Protocol

IS-IS is a link-state Interior Gateway Protocol (IGP). Link-state protocols are characterized by the propagation
of the information required to build a complete network connectivity map on each participating device. That
map is then used to calculate the shortest path to destinations.

The IS-IS protocol was developed in the late 1980s by Digital Equipment Corporation (DEC) and was
standardized by the International Standards Organization (ISO) in ISO/IEC 10589. The current version of
this standard is ISO/IEC 10589:2002.

ISO/IEC 10589 defines support for the ISO Connectionless Network Protocol (CLNP) as defined in ISO 8473.
However, the protocol was designed to be extensible to other network protocols. RFC 1195 defined IS-IS
support for IP, and additional IETF extensions have defined IS-IS support for IPv6. Integration of support for
multiple network layer protocols has led to the term Integrated IS-IS. The Cisco IOS IS-IS implementation
supports CLNP, IPv4, and IPv6. This module and its related modules use the term IS-IS to refer to the Integrated
IS-IS that is implemented by Cisco IOS software.

For details on configuring IS-IS, see the following guide:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/xe-16-12/irs-xe-16-12-book.html

Modular QoS (MQC)

This section provides an overview of Modular QoS CLI (MQC), which is how all QoS features are configured
on the IoT Integrated Services Router. MQC is a standardized approach to enabling QoS on Cisco routing
and switching platforms.

Follow the procedures that are in the QoS Modular QoS Command-Line Interface Configuration Guide, Cisco
10S XE 17 guide.
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CHAPTER 4

Configuring Secure Shell

This section contains the following topics:

* Information About Secure Shell, on page 35
» How to Configure Secure Shell, on page 37
* Information about Secure Copy, on page 43
 Additional References, on page 45

Information About Secure Shell

Secure Shell (SSH) is a protocol that provides a secure, remote connection to a device. SSH provides more
security for remote connections than Telnet does by providing strong encryption when a device is authenticated.
This software release supports SSH Version 1 (SSHv1) and SSH Version 2 (SSHv2).

Prerequisites for Configuring Secure Shell
The following are the prerequisites for configuring the device for secure shell (SSH):
» For SSH to work, the switch needs an RSA public/private key pair.

* The Secure Shell (SSH) server requires an [Psec (Data Encryption Standard [DES] or 3DES) encryption
software image; the SSH client requires an [Psec (DES or 3DES) encryption software image.)

* Configure a hostname and host domain for your device by using the hostname and ip domain-name
commands in global configuration mode. Use the hostname and ip domain-name commands in global
configuration mode.

Restrictions for Configuring Secure Shell
The following are restrictions for configuring the router for secure shell.
* The router supports RSA authentication.
» SSH supports only the execution-shell application.

» The SSH server and the SSH client are supported only on Data Encryption Standard (DES) (56-bit) and
3DES (168-bit) data encryption software. In DES software images, DES is the only encryption algorithm
available. In 3DES software images, both DES and 3DES encryption algorithms are available.
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. SSH And Router Access

\}

Note Cisco highly recommends the 3DES encryption as it is stronger. See the Cisco
I0S-XE Device hardening guide at https://www.cisco.com/c/en/us/support/docs/
ip/access-lists/13608-21.html for details.

* This software release supports IP Security (IPSec).

* The router supports the Advanced Encryption Standard (AES) encryption algorithm with a 128-bit key,
192-bit key, or 256-bit key. However, symmetric cipher AES to encrypt the keys is not supported.

* The login banner is not supported in Secure Shell Version 1. It is supported in Secure Shell Version 2,
which Cisco recommends due to its better security.

* The -1 keyword and userid : {number} {ip-address} delimiter and arguments are mandatory when
configuring the alternative method of Reverse SSH for console access.

SSH And Router Access

Secure Shell (SSH) is a protocol that provides a secure, remote connection to a device. SSH provides more
security for remote connections than Telnet does by providing strong encryption when a device is authenticated.
This software release supports SSH Version 1 (SSHv1) and SSH Version 2 (SSHv2). SSH functions the same
in IPv6 as in IPv4. For IPv6, SSH supports IPv6 addresses and enables secure, encrypted connections with
remote IPv6 nodes over an IPv6 transport.

SSH Servers, Integrated Clients, and Supported Versions

The Secure Shell (SSH) Integrated Client feature is an application that runs over the SSH protocol to provide
device authentication and encryption. The SSH client enables a Cisco device to make a secure, encrypted
connection to another Cisco device or to any other device running the SSH server. This connection provides
functionality similar to that of an outbound Telnet connection except that the connection is encrypted. With
authentication and encryption, the SSH client allows for secure communication over an unsecured network.

The SSH server and SSH integrated client are applications that run on the switch. The SSH server works with
the SSH client supported in this release and with non-Cisco SSH clients. The SSH client works with publicly
and commercially available SSH servers. The SSH client supports the ciphers of Data Encryption Standard
(DES), 3DES, and password authentication.

\)

Note The SSH client functionality is available only when the SSH server is enabled.

User authentication is performed like that in the Telnet session to the device. SSH also supports the following
user authentication methods:

* TACACS+
* RADIUS

* Local authentication and authorization
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SSH Configuration Guidelines
Follow these guidelines when configuring the device as an SSH server or SSH client:
* An RSA key pair generated by a SSHv1 server can be used by an SSHv2 server, and the reverse.

» If you get CLI error messages after entering the crypto key generate rsa global configuration command,
an RSA key pair has not been generated. Reconfigure the hostname and domain, and then enter the crypto
key generate rsa command.

» When generating the RSA key pair, the message No hosthame specified might appear. If it does, you
must configure an IP hostname by using the hostname global configuration command.

* When generating the RSA key pair, the message No domain specified might appear. If it does, you must
configure an IP domain name by using the ip domain-name global configuration command.

» When configuring the local authentication and authorization authentication method, make sure that AAA
is disabled on the console.

How to Configure Secure Shell

This section contains the following:

Setting Up the Router to Run SSH

Follow the procedure given below to set up your device to run SSH:

Before you begin

Configure user authentication for local or remote access. This step is required. For more information, see

Related Topics below.
SUMMARY STEPS
1. enable
2. configure terminal
3. hostname hostname
4. ip domain-name domain_name
5. crypto key generate rsa
6. end
7. show running-config
8. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
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Command or Action

Purpose

router> enable

Step 2 configure terminal Enters global configuration mode.
Example:
router# configure terminal
Step 3 hostname hostname Configures a hostname and IP domain name for your device.
Example: Note Follow this procedure only if you are
configuring the device as an SSH server.
router (config) # hostname your hostname
Step 4 ip domain-name domain_name Configures a host domain for your device.
Example:
router (config) # ip domain-name your domain name
Step 5 crypto key generate rsa Enables the SSH server for local and remote authentication
Examble: on the device and generates an RSA key pair. Generating
ple: an RSA key pair for the device automatically enables SSH.
router (config) # crypto key generate rsa We recommend that a minimum modulus size of 1024 bits.
When you generate RSA keys, you are prompted to enter
a modulus length. A longer modulus length might be more
secure, but it takes longer to generate and to use.
Note Follow this procedure only if you are
configuring the device as an SSH server.
Step 6 end Returns to privileged EXEC mode.
Example:
router (config) # end
Step 7 show running-config Verifies your entries.
Example:
router# show running-config
Step 8 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

router# copy running-config startup-config
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Configuring the SSH Server

Follow these steps to configure the SSH server:

\}

Note  This procedure is only required if you are configuring the device as an SSH server.

SUMMARY STEPS
1. enable
2. configure terminal
3. ip ssh version [2]
4. ip ssh {timeout seconds | authentication-retries number}
5. Use one or both of the following:
* line vty line_number [ending line number]
* transport input ssh
6. end
7. show running-config
8. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

router> enable

Step 2 configure terminal Enters global configuration mode.
Example:
router# configure terminal
Step 3 ip ssh version [2] (Optional) Configures the device to run SSH Version 2.
Example: If you do not enter this command or do not specify a
keyword, the SSH server selects the latest SSH version
router (config) # ip ssh version 2 supported by the SSH client. For example, if the SSH client
supports SSHv1 and SSHv2, the SSH server selects SSHv2.
Step 4 ip ssh {timeout seconds| authentication-retries number} | Configures the SSH control parameters:

Example: * Specify the time-out value in seconds; the default is
120 seconds. The range is 0 to 120 seconds. This
router (config) # ip ssh timeout 90 parameter applies to the SSH negotiation phase. After

ip ssh authentication-retries 2
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Command or Action

Purpose

the connection is established, the device uses the
default time-out values of the CLI-based sessions.

By default, up to five simultaneous, encrypted SSH
connections for multiple CLI-based sessions over the
network are available (session 0 to session 4). After
the execution shell starts, the CLI-based session
time-out value returns to the default of 10 minutes.

* Specify the number of times that a client can
re-authenticate to the server. The default is 3; the range
is0to 5.

Repeat this step when configuring both parameters.

Step 5 Use one or both of the following: (Optional) Configures the virtual terminal line settings.
+ line vty line_number [ending line number] * Enters line configuration mode to configure the virtual
« transport input ssh terminal line settings. For the Iine_nurTber and
ending_line_number arguments, the range is from 0
Example:
to 15.
router (config)# line vty 1 10
* Specifies that the device prevents non-SSH Telnet
or connections, limiting the device to only SSH
connections.
router (config-line)# transport input ssh
Step 6 end Exits line configuration mode and returns to privileged
EXEC mode.
Example:
router (config-line)# end
Step 7 show running-config Verifies your entries.
Example:
router# show running-config
Step 8 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

router# copy running-config startup-config
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Monitoring the SSH Configuration and Status

Table 5: Commands for Displaying the SSH Server Configuration and Status

Command | Purpose

show ip | Shows the version and configuration information for the SSH server.
ssh

show ssh | Shows the status of the SSH server.

Configuring the Router for Local Authentication and Authorization

SUMMARY STEPS

DETAILED STEPS

You can configure AAA to operate without a server by setting the switch to implement AAA in local mode.
The router then handles authentication and authorization. No accounting is available in this configuration.

Follow these steps to configure AAA to operate without a server by setting the router to implement AAA in
local mode:

\}

Note

for HTTP access by using AAA methods.

To secure the router for HTTP access by using AAA methods, you must configure the router with the ip http
authentication aaa global configuration command. Configuring AAA authentication does not secure the router

enable

configure terminal

aaa new-model

aaa authentication login default local

aaa authorization exec local

aaa authorization network local

username name privilege level password encryption-type password
end

show running-config

copy running-config startup-config

©ENDGOHWN

=y
e

Command or Action Purpose

Step 1 enable

router> enable

Enables privileged EXEC mode.

Example: * Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.

Example:

Cisco Embedded Service 6300 Series Software Configuration Guide .



. Configuring the Router for Local Authentication and Authorization

Configuring Secure Shell |

Command or Action Purpose
router# configure terminal
Step 3 aaa new-model Enables AAA
Example:
router (config) # aaa new-model
Step 4 aaa authentication login default local Sets the login authentication to use the local username
database. The default keyword applies the local user
Example: .
database authentication to all ports.
router (config) # aaa authentication login default
local
Step 5 aaa authorization exec local Configures user AAA authorization, check the local
database, and allow the user to run an EXEC shell.
Example:
router (config-line)# aaa authorization exec local
Step 6 aaa authorization network local Configures user AAA authorization for all network-related
service requests.
Example: q
router (config-line) # aaa authorization network
local
Step 7 username name privilege level password encryption-type | Enters the local database, and establishes a username-based
password authentication system.
Example: Repeat this command for each user.
o a. For name, specify the user ID as one word. Spaces and
router (config-line) # username your user name . K 1l d
privilege 1 password 7 secret567 quotation marks are not allowed.

b. (Optional) For level, specify the privilege level the
user has after gaining access. The range is 0 to 15.
Level 15 gives privileged EXEC mode access. Level
0 gives user EXEC mode access.

c. For encryption-type, enter 0 to specify that an
unencrypted password follows. Enter 7 to specify that
a hidden password follows.

d. For password, specify the password the user must enter
to gain access to the switch. The password must be
from 1 to 25 characters, can contain embedded spaces,
and must be the last option specified in the username
command.

Step 8 end Exits line configuration mode and returns to privileged

EXEC mode.

Example:
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Command or Action Purpose

router (config-line) # end

Step 9 show running-config Verifies your entries.

Example:

router# show running-config

Step 10 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

router# copy running-config startup-config

Information about Secure Copy

The Secure Copy Protocol (SCP) feature provides a secure and authenticated method for copying router
configuration or router image files. SCP relies on Secure Shell (SSH), an application and a protocol that
provide a secure replacement for the Berkeley r-tools.

Prerequisites for Secure Copy
The following are the prerequisites for configuring the device for secure shell (SSH):
* Before enabling SCP, you must correctly configure SSH, authentication, and authorization on the switch.
* Because SCP relies on SSH for its secure transport, the router must have an RSA key pair.
* SCP relies on SSH for security.

* SCP requires that authentication, authorization, and accounting (AAA) authorization be configured so
the router can determine whether the user has the correct privilege level.

* A user must have appropriate authorization to use SCP.

* A user who has appropriate authorization can use SCP to copy any file in the Cisco IOS File System
(IFS) to and from a switch by using the copy command. An authorized administrator can also do this
from a workstation.

Restrictions for Configuring Secure Copy

* Before enabling SCP, you must correctly configure SSH, authentication, and authorization on the router.

* When using SCP, you cannot enter the password into the copy command. You must enter the password
when prompted.
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To configure the Cisco router for Secure Copy (SCP) server-side functionality, perform the following steps.

SUMMARY STEPS

enable
configure terminal
aaa new-model

ip scp server enable
exit

show running-config
debug ip scp

©ENSOORWN A

DETAILED STEPS

aaa authentication login {default | list-name} methodl [ method2... ]
username name [privilege level] password encryption-type encrypted-password

Command or Action

Purpose

Step 1

enable

Example:

router> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configure terminal

Example:

router# configure terminal

Enters global configuration mode.

Step 3

aaa new-model

Example:

router (config)# aaa new-model

Sets AAA authentication at login.

Step 4

aaa authentication login {default | list-name} method1 [
method?2... |

Example:

router (config)# aaa authentication login default
group tacacs+

Enables the AAA access control system.

Step 5

username name [privilege level] password
encryption-type encrypted-password

Example:

router (config) # username superuser privilege 2
password 0 superpassword

Establishes a username-based authentication system.

Note You may omit this step if a network-based
authentication mechanism, such as TACACS+

or RADIUS, has been configured.
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Command or Action

Purpose

Step 6 ip scp server enable Enables SCP server-side functionality.
Example:
router (config)# ip scp server enable
Step 7 exit Exits global configuration mode and returns to privileged
EXEC mode.
Example:
router (config) # exit
Step 8 show running-config (Optional) Displays the SCP server-side functionality.
Example:
router# show running-config
Step 9 debug ip scp (Optional) Troubleshoots SCP authentication problems.
Example:

router# debug ip scp

Example

router# copy scp <somefile> your_username@ remotehost:/<some/remote/directory>

Additional References

The following sections provide references related to the SSH feature.

Related Topic

Document Title

Configuring Identity Control policies
and Identity Service templates for
Session Aware networking.

Session Aware Networking Configuration Guide, Cisco IOS XE Release
3SE: https://www.cisco.com/en/US/docs/ios-xml/ios/san/configuration/
xe-3se/3850/san-xe-3se-3850-book.pdf

Configuring RADIUS, TACACS+,
Secure Shell, 802.1X and AAA.

Secure Shell Configuration Guide, Cisco I0S XE Gibraltar 16.11.x:
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/
software/release/16-11/configuration_guide/sec/b 1611 sec 9500 cg/
configuring secure shell ssh .html
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New Features for Cisco 10S-XE 17.2.1

This chapter contains the following:

* New Features for Cisco IOS-XE 17.2.1, on page 47

New Features for Cisco 10S-XE 17.2.1

The following features are introduced for the ESR6300.

Serial Port Support

Additional protocol capabilities have been added to the ESR6300 to bring it into feature compatibility with
the IR1101. These include:

* SCADA Gateway functionality (IEC10x and DNP3)
* Raw Socket (TCP and UDP)
* Line Relay

* Reverse Telnet

All of the configuration and show commands will be the same as are available on the IR1101 platform.

https://www.cisco.com/c/en/us/td/docs/routers/access/1101/software/configuration/guide/b _IR1101config.html

Boot from the USB

Support has been added in order to boot the device from configuration files located on the pluggable USB.
Customized startup configuration files can be booted from IOS or from ROMMON.

Booting from 10S
The following configuration steps need to be taken in order to boot from the USB.

To display the boot options:

Router (config) #boot config ?
bootflash: URL of the config file
flash: URL of the config file
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nvram: URL of the config file
usbflashO: URL of the config file
webui: URL of the config file

The syntax for the boot command is:
boot config usbflash0:<file name>

For example:

Router (config) #boot config usbflashO:startup-config

Router (confiqg) #

Router#write memory

Building configuration...

[CK]

*Feb 10 10:20:11.990: %SYS-2-PRIVCFG_ENCRYPT: Successfully encrypted private config file

The environment variable CONFIG_FILE in the following example confirms that the startup-config is set to
boot from usbflashO.

Router#show boot

BOOT variable =

CONFIG _FILE variable = usbflashO:startup-config
BOOTLDR variable does not exist

Configuration register is 0x1820

Standby not ready to show bootvar

Booting from ROMMON

The following configuration steps need to be taken in order to boot from the USB.
From the ROMMON prompt, execute set CONFIG_FILE=usbflash0: <filename>

For example:

rommon 2 > set CONFIG_FILE=usbflashO:my startupcfg
rommon 3 > sync

rommon 4 > set

PSl=rommon ! >

MCU_UPGRADE=SKIP

THRPUT=
LICENSE BOOT LEVEL=

RET 2 RTS=

MCP STARTUP TRACEFLAGS=00000000:00000000
BSI=0

RANDOM NUM=1275114933
BOOT=flash:Jun5 1.8SA,12

RET_ 2 RCALTS=951454376

CONFIG FILE=usbflashO:my startupcfg

Continue booting the I0S image as usual from the ROMMON prompt.

Booting from the USB Feature Summary

* Once the CONFIG_FILE is set to a non-default value, the nvram:startup-config command is aliased
to this new location.

» Any change made to the config file in usbflash will be reflected in nvram:startup-config as well.

 The EXEC command erase nvram:startup-config erases the contents of NVRAM, and deletes the file
referenced by CONFIG_FILE variable.
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» If the USB is unplugged after setting the boot config usbflash0: <filename> variable, then the day 0
default configuration will take effect.

» When the configuration is saved using the copy system:running-config nvram:startup-config command,
the device saves a complete version of the configuration file to the location specified by the CONFIG FILE
environment variable, and a distilled version to NVRAM. A distilled version is one that does not contain
access list information.
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New Features for Cisco 10S-XE 17.3.1

This chapter contains the following:

» New Features for Release 17.3.1, on page 51

New Features for Release 17.3.1

The following features are included in the Cisco IOS-XE release 17.3.1:

Support for Security-Enhanced Linux (SELinux)

Security-Enhanced Linux is a set of patches to the Linux kernel and some utilities to incorporate a strong,
flexible mandatory access control (MAC) architecture into the major subsystems of the kernel. SELinux
provides an enhanced mechanism to enforce the separation of information based on confidentiality and integrity
requirements, which allows threats of tampering and bypassing of application security mechanisms to be
addressed and enables the confinement of damage that can be caused by malicious or flawed applications.

SELinux enforces mandatory access control policies that confine user programs and system servers to the
minimum amount of privilege they require to do their jobs. This reduces or eliminates the ability of these
programs and daemons to cause harm when compromised (for example, via buffer overflows or
mis-configurations). This confinement mechanism operates independently of the traditional Linux access
control mechanisms.

The are no additional requirements or configuration steps required to enable or operate the SELinux feature.
The solution is enabled/operational by default as part of the base IOS-XE software on supported platforms.

The following are enhanced show commands that have been defined for viewing SELinux related audit logs.
show platform software audit all
show platform software audit summary

show platform software audit switch <<1-8> | active | standby> <FRU identifier from a drop-down list>

Command Examples

The following is a sample output of the show software platform software audit summary command:

Device# show platform software audit summary

AUDIT LOG ON switch 1
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AVC Denial count: 58

The following is a sample output of the show software platform software audit all command:

Device# show platform software audit all

AUDIT LOG ON switch 1
START
type=AVC msg=audit (1539222292.584:100): avc: denied { read }
comm="mcp_trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=1l
type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp_ trace filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=1l
type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l
type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407 scontext=system u:system r:polaris trace filter t:s0
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l
type=AVC msg=audit (1539438600.896:119): avc: denied { execute } for pid=8300 comm="sh"
name="1d" dev="1loop0" ino=6982 scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:bin t:s0 tclass=file permissive=l

END

for pid=14017

(output omitted for brevity)

The following is a sample output of the show software platform software audit switch command:

Device# show platform software audit switch active RO
START
type=AVC msg=audit (1539222292.584:100): avc: denied { read }
comm="mcp_ trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:s0
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=1l
type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp_trace_filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:s0
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:s0
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=l

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407 scontext=system u:system r:polaris trace filter t:s0
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=l

for pid=14017

type=AVC msg=audit (1539438624.916:122): avc: denied { execute no trans } for pid=8600
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=1

type=AVC msg=audit (1539438648.936:123): avc: denied { execute no trans } for pid=9307
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=1l

type=AVC msg=audit (1539438678.649:124): avc: denied { name connect } for pid=26421

comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=1l
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type=AVC msg=audit (1539438696.969:125): avc: denied { execute no trans } for pid=10057
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438732.973:126): avc: denied { execute no trans } for pid=10858
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438778.008:127): avc: denied { execute no trans } for pid=11579
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438800.156:128): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris_caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438834.099:129): avc: denied { execute no trans } for pid=12451
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438860.907:130): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris_caf api port t:s0 tclass=tcp_socket permissive=1
========== END ============

Syslog Message Reference
Facility-Severity-Mnemonic

* %SELINUX-3-MISMATCH

Severity-Meaning
* ERROR LEVEL Log

Message Explanation

* A resource access was made by the process for which a resource access policy is not defined. The operation
was flagged but not denied.

* The operation continued successfully and was not disrupted. A system log has been generated about the
missing policy for resource access by the process as denied operation.

Recommended Action
* Please contact CISCO TAC with the following relevant information as attachments:
» The message exactly as it appears on the console or in the system log.
* Output of "show tech-support" (text file)

* Archive of Btrace files from the box using the following command ("request platform software trace
archive target <URL>") For Example: Device#request platform software trace archive target
flash:selinux_btrace_logs
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SD-WAN on the ESR6300

The ESR6300 supports SDWAN with release 17.3.1 or later. This release brings the ESR6300 into feature
parity with the IR1101. The ESR6300 will require controller version 20.2 or later.

All of the available SDWAN documentation can be found here:

https://www.cisco.com/c/en/us/support/routers/sd-wan/series.html

. Cisco Embedded Service 6300 Series Software Configuration Guide


https://www.cisco.com/c/en/us/support/routers/sd-wan/series.html

CHAPTER 7

New Features for Cisco 10S-XE 17.4.1

This section contains the following:

* Plug and Play (PnP) Support, on page 55

Plug and Play (PnP) Support

This release enables PnP to work the same as on the IR1101. See the IR1101 Software Configuration Guide.

PnP Overview

The out of box configuration boots the platform up to the configuration wizard. The control stops at a prompt
where the user is given an option to enter the startup configuration wizard or not. If the user does not have
access to the router, or does not enter any options, PnP discovery kicks in. If the PnP agent successfully
establishes a connection to the PnP Server, the device configurations are pushed from the Server. The platform
gets configured according to the user preference.

If PnP is not setup for the Router, the WebUI is accessible without having to access the platform console.
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New Features for Cisco I0S-XE 17.5.1

This section contains the following:

* RFC4884 ICMPv6 and MPLSv6, on page 57
* Netboot Support , on page 58
* Alarm port Support on the ESR6300, on page 58

RFC4884 ICMPv6 and MPLSv6

RFC 4884 redefines selected ICMP error messages to support multi-part operation.

A multi-part ICMP message carries all of the information that ICMP messages carried previously, as well as
additional information that applications may require.

RFC 4884 feature introduces an 8-bit length attribute to the following ICMPv6 messages with extensions.
* Destination Unreachable (type = 1)

* Time Exceeded (type = 3)
As part of RFC 4884 feature, for applications like MPLS/trace route which add extensions to type 1 and type
3 ICMPv6 error messages, original datagram length will be added in ICMPv6 header.

Also, infra is added as part of RFC 4884 support. If any new application is adding extensions it has to call
defined registries to be compliant with RFC 4884.

Backward compatibility is also taken care of as part of this feature.

This feature is enabled by default and a CLI [no] ipv6 icmp od-length enable is provided which is enabled
by default.

Command Example

Limitations

ipv6é icmp od-length enable

RFC4884 ICMP v4 and MPLS v4 extensions will be supported in the IOS-XE 17.6.1 release.
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Netboot Support

The Netboot (TFTP boot) feature is now supported on the ESR6300. The ESR6300 has two Combo ports,
Copper and Fiber ports (SFP) ports that support TFTP boot.

The Netboot (TFTP boot) feature allows the user to recover their router in the case that there is no image in
the bootflash or USB.

The following configuration needs to be in place in ROMMON:
* WAN port Gigabit-Ethernet 0/0/0 or 0/0/1 should be connected to a TETP network

* Path to image should be in a TFTP directory

* set [P ADDRESS=<IP address of router>

» set [P SUBNET MASK=<mask>

* set DEFAULT GATEWAY=<IP address of gateway>

* boot tftp://<server IP address>/<path to image>

Alarm port Support on the ESR6300

There is one alarm port available on the ESR6300. The IOS name for the alarm port is Alarm Contact 0.
The following configuration commands are available in IOS:

+ alarm contact 0 enable
+ alarm contact 0 description
* alarm contact 0 severity

» alarm contact 0 trigger

The configuration commands also have their equivalent no prefaces.

Alarm Contact Command

The ESR6300 supports only one alarm contact, which is Alarm Contact 0. Options are described in the

following table:

description The description string is up to 80 alphanumeric
characters in length and is included in any generated
system messages.

severity For severity, enter critical, major, minor or none. If
you do not configure a severity, the default is minor.

trigger For trigger, enter open or closed. If you do not
configure a trigger, the alarm is triggered when the
circuit is closed.
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enable Provides a mechanism for you to enable or disable
alarm conditions for a port.

Alarm Trigger Command

The trigger command has two options as shown below:

closed Assert alarm when contact is closed.

Closed means that no current flows through the contact (normally open contact).
The alarm is generated when current does flow.

open Assert alarm when contact is open.

Open means that the normal condition has current flowing through the contact
(normally closed contact). The alarm is generated when the current stops
flowing.

)

Note See the Alarm Port Configuration Examples, on page 59 for command examples.

Alarm LEDs

The alarm LED behavior is described in the following table:
Severity LED Status
Critical Flashing Red
Major Flashing Red
Minor Red

\}

Note The LED behavior depends on both the trigger configuration as well as the severity configuration. The LED
behavior does not differentiate between the Critical and Major severity.

Alarm Port Configuration Examples

To configure the feature, the alarm contact 0 needs to be enabled first. Perform the following:

Router#config term

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #alarm contact 0 enable

Router (config) #alarm contact 0 description test

Router (config) #alarm contact 0 severity critical
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Alarm Enable/Disable
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The alarm needs to be enabled to configure the severity and trigger. The following example shows the errors

when the alarm is not enabled:

Router (config) #alarm contact 0 trigger open
Alarm / Digital IO Port O is not enabled.

Router (config) #alarm contact 0 severity major
Alarm / Digital IO Port 0 is not enabled.
Enabling the Alarm and Setting the Severity

See the following example:

Router (config) #alarm contact 0 enable

Router (config) #alarm contact 0 severity ?
critical Critical alarm severity

major Major alarm severity
minor Minor alarm severity
none No alarm severity

Router (config) #alarm contact 0 severity major

Router (config) #end

Router#

*Oct 16 14:54:54.518: $IIOT ALARM CONTACT-0-EXTERNAL ALARM CONTACT ASSERT:
alarm/digital IO port (External alarm contact on Motherboard) asserted

*Oct 16 14:54:54.518: $IIOT ALARM CONTACT-0-EXTERNAL ALARM CONTACT ASSERT:
alarm/digital IO port (ASSERT) asserted

ha

*Oct 16 14:54:54.733: %SYS-5-CONFIG I: Configured from console by cons

Viewing The Configuration

To view the configuration:

Router#show alarm

Alarm contact 0O:

Description: External alarm contact on Motherboard
Status: Not Asserted

Application: Dry

Severity: major

Trigger: Open

Mode: Input

Router#

Router#show facility-alarm status
System Totals Critical: 0 Major: 1 Minor: O

Source Time Severity Description

External alarm contact Oct 16 2023 14:46:14 MAJOR External al
Motherboard [0]

Async0/2/0 Oct 15 2023 18:58:08 INFO Physical Port
State Down [2]

GigabitEthernet0/0/0 Oct 15 2023 18:58:21 INFO Physical Port
State Down [2]
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GigabitEthernet0/0/1 Oct 15 2023 18:58:21 INFO
State Down [2]

GigabitEthernet0/1/0 Oct 15 2023 18:58:20 INFO
State Down [2]

GigabitEthernet0/1/1 Oct 15 2023 18:58:20 INFO
State Down [2]

GigabitEthernet0/1/2 Oct 15 2023 18:58:20 INFO
State Down [2]

GigabitEthernet0/1/3 Oct 15 2023 18:58:20 INFO
State Down [2]

Cellular0/3/0 Oct 15 2023 18:58:22 INFO
State Down [2]

Cellular0/3/1 Oct 15 2023 18:58:22 INFO
State Down [2]

Router#
Router#show facility-alarm status major

System Totals Critical: 0 Major: 1 Minor: O
Source Time Severity
External alarm contact Oct 16 2023 14:46:14 MAJOR

Motherboard [0]

Alarm Trigger Commands

See the following example:

Router#show run | sec alarm
alarm contact 0 enable
alarm contact 0 trigger Open
logging alarm informational
Router#
Routerf#show alarm
Alarm contact O:
Description: External alarm contact on Motherboard

Status: Asserted

Application: Dry

Severity: minor

Trigger: Open

Mode: Input
Router#

Router#show facility-alarm status

System Totals Critical: 0 Major: 0 Minor: 1
Source Time Severity
External alarm contact Oct 16 2023 14:54:54 MINOR

Motherboard [0]
Async0/2/0 Oct 15 2023 18:58:08 INFO
State Down [2]
GigabitEthernet0/0/0 Oct 15 2023 18:58:21 INFO
State Down [2]

Alarm Port Configuration Examples .

Physical Port Administrative
Physical Port Administrative
Physical Port Administrative
Physical Port Administrative
Physical Port Administrative
Physical Port Administrative

Physical Port Administrative

Description [Index]

External alarm contact on

Description [Index]
External alarm contact on

Physical Port Administrative

Physical Port Administrative
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GigabitEthernet0/0/1 Oct 15 2023 18:58:21 INFO Physical Port Administrative
State Down [2]

GigabitEthernet0/1/0 Oct 15 2023 18:58:20 INFO Physical Port Administrative
State Down [2]

GigabitEthernet0/1/1 Oct 15 2023 18:58:20 INFO Physical Port Administrative
State Down [2]

GigabitEthernet0/1/2 Oct 15 2023 18:58:20 INFO Physical Port Administrative
State Down [2]

GigabitEthernet0/1/3 Oct 15 2023 18:58:20 INFO Physical Port Administrative
State Down [2]

Cellular0/3/0 Oct 15 2023 18:58:22 INFO Physical Port Administrative
State Down [2]

Cellular0/3/1 Oct 15 2023 18:58:22 INFO Physical Port Administrative
State Down [2]

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #alarm contact 0 trigger closed

Router (confiqg) #

*Oct 16 14:58:19.548: $IIOT ALARM CONTACT-0-EXTERNAL ALARM CONTACT CLEAR: External
alarm/digital IO port (External alarm contact on Motherboard) cleared

*Oct 16 14:58:19.549: $IIOT ALARM CONTACT-0-EXTERNAL ALARM CONTACT CLEAR: External
alarm/digital IO port (CLEAR) cleared

Router#sh facility-alarm status
System Totals Critical: 0 Major: O Minor: O

Source Time Severity Description [Index]

Async0/2/0 Oct 15 2023 18:58:08 INFO Physical Port Administrative
State Down [2]

GigabitEthernet0/0/0 Oct 15 2023 18:58:21 INFO Physical Port Administrative
State Down [2]

GigabitEthernet0/0/1 Oct 15 2023 18:58:21 INFO Physical Port Administrative
State Down [2]

GigabitEthernet0/1/0 Oct 15 2023 18:58:20 INFO Physical Port Administrative
State Down [2]

GigabitEthernet0/1/1 Oct 15 2023 18:58:20 INFO Physical Port Administrative
State Down [2]

GigabitEthernet0/1/2 Oct 15 2023 18:58:20 INFO Physical Port Administrative
State Down [2]

GigabitEthernet0/1/3 Oct 15 2023 18:58:20 INFO Physical Port Administrative
State Down [2]

Cellular0/3/0 Oct 15 2023 18:58:22 INFO Physical Port Administrative
State Down [2]

Cellular0/3/1 Oct 15 2023 18:58:22 INFO Physical Port Administrative
State Down [2]
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Router#

Router#show alarm
Alarm contact O:
Description: External alarm contact on Motherboard

Status: Not Asserted
Application: Dry
Severity: minor
Trigger: Closed

Mode: Input
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CHAPTER 9

New Features for Cisco 10S-XE 17.6.1

The following are the new features available on the ESR6300 for release 17.6.1:

* Additional SFF Support, on page 65
* VXLAN support , on page 65

SFF Support

A Small Form Factor (SFF) transceiver is an optical transceiver that is soldered onto the PCB. It tends to be
smaller in size than traditional SFPs.

There was a need for the ESR6300 to support SFFs in order to meet high vibration and shock requirements
that can't be met with traditional SFPs. Therefore, support was added in 17.6.1 for the Finisar FTE8S01K1LTN.

Since, this is not a Cisco transceiver, the end-user will need to use the service unsupported-transceiver CLI
in order to get the router to accept and initialize the SFF.

Functionally, an SFF operates in the same way as an SFP.

VXLAN support

This feature functions the same as it does on the IR1101 running 17.5.1

See the section on VXLAN in the IR1101 Software Configuration Guide.
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New Features for Cisco 10S XE 17.7.1

This chapter contains the following sections:

* LTE Support for ESR6300, on page 67
* Support 1G SFPs, on page 67

LTE Support for ESR6300

Cisco IOS-XE Release 17.7.1 adds support for LTE modules on the ESR6300 platform in slot 3. The related
interface is Cellular 0/3/0.

ESR6300 will only support the following LTE modules:
* P-LTE-MNA (WP7610 modem)
* P-LTEA-LA (EM7430 modem)
* P-LTEA-EA (EM7455 modem)
* P-LTEAP18-GL (LM960 modem)

The cellular interface/module configuration will follow the same as on any other Polaris IOS-XE based
platform and LTE modem.

Support 1G SFPs

Release 17.7.1 will add support for the following SFPs:
GLC-T-RGD

CWDM-SFP-1470=

CWDM-SFP-1610=

CWDM-SFP-1530=

DWDM-SFP-3033=

DWDM-SFP-3112=

GLC-BX-D-I=
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GLC-BX-U-I=
GLC-TE
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New Features for Cisco 10S XE 17.8.1

This chapter contains the following sections:

* Cellular Serviceability Enhancements, on page 69

* GNMI Broker (GNMIB) Update, on page 70

* gRPC Network Operations Interface Update, on page 70

» Raw Socket Feature Enhancement, on page 70

* SCADA Enhancement for TNB, on page 70

* DLEP and Credit Based Radio Aware Routing Support, on page 71

Cellular Serviceability Enhancements

Enhancements have been made for cellular and GPS features as follows:

Trigger points and debug code can be enabled via controller cellular CLIs for generating and trap the debug
data automatically without manual intervention. The following CLI options are available:

(config-controller) #1te modem serviceability ?

gps GPS debugging

interface-resets Interface resets/Bearer deletion
modem-crash Modem-crash debugging
modem-resets IOS initiated unknown modem-resets

The debug data includes the following:
* Context Based debug logs (tracebacks, and GPS locations).
» Well formatted debug messages.

* Vendor specific debug data at a broader range.

The debug logs are located in the following location of flash:

router#dir flash:servelogs
Directory of bootflash:/servelogs/

259340 -rw- 122 Sep 7 2021 17:40:44 +00:00 gpslog-slot5-20210907-174044
259339 -rw- 1734 Sep 7 2021 12:14:07 +00:00 celllog-slot5-20210905-164628

GPS and cellular log files are created separately with file names using the timestamp at the time of the creation.
These files are created as follows:

» If the existing file has reached 10Mb, a new file will be created.
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* A new file will be created if the feature (GPS, or cellular) is completely disabled, and then re-enabled.

GNMI Broker (GNMIB) Update

The GNMI Broker (GNMIB) has been extended to support the gRPC Network Operations Interface (gNOI)
reset.proto service. This service provides functionality for restoring the device to its factory defaults via gRPC.

When the service is executed, it behaves similarly to the ‘factory-reset all” command, and subsequently
triggering a reload. Additionally, the service will maintain the current booted image. The additional steps
below will be taken to comply with the reset.proto service:

* Set the rommon BOOT variable to the current booted image and maintain it through reload following
factory-reset

* Enable autoboot to bring the device up on the current booted image following factory-reset.

gRPC Network Operations Interface Update

gNOI is the gRPC Network Operations Interface. gNOI defines a set of gRPC-based microservices for executing
operational commands and procedure on network devices, such as OS Install, Activate, and Verification.

Through gNOI os.proto will be possible to perform operating system related tasks such as OS activation,
install, detailed overview, internal OS commands, and finally to output a summary of OS operations.

Furthermore, gNOI os.proto can also be used to display the gnmib detailed state, check the gnmib operational
statistics, and also to output modifiers.

Raw Socket Feature Enhancement

This enhancement allows the user to input the maximum number of retries available to the write socket. The
range of the number of retries goes from 1 to 1000. The default number of retries is 10. To accommodate this
feature, a new CLI has been created, raw-socket tcp max-retries <1-1000>. <1-1000> is the maximum
number of retries.

SCADA Enhancement for TNB

This enhancement provides compatibility with TNB’s WG RTUs, including the following:

» TNB RTUs require Reset-Link message to be sent out along with Link-Status message to ensure correct
initialization of the serial. The feature can be selectively turned on using the new configuration CLI
scada-gw protocol force reset-link.

» When clock passthru is enabled and if the router hasn’t received the timestamp from the DNP3-IP master,
the router’s hardware time will be sent downstream to RTU. Upon receiving a new timestamp from
DNP3-IP master, the router will start sending the new timestamp sourced from DNP3-IP master to RTU.

* The number of bufferable DNP3 events in memory will be increased from 600 to 10000.
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* The scada-gw protocol interlock command will be supported for DNP3. Previously, the support only
existed for T101/T104. With this new enhancement, the router will disconnect Serial link if the DNP3-1P
master is down or unreachable. Similarly, when the Serial link to RTU is down, the TCP connection to
DNP3-IP master will be untethered.

* Custom “requests” will be automatically ordered based on priority so that the user can specify them in
any order that they would like to.

DLEP and Credit Based Radio Aware Routing Support

DLEP Support

DLEP addresses the challenges faced when merging IP routing and radio frequency (RF) communications.
Cisco provides capabilities that enable:

* Optimal route selection based on feedback from radios
* Faster convergence when nodes join and leave the network

« Efficient integration of point-to-point, point-to-multipoint and broadcast multi-access radio topologies
with multi-hop routing

* Flow-controlled communications between the radio and its partner router using rate-based Quality of
Service (QoS) policies

* Dynamic shaping of fluctuating RF bandwidth in near real time to provide optimized use of actual RF
bandwidth

Credit Based Radio Aware Routing Support

Radio-Aware Routing (RAR) is a mechanism that uses radios to interact with the routing protocol OSPFv3
to signal the appearance, disappearance, and link conditions of one-hop routing neighbors.

In a large mobile networks, connections to the routing neighbors are often interrupted due to distance and
radio obstructions. When these signals do not reach the routing protocols, protocol timers are used to update
the status of a neighbor. Routing protocols have lengthy timer, which is not recommended in mobile networks.

PPPoE extensions are used when the router communicates with the radio. In the Cisco IOS implementation
of PPPoE, each individual session is represented by virtual access interface (connectivity to a radio neighbor)
on which, QoS can be applied with these PPPoE extensions.

RFC5578 provides extensions to PPPoE to support credit-based flow control and session-based real time link
metrics, which are very useful for connections with variable bandwidth and limited buffering capabilities
(such as radio links).

Complete details can be found in Radio Aware Routing and Dynamic Link Exchange Protocol
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New Features for Cisco 10S XE 17.9.1

This chapter contains the following sections:

* Install Mode Support, on page 73

* Cellular Boot Time Improvements, on page 74

* IOS XE Downgrade Warning, on page 74

* SNMP Polling of Temperature OID, on page 75

* GPS Mode Enabled By Default, on page 76

* Cisco WebUI Access Point Name (APN), on page 76
* [Pv6 Multicast over PPPoE , on page 79

Install Mode Support

The following table describes the differences between Bundle mode and Install mode:

Cisco IOS XE running on IoT routers has typically made use of the Bundle boot mode. Bundle boot mode is
also known as Consolidated boot, and uses a single compressed image. The typical naming convention is
<product>-universalk9.<release>.SPA.bin.

This mode provides a consolidated boot process, using local (hard disk, flash) or remote (TFTP) .bin image.
Booting via a .bin image means that the router would first have to uncompress the image before booting from
it. This led to a longer period of time for the router to boot.

To upgrade the router to a new version of IOS XE, you would point the "boot system" to a new software
image. This method is well known and details are available in your products configuration guide.

Starting with IOS XE release 17.9.1, a new boot mode called Install mode has been added to the IoT routers.
Install mode uses packages loaded into bootflash, which are read by a packages.conf file. This method provides
more control over the software installation process.

)

Note

SMU installation was supported in both bundle boot and install mode. From Cisco IOS XE Release 17.9.x,
SMU installation will be stopped if the router is booted up in bundle mode. If the router is booted up in install
mode, SMU installation will keep working as it is in previous releases.
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Table 6: Bundle Mode vs Install Mode

New Features for Cisco 10S XE 17.9.1 |

Bundle Mode

Install Mode

This mode provides a consolidated boot process, using
local (hard disk, flash) or remote (TFTP) .bin image.

This mode uses the local (bootflash) packages.conf
file for the boot process.

This mode uses a single .bin file.

.bin file is replaced with expanded .pkg files in this
mode.

CLI:

Router (config) #boot system
bootflash:<filename>

CLI:

#install add file bootflash: [activate commit]

To upgrade in this mode, point the boot system to the
new image.

To upgrade in this mode, use the install commands.

Image Auto-Upgrade: When a new Field-Replaceable
Unit (FRU) is inserted in a modular chassis, manual
intervention is required to get the new FRU running
with the same version as the active FRUs.

Image Auto-Upgrade: When a new FRU is inserted
in a modular chassis, the joining FRU is
auto-upgraded to the image version in sync with the
active FRUs.

Rollback: Rollback to the previous image with
multiple Software Maintenance Updates (SMUs) may
require multiple reloads.

Rollback: Enables rollback to an earlier version of
Cisco 10S XE software, including multiple patches
in single reload.

For additional information, please see Cisco IOS XE Installation Methods.

Cellular Boot Time Improvements

Numerous improvements have been made in the Cellular link up-time with IOS-XE release 17.9.1. In previous
releases, the cellular interface was taking approximately two and a half minutes to come up and pass traffic
after the router booted up. The Cellular link up-time has been improved by approximately 20% in this release.

10S XE Downgrade Warning

This feature will present a warning when issuing a boot system flash command followed by a file name of
an image which has a version number lower than the one of the running image. The downgrade operation will
still be possible by ignoring the warning message presented to the user. Booting an image with the same or
higher version of the running image is allowed without warning. The feature is only intended for images
already loaded on the bootflash of the router, this means only for the boot system flash <file_name> CLI
(excluding other sources/devices like ftp, mop, rpc, tftp, rom).

The following are examples of how the system compares versions:

When comparing two version numbers as follows:

«17.7.1
*17.7.1c
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The version with the letter (17.7.1c) will be considered the most updated one.
When comparing two version numbers as follows:

*17.7.3a

*17.7.3f

The comparison will be made taking into consideration the alphabetical order. In the case above 17.7.3f will
be considered the most updated one.

SNMP Polling of Temperature OID

Support has been added for SNMP MIB to be able to return values from temperature sensors. The output
should look similar to the show environment CLIL

The output of a show environment on an IR1101:

IR1101#show environment

Number of Critical alarms: O
Number of Major alarms: 0
Number of Minor alarms: 0
Slot Sensor Current State Reading

Threshold (Minor,Major,Critical, Shutdown)

RO Temp: TS1 Normal 42 Celsius (75 ,80 ,90 ,na ) (Celsius)
RO Temp: TS2 Normal 37 Celsius (75 ,80 ,90 ,na ) (Celsius)

The output from an snmpwalk would look similar to this:

[root@sg-centos-hv ~]# snmpwalk -v 2c -c public 33.33.33.204 1.3.6.1.4.1.9.9.13.1.3.1
SNMPv2-SMI::enterprises.9.9.13.1.3.1.2.1 = STRING: "Sensor 1"
SNMPv2-SMI::enterprises.9.9.13.1.3.1.3.1 = Gauge32: 48
SNMPv2-SMI::enterprises.9.9.13.1.3.1.4.1 = INTEGER: 93
SNMPv2-SMI::enterprises.9.9.13.1.3.1.5.1 = INTEGER: 0
SNMPv2-SMI::enterprises.9.9.13.1.3.1.6.1 = INTEGER: 1
SNMPv2-SMI::enterprises.9.9.13.1.3.1.7.1 = INTEGER: 0

The ciscoEnvMonTemperatureStatusEntry oid is 1.3.6.1.4.1.9.9.13.1.3.1:

* ciscoEnvMonTemperatureStatusIndex (.1)

» ciscoEnvMonTemperatureStatusDescr (.2)

» ciscoEnvMonTemperatureStatusValue (.3)

* ciscoEnvMonTemperatureThreshold (.4)

* ciscoEnvMonTemperatureLastShutdown (.5)

* ciscoEnvMonTemperatureStatus (.6)
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GPS Mode Enabled By Default

In IOS XE versions prior to 17.9.1, GPS was enabled by defaut, however, GPS Mode was disabled by default.
This required that the user perform an additional modem power-cycle after the router came up in order to use
GPS.

Starting with IOS XE 17.9.1, GPS Mode will be enabled by default, and will be set to standalone mode. This
will help reduce the cellular link up time.

\)

Note This only applies to the cellular based GPS. This does not apply to the GPS/GNSS module in IR1800 (DR
module), IR8140 (native GPS) and IR8340 (Timing module).

Use the following command to check cellular GPS status:

Router# show cellular <slot> gps
auto-reset Enable reset modem automatically after configuring GPS enable or mode

Cisco WebUI Access Point Name (APN)

IOS XE 17.9.1 added the ability to add, edit, or delete the APN from the Cisco WebUI Interface. The following
provides an overview of how to perform this function.

)

Note This section only describes new functionality and is not a complete overview of the WebUTI.

Adding the APN

From the WebUI, navigate to Configuration > Interface > Cellular. Double click on the cellular interface
based upon your platform.
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[ primary wan:

Not Configured

Name
Celluiar0/f0
Cellular0/af1
Celluiar0/5/0
Cellular0/s/1

0000

Y Admin Status

Configuration - > Interface~ > Cellular

Backup WAN
Not Configured

Y Operational Status

[N

Cisco WebUI Access Point Name (APN) .

Cellular x

Interface  Profies  Details
5 Ty e Celluar Interface  Celluar0/a/0

unassoned | ipyg Type Easy IP (IP Negotiated)
unassigned
nassigned Admin Status up 4]
unassigned

Description

WAN None v

NAT ()

Profile 1 v

cacel |

On the Cellular window, click on the Profiles tab.

Cellular x

Interface

* - Data Profile

In Y Profil
Use No.

2
* |a 1

1

> Cancel

Profiles

Details

** - LTE attach profile

e Y
APN

\I%
test3

nutag3

10 v

Authentication Y User Y PDN
Type Name Password Y Type
None IPva
None IPv4

Y

»& Update & Apply to Device

@® Basic O Advanced

4 Update & Apply to Device

® Basic O Advanced
Actions
7 i}
7
2 of 2 item:

From the Profiles tab, you can Add, Delete, or Edit the APN. Once the profile is modified, click on Update
& Apply to Device at the bottom of the window.
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Changing the SIM Slot
By default, the APN is attached to SIM slot 0. You can change the APN to SIM slot 1 by using the WebUI.

From the WebUI, navigate to Configuration > Interface > Cellular. Click on the Advanced radio button
on the top of the window.

Cellular .

O Basic (® Advanced

Interface Controller Profiles Details

Cellular Interface Cellular0/4/0 Data Profile 1 v

IPv4 Type Easy IP (IP Negotiated) Attach Profile 1 y

Admin Status up Dialer:{n-Band

Description Dialer Idle ) ©
Timeout

WAN None bé Dialer Group 1 o

NAT Pulse Time 1 o
Load Interval 30 e

=& Update & Apply to Device

Click on the Controller tab at the top of the window.
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Cellular x

O Basic (® Advanced

Interface Controller Profiles Details
Primary SIM Slot 0 v
Changing the link recove _ led

1
Link Recovery W UORDLTU

»& Update & Apply to Device

I

Click on the Primary SIM Slot pull-down and select slot 1. Click on Update & Apply to Device on the bottom
of the window.

IPv6 Multicast over PPPoE

This new feature applies to the ESR6300 Router.

PPPoE is a session/connection-oriented protocol, which extends the point-to-point radio frequency (RF) link
from an external radio to an IOS router. Router communication with the radio is represented by virtual access
interface (connectivity to a radio neighbor).

VMI operates in the Bypass mode where each Virtual Access Interface (VAI) represents a radio neighbor.
The VMI layer re-directs unicast routing protocol traffic to the appropriate P2P link (Virtual-Access interface)
and replicates any Multicast traffic that needs to flow.

For IPV6 multicast over PPPoE to function properly, the following must be configured:

* PPPoE (Virtual-template, VMI and physical interface)
* [PV6 unicast and multicast routing

* [Pv6 PIM BSR

* [Pv6 MLD
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\)

Note This feature requires the Network Advantage License.

For additional information, see the IPv6 Multicast over PPPoE chapter.
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CHAPTER 1 3

New Features for Cisco 10S XE 17.10.1a

This chapter contains the following sections:

* Support for the P-5GS6-GL Pluggable Module on the ESR6300, on page 81
* MAB 802.1x Support, on page 81

* Enable Secure Data Wipe Capabilities, on page 81

» Rawsocket Keepalive Configuration CLI, on page 82

Support for the P-5GS6-GL Pluggable Module on the ESR6300

Support for the P-5GS6-GL Pluggable Module works the same on the ESR6300 as it does on the other IoT
Routers. For details, see 5G Sub-6 GHz Pluggable Interface Module and Cellular Pluggable Interface Module
Configuration Guide.

MAB 802.1x Support

Standalone MAC Authentication Bypass (MAB) is an authentication method that grants network access to
specific MAC addresses regardless of 802.1X capability or credentials. As a result, devices such as cash
registers, fax machines, and printers can be readily authenticated, and network features that are based on
authorization policies can be made available.

For further information, see the Authentication Authorization and Accounting Configuration Guide, Cisco
10S XE

Enable Secure Data Wipe Capabilities

Secure data wipe is a Cisco wide initiative to ensure storage devices on all the IOS XE based platforms to be
properly purged using NIST SP 800-88r1 compliant secure erase commands. Whenever possible, IoT platforms
will leverage the corresponding ENG design and implementation available so far on their platforms.

This feature is supported on the following IoT platforms:
* IR1101
« IR1800
* IR8140
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* ESR6300

When the enable secure data wipe is executed, the following will get wiped out:

« IR1101, IR1800, IR8140: NVRAM, rommon variables, and bootflash
* ESR6300: NVARM, rommon variables, bootflash

The router will be in rommon prompt with default factory settings (baud rate 9600) after the command is

executed. The bootflash will not get formatted until booting with IOS image thru usbflash or tftp download
if the platform is supported.

Performing a Secure Data Wipe
To enable the feature, perform the following:

Router#factory-reset all secure
The factory reset operation is irreversible for securely reset all. Are you sure? [confirm]Y¥Y

| A

Important  This operation may take hours. Please do not power cycle.

To check the log after the command is executed, and booting up IOS XE, perform the following:

Router#show platform software factory-reset secure log
Factory reset log:

#CISCO DATA SANITIZATION REPORT:# IR1800

Purge ACT2 chip at 12-08-2022, 15:17:28

ACT2 chip Purge done at 12-08-2022, 15:17:29

mtd and backup flash wipe start at 12-08-2022, 15:17:29
mtd and backup flash wipe done at 12-08-2022, 15:17:29.

Rawsocket Keepalive Configuration CLI

Rawsocket keepalive for async interfaces is a feature that existed in classic IOS platforms. As part of 17.10.1a,
the feature will be extended to IOS-XE based platforms. A new CLI with the following syntax will be added
under rawsocket.

Router (config-line) #raw-socket tcp keepalive interval

CLI Changes

On IOS-XE platforms starting from 17.10.1a, there is a CLI correction and an additional CLI was added as
part of raw-socket.

The correction is for the raw-socket idle timeout command. There is now an option to configure the timeout
based on minutes and seconds, whereas the previous configuration used only minutes.

Router (config-line) # raw-socket tcp idle-timeout [0-1440] [<0-59> | cr]

The additional CLI is for clearing the raw-socket TCP clients. The command syntax is clear raw-socket line
[1-145|tty|x/y/Z] for example:

Router# clear raw-socket line 0/2/0
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\)

Note When initiating clear raw-socket line, raw-socket sessions will be cleared for raw-socket clients from the
show raw-socket tcp sessions command. Connections will be re-established after a TCP hand-shake, which
can be done by doing shut/no shut on TCP connection interface.
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New Features for Cisco 10S XE 17.11.1a

This chapter contains the following sections:

* Change to Smart Licensing Packaging, on page 85
* Galileo Support on the LTE Pluggable Modules, on page 88

Change to Smart Licensing Packaging

This release brings the IoT routing products inline with other Integrated Service Routers (ISR).

Smart Licensing Overview

Cisco Smart Licensing is a flexible licensing model that provides users with an easier, faster, and more
consistent way to purchase and manage software across the Cisco portfolio and across their organization. And
it’s secure. With Smart Licensing users get:

* Easy Activation: Smart Licensing establishes a pool of software licenses that can be used across the
entire organization—no more Product Activation Keys (PAKs).

* Unified Management: My Cisco Entitlements (MCE) provides a complete view into all of your Cisco
products and services in an easy-to-use portal, so you always know what you have and what you are
using.

* License Flexibility: Your software is not node-locked to your hardware, so you can easily use and transfer
licenses as needed.

Smart Licensing Using Policy (SLP), was previously referred to as Smart Licensing Enhanced (SLE), and is
the default mode starting with Cisco IOS-XE release 17.3.2. SLE replaced Smart Software Licensing. This
feature change for Cisco IOS XE release 17.11.1a focuses on the licensing packaging.

License Levels
The following are the license levels available for all Cisco IR devices.
Base Licenses

» Network Essentials

* Network Advantage (includes Network Essentials)

Cisco Embedded Service 6300 Series Software Configuration Guide .



New Features for Cisco 10S XE 17.11.1a |
. Change to Smart Licensing Packaging

\)

Note These licenses are ordered through Cisco Commerce Workspace (CCW), and are permanent.

Add-on Licenses — These can be subscribed for a fixed term of three, five, or seven years.

* Digital Networking Architecture (DNA) Essentials
* DNA Advantage (includes DNA Essentials)

\}

Note These licenses are ordered through Cisco Commerce Workspace (CCW), and relate to DNA-C and SDWAN.
For further information, see the Cisco SD-WAN and Cisco DNA Center web pages.

The following tables provide details on the licensing levels:

Table 7: Network Essentials (Perpetual License)

Essential Switch Capabilities Layer 2, Routed Access(RIP, EIGRP Stub, OSPF (1000 routes)), PBR,
PIM Stub Multicast (1000 routes) PVLAN, VRRP, PBR, CDP, QoS,
FHS, 802.1x, Macsec-128, CoPP, SXP, IP SLA Responder SSO

Note For the device to be compliant with the DNA Essential
License it must not exceed 1000 routes in the routing table
regardless of how the routes were learned.

DevOps Integration * Netconf, Restconf, gRPC

* Yang Data Models

* GuestShell (On-Box Python)
* PnP Agent, ZTP

Table 8: Network Advantage (Perpetual License) Contains all of the Network Essentials plus the following:

IoT & Mobility CoAP

Full Routing Functionality BGP, HSRP, OSPF, ISIS,GLBP

Flexible Network Segmentation VRF, VXLAN, LISP, SGT, MPLS

High Availability & Resiliency NSF, GIR, Stackwise Virtual*, ISSU/eFSU, Patching (CLI)

Optimize Bandwidth Utilization MSDP, mVPN, AutoRP, PIM-BIDIR
with Multicast
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Table 9: DNA Essentials (3,5,7 year terms)

Basic Automation * PnP Application
* LAN Automation

* Embedded Event Manager

Basic Assurance » Health Dashboards — Network and Client

* Basic Device & Wired Client Health Monitoring

Table 10: DNA Advantage (3,5,7 year terms) Contains all of the DNA Essentials plus the following:

Advanced Automation * Encrypted Traffic Analytics

* DNA Service for Bonjour

Assurance & Analytics * Compliance, Custom Reports

* Switch 360 & Wired Client 360

Licensing Throughput Levels

In addition to configuring the license level, it is also possible to configure the throughput level on the device.
The throughput level determines the bandwidth limit which is applied to encrypted traffic. There is no limit
applied to the non-encrypted (clear) traffic going through a device.

| A

Important  To comply with global export regulations, if more than 250Mbs of encrypted traffic is required, then an
“uncapped” — platform dependent — selection must be done on CCW, as well as an HSEC license.

This limit is imposed bidirectionally. This means that if the throughput limit is set to 250Mbps then up to
250Mbps of encrypted traffic can flow through the device in either direction. For example, the device can
both receive and transmit up to 250Mbps of encrypted traffic. There is no limit applied on unencrypted traffic.

When the throughput level on the device is set to “‘uncapped’ there are no limits imposed on both encrypted
and unencrypted traffic flowing through it.

\)

Note To avoid confusion on throughput limits and I0S XE software releases, please note the following:

Cisco IOS XE release 17.11.1a and earlier running on the ESR6300, IR1800, and IR8140 platforms support
boost, uncapped, and unlimited licenses. These are configured using the platform hardware throughput
level 2G CLIL

Future Cisco IOS XE release 17.12.1 and later running on the ESR6300, IR1800, and IR8140 support the
same licenses, but will be configured using the platform hardware throughput level uncapped CLI
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With future Cisco IOS XE release 17.12.1 and later, the platform hardware throughput level 2G and the
platform hardware throughput level uncapped CLIs will both provide the same throughput as the uncapped
license.

The following table shows the throughput limits (also referred to as Tier license) supported on [oT devices
as of Cisco IOS XE 17.11.1a release.

Platform 25 Mbps 50 Mbps Up to 200 Mbps | 250 Mbps 2 Gbps Uncapped (Tier2)
bidirectional bidirectional bidirectional bidirectional
(Tier 0) (Tier 1)
ESR 6300 N/A Yes N/A Yes Yes To be supported
starting with
17.12.1
ESR-6300-LIC-K9 | N/A Yes N/A N/A N/A Yes
IR1101 N/A N/A N/A Yes N/A Supported
starting with
17.10.1.
IR1800 N/A Yes N/A Yes Yes To be supported
starting with
17.12.1
IR8100 N/A Yes Yes Yes Yes To be supported
starting with
17.12.1
IR8300 Yes N/A Yes N/A N/A Yes

Command Line Interface

The following commands are available:

license boot level <network-essentials/network-advantage>

The throughput level can be configured using the following CLI on all IR devices except IR8300:
platform hardware throughput level <limit>

On the IR8300, the throughput level can be configured using the following CLI:

platform hardware throughput crypto <limit>

To see the throughput configured on the device, use the following CLI:

show version | include throughput
The current crypto throughput level is: 50000 kbps

Galileo Support on the LTE Pluggable Modules

With Cisco IOS XE 17.11.1a and earlier, the only GNSS constellation supported was GPS. This release
introduces support for Galileo.
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Note Only ONE constellation can be enabled at a time.

There are new CLI options available to support the new constellation:

Configuration Commands

config# controller cellular <slot/port>
(config-controller) # <no> lte gps constellation <gps | galileo | gnss >

Example:

(config-controller) #1te gps constellation ?
galileo select Galileo as active constellation
gps select GPS as active constellation
gnss select multiple GNSS as active constellation

\}

Note The default setting is gps mode.

The new galileo and gnss options in the above CLI are used to configure Galileo and Multiple/Simultaneous
GNSS (GPS + Galileo etc) respectively.

If you disable the GPS configuration, ensure there is no constellation configured, consistent with GPS mode
configuration. For example:

config# controller Cellular 0/1/0
(config-controller)# no lte gps constellation gps
Show Commands

The following example shows the current GNSS constellation as Galileo:

#show cellular 0/1/0 gps detail

GPS Feature = enabled

GPS Mode Configured = standalone

Current Constellation Configured = galileo | gps | gnss
GPS Port Selected = Dedicated GPS port

GPS Status = GPS acquiring

Any changes made to the configuration will require the router to be rebooted.

More information is available in the Cellular Pluggable Interface Module Configuration Guide.
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New Features for Cisco 10S XE 17.12.1a

This chapter contains the following sections:

* DLEP IPv6 Unicast, on page 91
* Uncapped License Implementation , on page 93

DLEP IPv6 Unicast

Previous releases of IOS XE offered support for IPv4 unicast traffic over an IPv4 DLEP session. IOS XE
17.12.1a provides support for IPv6 unicast over an IPv4 DLEP session.

This section provides a subset of the overall DLEP information that is found in the IP Routing Configuration
Guide, Cisco I0S XE 17.x.

Feature Limitations

DLEP has the following restrictions and limitations:
* Multicast traffic is not supported with DLEP, but is supported with PPPOE.
* DLEP cannot be deployed with High Availability (HA) configuration.

* You must configure the VMI and Virtual-Template before attaching the Virtual-Template to a physical
interface.

» The ESR6300 is connected over DLEP radio links and only 1 radio per interface (WAN port only) is
supported.

* All configurations for the virtual-template need to be removed individually using the no form of the
respective configuration commands, before removing the virtual-template using the no interface
virtual-template command.

* Changing of configurations on the virtual-template and VMI interfaces is not supported while DLEP is
enabled on the physical interface. In order to make such changes, disable DLEP by removing the DLEP
configuration from the physical interface, make the changes, and re-configure DLEP on the physical
interface.

* DLEP interface does not support Jumbo frames (frames > 1500 bytes in size).

* Routing of internally generated application traffic (e.g. pingv6) with source as DLEP VMI / physical
interface is not supported.
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* Viewing information about DLEP neighbors using the show ipv6 neighbor command is not supported.

Configuring DLEP with IPv6 Unicast

Use the following steps to configure DLEP with IPv6 Unicast.

Enable IPv6 unicast routing:

Router#configure terminal

Router (config) #ipv6é unicast-routing
Router (config) #end

Router#

Enable IPv6 on the physical interface:

Router#configure terminal

Router (config) #interface GigabitEthernet0/0/0
Router (config-if) #ipv6é enable

Router (config-if) #end

Router#

Configure the virtual template interface:

Router#configure terminal

Router (config) #interface virtual-templatel

Router (config-if) #ip unnumbered GigabitEthernet0/0/0
Router (config-if) #ipv6é enable

Router (config-if) #ipvé nd dad attempts 0

Router (config-if) #end

Router#

Configure the vmi interface:

Router#configure terminal

Router (config) #interface wvmil

Router (config-if) #ip unnumbered GigabitEthernet0/0/0
Router (config-if) #physical-interface GigabitEthernet0/0/0
Router (config-if) #ipv6é enable

Router (config-if) #end

Router#

Configure the physical interface:

Router#configure terminal

Router (config) #interface GigabitEthernet0/0/0
Router (config-if) #ip address 10.1.1.1 255.255.255.0
Router (config-if) #ipv6é address 1000::1/64

Router (config-if) #ip dlep vtemplate 1

Router (config-if) #end

Router#

Configuring EIGRP for DLEP IPv6 Unicast

Use the following steps to configure EIGRP for DLEP IPv6 Unicast:
Create the EIGRP router:

Router#configure terminal

Router (config) #ipv6é router eigrp 2

Router (config-rtr) #eigrp router-id 2.2.2.2
Router (config-rtr) #end

Router#
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Configure EIGRPv6 on VMI:

Router#configure terminal

Router (config) #interface vmil

Router (config-if) #ipvé eigrp 2

Router (config-if) #no ipvé split-horizon eigrp 2
Router (config-if) #end

Router#

Configuring OSPF for DLEP IPv6 Unicast

Use the following steps to configure OSPF for DLEP IPv6 Unicast.
Configure OSPF router:

Routerf#configure terminal

Router (config) #router ospfv3 1

Router (config-router) #router-id 200.200.200.200
Router (config-router) #address-family ipv6é unicast
Router (config-router-af) #end

Router#

Configure OSPF on the VMI interface:

Router#configure terminal

Router (config) #interface wvmil

Router (config-if) #ospfv3 1 ipv6 area 0

Router (config-if) #ospfv3 1 ipv6é cost dynamic
Router (config-if) #ospfv3 1 ipv6 network manet
Router (config-if) #end

Router#

Uncapped License Implementation

The Cisco IOS XE 17.11.1 release introduced a new throughput level called "uncapped". This release extends
the new throughput level to all of the Cisco IoT routing platforms. The following is a recap of the uncapped
license implementation:

Licensing Throughput Levels

The throughput level determines the bandwidth limit which is applied to encrypted traffic. There is no limit
applied to the non-encrypted (clear) traffic going through a device.

|

Important  To comply with global export regulations, if more than 250Mbs of encrypted traffic is required, then an
“uncapped” — platform dependent — selection must be done on CCW, as well as an HSEC license.

This limit is imposed bidirectionally. This means that if the throughput limit is set to 250Mbps then up to
250Mbps of encrypted traffic can flow through the device in either direction. For example, the device can
both receive and transmit up to 250Mbps of encrypted traffic. There is no limit applied on unencrypted traffic.

When the throughput level on the device is set to "uncapped" there are no limits imposed on both encrypted
and unencrypted traffic flowing through it.
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\)

Note To avoid confusion on throughput limits and I0S XE software releases, please note the following:

Cisco IOS XE release 17.11.1a and earlier running on the ESR6300, IR1800, and IR8140 platforms support
boost, uncapped, and unlimited licenses. These are configured using the platform hardware throughput
level 2G CLIL

Future Cisco I0S XE release 17.12.1a and later running on the ESR6300, IR1800, and IR8140 support the
same licenses, but will be configured using the platform hardware throughput level uncapped CLIL

With Cisco IOS XE release 17.12.1a and later, the platform hardware throughput level 2G and the platform
hardware throughput level uncapped CLIs will both provide the same throughput as the uncapped license.

The following table shows the throughput limits (also referred to as Tier license) supported on [oT devices.

Platform 25 Mbps 50 Mbps Up to 200 Mbps | 250 Mbps 2 Gbps Uncapped (Tier2)
bidirectional bidirectional bidirectional bidirectional
(Tier 0) (Tier 1)

ESR 6300 N/A Yes N/A Yes Yes Supported
starting with
17.12.1a

ESR-6300-LIC-K9 | N/A Yes N/A N/A N/A Yes

IR1101 N/A N/A N/A Yes N/A Supported
starting with
17.10.1.

IR1800 N/A Yes N/A Yes Yes Supported
starting with
17.12.1a

IR8100 N/A Yes Yes Yes Yes Supported
starting with
17.12.1a

IR8300 Yes N/A Yes N/A N/A No
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New Features for Cisco 10S XE 17.13.1

This chapter contains the following sections:

* [Pv4 and IPv6 Multicast Over DLEP, on page 95

* [Pv6 Control Plane for DLEP, on page 96

* SD-WAN Remote Access (SD-WAN RA), on page 98

* Change in CLI Output for the FN980 5G Modem, on page 98

IPv4 and IPv6 Multicast Over DLEP

DLEP Multicast is now supported with IOS XE 17.13.1. See the following configuration examples:

IPv4 Multicast

Global Command Examples:

ip multicast-routing distributed
ip pim rp-address <rp ip addr> [access-list for group]

Physical Interface Command Examples:

interface GigabitEthernet0/0/1
ip address 28.28.28.1 255.255.255.0
ip pim sparse-mode
ip igmp version 3
negotiation auto
ipv6 address 1111::3/120
ipvé enable

VMI Command Examples:

interface vmi 5
ip pim sparse-mode

Loopback Command Examples:

interface LoopbackO

ip address 7.7.7.7 255.255.255.255
ip pim sparse-mode

ipv6 address 2000::2/128

ipvé enable

IPv6 Multicast

Global Command Examples:
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ipv6 pim
ipvé multicast-routing
ipvé pim rp-address <rp ipvé addr> [access-1list for group]

Physical Interface Command Examples:

interface GigabitEthernet0/0/2

ip address 38.38.38.1 255.255.255.0
ip igmp version 3

ipv6 mld version 2

negotiation auto

ipv6 address 1111::3/120

ipv6 enable

ipv6 pim register-source loopbackO

VMI Command Examples:

interface vmi 5
ip pim sparse-mode

Loopback Command Examples:

interface LoopbackO

ip address 7.7.7.7 255.255.255.255
ip pim sparse-mode

ipv6 address 2000::2/128

ipv6 enable

Remove Commands

Remove Command Examples:

Router (config-if) # no ip dlep vtemplate 1
Router (config-if)# no int vmi 1
Router (config-if)# no int Virtual-Template 1

Show Commands

Show Command Examples:

show ip interface brief
show dlep config

show dlep clients

show dlep neighbors

IPv6 Control Plane for DLEP

IOS-XE 17.13.1 supports DLEP control plane session support on an IPv6 network. When both the router and
radio are running an IPv6 stack, the router can initiate DLEP session setup over IPv6. Both manual mode and
auto discovery mode are supported. When the router is configured with an IPv6 address and transport layer
port details of listening radio, the router initiates DLEP session setup in manual mode.

New Command Line Interface

You can choose auto discovery mode by using the following new CLI:
<no> ip dlep set peer-discovery-mode ipvé

When Auto discovery mode is set using the above command, the router starts sending peer discovery signals
as in the following example:
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Destination IP6 address: FF02::1:7

Destination UDP Port : 854
Source IPv6 address. : Global IPv6 address configured on DLEP interface or sub-interface
Source UDP Port. : 55555

Upon receipt of discovery signals the radio responds with offer signals that consist of IPv6 connection point
TLV as defined in DLEP RFC 8175.

The router uses the received IPv6 address and transport port number to further establish a DLEP TCP session
with the radio node. Once the TCP connection is established, rest of DLEP state machine is common between
manual mode and IPv6 auto discovery mode.

When the router DLEP interface is configured with dual stack, DLEP auto discovery starts depending on the
configured mode. By default, the router starts with IPv4 discovery mode.

Current [OS-XE implementation assumes the [Pv6 DLEP offer signal consists of IPv6 connection point TLV
or nothing. When the IPv6 connection point TLV is missing in the offer signal, the router picks radio IPv6
address and transport layer port number from foreign socket from which offer signal is received.

The IPv6 address offered by the radio can be link local address of radio interface or any configured global
Ipv6 address. The router can establish DLEP session with either of them.

\)

Note Any IPv4 connection point TLV received in IPv6 offer signal is ignored by the router.

DLEP session mode on the router interface is independent of session mode configured on other interfaces.
The router can simultaneously support any of following modes on different interfaces:

* [Pv4 manual configuration
* [Pv4 auto discovery
* [Pv6 manual configuration
* IPv6 auto discovery

The following example shows adding a sample manual mode ipv6 control plane configuration:

ip dlep vtemplate 1 port 11813 tcp port 11913 client ipv6 193::104 port 913

Switching DLEP Session Mode on the Router Interface

The following are Guidelines/Limitations:

* Changing the DLEP session mode due to a configuration change on the interface requires a virtual
template reconfiguration on the interface to force the mode change.

* Changing the IPv6 address on the router DLEP interface when there is active session is not recommended.
Any such change needs to be followed by virtual template reconfiguration on the interface.

* Ensure global IPv6 address is configured on the interface prior to enabling DLEP.
* A valid virtual template and vmi interface mapped to the physical interface needs to be present.

* Configuration for auto discovery needs to be in the following order:

interface GigabitEthernet <x/x/x>
ip dlep set peer-discovery-mode ipvé
ip dlep vtemplate 1
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 The command ip dlep set peer-discovery-mode ipv6 gets removed when removing the dlep vtemplate
configuration from the interface, for example, no ip dlep vtemplate 1 and has to be reconfigured to
enable it again.

Auto Discovery Mode Fallback

The default DLEP session auto discove