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1 Evaluation Basis and Documents

This evaluation is based on the "Common Criteria for Information Technology Security Evaluation"
version 3.1 revision 5 [CC], the "Common Methodology for Information Technology Security Evaluation"
[CEM] and the following extended methodologies:

. "CC and CEM addenda - Exact Conformance, Selection-Based SFRs, Optional SFRs"
[CCDB-2017-05-171;

. "Supporting Document - Evaluation Activities for Network Device cPP" [NDcPPv2.2-SD]; and

. "Supporting Document: PP-Module for SSL/TLS Inspection Proxy Version 1.1" [STIPPPMv1.1-
SD]!

, as specified in the Security Target [ST]:l.

The following scheme documents and interpretations have been considered:

. [CCEVS-TD0527]: "Updates to Certificate Revocation Testing (FIA_X509 EXT.1)", version as
of 2020-07-01.

. [CCEVS-TDO0536]r: "NIT Technical Decision for Update Verification Inconsistency", version as
of 2020-07-13.

. [CCEVS-TDO0537]:: "NIT Technical Decision for Incorrect reference to FCS_TLSC EXT.2.3",
version as of 2020-07-13.

. [CCEVS-TDO0547]: "NIT Technical Decision for Clarification on developer disclosure of
AVA_VAN", version as of 2020-10-15.

° [CCEVS-TD0555]1: "NIT Technical Decision for RFC Reference incorrect in TLSS Test", version
as of 2020-11-06.

. [CCEVS-TDO0556]: "NIT Technical Decision for RFC 5077 question", version as of 2020-11-06.

. [CCEVS-TD0563]1: "NiT Technical Decision for Clarification of audit date information",
version as of 2021-01-28.

. [CCEVS-TD0564]r: "NiT Technical Decision for Vulnerability Analysis Search Criteria", version
as of 2021-01-28.

. [CCEVS-TD0569]:: "NIT Technical Decision for Session ID Usage Conflict in
FCS DTLSS EXT.1.7", version as of 2021-01-28.

o [CCEVS-TD0570]c: "NiT Technical Decision for Clarification about FIA_AFL.1", version as of

2021-01-29.
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o [CCEVS-TDO0571]: "NiT Technical Decision for Guidance on how to handle FIA_AFL.1",
version as of 2021-01-29.

. [CCEVS-TDO0572]: "NiT Technical Decision for Restricting FTP_ITC.1 to only IP address
identifiers", version as of 2021-01-29.

. [CCEVS-TD0591]:: "NIT Technical Decision for Virtual TOEs and hypervisors", version as of
2021-05-21.

. [CCEVS-TD0592]r: "NIT Technical Decision for Local Storage of Audit Records", version as of
2021-05-21.

. [CCEVS-TD0631]: "NIT Technical Decision for Clarification of public key authentication for
SSH Server", version as of 2022-03-21.

. [CCEVS-TD0632]:: "NIT Technical Decision for Consistency with Time Data for vNDs", version
as of 2022-03-21.

. [CCEVS-TD0635]c: "NIT Technical Decision for TLS Server and Key Agreement Parameters",
version as of 2022-03-21.

. [CCEVS-TDO0638]rl: "NIT Technical Decision for Key Pair Generation for Authentication",
version as of 2022-08-05.

. [CCEVS-TD0670]: "NIT Technical Decision for Mutual and Non-Mutual Auth TLSC Testing",
version as of 2022-09-16.

. [CCEVS-TD0738]: "NIT Technical Decision for Link to Allowed-With List", version as of
2023-05-19.

o [CCEVS-TD0741]:: "Arbitrary Ciphers in FCS_TTTC/S_EXT", version as of 2023-05-26.

. [CCEVS-TDO0774]:: "Correction to Supported Cipher Suite in FCS_ TTTC EXT.1.1 and
FCS TTTS EXT.1.1", version as of 2023-07-28.

. [CCEVS-TD0790]: "NIT Technical Decision: Clarification Required for testing IPv6", version
as of 2023-09-27.

° [CCEVS-TDO0792]:: "NIT Technical Decision: FIA_ PMG_EXT.1 - TSS EA not in line with SFR",
version as of 2023-09-27.

o [CCEVS-TD0808]:: "Clarification on EKU Fields for FIA_X509_EXT.1/STIP", version as of
2020-11-30.

. [CSEC-EP002]:: "Evaluation and Certification", version 35.0 as of 2023-06-02.
. [CSEC-EP188]:i: "Scheme Crypto Policy", version 13.0 as of 2023-09-06.
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2 Evaluation Results

The evaluator work units have been performed, including: evaluator actions and analysis explicitly
stated in the CEM; evaluator actions implicitly derived from developer action elements described in
the CC Part 3; and evaluator confirmation that requirements for content and presentation of evidence
elements described in the CC Part 3 have been met.

The evaluation was performed by informal analysis of the evidence provided by the sponsor.

The TOE contains a single implementation of the OpenSSL module. Separate instances of the
OpenSSL module run on both the Control Plane and the Data Plane. In the CAVP certificates, the
Data Plane instance is called "TMM Data Plane" where TMM is an acronym for Traffic Management
Microkernel. Because the OpenSSL module runs in both a virtualized environment (i.e., Virtual Clustered
Multiprocessing™ a.k.a. vCMP®) and a non-virtualized environment, two sets of CAVP certificates are
required for each plane. Another set of CAVP certificates is required for the Virtualized Environment
(VE) implementation.

Table 1 provides the CAVP operational environment for each TOE virtual environment.

Table 1: CAVP operational environments

Software Platform CPU Virtual Environment
Big-IP 16.1.3.1 F5 4800 Intel Broadwell D-1518 N/A
Intel Broadwell E5-1630v4 | N/A
Intel Broadwell E5-1650v4 | N/A
Intel Broadwell E5-1660v4 | N/A
Intel Broadwell E5-2680v4 | N/A
Intel Broadwell E5-2695v4 | N/A
Intel Haswell E5-2658v3 N/A
Intel lvy Bridge E5-2658v2 | N/A
Big-IP vCMP Hypervisor F5i5800 Intel Broadwell D-1518 N/A
16.1.3.1 Intel Broadwell E5-1630v4 | N/A
Intel Broadwell E5-1650v4 | N/A
Intel Broadwell E5-1660v4 | N/A
Intel Broadwell E5-2680v4 | N/A
Intel Broadwell E5-2695v4 | N/A
Intel Haswell E5-2658v3 N/A
Intel lvy Bridge E5-2658v2 | N/A

BIG-IP Virtual Edition (VE) [ Dell PowerEdge R630 Intel Xeon E5-2660v3 Hyper-V version 10.0 on
16.1.3.1 (Haswell) Windows Server 2019

Dell PowerEdge M630 Intel Xeon E5-2590v4 VMWare ESXi 6.5.0
(Broadwell)
KVM on Ubuntu 20.04

Table 2 provides a mapping between cryptographic algorithms specified by SFRs in [ST]{ and
Cryptographic Algorithm Validation Program (CAVP) certificates.
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1 CAVP does not support the testing of RSA key establishment.

Table 2: Mapping of SFRs to CAVP certificates
SFR Algorithm and Options Control Data Plane | Virtual Edition
[Standard] Plane (TMM) CAVP (VE) CAVP
(OpenSSL)
CAVP
Device | vCMP® | Device | vCMP® | AES-NI |Assembler
& SHA
SSSE3
FCS_CKM.1 RSA KeyGen Modulo 2048, A2594 | A2777 A2762
(186-4) Modulo 3072
[FIPS 186-41]
ECDSA KeyGen P-256, A2594 | A2777 [A2671 |A2778 A2762
(186-4) P-384
[FIPS 186-41]
ECDSA KeyVer P-256, A2594 | A2777 [A2671 | A2778 A2762
(186-4) P-384
[FIPS 186-41]
FCS_CKM.2 RSA KeyEstab ! Modulo 2048,
Modulo 3072
[NIST SP 800-56B]
ECC KeyEstab P-256, A2594 | A2777 [A2671 |A2778 A2762
(KAS-ECC P-384
Component)
[NIST SP 800-56A]
FCS_COP.1 AES Encrypt & decrypt: | A2594 | A2777 [A2671 [A2778| A2711
/DataEncryption
AES:[FIPS 197]; AES-CBC-128,
CBC:[NIST SP AES-CBC-256,
800-38A]; AES-GCM-128,
GCM:[NIST SP AES-GCM-256
800-38D]
FCS_COP.1 RSA SigGen RSASSA- A2594 | A2777 [A2671 | A2778 A2762
/SigGen (186-4) PKCS1v1.5:
[FIPS 186-41] Modulo 2048 with
SHA-256, SHA-384;
Modulo 3072 with
SHA-256, SHA-384
RSA SigVer (186-4) | RSASSA- A2594 | A2777 [A2671 | A2778 A2762
PKCS1vl.5:
[FIPS 186-41]
Modulo 2048 with
SHA-1, SHA-256,
SHA-384;
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SFR Algorithm and Options Control Data Plane | Virtual Edition
[Standard] Plane (TMM) CAVP (VE) CAVP
(OpenSSL)
CAVP
Device | vCMP® | Device | vCMP® | AES-NI |Assembler
& SHA
SSSE3
Modulo 3072 with
SHA-1, SHA-256,
SHA-384
ECDSA SigGen P-256 with A2594 | A2777 | A2671 | A2778 A2762
(186-4) SHA-256, SHA-384;
[FIPS 186-4] P-384 with
SHA-256, SHA-384
ECDSA SigVer P-256 with A2594 | A2777 | A2671 | A2778 A2762
(186-4) SHA-256, SHA-384;
[FIPS 186-4] P-384 with
SHA-256, SHA-384
FCS_COP.1 SHS SHA-1 A2594 | A2777 | A2671 | A2778 | A2711
[Hash (byte-oriented) SHA-256, A2594 | A2777 | A2671 | A2778 A2762
[FIPS 180-4] SHA-384
FCS_COP.1 HMAC HMAC-SHA-1 A2594 | A2777 | A2671 | A2778 | A2711
/KeyedHash
[FIPS 198-1] HMAC-SHA-256, A2594 | A2777 | A2671 | A2778 A2762
HMAC-SHA-384
FCS_RBG_EXT.1 CTR_DRBG(AES) AES-256 A2594 | A2777 | A2671 | A2778 | A2711
[NIST SP 800-90A
Rev. 1]

2.1 Security Functional Requirements
2.1.1 Security audit (FAU)

2.1.1.1 Generation of Certificate Repository (FAU_GCR_EXT.1)

TSS Assurance Activities
Assurance Activity AA-STIPPPM-FAU_GCR_EXT.1-ASE-01

The evaluator shall examine the TSS to determine that it describes the certificate repository. If the certificate repository
is provided by the OE, the evaluator shall check the TSS to ensure it describes the interfaces invoked by the TOE to store
certificates.

Summary

Chapter 7 of [ST]c) contains the TSS. Section 7.1.3 Certificate Repository states that the BIG-IP stores
the forged (also known as issued or generated) certificates in the syslog audit trail which is stored on
the external audit server. So the certificate repository is provided by the OE and the syslog protocol
is used by the TOE to store the forged certificates.

Guidance Assurance Activities
Assurance Activity AA-STIPPPM-FAU_GCR_EXT.1-AGD-01
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Assurance Activity Report

The evaluator shall ensure that the guidance describes any operations necessary to cause certificates to be stored in the
repository.

Summary

[ECG]riSection 3.11 SSL Forward Proxy Configuration describes the certificate repository. The SSL
forward proxy in BIG-IP implements an in-memory certificate store for dynamically generated server
certificates. Generated certificates in this in-memory certificate store are local to this BIG-IP unit and are
not synchronized to the standby device. The certificates are stored in certificates.log syslog audit trail.

Test Assurance Activities
Assurance Activity AA-STIPPPM-FAU_GCR_EXT.1-ATE-01

The evaluator shall cause a certificate to be generated by the TSF. The evaluator shall confirm that the certificate is
stored in the certificate repository.

Summary

The evaluator logged in successfully to the TOE as a user with administrator privileges through GUI. The
evaluator generated a certificate with specific metadata according to [ECG]:. The evaluator verified
that the generated certificate was stored in the Certificate Repository.

2.1.1.2 Audit Data Generation (FAU_GEN.1)

TSS Assurance Activities
Assurance Activity AA-FAU _GEN.1-ASE-01

For the administrative task of generating/import of, changing, or deleting of cryptographic keys as defined in FAU_GEN.1.1
item c), the TSS should identify what information is logged to identify the relevant key.

Summary
Chapter 7 of [ST]r) contains the TSS. Section 7.1 Security Audit describes auditing.

The evaluator examined the TSS which states that for audit records logging the administrative task
of generating/importing of, changing, or deleting of cryptographic keys, the certificate key file object
name is logged to identify the relevant key.

Assurance Activity AA-FAU_GEN.1-ASE-02

For distributed TOEs the evaluator shall examine the TSS to ensure that it describes which of the overall required
auditable events defined in FAU_GEN.1.1 are generated and recorded by which TOE components. The evaluator shall
ensure that this mapping of audit events to TOE components accounts for, and is consistent with, information provided

in Table 1, as well as events in Tables 2, 4, and 5 (where applicable to the overall TOE). This includes that the evaluator
shall confirm that all components defined as generating audit information for a particular SFR should also contribute to
that SFR as defined in the mapping of SFRs to TOE components, and that the audit records generated by each component
cover all the SFRs that it implements.

Summary

According to the Security Target [ST]: , the TOE is not distributed therefore this Evaluation Activity
is not applicable.

Guidance Assurance Activities
Assurance Activity AA-FAU_GEN.1-AGD-01

The evaluator shall check the guidance documentation and ensure that it provides an example of each auditable event
required by FAU_GEN.1 (i.e. at least one instance of each auditable event, comprising the mandatory, optional and
selection-based SFR sections as applicable, shall be provided from the actual audit record).
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related to it.

The evaluator shall also make a determination of the administrative actions related to TSF data related to configuration
changes. The evaluator shall examine the guidance documentation and make a determination of which administrative
commands, including subcommands, scripts, and configuration files, are related to the configuration (including enabling
or disabling) of the mechanisms implemented in the TOE that are necessary to enforce the requirements specified

in the cPP. The evaluator shall document the methodology or approach taken while determining which actions in the
administrative guide are related to TSF data related to configuration changes. The evaluator may perform this activity as
part of the activities associated with ensuring that the corresponding guidance documentation satisfies the requirements

Cert. ID: CSEC2023009 F5, Inc.

Assurance Activity Report

Summary

Section 9.2 Sample Event Records -- TMOS of [ECG]s lists the examples of the auditable events
identified in section 6.2.1.2 FAU _GEN.1 Audit Data Generation of [ST]:, along with a description of the
audit record format. The following table identifies the auditable events required by FAU GEN.1 and the
corresponding audit examples listed in section 9.2 of [ECG]! .

Auditable Events

Additional Audit
Record Contents

Event Record Example

function

FAU_GEN.1

Startup of audit None Section 9.2.1 describes audit records demonstrating start up of

function the syslog and management control program daemon (mcpd)
audit mechanisms.

Shutdown of audit None Section 9.2.2 describes audit records demonstrating shut down of

the mcpd and tmsh audit mechanisms.

Administrative login
and logout

User account/name

Section 9.2.3.1 describes audit records demonstrating
administrator login; and section 9.2.3.2 describes audit records of
administrator logout. The audit records contain the administrator
ID (e.g., admin).

Changes to TSF
data related to
configuration
changes

Change description

Section 9.2.3.3 describes audit records demonstrating security-
related configurations for each user interface (i.e., tmsh, GUI,
iControl, iControl REST) and mcpd (management control program
daemon). The audit records provides a description of the
change, for example, the audit record for GUI in section 9.2.3.3.3
shows changing the DB variable value from "log.mcdp.level" to
"warning".

Generating/import
of, changing,
or deleting of
cryptographic keys

Action itself, unique
key name or key
reference

Section 9.2.3.4 describes audit records demonstrating generating,
importing, changing, and deleting cryptographic keys.

Resetting passwords

User account

Section 9.2.3.5 describes audit records for resetting passwords in
which all audit records contain the user identifier.

Starting and
stopping services

None

Sections 9.2.3.6 and 9.2.3.7 describes audit records for starting
and stopping of the big3d service, respectively.

FAU_STG_EXT.3/Loc

Space

Low storage space
for audit events

None

Section 9.2.4 describes audit record of the warning for low audit
storage space. This audit record warns that the log disk usage is
higher than 80%.

FCS_HTTPS_EXT.1

Failure to establish a
HTTPS session

Reason for failure

Version 1.0
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Assurance Activity Report

Auditable Events

Additional Audit
Record Contents

Event Record Example

. The third request was denied because the login
authentication failed.

FCS_SSHS_EXT.1

Failure to establish
an SSH Session

Reason for failure

Section 9.2.6 describes 3 audit records demonstrating failed SSH
session establishment with the description of the failures: the
entries are coming from pam_audit().

. In the first two cases, the SSH sessions were not established
because user root is not allowed to log in when Appliance
Mode is licensed.

. In the third case, the user account "asdf" doesn't exist.

FCS_TLSC_EXT.1[1],

FCS_TLSC_EXT.1[2]

Failure to establish
an TLS Session

Reason for failure

See FCS_TLSC_EXT.2 for description of relevant audit records.

FCS_TLSC_EXT.2

Failure to establish
an TLS Session

Reason for failure

Section 9.2.7 describes audit records for failure to establish a TLS
data plan session (BIG-IP as client). The reasons for failure include
peer certificate verification error, connection error, connection
termination, and SSL handshake failed.

FCS_TLSS_EXT.1[1],

FCS_TLSS_EXT.1[2],

FCS_TLSS_EXT.1[3], FCS_TLSS_EXT.1[4]

Failure to establish
an TLS Session

Reason for failure

Section 9.2.8 describes audit records demonstrating failure to
establish a TLS data plane session (BIG-IP as server), with a
description of failure such as the protocol version is not supported
(note that the error code is from RFC 5246).

FIA_AFL.1

Unsuccessful login
attempt limits is met
or exceeded

Origin of the attempt
(e.g., IP address)

See FIA_UAU_EXT.2 for description of relevant audit records.

FIA_UIA EXT.1

All use of
identification and
authentication
mechanism

Origin of the attempt
(e.g., IP address)

See FIA_UAU_EXT.2 for description of relevant audit records.

FIA_UAU_EXT.2

All use of
identification and
authentication
mechanism

Origin of the attempt
(e.g., IP address)

Section 9.2.11 describes audit records demonstrating both
successful and failed password-based authentication for

login via the GUI, SSH, iControl, and iControl REST. All audit
records contain the IP address of the origin of the attempt,

for example, httpd(mod auth pam): user=admin(admin)
partition=[All] level=Administrator tty=/sbin/nologin
host=192.168.43.146

FIA_X509_EXT.1/Rev

Unsuccessful
attempt to validate a
certificate

Reason for failure of
certificate validation

Section 9.2.12 provides an audit record for unsuccessful
validation of a certificate with reason for failure as unable to
validate certificate with an invalid x509 file: [...] unable to
validate certificate, invalid x509 file [...]

Version 1.0
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Assurance Activity Report

Auditable Events

Additional Audit
Record Contents

Event Record Example

Any addition,
replacement or
removal of trust
anchors in the TOE's
trust store

Identification of
certificates added,
replaced or removed
as trust anchor in
the TOE's trust store

Section 9.2.12 provides an audit record for modification of a
certificate with the identification of certificate recorded.

FMT_MOF.1/Manual

Update

activities of TSF data

Any attempt to None Section 9.2.15 describes audit records demonstrating the
initiate a manual following:
update . Successful installation of the TOE software on 2 different
volumes by the administrator "admin";
. Failed installation of a TOE update.
FMT_SMF.1
All management None The audit records for management activities of TSF data are

described throughout section 9.2. For example,

Section 9.2.3.4 describes audit records demonstrating
generating, importing, changing, and deleting cryptographic
keys;

Sections 9.2.3.6, 9.2.3.7, and 9.2.14 describe audit records
demonstrating starting and stopping of services;

Section 9.2.16 describes audit records for creating a
certificate file and resetting the administrator password via
tmsh;

Section 9.2.17 describes the audit records showing a
cryptographic key is deleted.

FPT_STM_EXT.1

Discontinuous
changes to time -
either Administrator
actuated or changed
via an automated
process. Note that
no continuous
changes to

time need to be
logged. See also
application note on
FPT STM _EXT.1 in
the NDcPP.

For discontinuous
changes to time:
The old and new
values for the time.
Origin of the attempt
to change time for
success and failure
(e.g., IP address).

Section 9.2.19 describes audit records demonstrating successful
discontinuous changes to time . The audit records show the old
and new time values, origin of the attempt, and result of the
attempt.

FPT_TUD_EXT.1

Initiation of update;
result of the update
attempt (success or
failure).

None

See FMT_MOF.1/ManualUpdate for description of relevant audit
records.

FTA_SSL_EXT.1 (if “terminate the session”

is selected)

The termination of
a local session by
the session locking
mechanism

None

Section 9.2.20 describes audit records for inactivity timeout
demonstrating a user is logged out of a local tmsh session when
the inactivity timeout is reached.
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Assurance Activity Report

Auditable Events [Additional Audit Event Record Example
Record Contents
FTA_SSL.3
The termination of None Section 9.2.21 describe an audit record for inactivity timeout
a remote session by demonstrating a user is logged out of a SSH session when the
the session locking inactivity timeout is reached.
mechanism
FTA_SSL.4
The termination None Section 9.2.22 describe an audit record for inactivity timeout
of an interactive demonstrating a user is logged out of a SSH session when the
session inactivity timeout is reached.
FTP_ITC.1
Initiation of the Identification of Section 9.2.23 describes audit records for the TLS connections in
trusted channel the initiator and the following scenarios:
target of failed e Successful connection attempt;
trusted channels Failed i t t
establishment o ailed connection attempt;
attempt . Terminated connection.
For each audit record, IP addresses of the initiator and target are
provided.
Termination of the See description of the relevant audit records above.
trusted channel
Failure of the trusted See description of the relevant audit records above.
channel functions
FTP_TRP.1
Initiation of the None Section 9.2.24 describes audit records demonstrating the
trusted path following:
For TLS connections (GUI, iControl SOAP, and iControl REST):
o Successful login attempt;
. Successful logout attempt;
. Failed login attempt.
For SSH connection:
o Successful connection attempt;
. Failed connection attempt;
. Terminated connection.
All of the audit records contain the user identity (e.g., admin,
root).
Termination of the See description of the relevant audit records above.
trusted path
Failure of the trusted See description of the relevant audit records above.
path functions

Table 3: NDcPP Audit record description
Test Assurance Activities

Assurance Activity AA-FAU_GEN.1-ATE-01

The evaluator shall test the TOE's ability to correctly generate audit records by having the TOE generate audit records
for the events listed in the table of audit events and administrative actions listed above. This should include all instances
of an event: for instance, if there are several different I&A mechanisms for a system, the FIA_UIA_EXT.1 events must
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be generated for each mechanism. The evaluator shall test that audit records are generated for the establishment and
termination of a channel for each of the cryptographic protocols contained in the ST. If HTTPS is implemented, the test
demonstrating the establishment and termination of a TLS session can be combined with the test for an HTTPS session.
When verifying the test results, the evaluator shall ensure the audit records generated during testing match the format
specified in the guidance documentation, and that the fields in each audit record have the proper entries.

Note that the testing here can be accomplished in conjunction with the testing of the security mechanisms directly.

Assurance Activity Report

Summary

The evaluator verified the installation and the configuration of the TOE according to [ECG]-. The
evaluator used a computer running Ubuntu Linux as a SSH client and web browser in order to have
remote access to the TOE.

The evaluator checked whether an audit record is generated during the start-up and the
shut-down of an audit event.

The evaluator checked whether an audit record is generated during administrator user login
and logout.

The evaluator checked whether an audit record is generated during security related
configuration changes.

The evaluator checked whether an audit record is generated during generating/import of,
changing, or deleting of cryptographic keys.

The evaluator checked whether an audit record is generated for resetting passwords.

The evaluator checked whether an audit record is generated for starting and stopping
services.

The evaluator checked whether an audit record is generated when the log size reach its
limits.

The evaluator checked whether connection establishments are failed through HTTPS, SSH
and TLS.

The evaluator checked whether an audit record is generated during authentication for all the
listed services are available (SSH, GUI, IControl, IControl Rest) remotely and locally.

The evaluator did not observe any audit log for trying to authenticate to the TOE with a non
supported public key algorithm. The evaluator considers this as an expected result because
the SSH-DSA public key algorithm is considered deprecated for OpenSSH.

The evaluator checked whether an audit record is generated during failed certificate
validation (as expected).

The evaluator performed activation or modification of the welcome banner and checked for
audit records.

The evaluator performed manual update of the TOE and checked for audit records for
successful and failed attempts (as expected).

The evaluator performed modification, deletion, generation/import of cryptographic keys and
checked for audit records.

The evaluator performed modification on time zone through NTP server and checked for
audit records.

The evaluator performed modification on inactivity time period and checked for audit records
for unlocking attempts of the interactive session.

The evaluator performed modification on inactivity time period and checked for audit records
for termination of the interactive session.

The evaluator checked whether an audit record is generated when he terminates the
interactive session remotely or locally.

The evaluator checked whether an audit record is generated during initiation, termination or
failure of a trusted channel.

The evaluator checked for audit records for unsuccessful certificate validation.
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Assurance Activity Report

. The evaluator performed modification on trust anchor from the TOE's trust store and
checked for audit records for addition, replacement and removal of the trust anchor from the
TOE's trust store.

Assurance Activity AA-FAU_GEN.1-ATE-02

For distributed TOEs the evaluator shall perform tests on all TOE components according to the mapping of auditable
events to TOE components in the Security Target. For all events involving more than one TOE component when an audit
event is triggered, the evaluator has to check that the event has been audited on both sides (e.g. failure of building up a
secure communication channel between the two components). This is not limited to error cases but includes also events
about successful actions like successful build up/tear down of a secure communication channel between TOE components.

Note that the testing here can be accomplished in conjunction with the testing of the security mechanisms directly.

Summary

The evaluator found that the TOE is not a distributed TOE, therefore there are no specific requirements
for this assurance activity.

2.1.1.3 Audit Data Generation (STIP) (FAU_GEN.1/STIP)
TSS Assurance Activities
Assurance Activity AA-STIPPPM-FAU_GEN.1-STIP-ASE-01

The evaluator shall examine the TSS to verify that it describes the audit mechanism(s) that the TOE uses to generate
audit records for STIP behavior.

Summary
Chapter 7 of [ST]: contains the TSS. Section 7.1 Security Audit describes auditing.

The evaluator examined this section which states that the TOE uses syslog functionality to generate
audit records. The TOE implements one audit mechanism, namely syslog, for all auditable events,
including STIP events.

Guidance Assurance Activities
Assurance Activity AA-STIPPPM-FAU_GEN.1-STIP-AGD-01

The evaluator shall examine the operational guidance to verify that it identifies all security-relevant auditable events
claimed in the ST and includes sample records of each event type. If the TOE uses multiple audit mechanisms to generate
different sets of records, the evaluator shall verify that the operational guidance identifies the audit records that are
associated with each of the mechanisms such that the source of each audit record type is clear.

Summary

Section 9.3 Sample Event Records -- SSLO of [ECG] list